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AboMUr .. gpKT®. | mKUY CLIs Command Line Interface x X m [T Vv Mo
0 0B"
1.1 CLIm T B9
CLIm T BUTt Y" 35X 2v X YKAOB
= E€E3tTNWEpH. nb 0o
p PC6HE3TNC. YnTTvo X" K. b3uebsit. K. 6 6o PCTuw
Bd
=7 m TXMOE3TUMEpPH. Yy YYodQoByxm"
LI ~ - A r .
mr.r.I biMBTubrAGOoWI N M
= SSHs Secure Shellx 6 0o
AboMU PCTw" K. b3nebs

P aKAEM. ps p. BPKAEXx 11
x IPtXXil 6@ 0o g d

. K. W sshE blp X6 0

X\ 8 my" SSHY "1 nboMQB"*
SSH6 "TtBU TVMOUY" . 74 SSHx 6BU.

6 AN0o Wl M

R

111 K. b3nmeben. K.

IIIIII. Cape

dGamy" Windowsx K. b3unebsit. K. mKU Tera Terms Ver 4105 6 » { "
T BU~ M1V MO 0O0OB"
€E3TUEpPH um
TeraTerm X ” TeraTerm 0 0 M L Tuw 0O0OB"
0o" OKi

1. "€31tun .6 0" XXk APNj p3l ETwyr BUYE3ItTMDB. E6

WKp6p3Apil QB

Tera Term: FTLNES >
O TCR/AP 192 168.0252
Ay (e)!
Telnet 22
SSH SSH2
Tott AUTD
® )7 ILE) —rR) |Cant: @51 —F (Comt) v
Fr)L ALTH)

"€3tub.E p .2 Y "HbHbOP’




2. 7 . lonB. x" €3tub. E. 6 0™ €3tub. E P Mot kOY

"0"€3tub. EY 600" "H ¥ 6™ {lKp6p3Apl QOB
Tera Term: YUT LRt BRELIES X
H—kp): ComMi v -
e
o O | TS ey
)T a(A): none v
AbwFEwh(E): |1 bit v ~NILZH)
Z0—HIHECE): none v
1E(SIEHE

o s/ [0 | SUBATOL

Device Friendly Name: 1R{S7R — (COM1)
Device Instance ID: ACPI¥PNPO301¥0
Device Manufacturer, ({E2EH —)
Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Version: 100.17763.1

T BUp" K. b3unebsit. K. TKkJp0pPkpPEY “ NbHbOB"

SSHT
TeraTerm X ” TeraTerm 0 0 M L Tuw 0OOB"
1. " TeraTerm 0 0 M .® T3 oY) 600"1 OKi WKp6Bp3Apl OB
" TCP/IP, 6

W E, T IPTXiAI 6

:l? 35" Y" 3s5) b ET 0oMY/A> x R’
=<8 ¢ ASD.Ej ©p° lan0 3
loTm. K. ° ethl

"H. Pl _ m" SSH, 6

Tera Term: FTLWER X
® TCP/IP AT 1521680254 V]
MEAFJ0)

T2 O Telnet TGP —H#(E)

|© SSH SSH/ i—a () | ssH2 >
OZhit

1P =273 2(N): | AUTO v

)7 ILE)

Feotl | AT

OO MWI Et 60/A>" IMB3Tnll .2 Y “AbOBR"




2.

"&x Wl E6 known hostsa | EtT 2BY ., TYBOAP6 | 01
ApGOQB*

tFIUTAES X

known hostsU 2 I TH—) 1" 192.16856 2 DI RV IBUE A, BEFF I
ﬁéﬁé&%ﬁ%{?ﬁbﬁ. D = DIMFEL TSRS BYE T DT, +
FarE = it .

known hostsl) 2 D2 O AREBIL THEIT Y o2&, RBlImsZoEE Ida
HUET.

=) IR RS
RIER v aTI TV L OMDsS @ EHATEE
| SHA25:2a3x JXD2S5 2qXGYity Rtq/i4S AnOpveo b NTd/+dNy0

+--- [ECDSA 258]---+

= .0.0 ..00E0D
v.0.0..0 4K
+====[SHA256] --~-- +

[ E4 2007 2 - #known hostsl) 2H 38T 2(4) |

| LZipl(®) I HEiRER(D)

"SSH J4.,° Y " NboOR"’

JA 6 6o"1 OKI WKpB6Bp3Apl QOB

SSHEEEE — X

045 A% 192.16856.2

TERLETY
a-ga: i |
H2TL—Z (P
M2 D= F#EAF LIZER T S(M)
Oz —vzoki5Eda(0)
® LA 2= EFEEL)
() RSA/DSA/ECDSA/ED255 1 9504 {%5

T RK):
rhosts(SSH1)E{E>

4 4

FAHR(F):
O F—R—FA 8557+ FEPEEND
O Pageant®{#5

T BUp" K. b3unebsii. K. 1TkDJppdKkpPEY

“4{ WKp6PS3

"nbop’




1.1.2 TkOpeppBd

[y A A —~

TKOEPRUYU MY "V vtkOepBUA>p" 2y 37 1TKDJepBUYA>TTYO
0B’

Vv 1tkOpppd
kJgp T7 admin,6 p 0" Ol M. Xy 3y 1 Enter 6 0" KkOpopl OB*
KOJegpUBKpT" Ol M. X6 B Y YKYOB "

Ubuntu 18.04.5 LTS amnimo ttyMVO

amnimo login: admin Bk Do p admin 6 0 o Enter

Password: BOIl m. X6 0y T Enter

Last login: Mon Oct12 15:5 4:21 UTC 2020 on ttyMVO

Welcome to Ubuntu 18.04.5 LTS (GNU/Linux 4.19.93 - 02928- g44990b3300f7 aarch64)
S X

Changing password for admin.

(current) UNIX password: BOI m. X6 0y T Enter

Enter new UNIX password: BO O W BUOI m. X6 0 o Enter

n Ol M. Xt y"35sXxAQuKoypQY Z 6 OBoWi gM

=8 Z314

:. an/l Zn Z"R<X2‘ 3/16[(?

Q8" I/ RXATQ6 BPROI M. XKNF" 3s5xAQuKoywQUyAa>" BUdapuy
TPQd6"

='Y1i{0bU "s ° testx

ZutnTtTUAEX M. W. X s ° 1234" abcde" qwertx o ¢ X r Y K
4

I RX 0>2385  testl234x




2 37 1tkOpppBU
2v 37 TKOepPPRUA> P N v 500l M. X6 (OB

amnimoGE€3 . 1 / amnimo RE3 . |

Wountu 18.04.5 LTS amnimo ttyMVO

amnimo login: admin Bk Do p admin 6 U o Enter

Password: B 00Ol m. X6 0 o Enter

Last login: Mon Oct 12 15:58:31 UTC 2020 on ttyMVO

Welcome to Ubuntu 18.04.5LTS (GN  U/Linux 4.19.145 -00773-gd341a7f2d77d aarch64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

..JggggJd..
?2TMMMMMMMMNNggg999gg99&. ..

JJ.. _ TMMMMMMMMMMMMMMMMMMMMNM..
MMMMMN, ?MMMMMMMMM#Y"72227 TMMMMNGg,
dMMMMMMN{ (MMMMMMMN. ...... 7MMMNe.
MMMMMMMMr .MMMMMMMMMMMMMMMNM. _ MMMMm

_27TY: (MMMMMMMMMMMMMMMMMN. (MMMMN.
.gNNNmgJ... .MMMMMMMMMMMMMMMMMMMP  MMMMMy
iMMMMMMMMM#~ dMMMMMMMMMB"71"  MMMMM#.

HMMMMMMMM#% (MMMMMMMMB! ..JJggggx MMMMM#~

(MMMMMMMM= .dMMMMMMMD® (MMMMMMMMP  MMMMM#-~
7" MMM MMMMM .MMMMMMMMM$ MMMMM#
MMMMMMMMMr \WMMMMMMM9  MMMMMC
MMMMMMMMMN& 2T"Y9=". MMMMD
_HMMMMMMMMMmJ.. ...JgR...MMMY"
7MMMMMMMMMMMNNNNMMMMMMMMM#=
TMMMMMMMMMMMMMMMMMMMM#"

KOQop Pk pPETV MO
T 06pdtT " NbUdkpPEY" GoMUe ASD. Ej BpX €3 .
TWpoYodOp®

amnmoG €3 . | / amnimo RE3 . |

Ubuntu 18.04.3 LTS amnimo ttyMVO

amnimo login:

amnimo CE€3 . |

amnimo C series A Cl10 version 1.5.0 build 00000

amnimo login:




1.1.3 XY.Ek. W. x0l m. X6 B Y

Y. Ek. W.s 35" U-Bootx ¢ U-Boot Eblp XA. XnR BUp" U-Booth Tk Dpp
BUadpYr TodOB ' VEOI M. XY® AboMOBxm"JIMeB3lul" 0OBY
Gapb6I” cOOBR"

EpOpEwn. K. my" O y TPQd6 "

U-Boot E blp XXA. XMR B U
"H6 BU T" DIPI gAY T” U-BootE blp XHA. X, T 0" "H6 (G QB"

U-Boot E blp XS1. XX DIPI g AY

=
II\
1 2 3 4

Jph. D.Ej ©ox DIPI gAYWY 12X 0pocY40Qp"
m
L

"H6 bUp"3=sxOl M. X @ s 8h 10 *1od4QBxm" Ol m. X6
0" Enter M. 6 Dok OJpploWI M

o«

TIM-1.0

WTMidevel -18.12.1 - 118f0Obd

WTMI: system early - init

SVC REV: 5, CPU VDD voltage: 1.108V

S} X

STATUS:SN=[300002],MACO=[E8:1B:4B:00:30:02],BS=[a:0 b:385 h:0 s:0],DIPBM=[ubootcomman
d]

am_show_board_status: CNTFRQ_EL0=12500000 Hz

Please enter password - autoboot in 10 sec... BOI m. X " Enter M.

Retur n to boot status(0x55) for login

Amnimo>> run stopwdt 8 Bi 3 AYXADICX" 3JAE &
Amnimo>>

V6Ol M. XKtvMoyg" T Hb. Etéz Wi M

Ol M. X6 X Qw3 OonmmPB‘3v34° PBUp" LnuxR A. XnR
0QB"

= U-Bootd m [ OB U /> " run stopwdt Eblp XX6D“ BUdapm" j 3 AYXKADIC
TWY3JIJAEDG s00[OWh6z PBUAapYM®POP " runstopwdt E blp X6
D 0 oMA> " ft' 3JAEBUY 1 &Y mp

&

i%




U-Boot T Ol m. X6 Bd
ampasswd E blp X6 6o" Ol m. X6 BUapYmMPQB*

Du

Amnimo>> ampasswd8

Current Password: BH x Ol m. X fi " Enter M.

New Password: B 606 MOI m. X fi " Enter M.

Retry Password: g © 06 MOI m. X fi " Enter M.
OK

Amnimo>>

Linux R A. XnmR pBdU
DIPI p AYT” LinuxR HA. X, 1 0" reset E blp X6 6o™R 0OQB

Linux R $1. Xx DIPI gAY

=
T
1 2 3 4

Jph. D.Ej ©ox DIPI gAYWY 12X 0pcY40QB"
mim
o«

Amnimo>>r eset 8 B™R




1.2 X CLIGR B {

EEEEREE - <

X 6e 3BUBgT" X CLip0 o amsh®dk Ox3Y 6&nboMQB"

EpOpEun. K. nyk DoppBUp" amsh ®k Ox3Y [ULOB" Tx6¢"
amshpo€Egp6 0oR BUapyYndQdos"

)8

CR]  amnimoC series AQLO version 1.5. 0 build 00000
o
-,CICRJ\— amnimo login: admin Bk Dpgp admin 6 U o Enter
Password: B 0601 m. X6 U o Enter
Last login: Wed Jan 1 00:01:24 +0000 2020 on /dev/ttyGSO0.
amnimo$

1.21 amsh®dk Ox3236D"“ B Y
amsh®k OX9QUP" 3=sx W=t R 0OB°
o

admin@amnimo:~$ amsh8

122 pPo€Eap6 | o amshdk Ox36D“ B Y
amsh®dk OXOx R bPdEAPTV MO 00QB"

PdEDp
-V <level> CLIGK OXOXEpH:. nnsyslogt Y BUkOiilUnobm 0OQBR°
--verbose <level> 00 s Y Mo ¢ Y %oM* WY %MK DY Y NbOB"’
none 0 oM
emerg 1 ATUX X %M &Y oK QD
alert 2 WdwX X %M &Y oK O
crit 3 X X %M Y oK O
err 4 € X. XKO
warning 5 07t nUmyxk2D
info 6 m° A kO
debug 7 OHAD kDO
-v CLI®OK OX3XxH. Sagp6 ~ B4
-h CLIGK DX X Xnd6 ~ g0’
o«
amnimo@amnimo:~$ amsh- help 8 BXnd6 * B9

Copyright (c) 2020 amnimo Inc. All Rights Reserved.
amnimo G series shell program version 1.0.0

Usage: amsh [<OPTIONS> ...]

OPTOINS:
-V<level>, -- verbose <level> : verbose output to console and syslog
Y : display the version number

- h, -- help : display this help and exit




1.3 X CLIX #

EOREEEE <<
€ ASD. Ej Bp€3 . | X CLIxt T1v Mo 00B"

1.3.1 [ 4. Xt v Mo

X CLIX [S.Xty"3>3x3 Y /00B"
[A. KT Wpo"D*“ mdd [  YYOoUOQR"

I{bnbx [A.Xmmed [tvMoy" 121 maA. Xt oMU CLIXxXO
6GrANboWL A M

= d r.fl. X
d r. . KXy"userdum. &t BUr.rF.Y [noddga. Xxapmnp*“'
E 1 o [6“ZapYTM®QB"’
amsh®k Ox36D“ 608 f[fy"d r.F.a. XpodOp*

A.
A.

= E 4. X
E " A. X¢"admindun. ot BYr.r.Y [modga. XxapmpBd r.
Fr.qa.Xx [ten® X Es X™R Um'b.E E x6“=ZdapY
mTPOB
d r.[F. 9. XmenableEblp X6D*“ BYapmn"E * 4. Xty“ 00QB"*

= q. XK

A. K" admindun. ot BUr . .Y [modda. Xxapmnp‘ m' X

z kK 6“ZapYMTDPOR
E + 9. X configure Eblp XX6D*“ BUdGp " A. Xty“ 00B"

1.3.2 Eblp X0k p®PET VvV Mo

Eblp XOk p®EYX ~ Y" W E w [A. Xt WpoYodoQp*

AboMULWIE T Mo"d r.F.S.XxA> P” $5 XKux"E + 9. Xx />
W #s €a. dxY “ AbOR" A. XKxA> ™ #. x 17 (A. XQuinpE3 ),
Y “"nbOB’

;l? YSmyg" W E 6" amnimo, p R oMOB*®
1= 00" d. XAulipE3 6"cfg. p ROOMOPB"

amnimo$

)=+

amnimo#

‘wr EED

amnimo(cfg)#




1.4 [A.X6 U

=

amshxD“ 1" [4. X6 BU TV Mo 00Q
d r.F.a. XTwE * 9. Xt

E 4. Xyy“o6QB"

E " A. Xty“"nmoedxy"E * adXxT * xompB’
amnimo$ enable ¢

password: BOIl M. X6 0 o Enter

amnimo#

E + 9. XTuw 9. XKt
. XKYy*“ 0O0B"
A. Kty*moeUx " E * adx1T * xomp'*

amnimo# configure C
amnimo(cfg)#

A. KT WE * 9. Xt
.6 To"E 4. Xt d4OB*

amnimo(cfg)# exit (o4
amnimo#

E * d. XTwd .. a. Xt
E *dA.X6 To"d r.fF.4d. Xt d40QB°

amnimo# exit ¢
amnimo$

r.rF. 9. X6 0 amsh6 3
r .

-

LA KnexitéD BUp" amshdk Ox3Y™ 0" Linuxx CLIT 9OQB°

amnimo$ exit C
userl$




15 EblpX6D* B Y

CLI M E blp X6 BU>T nddO UEbIpXxD“Wr Y ibd ogtTVv Mo
0 0B
1.5.1 ad 6 pu

E blp X n” Tab, M. 6 BUapm" Eblp Xttt 6 T afUapy
meOB
h B UEblp XY KUAs> g" EblpXxT d Y “AbOB"*
DH
3>51e¢ASD. Ej ©pxD“ 6" 6OB"

amnimo(cfg)# int Baam” Tab, M. 68 B

amnimo(cfg)# interface BEbIp )XY anbdl

amnimo(cfg)# interface e t Badam” Tab, M. 68 B

amnimo(cfg)# interface eth ethO B Y anbd

amnimo(cfg)# interface lan Baam” Tab, M. 68 B

lan0 lan1 lan2 lan3 B x1 d Y “nbd

amnimo(cfg)# s Badam” Tab, M. 68 B

ssh syslog show BEbIpXxT d Y “Abd

amnimo(cfg)# ex ¢ Bexit641 0oD"

amnimo# Bexitp . 0D“NAbU

= 1oTu. K. x/A>"7eth, xT d plo"3sxA Y “AbOB"

‘ amnimo(cfg)# interface eth ethO ethl

)y

= 10Tu.K."o KQ®PEPOpPEU.K.x/A>"LANB. EyD A boMoM®b

¢" "lan, x1 d

P

"nNbods’




1.5.2 E blp Xx 6rABUY

a AtD* 06 EblpXy" sTI E3. . Kxpdo nboMOB , .p". .M
. 6 BUGpm"aATD“ OBEbLIpXSG ~BUapYTMPOB*

= _ M. Eblp XY milvaAxEblpX6 ~ 00QB"

= . M. Eblp Xx mlv uwxEblpX6 ~ 00QB"

v " command-a" command-b" command-c x M TE blp XX6én* 66 /4> " g3 )
W=t0cUapYTTPOB"

DH

amnimo(cfg)# command - ac
amnimo(cfg)# comma nd- bc
amnimo(cfg)# command - cc

amnimo(cfg)# BEbLIpXX YoMA4 m”n M. 688
amnimo(cfg)# command - ¢ B umD“ 6B EbLIpXY ~ AbU

amnimo(cfg)# command - ¢ B™ " n M. 68 B

amnimo(cfg)# command - b Blv 6ATXwPo" D 6B EbLIpXY “ Abu
amnimo(cfg)# command - b ™ "R M. 68

amnimo(cfg)# command - a Bl wt lva At D“00EblpXY “nAbd
amnimo(cfg)# command - a B Mo” i, M. 68

amnimo(cfg)# command - b Blv wtD“0OEbLIpXY “nAbdy

amnimo(cfg)# command - b B Mo” i, M. 68

amnimo(cfg)# command - a Bl wt 1v wtD“00EbIpXY “Abd




153 e€ex. WOAJ. S6 ¢
Eblp X6D“ 60 p®dT ~ AHUIAI. ST YP" WxAd Y7 OboMOB®
aamy” e x. Y 0Op PXHOAJ. STV Mo OQB"

Y A W
Eblp X6D*“ 6 8 p®PT € x. Y BUp" amshdk Dx DX verboseP dEA P T &0 6
IOAJ. SY * RbHOB"

JOWy", 122 pPd€Eap6 [ 0 amshdk Ox36D“ BU, 6 A G o WL M

Du

amnimo$ enable 8

amnimo# configure 8

amnimo(cfg)# hoge 8

verboseP®E€apx ¥ LEVELT ®2aB6AJ. SY “Abd
amnimo(cfg)#

<

i W
E blp XXx D“ Wt o iy GoMUA> P b oMUY i Yvd )
OB’
3 51 " account E blp X1t Xr.F.xtpjpE®G BU 6 OB tpj pEX

A. XmOl m. X6 OW=pOoMOBY" Ou. 6 Bd YKUBGg" € X
. popgoMOPB"* exitEblp X 6 sBUp" sHOFWMTC=ZT67 guwbOp"

D*  (V1.8.03F7 )

amnimo$ enable 8

amnimo# configure 8

amnimo(cfg)# accou nt user usernamel 8

amnimo(cfg - account - usernamel)# password secret ENCRYPT - USERNAMER2ASSWORD

You must fill in the following required fields: Bgroup x Y 0oM(Y

group

amnimo(cfg - account - usernamel)# exit 8 Bt pj pEX A. X6

You mustfill in the following required fields:

group

Cancel configuration? (y/N): ByQO Y YBB PP 6MapJu’‘n

Q@6 Y N" EnterM. 68 B p T 9

:l? = (yIN) "y yesx QB Y Ns Nox 6 0o MO ZX YAOAT>wunEpbo
= nboMU.Jd np* wkF Oy T EnterM. 68Bp" Zx Y nboR"
= ysYXQOUY N Nx3mpyx Z6 BYUp" ™ " sOH0FWMTCZT67 @u

boB’




1.6 cO O B Y
CLI6» BUAT T vO TVMO 0 QB "

161 Xnoob6ABY
"2 M. 68BP"EblpXUMOXK. K. XTI d pXuodlOAJ. S6 “BUapYn®d

OB‘T d YoMA> " Ma3zAS3K.p"<ecr>, ZY “HbOB®
D "
amnimo(cfg)# Bw F oyt”"? M. 680
interface Setup network interface setting.
s 1 X
exit Exit current mode and back to previous mode.
amnimo(cfg)# interface BEbIpXp dl4Y.1l1 To”?2 M. 688
<IFNAME> )T OAOEAAARO 1 Al At
amnimo(cfg)# s B X n” ? M. 680
ssh Setup ssh service setting.
syslog Setup syslog service setting.
show Show configuration.
amnimo(cfg)# exit BEbIpXp dlY.11 To”?2 M. 688

<cr> Bexit E blp XXT y Ox 0. K. YoMBg<cr>Y ~ by




xm

1y X3Y.EUTT. 2] 6t xt Ad4. EpMub X m [ T v Mo
0 0B"
2.1 63Y. EBU

IIIIII. Cape

63Y. ERBUTY"E  A. X reboot Eblp XX6D*“ 0 Q
y"

reboot[ type <soft | hard>]

)
type ™R Kopdb6m 0GOQOB°

soft WTEj ©t3Y. E6D“ 0 OB

€EITI36 s060Tw3yY.EOHOQR
OTanE plo nboMQB"*

hard M. Xj ©t3Y. E6D" 6 QB

EITO6 sdy1" M. Xj 6t x "Haao
s0"3Y. EOQR"

, M. Xj 6t 3 Y. ExD“1t Wpo" Tt
(A neElray BUr YKAQB

amnimg# reboot type soft 8
Are you sure you want to restart? (y/n): B"y. M. 1 1 o Enter6

:T_l, EblpXxD“ 6MapJupBdrtyg”" " n M. 1 | 0 Enter6 00B"




2.2 X HEPTTBY

Hllllllt@m

6€EaAENj pd Ty “BUTY" E * 9. XK poweroff Eblp XX6D* § Q

amnimaf poweroff 8
Do youwantto  stop the system 2 (y/n): B”y. M. 1 1 o Enter6

:'I:_II Eblp XxD“ 6MapJdJupBUdtyg" " n M. 1 | 0 Enter 6 0Qp"*

2.3 XA 67ABU

Gl en RGeS

xd9An UME3ItumM <ogb " OOBR

D

E blp Xx pY Y"BYoxdA. Xm anpB’3st"e ASIO. Ej ©p1mixd 1.
F. 9. Xxn* 6" 6QB"

(a—v- D) wes D & = Call

amnimd show device information 8
manufacturer amnimo

board AG10

series G

model AG106 010JP- 10- 512G
serial 012345

revision 0

date: 2020- 01- 01T00:00:00Z

O YYoU > " board" series” modelT " O 1

Y "AbOB’

[N
S




2.4 TT. 2] ©61 6 [Bq
Tt. 9j6tx O ocx [B60QB*

241 T+.39)j6txH.Sap6 ~ BUY

HIIIIII.@@

Tt. 9] 6t XH. SapAd 6 ~ BUtT " showfirmware E blp XX6D*“ {

d r.F. 8. XpE * A. X" Eblp Xx pPY Y amnmPB‘3sT1" €eASID. E
j ®gmxE * A.XxDn" 6" 60OB°

v wns D

amnimo G series AG10 version 1.4.0 build 13992
Kernel: 4.19.195 - 03776- g3ad1b025c60 #1 SMP PREEMPT Wed Aug 4 05:18:02 UTC 2021
Bootloader: g88baf9249d (Jul 30 2021 - 05:24:48 +0000)
BootArea: 1
Partitions: 5

|y’ N .. N Y P
O‘YYGH/M"O‘IQJX Y "AbOB"

242 Tt.2j6txTtonbz BY

o
o [ R Gl <0 (<

Tt.29j6tY /7 BUaGp6z OGOB'A B.H. TKUTT. 3] 6t 1V Mo Y Wj
pK.X6Dx00B"

B %)

N
firmware file check URL

f

URL URLT " HTTPU FTPo¢gx A 68 PBUApYTDPQOR
351" Ttoun 6o Kopde ASD. EJeQ XTt. 3] &1t Tt o
n agl0-v1.0.0-bl.amfp 0 6 4> X QB

= | EhW.St /7 BUTtoubr» BUA>
file:/ //media/usb/agl0 -v1.0.0-bl.amf

= TFTPHB. H. 1t /7 BUTtonubr» BUA>
tftp://fexample.com/ag1l0 -v1.0.0-bl.amf

= Ol M. X 4 &x FIPh-H. 1 /BUYTtoudr» BUA>
ftp:// username:password@ example.com/ag10 -v1.0.0-bl.amf

= U. €EAp 4 XX HTTPB. H. 1 / BUTtoudr» BUA>
http://username:password@example.com/ag 10-v1.0.0-bl.amf

= U. €EAp 4 &@X HTTPSH. H. 1t /7 BUTtoubr»r BUA>
https://username:password@example.com/ag10 -v1.0.0-bl.amf




?1_1'7 T wexTt. 3j 616~ BUBgT Y™ pTt. dj 6t "1tpjpE
01 ML XK, XA Y nmB*" tpj pEpOI M. XXKtvMoy" T Bb. E
T € Y A M
= ‘o Kp®e ASD. Ej 690
https:// (Tt pj p E ):(Ol m. X)@package.amnimo.com/firmware/agl10.amf

mOMX URLTVvMoy"mO’ x33.1 N. E6GAWYI AM 33.1 1. Etya
AT33.108Tt. 3j ©t X URLFR[INboMQB“0cZ33.1 1.EYYXtp
JI Ftpj pEpOIl m. XY mp’

o} 33.1 1. E

. amnimoX/GIR €3 .1 33.1 1. E
[
7o

o

C;R@) amnimoC €3 .1 33.1 1. E

Du

(em= D
Nj pk. X
amnimo# firmware file check ftp://amnimo XXXXX @amnimahost/firmware/staging/ag10 -1.0.0
-b12345.amf 8
Downloading...
B T 36.3%
Nj pk.Xa f
amnimo# firmware file check ftp://amnimo XXxxX @amnimahost/firmware/staging/ag10 -1.0.0
-b12345.amf 8
Downloading...
HHEH T S T T T A T R e 100.0%
version: amnimo G series A G10 version 1.0.0 build 12345
contents: rootfs bootloader



https://package.amnimo.com/docs/IM_AMD03A91-01JA_Edge%20Gateway%20Release%20Note.pdf
https://package.amnimo.com/docs/IM_AMD06A91-01JA_Compact%20Router%20Release%20Note.pdf

243 Tt.3j6t6|vpy

5 SRR < <0 &

Njpk.XoeTt. 3j 6t Tt ouy" firmwarefiledelete Eblp X | MBUapYmd
OB’

=l7 = NjpKk.XooxTt. 3j 6t Ttouuy" RAMT nboMQB"
= Mjpk.XooxTteuYaoM/As> ¢" Eblp Xx D* Wt " ERROR: Firmware file
doesnotexist., p “ AbOB"

Du

(wmzlED

amnima# firmware file delete 8
Deleted!

244 Tt.23j6t6 0pUY

[y A A —~
5 DR < <0 &

xTt.9j6tx 0 Jty"R xpA XX 2VYKAOQB' Ebnbx X
6 0BUT Y" firmwareareaupdate Eblp )X6D*“ 6 QB EblpX6n*“ BUp" ™R
Bch:Tﬁey(pL_ubQB‘TMR 6ArBUp"Tt. 3] ©6tY 0ADHOR's 55"
O twy 0O 6" 0. pOOOP ‘X

P EblpX6D*BU 1" Tt.2j Ot TtoubMjpk. XKioZW YKUO
i%

N
firmware area update [target < back | both >][force< true | false >][url URL

f

target OBUK. DAEG6 OQB"

back " R 0 oMoMA x6 000B"
both X A x6 00QB"

,EI,T3 ME ¢ V17.0% sy’ back, " V1.803 4 my” both, T o
408"

force ™MR W'r.[l.t1z BUTC=ZTH 00QB"

\
X |

true r.r.tz oy"é@ T™R 00QB
false ™R BY t"r.F.tz OOQB*

url URLT ¢" HTTPU FTPo¢gx A 6@ PBUApYTDPQOR®
351" Ttou 6 agl0o-vi.0.0-blamfp 66 41> X 6" 6OB"
|l En. St /7 BUTtoubr» pUA>
) file:// I media/usb/ag10 -v1.0.0-bl.amf
TFTPH. H. 1 /7 BUTtoudbr BUA>
) tftp://lexample.com/ag1l0 -v1.0.0-bl.amf
Ol m. X 4 &x FTIPh. H. 1 /BUYTtoudr BUA>
) ftp:/ / username:password@ example.com/ag10 -v1.0.0-bl.amf




L. EAp 4 @ HTTPh. H. 1 /7 BUTtoeubr BUA>
) http://lusername:password@example.com/agl0 -v1.0.0-bl.amf

L. EAp 4 e HTTPSh. H. 1t / BUTtoube» BUA>
) https://lusername:password@example.com/ag10 -v1.0.0-bl.amf

lmp URL X 61 pBUYp" firmware check YD“ nbh" TT. 3j 61
YI7Ij PK.XoomKbwlbh6» " WNjpk.XnboMaol b
WeEX. TOYOQR




n-*“ 1(v18.037 )
E |ﬂ;)KT[TTL9MJpK;)‘KQQX,| T[TACD,U,.EG“ED“ 67 OQB;

amnimga# firmware area update 8
Do you want to update (full update) the area with the following contents?

After updating, restart the gateway.
Update area: Both sides
rebootto update?  (y/ N B”y. M. 1 1 o Enter6

9 EblpXxD*“ 6MapJupUt ¢" Enter 6 BUT" " n M. 1 T 0 Enter®6
=8 oo0p"

D 2(V1.8.037 )

E * 4d. XnTt. 3] 61 x URL(ftp:/ / username:password@example.com/ag10 -v1.0.0-
blamf)6m " Tt. 2j 6t xWNj pk. Xp™H R { 0oMaoMA x 6t Adn. E
6 13 E D 13 6'/ L') QB 13

amnimo# firmware area update targetback url ftp:/ /username:password@example.com/agl0.
amf 8

Do you want to update (full update) the area with the follow ing contents?

After updating, restart the gateway.

Update area: One side

rebootto update? (y ~ /N): B"y. M. 1 1 o Enter6

g? EblpXxD“ 6MapJupB Ut y" Enter 6 BUT" " n M. 1 1T o Enter6

=l oo0p’




245 Tt.3j6txA €316 6B

(S o e R
‘W R 0oMUA X 6F=d xA xTEC. BUA> " firmwarearea sync E blp X
6n0“ QOB
EC. X Jy"rootfs xp userffs xmpB‘ EC. XA X X W] MAbOB®
EblpX6D“ BUp" ™R BUTC=TO60YyQwWHOB' MR GArpUp" T+. 23
jety 0nbop"
g

firmware area sync [force < true | false >]

force ™R W'r.l.12z BUTC=ZTH6 OQB"
true r.r.tz dy"é T™R ) QB
false ™R BY t"r.fF.tz OOQR°
D“
EEE

amnim@t firmware area sync 8
reboottosync?  (y/N: B"y. M. 1 1 o Enter6

zll—) EblpXxD“ 6MapJupB Ut " Enter 6 BUT" " n M. 1 1 o Enter6
=g oop




246 R BUA x6 PBU

EORERERE - < ©
‘" R 0 oMUA XX 7 p 6" MOB*

A x6 B4
HOXA x6 " 0QB’
= 0 A XY 0x />
= 1 A XY 1x />
DH

d r.F. 8. XpE * A. X" Eblp Xx pY Y amB‘FIst"d 1.l
4. Xxno*“ 6" 00B"

-y [ED wee[ED ne B

amnimd show device boot 8
1

we R BUA x 6 Bd
we R BUA x © BUA> " device boot E blp XX6D“ 0 QP °
Eblp Xt ¢" Oxt. K. plo"3s5xMybTx 6@ 00QB°
= 0O R e3tYOx/>»
= 1 R e€e3tYl1lx/>»

o«

‘rmslRD) & 2D

amnimat deviceboot 0 8




247 Tt. 2] 6t XOAC. SA 6 0BUY

ﬁﬂlﬂ@iﬁ:ﬁﬂ!ﬂ@ﬂ
(A (AR (W] |-Gw)-{(RT] IR

OAC. S 0A 6~ 0" ODYKUOAC.Sx3I E6 ~BUT Y" firmware
package update E blp XX6D"“ § QB

EpOpEwn. K. my" O y TPQd6 "

D "
(EEE
amnimd? firmware package  update 8
package name new version old version
amnima cli 1.2.0 1.1.0
libag - baes 1.1.0 1.0.0
libarchive 3.2.2 - 3.1ubuntu0.6 3.1.2 - 7Tubuntu2
isc - dhcp- client 4.3.5 - 3ubuntu7.1 4.2.4 - 7Tubuntul2
S /] X

248 Tt. 3j 6t x OAC. S6 0BU

Tt. 3) 6t XOAC. S6 0B Y1 Y "firmware package upgrade E blp XX6D*“ 0 QB

OAbYOAC. SPY"Tt. 9] 6t XOAC. SA 6 00BpPdPT “AHUOAC.
Snp‘s3=" O twWYU O 6" D U.pQOQP ‘X

247 Tt.2j 6t XOAC. SA 6 0BU,.

Tt. 2) 61t XOAC. S6% tT® (o OBUGPpYMPOdG"

Pd -

14 = O Y" aptOAC. SE €1 T36» 0 oMOB"
OAC. Sx 0 Wt y” --force-confold, P®EA P Y NbOB abt Wy
0"OACGC. S ODmMmMOAC. S¥ TtouY nAbo6A>TF" X

TtenY» NbOB"’
OAC.S O0AY"IMB3TTuxH Tw OMY ™R 6° 10 0QB"
EpOpEu. K. ny" O vy ndQd6 "

o«

=1

amnimo# firmware package upgrade 8
Downloading amnimo -A 1 E A
Installing amnimo  -Al E A




0’ D 0TV Mo

351 OpD OXBIMTVMOR[OOQB Zbhbnbyx . M" Aét1eeao
»M T UdapYr mp°

0 Dp 3}
X Jr J e
( Tteouny vnbop) ( Ttouy vnbop)
0 Dp 0
xp\é3nbyeg"r [N 7T -T.Y TmoplE
. rootfs n . .Y "mopl E. . mOBOAC. Sy v
0 X MOBOAC. SF | vn HbOB"
bOB"
userfs Ja Ja
A X J A J A
SSD J e Jdra
A estyx O r r
Mji pk. Xwyx & 1
ElI E
M M
B -5 .xeA %X
W oyyY 0Qdc’
L_)|3q,/1)lp"
est 0Y 10
o g"e3t Oty 10
0 Wh X Wh Y T0
40B°
= » YKUOACGC. S
T Wpouw™ Uy
FWhYTTUA> Y
KAdQp*

249 Tt.3] 6t XOAC. SA Ttoeub|vpy

AN AN A~

TT. 3] 6t XOAC. SA TTeu6b | vMBUT Y" firmware package clean E blp X6 D
. l')OBs

EpOpEun. K. my" O y mndQd6 "

o -

ey =+

amnim@# firmware package clean 8

5} Tt. 2] 6t XOAC. S6|MOKpT" ™ OAC.S6~ 0H6O6MA> Y" OA
=<8 C.SA 6 00o¥i QM
247 Tt. 2] 6t XOAC. SA 6 0pU.




25 OAC. S3BSE3x |

A AN A~

OAC. S3bSE3Thpd [6*“MOB"
EpOpEwn. K. my" O y TPQd6"

251 OAC. S3DBSE3x J4A 6 =2B4

OAC. S3 bSE3yx J4A 6 2BUT Y" aptauth Eblp XX6D* 6 QB °

N
apt auth hostname  HOSTNAM&sername USERNAMgassword PASSWORD

)
HOSTNAME OAC. S3 bSE3x Wl E 6 00B"
USERNAME OAC. S3BbSE3x J41» BUr.r. 6 0 OB"
'8 = Q 32 Zn"RFC1738mr nf bo MUOuser® T w"%"p "¢

"6MMB Z6» TOPOP"
= 1 Zwé™ 1 Zy., Zxo» 1 TP
PASSWORD OAC. S3 BSE3x J41» BUOI M. X6 INelt

: Q 32 Zm"RFC1738mr 1fQ bo MU-©Cuser® T w"%"p "¢
4 "6M MO Z6» TMPQP’

= Ol m. Xuy T vnibQp"’

o«

amnimdcfg) # apt auth hostname package.amnimo.com username testuserl password testpass
18

252 OAC. S3 DBSE3x JA GJ\JBQ
W E 6@ (0 J4A O6]MBUYTY" noaptauth Eblp XX6D“ 6 QP °
y"

no aptauth HOSTNAME

HOSTNAME |M UXWE 6 0O0B"

o-

amnimdcfg) # no apt auth package.amnimo.com 8




253 OAC. S3BSE3x J4A 6 B4
OAC. S3 bBSE3x Jd4A 6 “ BUTt y" showconfigaptauth E blp XX6D*“ { QP °
y"
show config apt auth
DH
E * 4d. Xp A. Xm" E blp Xx pY Y aoamB‘3st"E T 4A. KxD"
6" QB
(e &=

amnima# show config apt auth 8
# ----  Apt auth configure
apt auth hostname packagel.amnimo.com username testuserl password testpassl




26 r.T.xXOl M. X6 Bq

IIIIII. @J @

r.l.x0lm.X TP "kDdogpboMUr.r.y"nxol m. X6
E *Y xr.f.xOIlm.X6 pBU YKUYOB"

26.1 kOppldoMUr.r . "nNxol m. X6 B U

kDQoplOoMUr.r.Y" " "nNxtpjpExXxOl M. X6 BUT " account
password E blp )X6D*“ {6 QB

DO

Eblp)Kx pY Y"BYoxA. Xm anB‘ist"d r.f. 9. Xxn* 67
OB

-y #a+[2D nx @D

amnimo$ account password 8

Cs

(current) password: BH x Ol m. X6 0 o Enter
Enter new password: BO O MOI M. X6 0 o Enter
Retype new password: B™ OO MOI M. X6 0 o Enter

passwd: password updated successfully

:,'_) 1Q6 B803oMaoMBgT Ol M. X6 MOPoTUBA> " 3:5xex. IOAJ. S
== Y " nbop’
K OppOoMUtpj pExXOIl m. XYhblyuoMUAA>s

passwd: Authentication token manipulation error
passwd: password unchanged

00 MOI m. Xp ™ 50006 MOI M. XXYd 00MA>

Sorry, passwords do not match
passwd: Authentication token manipulation error
passwd: password unchanged

" x Ol M. Xp0O0OMOI M. XY o>

Password unchanged.
passwd: Authentication token manipulation error.
passwd: password unchanged.

O00MOI m. XKYe BXU4s>

Bad: new password is too simple
passwd: Authentication token manipulati on error.
passwd: password unchanged

OlMA)KleJ"ézz)(ATQTKOljJQq Z 6 GoWwiqaM° Z 1y
RFC1738mr 1n bo MU -password® Y mTOOR
=8 Z31
=, Z" 1 Z" Z"R«x 2 3167¢
00" IRXA16 OPBOI M. XKNF" 3 XA Qu KoypQUA> " BU
AapYPYmdQde’
= '"v417i0bU s ° testx
ZntunTt UAEYX M. W. X s ° 1234" abcde" qwertx o ¢ X r
YKU®




= IRX 0> 2085  testl234x

, " passwd: Authentication token manipulation error. | " passwd: password
(O unchanged., ¢ " Ol m. X T YKY" ™ BUpdt “"AbOBR"

262 r.T7.6m 000l m. X6 B Y
60r.rF. x0Ol m. X6 0 OQB"

account password USERNAME

USERNAME Ol M. X6 0OMr.rF. 6@ 0O0B°

Du

amnimd cfg) # account password usernamel 8

Enter new password: BO O MOI M. X6 0 o Enter
Retype new password: B™ OO MOI M. X6 0 o Enter
passwd: password updated successfully

;l? 206 B0oMaoMBgT Ol M. X6 MTOPoTUOBA> " 35x€x. OAJ . S
=2 Y " nbop"

00 MOI M. Xp ™ 5000MOI M. XXKYd GoMA>

Sorry, passwords do not match
passwd: Authentication token manipulation error
passwd: password unchanged

O00MOI M. XYe BXUA>

Bad: new password is too simple

, Ol M. Xt y"3sxAQuKoypQU Z 6 6oWI M Z 1ty
8 RFC1738mr N bo MU —password®Y mTOPOB
=8 Z31
=, Z" 1 Z" Z"R«x 2 3167¢
00" IRXA1Q6 OPBOI M. XNF" 3 XA Qu KoypQUA> " B U
AapYPYmedQde’
= '"v417i0bU s ° testx
ZntunTtUAEYX M. W. X s ° 1234" abcde" qwertx o ¢ X r
YKU @
P RX 0> 28s ° testl234x




IIIIII. Cape

r.fF.d x “"r.F./on. o r.fF./on. oy c¢g 6" MO

271 r.rf.d 6 B4
r.fF.d 6 “BUrt " showaccount E blp XX6D*“ 0 OB

]
E * 4d. Xp A. Xm" E blp Xx pY Y aoamB‘3st"E T 4A. KxD"
6" 0OQB"

G-+ EX )=+

amnimo# show account 8
amnimo

usernamel

username2

S /] X

272 xkOJppr.rF.xr.r.e ~py

‘W kdgplboMUr.r.yYy" " "nxr.r.6 “BUT Y" show account now E bl
pXK6D* § OB °

D
E blp Xx pY Y"BYoxHA. Knm amnmpP‘3st"d o r. .49 XKyxnt 67
0QB"

a—v- D) w2

amnimo$ show accountnow 8
usernamel

%II?I
fi

273 r.f. 6 * pY

"H AboMUr .. xr.rl. A 6 7 BUt " show config account E blp X
6D“UQB
T (V17.03 )

show configaccount[ USERNAWNE

7 (V1.8.037 )

show config account user [ USERNANE

USERNAME r.f. 6 0O0OB"

Y T>3. blAE (V1.8.057 )

# -- -- account user USERNAMé&onfigure --- -




account user USERNAME

password secret ENCRYRPASWORD
group GROUP

LOGOUBEC

EXPIRESDAY

. B
—u

ENCRYPT-PASSWORD |8« 31b60OI M. XY “ nbOB"
GROUP §sXr.l.0un. oz Wof{fIxomn. @ O n nbo o
m.® Y “AbHOR"

‘ |
.

admin E *r.T
user d r.Tr.
LOGOUT-SEC [YoMJ m' kOtj EBUQmXWhs xY"1 3600

Mm * AbOp"

‘

auto-logout k 9t j EWH . p ~ AbOQB"

noauto-logout, p ~ N bhOP
EXPIRES DAY Ol M. Xy T 6d@s xY"1 999 Wn “Abop"*

‘

password -expires Wh.,p “AbOB"

no password-expires, p ~ 1 b QP

@@_’@f‘f EpOpEu.K.nmy ~Ab0Ods"
“  (V1.8.03F )

n]
E * dA. Xp A. X" E blp Xx pY Y amB’3st"E AL KxyD"

6" 00B"

L=+

amnimo# show config account user 8

=

E

ke

# ---- transition to configure mode —-- -
configure
# -- -- account amnimo configure -- -

account user amnimo

password secret  nlp5T84zojPAlbdoOsx/qw==
group admin

no auto - logout

no password - expires

exit

# --- - account usernamel configure -- -
account user usernamel

password secret Kg/9Eyd1USoHeZmB92RPVg==
group admin

auto - logout 60

password - expires 90

exit

# ---- account username2 configure -- -
account user username2

password secret oksgDyd1U9TdBHanqY 1Skg==




group user

auto - logout 60

password - expires 90

exit

# ---- exitconfigure mode - -
exit




274 r.f.6 pBUY

6 xr.fF.x 6 0604 "drmr.f.6 2004BUA> "1 .[.xJd -
A. KTy 0"  EblpX6D*0QB* aam 06 @' Tteutids Qb
OB’

17 (V1.7.03 )

account USERNAME

group < admin | user >

password

password secret ENCRYRPASWORD
auto - logout< 1 Z 3600>

no auto - logout

password - expires< 1 Z 9999>

no password - expires

exit

no account USERNAME

" (V1.8.057 )

account user USERNAME

group< admin | user> fOu . ® o} nm|{ 662u. ® F r mnp’
password

password secret ENCRYRPASWORD

auto - logout< 1 Z 3600>

no auto - logout

password - expires< 1 Z 9999>

no password - expires

exit

no account USERNAME

E blp X

E blp X
account user USERNAMET T . . 6@ 0o"r.T.Y¥ Eblp X6D* 6 OB
:1'7 A. XnNEblpXX6D“BUYp"®m 60r.7. x4« a. XKt

=8y 00p"

[ r.fF. tyY"3sxAQuKoypyQUd zZ 6 oWl QM
(=1 zZz34" 32 Z3

12" 72064y _
= ZX0oX Z YUs' (H. Spp 20037 )
group 3oXr. . 0un. oS WoRAITXOn. @ O n n"bBOun. @

6m 0OOB°
I

admin E *r.T[.

user d r.r.

6xoun. o on. o O nm 2000u. 0




password Ol M. X6 0QB*
Ol M. Xy T "BUp"D<3060I1 m. XY nNboOB"*
O|M‘>Krw"§=:x/|*QrKquoq Z 6 oW nM
RFC1738Ttr 1 bo MU -password® Y mTOQB*
=8 Z34
= Z" 1 Z" Z"R«<x 2 3167C¢
Q0" /T RX/A17Q6 OBOI M. XNF" 35x A Qu KopQU /> "
BUapymdQde'
N1iQbU "s testx
ZutnTTULAEYX M. W. X s ° 1234" abcde" qwertx o
¢Xr Y KU
= IRX 0>208s  testl234x

password ENCRYPT-PASWORDT " Ol M. X688« 366 Z 6 (60"O0OI m. X
secret 6 000B"
auto-logout [ YoMA n' kOtj EBUQmyWhs x6"1 36005 Wnm
0 0B
no auto-logout | " KOTj E6 "T100QB"
password - Ol m. "6®s x6"1 999x Nnm QB
expires @@@'EpOpEmlﬂnw n®Qd6 "’
no password- | Ol M. " Wt OQp"
expires @@/@"EpOpEmlklnw mn®Qd6 "
show config 6 " 00B"
V{uww"Az.?.srlrl 6 *BY.B6TAGOWI AM
exit r.rf.xde A. K6 Go" A. XKYy“00B"'
no account USERNAMET r . . 6 (o"r.TF.6|]M0IQB"
D“ (V18037 )
& E
E * userl6 2£BY s'™ kOtjE°" ""OImM.X "60 (Al

amnimo(cfg)# account  user userl 8
amnimo(cfg - account - userl)# password 8

Enter new password: BOIl m. X6 0 o Enter
Retype new password: ™ OI m. X6 0 o Enter
passwd: password updated successfully. BOI M. Xx T

amnimo(cfg - account - userl)# group admin 8
amnimo(cfg - account - userl)# exit 8

d r.[F.guest6 =2BUY
amnimo(cfg)# account  user guest 8

amnimo(cfg - account - guest)# pass word secret jVh/Ewuxz8cuK1f4AmKOnA== 8 B« 30
I M. X6

amnimo(cfg - account - guest)# group user 8

amnimo(cfg - account - guest)# auto -logout300 8 B" kOtj E6 300 1

amnimo(cfg - account - guest)# password - expires3 8 BOl M. X T 6063 1

amnimo(cfg - account - guest)# exit 8

d r.[l.guest6|MvBdY
amnimo(cfg)# no account user guest 8




275 Ou.d 6 * B¢

"H nboMUr .. xoun. o A 6 " BUTt " show config group E blp X6
Du L')OBL

zll—) O Y GUIXapxe @loxd" ClLilamsh)x [& QT Y wloMQde"
= CLItx [GouOolW[ 000n. dYAT>ME P AGOTOoYOQR"
E *"Oun. ontKYy admntvMoy “AbQdsc"

show configaccount  group [ GROURAME

GROUPNAME on. o 6 OB

Y T>3. blAE

# --——- accountgroup GROURAMEconfigure  ----
account group GROURAME
authorization scope SCOPE_ID

A

GROUPNAME |[JOn.® Y * AbHOB"

SCOPE_ID odu. ot bo AboMUadd Y3sxTa. blAET “ AbO
B(
ACTIONSUBJECTRESOURCE
[6®6” 6OB"
ACTION /I ARboMU/A> g" BYox [&QY n
i@ hoMUYyap6” OB 0861 AboMUA>

g"°°F1 NbOB’
[G 6 BYO preE3’s6” OB

SUBJECT ﬂ AboMdA> " BYoxO prEsc’
il 0OB 0861 AboMU/A> Y" °°F1 nb
QB
RESOURCE [6ap6 PBUYO 6" GLOB

MOXI. K. xd ="  27702u. dd & On. da o xm- O
XK. K. TvMo, K 6 A WL /M

m D

T AL XKp A. X" E blp XX pY Y aoamnmP'3sT"E AL XKxD"
6" 00B"

wn+ (2D =z ED

amnim@# show config account group

TN\

# ---- transition to configure mode
configure
# ---- account group user configure

account group user
authorization scope show:device:information




authorization scope show:device:firmware
authorization scope show:device:boot
authorization scope show:device:hostname
authorization scope show:device:timezone
authorization scope show:device:account_user
authorization scope update: config:account_user_password
authorization scope show:device:mobile_module
authorization scope show:device:mobile
authorization scope show:device:ppp
authorization scope show:device:interface
authorization scope show:device:routing_static
authorization scope execute:device:nslookup
authorization scope show:device:dns
authorization scope show:device:dhcp_lease_list
authorization scope show:device:ipsec
authorization scope show:device:ntp
authorization scope show:device:storage
authorization scope show:device:schedule
authorization scope show:device:poe
authorization scope show:device:usb
authorization scope execute:device:ping
authorization scope execute:device:traceroute
authorization scope show:device:arp
authorization scope show:device:cpu
authorization scope show:device:temperature
authorization scope show:device:voltage
authorization scope show:device:datetime
authorization scope show:device:dout
authorization scope show:device:din
authorization scope show:device:dip_switch
authorization scope show:device:dms
authorization scope show:device:nxwitness
authorization scope show:device:remoteit

exit

# ---- account group groupl configure
account group groupl

authorization scope show:device:information
authorization scope show:device:firmwa re
authorization scope show:device:boot
authorization scope show:device:hostname
authorization scope show:device:timezone
authorization scope show:device:account_user
authorization scope update:config:account_user_password
authorization scope show:device:mobile_module
authorization scope show:device:mobile
authorization scope show:device:ppp
authorization scope show:device:interface
authorization scope show:device:routing_static
authorizat ion scope execute:device:nslookup
authorization scope show:device:dns
authorization scope show:device:dhcp_lease_list
authorization scope show:device:ipsec
authorization scope show:device:ntp
authorization scope show:device:storage
authorization scope show :device:schedule
authorization scope show:device:poe
authorization scope show:device:usb
authorization scope execute:device:ping
authorization scope execute:device:traceroute
authorization scope show:device:arp




authorization scope show:device:cpu
authoriza tion scope show:device:temperature
authorization scope show:device:voltage
authorization scope show:device:datetime
authorization scope show:device:dout
authorization scope show:device:din
authorization scope show:device:dip_switch
authorization scope show:device:dms
authorization scope show:device:nxwitness
authorization scope show:device:remoteit
exit

# ----  exit configure mode

exit
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account group GROURAME
authorization scope SCOPE_ID

no authorization scope SCOPE_ID
exit

no accountgroup GROUPNAME

E blp X
E blp XX |
account group GROUPNAMET On. ® 6mm (G0"Jun. oy Eblp X6D*
6B
=7 A. XMEblpXX6D“ BUp" @ 0606Iun. dXd =
= A. Xty“0QB"
, on. & 1TyP"3=sxAQrKopQUd Z 6 oWl
o RN
=1 Z30"24 Z3
=. 1 2" ZQ8y _
= ZXOQ9X Z YUs' (H.Spp 20037 )
authorization scope on. ot 0o BUGOHO6 0 Op"
SCOPE_ID BUad 6" OB
SCOPE IDU3 =X T3 . bIAET OQB"*
ACTIONSUBJECTRESOURCE
[0®6” 00B"
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boMUA> P" °°F1 AbOR"
[G 6 YO preEs’s6” OB
SUBJECT /] .r']’bOMQA) llJ"'B'YOXé bFE
i | 367 OB 061 NnboMYAs> g oo
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Xm Oxl. K. TvMo, 6A WL M
no authorization scope n. ot o BUG GO | MO QB!
show config oun. oy 6 0B’
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Exit On. dxd = A.X6" Go" 9. KYY“ 0 Op"
no account USERNAMET T . F. 6@ 00" On. ®6| M6 Qp"

(0]
[0)

Du

3s5xD* TmyY" groupl 6 20" SSHT hpBY a6 0" AHpuMASB. uTh
BU ~&p6|vLOB"

amnimo(cfg)# account group groupl 8
amnimo(cfg - acnt - group - groupl)# show config 8
35" O0T>unE
authorization scope show:device:information
authorization scope show:device:firmware
authorization scope show:device:boot
authorization scope show:device:hostname
authorization scope show:device:timezone
authorization scope show:device:account_user
authorization scope update:config:account_user_password
authorization scope show:device:mobile_module
authorization scope show:device:mobile
authorization scope show:device:ppp
authorization scope show:device:interface
authorization scope show:device:routing_static
authorizat ion scope execute:device:nslookup
authorization scope show:device:dns
authorization scope show:device:dhcp_lease_list
authorization scope show:device:ipsec
authorization scope show:device:ntp
authorization scope show:device:storage
authorization scope show :device:schedule
authorization scope show:device:poe
authorization scope show:device:usb
authorization scope execute:device:ping
authorization scope execute:device:traceroute
authorization scope show:device:arp
authorization scope show:device:cpu
authoriza tion scope show:device:temperature
authorization scope show:device:voltage
authorization scope show:device:datetime
authorization scope show:device:dout
authorization scope show:device:din
authorization scope show:device:dip_switch
authorization scope show:device:dms
authorization scope show:device:nxwitness
authorization scope show:device:remoteit

amnimo(cfg - acnt - group - groupl)# authorization scope show:config:ssh 8 BSSH E 7

AN

amnimo(cfg - acnt - group - groupl)# authorization scope u pdate:config:ssh 8 [SSH o}
@ X

amnimo(cfg - acnt - group - groupl)# authorization scope delete:config:ssh 8 [SSH IR
@ X

amnimo(cfg - acnt - group - groupl)# no authorization scope show:device:mobile 8 AHouwnl

r. Kl 7 &adx |

amnimo(cfg - acnt - group - groupl)# no authorizatio n scope show:device:mobile_module 8 BA

HounASB. nA Taox |
amnimo(cfg - acnt - group - groupl)# show config
authorization scope show:device:information




authorization scope show:device:firmware

authorization scope show:device:boot

authorization scope show:device:hostname
authorization scope show:device:timezone

authorization scope show:device:account_user
authorization scope update:config:account_user_password
authorization scope show:device:ppp

authorization scope show:device:interface

authorizations  cope show:device:routing_static
authorization scope execute:device:nslookup

authorization scope show:device:dns

authorization scope show:device:dhcp_lease_list
authorization scope show:device:ipsec

authorization scope show:device:ntp

authorization scope sh ow:device:storage
authorization scope show:device:schedule

authorization scope show:device:poe

authorization scope show:device:usb

authorization scope execute:device:ping

authorization scope execute:device:traceroute
authorization scope show:device:arp

authorization scope show:device:cpu

authorization scope show:device:temperature
authorization scope show:device:voltage

authorization scope show:device:datetime

authorization scope show:device:dout

authorization scope show:device:din

author ization scope show:device:dip_switch

authorization scope show:device:dms

authorization scope show:device:nxwitness

authorization scope show:device:remoteit

authorization scope show:config:ssh B Y 21RboMU’
authorization scope update:config:ssh B Y =21nboMU’
authorization scope delete:config:ssh B Y =21nboMU’
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authorization scope T BUa X MOXH. K. ThioR[D)OB"

:'7 8 tThipdd YO TWPoYOoUQR' 4=y, 122m 1 a&ioMU
= CLixO . 6¢éz Wi M

[& o
55X X [thBUGGO BUapYr mB' O preEs"O 1M bom m
®4 [d@T 290B"

show A6 TBUEOE 50p"
append 6 2BUGOO 60B"
update 6 HBUG OO 6 0B
delete 6| vMBUEGO 60p "
execute E6D“BUAHO 6OB "
O preEs

3550 prEszsoeém pBUapYr mB'O MM Vom maddxO preE3yY 2
40B°

device OM 1thpuyd prese6” HOR:
config Ttouthpudud preEs6” 6OB!
firmware Tt.3j©6tt1hpUYdO preE3’6” OB

on. o4 @ d
IR [0@dpO PprEs6 0>280"3=5X8® Yr ocdQB®

execute:device:reboot OM™R E
execute:device:poweroff OM H r 4 y
show:device:information OMA
GUI6> BUs>y [GoY TR’
=
show:device:firmware Tt. 3) ©t H. Sagp 7
execute:firmware:file_check Tt. 36t Ttounzg
execute:firmware:file_delete Tt. 3] ©t Ttown | M
execute:firmware:area_update Tt. 9) 61t
execute:firmware:area_sync A e3t 6
show:device:boot R e3t 7
execute:device:boot R €3t
execute:firmware:package_update apt OAC. SA 0
execute:firmware:package_upgrade aptOAC. S 0
execute:firmware:package_clean aptOAC. SA | M
show:config:apt_auth_hostname aptOAC. S3 bBSE3x J4A Y
append:config:apt_auth_hostname aptOAC. S3 bBSE3x J4A 2
update:config:apt_auth_hostname apt OAC. S3 bSE3x JA 0
delete:config:apt_auth_hostname aptOAC. S3 bSEzx J4A |
execute:config:initialize \ 63




show:config:file 3 31 E 7
execute:config:file_save 3 Vs
execute:config:file_load 3 5
execute:config:file_move 3
execute:config:file_copy 3 EC.
execute:config-file_delete . 3 ] M
show:device:file Ttousl E ~
execute:device:file_move Ttony E
execute:device:file_copy TtouEC. E
execute:device:file_delete Tteomn M E
show:device:hostname wir E Y
show:config:hostname wr E Y
update:config:hostname wir E
show:device:timezone Ko2h.p
show:config:timezone Ko2h.p
update:config:timezone Ko2h.p
update:config:account_user_password r. .ol m. X
show:device:account_user KOJppr. .
show:config:account_user r.r.
append:config:account_user r.r (3
update:config:account_user r.r.
delete:config:account_user r.r | M
show:config:account_group on. o ’
append:config:account_group on. o K3
update:config:account_group on. o
delete:config:account_group on. o I
show:device:mobile_module AHEMASB. A
execute:device:mobile_module AHeouASB. N E
show:device:mobile AHown! . KI ~
execute:device:mobile_connect AHou E(C A. X)
execute:device:mobile_disconnect AHou 'E
show:config:mobile_module AHEeun ASB . !
show:config:mobile_peer AHEeu Ct ’
append:config :mobile_peer AHEeu Ct 2
update:config:mobile_peer AHoun CHt
delete:config:mobile_peer AHoun CHt J v
show:device:ppp PPPI . K1
execute:device:ppp_connect PPP E(C )
execute:device:ppp_disconnect PPP 'E
show:config:ppp_peer PPP Y
append:config:ppp_peer PPP 2
update:config:ppp_peer PPP
delete:config:ppp_peer PPP | M




show:device:interface opK. TGgl I T. KI
show:config:interface opK. Tepl
append:config:interface opK. Tegl 2
update:config:interface opK. Tepl
delete:config:interface opK. Tegl | M
show:device:routing_static m. Tupdr.ynm 7

show:config:routing_static m. Irupd ’
append:config:routing_static m. rnupd L]
update:config:routing_static m. TTup?
delete:config:routing_static m. Irupd | o
show:config:filter_input Tunk. ” (input)
append:config:filter_input Tuunk. 2 (input)
update:config:filter_input Tunk. (input)
delete:config:filter_input Tunk | M (input)
show:config:filter_output Tunk ” (output)
append:config:filter_output TunkK 2 (output)
update:config:filter_output TunkK. (output)
delete:config:filter_output Tunk | M (output)
show:configfilter_forward TunkK ” (forward)
append:config:filter_forward TuunkK 2 (forward)
update:config:filter_forward TunkK (forward)
delete:config:filter_forward TuunkK | M (forward)
show:config:nat_snat_dynamic NAT " (dynamic -snat)
append:config:nat_snat_dynamic NAT 2 (dynamic -snat)
update:config:nat_snat_dynamic NAT (dynamic -snat)
delete:config:nat_snat_dynamic NAT | M (dynamic -snat)
show:config:nat_snat_static NAT ” (static -snat)
append:config:nat_snat_static NAT 2 (static -snat)
update:config:nat_snat_static NAT (static -snat)
delete:config:nat_snat_static NAT | M (static -snat)
show:config:nat_dnat NAT ” (dnat)
append:config:nat_dnat NAT 2 (dnat)
update:config:nat_dnat NAT (dnat)
delete:config:nat_dnat NAT | M (dnat)

execute:device:nslookup

DNS( T Wt d)d

show:device:dns

DNSI . K1 ~

show:config:dns DNS Y
append:config:dns DNS 2
update:config:dns DNS

delete:config:dns DNS | ™
show:device:dhcp_lease_list DHCP3 . I d ’
show:config:dhcp DHCP BH. H.
append:config:dhcp DHCP Bh. H. 2




update:config:dhcp DHCP B. H.

delete:config:dhcp DHCP B. H. | M
show:device:ipsec IPsec| . K1 7
execute:device:ipsec_connect IPsec EC )
execute:device:ipsec_disconnect IPsec E

show:config:ipsec IPsec ’

append:config:ipsec IPsec 2

update:config:ipsec IPsec 'E

delete:config:ipsec IPsec | M

show:device:ntp NTPI . KI

show:config:ntp NTP

update:config:ntp NTP

delete:config:ntp NTP | Ms AT3wmE X
show:config:ssh SSH ’

update:config:ssh SSH

delete:config:ssh SSH | Ms ATawnE X
show:device:storage_partition |l E. SO. TneEFp
execute:device:storage_partition | EW. SO.Tu€nap E
show:device:storage_format | Eii. ST>. bIAE
execute:device:storage_format | Eii. ST>. blIAE E
show:device:storage_mount | Ein. Sblj pE
execute:device:storage_mount | Eii. Sblj pE E
execute:device:storage_fsck | EVi. SY®Ap E
show:device:storage_usage |l En. S» Jé
show:config:storage | Ein. S

append:config:storage | Ein. S 2
update:config:storage | EW. S

delete:config:storage | Ein. S | M
show:device:schedule_general_control | cSB.u [A& ~ (general-control)
show:device:schedule_keep_alive |l €SB.un [A8é& 7 (keep-alive)
show:device:schedule_user_define | €CSB.un [A@& 7 (user-devine)
show:config:schedule_general_control | CSB. 1 ” (general -control)
append:config:schedule_general_control | CSB. U 2 (general -control)
update:config:schedule_general_control | CSB. U (general -control)
delete:config:schedule_general_control | CSB. U | M (general-control)
show:config:schedule_keep_alive | €SB . n ” (keep-alive)
append:config:schedule_keep_alive | €SB . U 2 (keep-alive)
update:config:schedule_keep_alive | €SB . n (keep-alive)
delete:config:schedule_keep_alive | €SB . n | M (keep-alive)
show:config:schedule_user_define | €SB . n ” (user-define)
append:config:schedule_user_define | €SB . U 2 (user-define)
update:config:schedule_user_define | €SB . n (user-define)
delete:config:schedule_user_define | €SB . n | M (user-define)




show:device:poe PoEI . KI ~
execute:device:poe PoEBb. E 'E( "HON/OFF" 3 J AE)
show:config:poe PoE ’
update:config:poe PoE

delete:config:poe PoE |M@ATI>NE 1 BX
show:device:usb USBOHel!l d ’
execute:device:usb USBOHe! 'E( "HON/OFF" 3J AE)
show:device:syslog_local SyslogtOAJ . S 7
show:config:syslog_local Syslog ” (local)
update:config:syslog_local Syslog (local)
show:config:syslog_remote Syslog ” (remote)
update:config:syslog_remote Syslog (remote)
execute:device:amlog amlog E
show:device:amlog amlog

execute:device:ping ping E
execute:device:traceroute TRACEROUTE E
show:device:arp ARP A

execute:device:arp ARP A 'E
execute:device:packet_dump OCAEVWp® E
show:device:packet_dump_file OCAEVNp ®Ttowu
execute:device:packet_dump_file OCAEWp ®Ttou E
show:device:cpu CPU |

show:config:cpu CPU |

update:config:cpu CPU | E
show:config:temperature %o T 1
update:config:temperature %o T 1 E
delete:config:temperature % T 1 JMs AT3wnE x
show:device:temperature T v
show:device:voltage H 7
show:device:datetime wt y
execute:device:datetime_manual wh C )
execute:device:datetime_ntpdate w (ntpdate)
show:device:dout DOUT A ’
execute:device:dout DOUT E

show:device:din DIN A ’
show:device:din_logger DINKk C. ~
show:config:din_logger DINk C. y
update:config:din_logger DINk C.
show:device:dip_switch DIPI gAY A Y
show:device:dms DMS A Y
execute:device:dms DMS E

show:config:dms DMS ’
update:config:dms DMS 'E




execute:device:nxwitness Nx Witness E
show:device:nxwitness Nx Witness ~
show:config:nxwitness Nx Witness ’
update:config:nxwitness Nx Witness 'E
execute:device:nxwitness_save Nx Witness Y5 0Q
execute:device:nxwitness_load Nx Witness 5 0
execute:firmware:snap_shot FWI 3Ad€ELAE
show:config:gui GUI ’

update:config:gui GUI 'E

show:device:remoteit remote.it A

execute:device:remoteit remote.it E

show:config:remoteit remote.it

update:config:remoteit remote.it E
execute:device:application t®3C. €qp EblpXD*
show:config:dhcp_relay DHCP3 i1 . ’
append:config:dhcp_relay DHCP3 i1 . 2
update:config:dhcp_relay DHCP 3 i1 .
delete:config:dhcp_relay DHCP 3 i1 . | M
show:config:proxy ®k MEDH. H.
update:config:proxy ®k MEDH. H.
show:config:proxy_listen_port dk MEH. H. K 1T Bb. E «
update:config:proxy_listen_port dk MEBH. H. K T b. E «
show:device: WiFi_ap_status LANT pJI| bopEA
show:device: WiFi_ap_connect LANT pJI BopE A
execute:device: WiFi_ap_connect LANT pJI BopE ‘E
show:device: WiFi_sta_status LANI . €ap A
show:device: WiFi_sta_connect_select LANI IT'. €Eap EA
execute:device: WiFi_sta_connect_select LANI IT. €Eap 'E
execute:device WiFi_wps WPS E

show:config: WiFi_ap LANT pJI bopE ’
append:config WiFi_ap LANT pJI bopE 2
update:config WiFi_ap LANT pJI bopE
delete:config WiFi_ap LANt pJ 1| bopE | M
show:config: WiFi_sta LANI . €ap ’
append:config: WiFi_sta LANI T . €ap 2
update:config: WiFi_sta LANI . €gp
delete:config: WiFi_sta LANI T. €ap | ™
show:config: WiFi_wps WPS ’

update:config WiFi_wps WPS




show:config:simple_settings ed Y
:3R¢‘(c'§)Y nNboMUapp «a 10
= 9 0B’

show:config:mobile_peer
show:config:interface
show:config:apt_auth_hostname
show:config:dms
show:config:nxwitness
show:config:remoteit

update:config:simple_settings ed 0
::sRig‘(d_bY nNboMUapp «a 10
= N QB

append:config:mobile_peer
update:config:mobile_peer
delete:config:mobile_peer
append:config:interface
update:config:interface
delete:config:interface
append:config:apt_auth_hostname
update:config:apt_auth_hostname
delete:config:apt_auth_hostname
update:config:dms
update:config:nxwitness
update:config:remoteit

show:device:equipment_information OMA
::Ré}(d_‘)Y nboMUapp a 10
= N OB

show:device:information

show:device:firmware

show:device:boot
show:device:mobile_module

show:device:storage | EVi. SA
::Rtj(d_‘)Y nboMUapp a T0
= 4o

show:device:storage_partition
show:device:storage_format
show:device:storage_mount
show:device:storage_usage

execute:device:storage |l En. S E
::Réj((bY nboMUdapp a 10
= N oB*

execute:device:storage_partition
execute:device:storage_fsck
execute:device:storage_format
execute:device:storage_mount




show:device:schedule |l ESB. un 7
=:FT<¢‘tc'.bY nboMUdapp
= < 0p "

Q
-
(@]

show:device:schedule_general_control
show:device:schedule_keep_alive
show:device:schedule_user_define

execute:firmware:package Tt. 3j 6t OAC. S 0
:st(bY nNboMUapp «a 10
= N QB

execute:firmware:package_update

execute:firmware:package_upgrade
execute:firmware:package_clean

execute:firmware:area Tt. 9j 61 0
:3R¢‘(6_E)Y nNboMUapp a 10
= N OB

execute:firmware:file_check

execute:firmware:area_update
execute:firmware:file_delete

execute:device:datetime wi
::sl?éj(d_‘)Y nARboMUapp «a 10
= N OB

execute:device:datetime_manual
execute:device:datetime_ntpdate

execute:config:file_download TtouxWjpk. X E
Ttouxt Adk. X E
::Réj(d_‘)Y nARboMUapp «a 10
= 4o

3
execute:config:file_upload 3

execute:config:file_save
execute:device:reboot
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sudo amcfg init

9 s = S
A 8@ e
Ale ASD. Ej Op" EpOpPEMN. K. 6Z pMX 41> " 355 OYKUOP
OHel E €1 T3nm "3QboMUHpe!l X 6V630™ fNHel E €1
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"363] MOOB®

n]
E * A. Xp A. Xm" E blp Xx pY Y amB’3st"E T 4A. KxD"
6" 6 OB

amnima# config initialize 8

Do you want to initialize the settings? (y/ n) B"y. M. T 1 o Enter6

Creating SSH2 RSA key; this may take some time ...

2048 SHA256:kCDYzetsJhvXc7L/+XPmLdQ7zsNnXCwdobed2jMyY GO root@amnimo (RSA)

Creating SSH2 ECDSA key; this may take some time ...

256 SHA256:icLKggm53e6Dvpds61+d5n7ArOiZ12hM2nLetl/o08g root@amnimo (ECDSA)

Creating SSH2 ED25519 key; this may take some time ...

256 SHA256:CtWGKOBNYxgYwuZsnADJ3QX50czqC3NInBTSsYpeQN4 root@amnimo (ED25519)

Would you like to save settings and reboot the system? (y/N): n "y, 6 0 Enter 6
BUp"e* fHTOMY™R (OQB°

Need to registration for new password.

Enter password for admin.

Enter new passw ord: BOOMOI M. X6 0 o Enter

Retype new password: B™ §0MOI m. X 0 o Enter

passwd: password updated successfully.

:T_II EblpXxD“6MapJupdty¢g" " n M. 1T | o Enter6 00B"




3.2 d 6 B¢
‘WX Ttouyx d 6 ~00B"

Du

L=+

amnimga# show config 8

# ---- transition to configure mode - -
configure

# -- -- hostname configure  --- --

hostname amnimo

# --- - account amnimo configure --- -
account amnimo

password secret ENCRYPT - ADMINPASWORD
group admin

no auto - logout

no password - expires

exit
s /1 X
# ---- exit configure mode --- -
exit
amnime#
(wE
amnimdcfg)# show config 8
# ---- hostname configure = --- -
hostname amnimo
# --- - account amnimo configure - -

account amnimo

password secret ENCRYPT - ADMINPASWORD
group admin

no au to - logout

no password - expires

exit

S /] X

amnimdcfg)#




3.3 Ttonyxsl E6 ~ pBU
Tton pTtouxQ O 6 RFC33391" 1 ~ 6 QB

i“

0
E *A.Xp A.Xn"EblpXx pY ¢ amnP'3st"E + 9. XKxn*
6" 0 QB

amnima# show config file 8

startup -config 2020- 01- 02T00:00:00+09:00
backup- 20200101 2020 - 01- 01T00:00:00+09:00
backup- 20200202 2020 - 01- 02T00:00:00Z+09:00

2 . ,
-FLI, " startup -config, " XR WttARbUTtounp"’

3.4 TtontIds C
E blp X1t ) 6 Ttonit1ds 0 QB

N
config file save [ FILENAME

f

FILENAME Ttoeu 6 0QB"
= Q m32 ZxTten 6 mTOOB
= Tten pio ned Zy" . z.( Zp1 ZwY 00
B) " -MegTp). s ZWo X YyneOdex mP”
o = " Tab, M. 6 BUp™ Tt ewn 7 startup-config, x
L4 © apuapYnoQp:
= Ttoeun X 61 PBUp" " startup-config, Y nb
QB

.

D
E * dA. Xp A. X" E blp XX pY Y amnmP'3sT"E AL XKxD"
6" 00OB"

EEE

amnimg# config file save startup -config 8

EpOpPEM. K. my¥ds oV x02Y “AbOPR"

»(®)

= amnimo# config file save startup -config 8
CR e
o~
-(CR)-
NNA
,? Linux X bash6» GoMUA> P" 3 sx EblpXnt 3UNAx 6 Ttowurt
-4

1P CApYTOOP®

admin@amnimo:~$sudo amcfg save [ FILENAME




3.5 TtTounb 095G

TtouTuw 6 0500B"°
i TvMoOUW", 34 Ttogut1ds ¢ 6 A0 0 W A M

N"

config file load FILENAME

f

FILENAME Ttoum 6 (OB’
= Q m32 ZxTtounu 6 TOPQP
= RFC1738mr nAbo MU Z s unreserved* 6 mTOQB "
lmp’y = "~ Tab, M. 6 BUdp" Tt own 7 startup-config, x
L o apuapvynoop:
= Ttoewu X 61 pBUp" " startup-config, Y nb
ep°

“

D
E * dA. Xp A. Xm" E blp Xx pY Y aoamB’3st"E T 4A. XKxD"
6" 6O

rmslRD) & 2D

amnimg# config file load startup -config 8

;l? AX Linuxx CLI6GE» DoMUA> " 3 5)% Eblp X Ttoub 0sCdhp
=8 YnoOp*

sudo amcfgload[ FILENAME




3.6 TTouny @) B Y
Ttoux 6 OQB"
q"

config file move SRCFILENAMEDST FILENAME

f

SRC-FILENAME X Tton 6 0GOQOB*
= Q m32 Znp'
= RFC1738mr nAbo MU Z s unreserved* 6 mTOQB "
"Tabv M. 6 BUp" Ttomnm ¥ 6 apUapym
= NoXeXcl

DST-FILENAME fi X Tton 6 (OB
= Q m32 Znp'
= RFC1738mr nAbo MU Z s unreserved* 6 mTOQB "
"Tabv M. 6 BUp" Ttoeun ¥ 6 apBUapym
= NoYeltl

“

D
E * dA. Xp A. Xm" E blp Xx pY Y amB’3st"E T 4A. XKxD"
6" 6O

=gt

amnima# config file move backup- 20200101 backup - 20200101- 2 8

ki

R TTown " startup-config, x 6 YmndQde
AX Linuxx CLI6G» GoMUA> P"3 X Eblp XK Ttouy 6
BUapYMPOB*

sudo amcfg move SRCGFILENAMEDST FILENAME

K]




3.7 Ttoun6EC. BY
TtouOBEC. 6 QB
i TvMOUW", 36 Ttouyx 6 BU, 6GADO W N M

4"
config file copy SRECFILENAMEDST FILENAME

“

]
E * 4. Xp A. Xm" E blp Xx pY Y aoamB‘3st"E T 4A. KxD"
6" 6OQB"

rms ) &= Gl

amnima# config file copy startup -configstartup  -config _2 8

;7 AX Linuxx CLI6G» 0oMU/A> " 35X Eblp X TtoQuOBEC. BUG
=l pYT®OB"

sudo amcfg copy SRCFILENAMEDST FILENAME

3.8 Tteu6]|vpU
Tton 6@ 00" TToub|vMiOQB"
i TvMoOUW", 34 Ttoni1ds ¢ 6N 0¥ A M

n]
E * A. Xp A. X" E blp Xx pY Y amB’3sTt"E T 4A. KxyD"
6" 6 OB

il =—+)

amnima# no config file startup -config _2 8

=

E

ke

,l? AX Linuxx CLI6G» 0oMUA> " 35X Eblp X Ttounb6|MBUap
=N YnoeOpR 61 06" R Tt oun” startup-config, 6| MBUGpYnNPOdo"

sudo amcfg delete FILENAME




41 Eit. Sx |

A Y"1 Efi. SXblj pEUYOAp"» dé&x “o¢x!| Ei.S X ["SWoT
toux [1vMo OOB"

41 | EW.SAHpe! 6 ~ BUY

| Ein. SAHe!l XA 6 “ BUYrt y" showdevice storage partiton E blp XX6D*“ § Q
y"
show device storage partition [ PARTITION

f

PARTITION bi pEl 6 ~086MO.Tu€ap 6 0UOP'

3 = » T ‘00; rvepnp Y mmcblk<l-9>p<1-9>"sd<a-z><1-

i I

06 PARTITIONX » AéxXoY “AbOp"

/dev X =51 mmcblk<l -9>p<1-9>" sd<a-z><1-9>x O. ' M €L

pY /7 BUA>"" Tab, M. 6 BUp" O.TuneEAmp X
6 apUapYnodQB"

PARTITION 61 BUp" /dev x =51 KU mmchlk<l -9>p<1-9>

p sd<a-z><1-9>xd Y ~ AbQB"’

AIE ASD. Ej @pmyni wt JT nvmednlp<l-9>Y TMOP*

Y T>. blAE

# ---- DEVICE----

- DISK- SIZE DISK-TYPE
NUMBERARTITION SIZE PARTITION- TYPE
S /] X

# ---- DEVICE----

- DISK- SIZE DISK-TYPE

NUMBER PARTITIGSIZE PARTITION- TYPE

YT

DEVICE | En. SAOHe!l Y “NbOR"
| Ei. SOHe!l " mmcblk<1-9> " sd<a-z> pMZ'1"™ 1 c40QB"
DISK-SIZE aAnl p X YMKkHQEE 3m “"NboOp"
DISK-TYPE 3sxMybTxAunl pKegodY ~ AbOB*
= MBR
= GPT
NUMBER 1 9x0.ITneagp <Y “AbOR"
PARTITION-SIZE |O. IT'u€pagp YMKkHQEE 3m “"nNbQOp"*




PARTITION-TYPE [O. Tu€papKo®Y “Abop"
Onl pKogdtWpo “RAbu
MBRX A >
= partitionid Y3 =sx A> " 7 fat(partitionid) , p " A bOBR"’
Ox1" 0x4" 0x6" Ox7" Oxb" Oxc" Oxe" O0x11" O0x14" 0x16" Oxlb" 0xlc"
Oxle" 0x24" Oxbc" Oxcl" Oxc4" Oxc6" Oxel" Oxe3" Oxef" O0xf2

YYodOpR*

fat(Ox1)
= partitionid Y3 =sx 4> ¢" " linux(partitionid) . p ~ N bOR "
0x83
linux(0x83)
= | Ry partitionid 38X A> ¢" " partitionid, p ~ A bQOB"
‘ 0x46
GPTX /1>

= GUIDY3 =x A> " " windows(GUID), p " nbOB "
E3C9E316-0B5C-4DB8-817D-F92DF00215AE
EBDOAOA2-B9E5-4433-87C0-68B6B72699C7
5808C8AA-7E8F-42E0-85D2-E1E90434CFB3
AF9B60A0-1431-4F62-BC68-3311714A69AD
DE94BBA4-06D1-4D40-A16A-BFD50179D6AC
37AFFC90-EF7D-4E96-91C3-2D7AEQ055B174
E75CAF8FF680-4CEE-AFA3-BO01ES6EFC2D
558D43C5-A1AC-43C0-AAC8-D1472B2923D1
windows(5808C8AA - 7E8F-42E0-85D2- E1E90434CFB3)
= partitonid Y3 sx 4> ¢" " linux(GUID), p " A bOBR"
OFC63DAF-8483-4772-8E79-3D69D8477DE4
A19D880F-05FC-4D3B-A006- 743F0F84911E
44479540-F297-41B2-9AF7-D131D5F0458A
4F68BCE3-ES8CD-4DB1-96E7-FBCAF984B709
69DAD710-2CE4-4E3C-B16C-21A1D49ABEDS3
B921B045-1DF0-41C3-AF44-4C6F280D3FAE
BC13C2FF-59E6-4262-A352-B275FD6F7172
0657FD6D-A4AB-43C4-84E5-0933C84B4F4F
E6D6D379-F507-44C2-A23C-238F2A3DF928
933AC7E1-2EB4-4F13-B844-0E14E2AEF915
3B8F8425-20E0-4F3B-907F-1A25A76F98ES
7TFFEC5C9-2D00-49B7-8941-3EA10A5586B7
CA7D7CCB-63ED-4C53-861C-1742536059CC
8DA63339-0007-60C0-C436-083AC8230908
linux(OFC63DAF-8483-4772-8E79-3D69D8477DE4)
= /| R partitonid 3 /x 4> ¢" " GUID,Y “AbOB"
49F48D32-B10E-11DC-B99B-0019D1879648
AHelY 7 0084>1%x0 “NbOR’
Ale ASDO. Ej Bonmy" Awt JT nvmeOnlY MNOBR°




DH
EblpXXx pY Y"BYoxS.Xm amB 3=t"d r.F.HA.XKxn* 6
0 QB

(a—v- D) wzaED) &= )

amnimab show device storage partition 8

# - sda ---

- 495104 MBR

1 39936 fat(0x0Oc)

2 39936 fat(0x0c)

3 39936 fat(0x0c)

4 39936 linux(0x83)

# ----  mmcblkl ----

- 1955840 GPT

151200 linux(OFC63DAF - 8483- 4772- 8E79 3D69D8477DE4)
251200 linux(OFC63DAF - 8483- 4772- 8E79- 3D69D8477DE4)
3 1852399 windows(EBDOAOA2 - B9ES 4433- 87C0O- 68B6B72699C7)




4.2 |l En. SxXO.I'nepgpob B Y
| Ei. STO. Tn€pap6[ 069" |MGBUBY TV Mo O QB "

421 O.Tunuepp6| BU
O.Tu€pap6| PBUTYP" device storage partition E blp XX6D* 0 QB

y"
device storage partition DEVICENUMBERype < linux | fat32 >][size  SIZE]
f
DEVICE AHel ©  00B°
= = » r ofAHpl " mmcblk<1-9>"sd<a-z>p M
¥4 =1 10490p"
= JHo!lY /BYA>"" Tab.M. 6 BUp"]
Hol ¥ 6 aBUYdpyYmMmoQB"
AlEASQLEj OonmyAnwt JT1 nvmeOnl Y 1
=l 08"
NUMBER O.TuneEpgp «61 9x Nnm OOQR°
type 35XxMybTxXO.TuegpKoobm 0B
linux Linux MXO.TueanpKoodnp"
s AOT>aunE x
fat32 FAT32 LBAX X O. Tu€apKodnp"*
Windows t» BUA> " dak yb B
q YKYOB"
size 1? " O. TneEpp 6MKHQE 3T 0OOB"
51 BUp"I EiN. SOAHE! X Q Y» AbOB"
O.Tu€apyx | Y 10Mbytes 3 1 x Y MR’

“

D
E * dA. Xp A. X" E blp XX pY Y amnmP’3sT"E AL XKxD"
6" 0OB"

‘sl & D
amnim@# device storage partition mmcblk1 1 8
amnima# device storage partition mmcblkl 1 type fat32 8
amnima# device storage partition mmcblkl 1 type fat32 size 31166976 8
amnima# device storage partition mmcblk1 1 size 31166976 type fat32 8

amnima@# device storage partition mmcblkl 1 size 31166976 8




422 O.Tunuepp6|vpd
| EfN. SXO. Tu€ApPO]|MPBUT Y "nodevice storage partition E blp )X6D*“ 0 QB

y"
no device storage partition PARTITION
f
PARTITION O.I'nepp 6 0QB"
o > ) r oO.Tmx €,q_p N (U mmcbllf<1—9>p<1-
Fd 9 sd<a-z><1-9>pMZ1" 1 090pB

O.I'nwe€ppyY /7 BYA> " Tab, M. 6 Bd
p"O.Tu€pgp x 6 aBUYapyYmoQB"

AlEASﬁ)A Ej Bonmynwt J 1 nvmelOnlp<l-9>
Y MNQB°

“

D
E * dA. Xp A. Xm" E blp Xx pY Y aoamB‘3st"E T 4A. XKxD"
6" 6O’

EmE

amnim@a# no device storage partition mmcblkipl 8




4.3 | En. S6T>. bIAEB U
O.Tu€ERPO6GT3. IAEBUT Y" device storage format E blp )X6D“ § QB *
y"

device storage format PARTITION[type < ext4 | xfs | vfat >][ aes <256 | 512>]

f

PARTITION O.Tu€pp 6 OB
> r oO.Tueagp Y" mmchlk<1-9>p<l-9>"
1= sd<a-z><1-9>m B
AlE ASD. Ej ®onmyriwt JT1 nvmednlp<l-9>Y
nop*
type TTtQUEITIKpd6m (OB
ext4 EXTATtTou €l T 3s AT>3mn E <X
xfs XFSTtoun€l I3
VFATTtT oun€l '3
VFATxQ O.Tu€pphol Y
vfat il 2TByte B oARKp dx e ASD.
Ej ©pom 4TByte x SSDhPdEap
6 AbUAs>ypé W AM
aes O.Tu€ELPOBGO«<3IBUA>TE OQB°
<31 » BY shitxpbdo" 25600 ¢y 5126® 0 QOB "
256 256bitblIl K. M. 6» B U
512 512bitblIl K. M. 6» B U
[’y = aesCm 6O/A>"EblpXxD“ Wt Ol M. X6
L4 eu vKaop!
= O.Tu€epngp heol Y 100MBytes 3 4 T040Q
B

“

D
E * dA. Xp A. X" E blp XX pY Y amnmP'3sT"E AL XKxD"

6" 6 0B’
ez % S

amnimo# device storage format mmcblkl aes 256 8

Enter password: BOI m. X6 0 o Enter

Retype password: B™ Ol M. X6 0 o Enter




44 1 EN.Sxblj pEd 6 7 BY

| EN. Sxblj pEd 6 ~ BUYrt y" show device storage mount E blp XX6D*“ §
y"

show device storage mount [ PARTITION

f

PARTITION bl pEA 6 ~006MO.Tu€pp 6@ 00OB°
pmga = > r 0cO.Tu€ap Y" mmcblk< 1-9>p<1 -9>"
i® sd<a-z><1-9>m B *

= 08 PARTITIONX » AéXQoY “AbOB"

= /dev x =1 mmcblk<1-9>p<1-9>" sd<a-z><1-9>x O
.'neppy¥Y /7 BUA>"" Tab, M. 6 BUp"
O.Tun€pp X 6 afBUdpyYnmoQp"

= PARTITIONG641 BUp" /dev x 51 KU mmcblk<1-
9>p<l-9>p sd<a-z><1-9>x blj pEA Y " Ab
OB

Ale ASO. EjBpenyRawrt J1T nvmednlp<l-9>Y
nop*

Y T>. blAE

Partiton Type MountPoint
PARTITION VFSTYPE POINT

s /1 X
AR
PARTITION O.Tu€ap Y “AbOR"
VFSTYPE TTOMEI TOKQ®Y “~AbHOR"
ext4 EXTATt ou €I T3
xfs XFSTtoeun€Eel I'3D
vfat VFATTtToun€l I3
POINT bi pEBOpPEY ~ AbOB"
o -

E blp XX pPY Y"BYoxA. Xnm anp‘isttd r.f.dA.XKxn" 67
6 OB

a-v- D we D) &= 2D

amnimds show device storage mount 8
Partition Type MountPoint
mmcblklpl ext4 /media/sd card 1
mmcblk1p2 vfat /media/sd card 2
mmcblklp4 ext4 /media/sd card 4




45 |1 EW. SxO.I'neagpxblj pEd 6 EBY
| El. SXO. Tu€ap6blj pESWotpblf pEBY  TVMo 0QB"

n TRMNOoMYO my"blj pEJd 6, 3INPOd6"
bli pEA 6, 3BUYA> " 481 EiW.S6 (o0 A 6 BU.
xO 6% WY aM

451 O.TInue€ppbblj pERUY
| E. SXO. Tu€ngp6blj pERUT Y" device storage mount E bip XX6D“ § QP

N"

device storage mount PARTITION[ POINT [type< ext4d | xfs | vfat >] [options OPTIONE]

f

PARTITION O.Tu€pp 6@ UOP*
Iy = > r o0O0.Tnu€pp Y" mmecblk<1-9>p<l -9>"
f_,, sd<a-z><1-9>m B
= /dev x =51 mmcblk<1-9>p<1-9>" sd<a-z><1-9>x O
.rveagpyY /7 BUA>"" Tab, M. 6 BUp"
O.Tune€pp X 6 apBUapYnoQp"
Ale ASIO. EjBennyRawrt J 1T nvmednlp<l-9>Y
= N0p"
POINT Q 32 Zx. Zmnblj pEbopE 6 00B°
I = Ol xm Yr mnp"’
i# y y
= Ol xA>y"punpELAunp E3 T POINT/[
“WAPE3. Y[ AbOB"
type TtoQUEITIKpod6m (OB
ext4 EXTATtou€l T'2s AT>nE X
xfs XFSTtoeun€el I3
vfat VFATTtT oun€l I3
options bl pEP®PEgp 6m (OB
OT>unE ('’ defaults, mB*

f)} = POINT' type" OPTIONSG1 BUp" O. TX€APY HboMU/> " T
= 1. yoblf pEARBOB  O. THEARPY RboMoMA> " € X. T O
40B°
= PARTITIONQB ¢ POINTYRBTT bl pEAbOMU/A> " € x. TTUQR "
PARTITIONQB ¢ POINTY Tt out AboMoF"blj pEfboMaoM/
> yblj pEYT TmiB°
= PARTITIONY &< SAhoMUA> y" <«3660Kptblj pERbHOB"

1 9. Kp AL Kn"EblpXX pY ¢ ampiEFsST"E AL XKxD®
/-L'-)OBL

(EEE

Om D

ki
it




amnim@# device storage mount mmcblk1pl 8

amnima# device storage mount mmcblk1pl /media/ sdcardl 8

amnima# device storage mount mmcblk1pl /media/ sdcardl typeext4 8

amnima# device storage mount mmcblklpl /media/ sdcardl type ext4 options defaults 8
Enter password: BO. Tu€apY8<«3nboMU/A> YOI M. X6 0 o Enter

452 O.TIneppb6tpblj pERU

| Ef. SXO.Tu€np6tpblj pERUT Y" no device storage mount E blp X6 D “
0 OB "

N"

no device storage mount PARTITION

)
PARTITION O.Tu€pp 6 OHOP"

e = » 1 0O.Tun€ap Y" mmecblk< 1-9>p<1 -

W4 o> sd<a-z><1-9>pM=1" 1 04 QB

O.'nwe€ppyY /7 BYA> " Tab, M. 6 Bd

p"O.Tu€pgp X 6 aBUYapyYmoQp"

Ale ASD. Ej @pmyrwt J 1 nvmeOnlp<l-9>
Y MNQB°

£

rd ~

o«
E * A. Xp A. X" E blp Xx pY Y aoamB’3st"E T 4A. KxD"
6" 6 OB

s v B

amnimo# no device storage mount mmcblk1pl 8




46 | En. SBYOApPpRU

0B

| Eii. S6YOApBUT P" device storage fsck E blp X6 D “

y"
device storage fsck PARTITION[type< ext4 | xfs | vfat >][ check | preen | customize CUS
TOMIZE

f
PARTITION O.Tu€pp 6 UOB*
o - » r 0O0.TxneE€ap Y" mmcblk<1-9>p<1 -9>"
*T_II sd<a-z><1-9>m B
= /dev x =1 mmcblk<1-9>p<1-9>" sd<a-z><1-9>x O
.'neppy¥Y /7 BUA>"" Tab, M. 6 BUp"
O.Tun€pp X 6 afBUdpyYmoQp"
Ale ASO. EjBpenyRawrt J1T nvmednlp<l-9>Y
= Nop:
type TTQUEITIKpd6m (OB
ext4 EXTATTou €l T 3s AT>mnE <
xfs XFSTtoun€el I3
vfat VFATTtTounel '3
check JpK. 6YBAPIOQBY" ex. Y~ 00d6"
:_? = fst<QG U] xfs_repairEpr‘)Kx PbEgpPpT” -n 6@
i Gepdx [p amP
= at &=0oMOQOB"®
preen 0 ocex.6" 00OB AT3uEMN RboMOQB"*
N - fsck Eblp Xx P®€papt” -y, 6@ 0(6pdx |
g e anp’
= at &0oMOB"
customize fsck Q0 Y xfs_repar Eblp XXt PPEAP O BAapYTMDPOB "
CUSTOMIZE fsck Q8 Y xfs_repair Eblp XXx P ®d € p
— at &x0loMOB
i
;;b = PARTITION Y&< 3hboMU/A> ¢" Ttont AboMUOIl M. X6 »
= 6o «<3nboOR" Ttout Ol m. XY AboMoMA> " Ol M. X

6 PBY YKUYOPB®
fsck p xfs_repairx ¥ k O@" CLITY AbOBR’




0
E *A.Xp A.Xn"EblpXx pY ¢ amnP'3st"E + 9. XKxn*
6" 0 QB

EmE

amnima# device storage fsck mmcblk1pl type ext4 check 8

amnima# device storage fsck mmcblk1pl type ext4 preen 8

amnima# device storage fsck mmcblk1pl type ext4 customize -y 8

Enter password: BO. TrnueapYd<«<3nboMo" TtoeunutOl m. XY n

boMaoM/A> " Ol m. X6 0 o Enter




47 | Eli.Sx» 1é6 By
| EVi. Sx» Aé6 ~ BUrt y" showdevice storage usage E blp XX6D*“ ) OB °
y"

show device storage usage [ PARTITION

f

PARTITION » 1é6 " 0OMO.Tueap 6 (OB
=N - > 1 ocO.Txn€pngp Y" mmcblk<1-9>p<1-9>"
=-|-_|, sd<a-z><1-9>m B
= PARTITION 61 BUp" blj pERboMUO. I'xn
Eapx!| EW.S» 1éY " AboOp"’
CxY" /dev x =5t KU mmcblk<1 -9>p<1-9>p sd<a-
z><1-9>Y * A bOB"
= PARTITION6®m (6 /4> ¢" I x PARTITIONX ¢ X
> déY " nNbOB’
= /dev x =1 mmcblk<1 -9>p<1-9>" sd<a-z><1-9>x O
.'neppy¥Y /7 BUA>"" Tab, M. 6 BUp"
O.Tune€pp X 6 aBUdpyYnmeQp"
Ale ASO. Ej @gmynwt J 1 nvmednlp<l-9>Y
nop"’
Y T>. blAE
Partition Size Used Avail Use% MountPoint
PARTITION SIZE USED AVAIL PERCENT POINT
s /] X
A
PARTITION O.Tnu€agp Y “"NbHOBR"
SIZE Y "nbop’
USED > Y "NbOB’
AVAIL AD Y "NbOB*
PERCENT > Y "NbQB*
POINT bl pEBepPEY " AbOB’
o«
E blp XX pPY Y"BYoxA. Xnm anp‘isttd r.f.dA.XKxn" 67
6B

amnimo$ show device storage usage 8
Partition Size Used Avail Use% MountPoint
mmcblkOpl 13G 637M 12G 6% /
mmcblkOp3 3.9G 20M 3.7G 1% /var/log
mmcblk1p2 7.0G 4.0K 7.0G 1% /media/sd2

mmcblklpl 7.9G 36M 7.4G 1% /media/
mmcblklp4 4.9G 20M 4.6G 1% /media/

sdcardl
sdcard4




| Ei.Sx 6 * B4
| ENn. S¥ 6 * BUT Y" show config storage E blp XX6D*“ § QB °

show config storage [ PARTITION

f

PARTITION | Eil. S¥ 6 *6OMO.Tu€Enp 6 OOQB*
sy = > r 0O0.Tn€pnp Y" mmeblk< 1-9>p<l -9>"
T_,, sd<a-z><1-9>m '
= PARTITION 61 BUp" blj pERboMUO. I'xn
€Eanpx! Eii. S» 4&Y “AbOB"
CxY" /dev x =5t KU mmcblk<1 -9>p<1-9>p sd<a-
2><1-9>Y ~ qbOoB"
= PARTITIONG® 06 /4> ¢" ZX PARTITION X 0 X
AY “NbOp’
= /dev x =51 mmcblk<l -9>p<1-9>" sd<a-z><1-9>x O
.ruveagpyY /7 BUA>"" Tab, M. 6 BUp"
O.Tune€pp X 6 apBUapYnoQp"
Ale ASO. EjBpnyAawrt J1T nvmednlp<l-9>Y
nop*
Y T>. blAE

storage mount PARTITION POINT type VFSTYPEoptions OPTIONSCRYPT
FSCK PARTITION OPTIONS

MONITOR PARTITION INTERVAL

FAILSAFE PARTITION RETRY INTERVALREBOOT

— B
—u

PARTITION O.Tu€ap Y “HbOB"
POINT bl pEBOPEY ~ AbOBR"
VESTYPE Ttounel FSKQ(DY "NbOoR"
ext4 EXTATtou€l I3
xfs XFSTtoeun€el I3
vfat VFATTtT oun€l '3
CRYPT | Eii. SY8<3AboMUA>T “HAbUAd mp"
" " cryptsecret{ 8« 3N b6 OI m. X} Y “ A4
bOB"’
. "nNbods’
FSCK fsckY " - To6/A> XA Y " HbHOB°
" " storagefsck, p ~ A bOB"
" " nostoragefsck, p ~ A HbOPR"




‘

OPTIONS fsckx p®€np Y " AbOB’
FSCK e
v pPee€ap Y " NAbOB’
v "NbQds’
MONITOR read- writt AUK. O Y " - TaA>XA Y “AbOB’
v " storagemonitor . p * R HOPB "
" " no storage monitor, p * A b OB
INTERVAL read- writte Y©OApxh{ Y ~ AbOQp"
MONITOR [
§ " interval {Y©®Apxhi}. p “AbOB"
§ “1bQds
Ty - w( ).d( )" hW)" m( )6 3pbo " AbHOR’
=N = " N1 (Im 2 hE@EWTocdQB"
FAILSAFE TGQMJ;TG Y T- TaA>xA Y “HAbOBR®
N.X Y /0oMA>"AT>uME "true, Y» AbOR"
i " storage failsafe . p * 1 b QOB
v " nostorage failsafe . p “ R bOPB "’
RETRY fsck- mount- read- write Y~ 06pdxQ 3Expev Y “AbO
B
i "retry {Q 3Ex@ev }p “nNbOB‘
v "NbOds’
INTERVAL2 fsck- mountY™ 00 Kpx"3Exexh{iyY “nbop"
- " interval 3 Exohi}. p “NbOB"
i 1bQss
REBOOT fsck- mount- read- writte Y~ (8 p®xQ 3Y.E* Y “nb0

™

FAILSAFE

v

reboot{Q 3Y.Ev } p “"NbOBR’

"nbods’




n* 1
fsck" ANK. O (10 hi{ ) TOeunJ. TO (BExp3“"3Exphi{ 10 "Q 3
Y.Ev 3v)Y "ag/A>xD* 6351 6QB°

amnimo(cfg)# show config storage 8

# ---—- storage mmcblk1pl configure

storage mount mmcblk1pl /media/  sdcard 1 type ext4 options defaults
storage fsck mmcblk1pl preen

storage monitor mmcblk1pl interval 10m

storage failsafe mmcblk1pl retry 3 interval 10 reboot 3

ne 2
| EVi. SX8&<«3" fsck" ANK. O (10 hi{)" Teenld.TO Y " o/A>xD"
63>=1” 00B"

s D) & e D)

amnimo(cfg)# show config storage 8

# ---- storage mmcblk1pl configure

storage mount mmcblklpl /media/  sdcard 1 type e xt4 options defaults
no storage fsck mmchblk1pl

no storage monitor mmcblk1pl

no storage failsafe mmcblk1pl

ki
it

n* 3
| EN. SxOc3"fsck" ANK. O (10 hi) Tepunld.TO (BExp 3v"3EX
ohi{ 10 "Q 3Y.E+ 3v)Y "o/4>xD*“ 63351  00B"

C = -

amnimo(cfg)# show config storage 8

# ---- storage mmcblk1pl configure

storage mount mmcblk1lpl /media/  sdcard 1 type ext4 options defaults crypt secret TMrOPLO
CE+4FWZ1B1nwloQ==

storage fsck mmcblk1pl preen

storage monitor mmcblk1pl interval 10m

storage failsafe mmcblk1pl retry 3 interval 10 rebo ot3




4.8 | En. S6 0o A 6 B Y
| Ei. Sxblj pE-tpblj pE"Ttou€EI Fraxag-" " Em.eread write
X YO Ap" fsck- mount o ¢ X 600B" dam b8 g TtoutIds Q
bOB"’

481 | EW. SXxblj pE 6B4
| En. Sxblj pE 6B Ut " storagemount E blp XX6D“ 0§ QB °

-

'Ll? vQ  QOm BUapYr mp*

N"

storage mount PARTITIONPOINT [type< ext4 | xfs | vfat >][options OPTIONHCcrypt [secr
et ENCRYRPASSWORD

f

PARTITION O.Tu€Enp 6 0OOQOP"

= = » 1 0cO.Txne€ap Y" mmcblk<1-9>p<1l-9>"
*T_,, sd<a-z><1-9>p MZ1" 1 04 QB "

O.T'nepgpyY /7 BUA>"" Tab, M. 6 B9
p" O.Tun€pgp X 6 apBUapYnmoQp"

Ale ASD. Ej ®pmyrAwt JT nvmeOnlp<i-9>Y
nop"’

POINT bl pEbopEG6®m 0 QB

type TtoQUEITIKpd6m (OB
OT>unE Q" ext4, mB*

options OPTIONST blj pEP®EAP 6G@m U QOB
OT>unE (7 defaults, mB*

crypt 8«30.Tu€pptblj pEBUA>TEm QB

secret ENCRYPT-PASSWORDT ©< 3N b8 OI M. XX Z 6@
OB’

gy crypt 6@ 0" Tv secret 6@ 6o MA> ¢" " Enter
T_,, password:. Y * Ab"O.Tu€apXO«3X0Ol ™.
KX Y ZAbOB’

n* 1
crypt6m BU/A> xD“ 6317 0QBR
(e S

amnimo(cfg)# storage mount mmcblk1pl /media/ sdcardl crypt 8
Enter password: BO. THEApPp XS« 30l M. X6 0 o Enter

n* 2
cryptp secret6m pBUA> xD“ 631 QB

amnimo(cfg)# storage mount mmcblk1pl /media/ sdcardl type ext4 options defaults crypt s




ecret TMrOPLOCE+4FWZ1B1nwloQ=38

482 | En. Sxtpblj pE 6B 4
| Eii. SxXtpblj pE 6B YT Y" nostorage mount E blp XX6D*“ § QB °
3y
no storage mount  PARTITION

f

PARTITION O.Tu€np 6 0OOQOP"
L? = » 1 oO.Tuegp Y" mmcblk<l-9>p<1l-9>" sd<a-z><1-
19 B>pM=ZT1" 1Tdd4QB "’
= O.T'nweagpyY /7 BYA>"" Tab, M. 6 BUp" O.Tx
€ap X 6 apUapYMOQOPB’
Ale ASIO. Ej GpnnynRuwrt JT1 nvmelOnlp<l-9>Y MNQR"°
D“
(xS
amnimo(cfg)# no storage mount mmcblk1pl 8
483 Ttou€l rac6as-- pAY
Ttoun€el racasd-~-~ O 6 T1BUYT Y" storagefsck Eblp XK6D“ U OB
y"

storage fsck ~ PARTITION[ check | preen | customize CUSTOMIZE

f

PARTITION O.Tuepp 6m 0UOP"
g’y = » 1 0cO.Tu€np YY" mmchlk<1-9>p<1-9>" sd<a-z><1-
i >pM=Z1" 1cdOQB"’
= O.Tnwe€pqgpyY /7 BUYA>"" Tab, M. 6 BUp"O.Tu
€np X 6 apUapYMPQB®
AIEAS:D*Ej GonyYnRwt JT1 nvmelnlp<l-9>Y MNQR°
check JpK. 6YBAPOIOQBY" ex. Yy~ 00d6"
preen 0 ocex.6" 0OQOB s AT>3uEM nboMQB"* x
customize fsck EblpXs Tt ouEI T 3Y xfsx 4> ¢ xfs_repar Eblp XXx 1 B b
veEap 6Gm O OB
o

A. XKXn" O. Tue€pp/devimmeblklplx a4/~ O 6 " 100QB"




amnimo(cfg)# storage fsck mmcblk1pl preen 8




484 Ttou€elracasd-- pUYO 6 "1BUY

Tton€l r36ad-" BYO 6 " tPRYT YP" no storage fsck E blp XK6D“ O Q
B

4"

no storage fsck PARTITION

f

PARTITION O.Tue€pp 6 UOB*
g’y = » T cO.Tun€ap Y" mmcblk<1-9>p<l-9>" sd<a-
"1'_,, z><1-9>p MZ1" 1 09Y40QB"

= O.TnwepapyY /7 BUA>"" Tab, M. 6 BUp" O. T
NEQP X 6 afUapYmeOp"

Ale ASD. Ej BpmmynRwt JT1 nvmeOnlp<l-9>Y TMOB°

P .Y

A. Xn" O. Tu€pp/devimmebklplx a4/~ O 6 " 10QBR"

‘we ED

amnimo(cfg)# no storage fsck mmcblk1pl 8

485 | EWi. Sx read- write /1866 & T1YOApBRUY

| EVi. SX read- write 186 6 T YOApPBUT Y" storage monitor E blp X6 D “ §
QB

N
storage monitor ~ PARTITION [interval TIME

f

PARTITION O.Tu€Epp 6 OB
L? = » r o00O.Tx€pp Y"mmchlk<1l-9>p<l-9>" sd<a-z><1-
19 >pMZ1" Td4OQOB "

= O.Tnwe€pqgpyY /7 BUYA>"" Tab, M. 6 BUp"O.Tu
€np X 6 apUapYMPQB®

Ale ASO. Ej @pomynhwt JT1 nvmednlp<i-9>Y TMQR"°
__

interval TIMET " read- wiite YOAPpY  00podx3Exoxhi 6m 00B"°
;'? = w( ), d( )" h(W) m( ?.6 39_60“ r
L= = 1 (Im) 2 h(@wyx W6"IRY © 3mM@ T

"

A. X" O. Tu€pnp/devymmecblklpl x YOAph{i 610 p el




amnimo(cfg)# storage monitor mmcblk1pl interval 10m 8




486 | Eih. Sy read- wiite 1&x & oY®ApO 6 "t1pU

| EVi. S read- wiite {66 & T1TYOApBUDO 6 7 1B UT Y"nostorage monitor
Eblp XX6D" 0 QP

N"

no storage monitor PARTITION

f

PARTITION O.Tu€enp 6 (OB’
g’y = » 1 00.Tu€np " mmchlk<1-9>p<1-9>" sd<a-z><1-
"T_|, >SpM=ZT1" 1T ad4QB "
= O.T'nweagpyY /7 BYA>"" Tab, M. 6 BUp" O.Tx
€ap X 6 aBUapYn®OQp’
Ale ASD. Ej Bpmmynwt J 1 nvmeOnlp<l-9>Y TMOB°
o«

amnimo(cfg)# no storage monitor mmcblk1lpl 8




4.8.7 fsck- mount- read- write\l' = WX T©puld. T6\V B

fsck- mount\l Y~ (0 pdTt TOpeuJI. TS3ExepPp3Y. Ex6\V B YTt y"storage
failsafe E blp )X6D*“ & QB
TOEuUJ. TO XJd-TVvMoW, 123 TOuJ. T, 6¢ AW A M

N"

storage failsafe PARTITION[retry COUNTinterval TIMHE [reboot  COUNT

f

PARTITION O.Tu€np 6 0OOQOP"
w4 = » T 00.Tu€np " mmcblk<1-9>p<1-9>" sd<a-z><1-
19 S>pMZ1" 1T0Y0QB"
= O.T'nweagpyY /7 BYA>"" Tab, M. 6 BUp" O.Tx
€ap X 6 aBUdpYMPQOP’
Ale ASD. Ej 6pnmynwt J 1 nvmeOnlp<l-9>Y NQR*°
\'I
et COUNTT " fsck- mount- read- write\l' 'Y~ 08p®dxQ 3 ExQv
v 6@ 0O0Op" My 1 10mB* AT>ME ¢~ 3 mp"
interval TIME T " fsck- mount\l Y~ 008 p®dx3sExexhi( )6m 0(QB"
Ny 1 60mB* AT>mE " 10, mB"
reboot COUNTT " fsck- mount- read- write\l' 'Y~  (0p®dxQ 3Y. Ev
6m 0O 0QB° Ny 1 10mB° AT>uE "3 mp"
o«

A. X" /dev/mmcblklpl T 003 Exp 3v"3Expehi{ 10 "Q 3Y. Ev
3-nmTOeunJ.TO 6 QB

Sl T —

amnimo(cfg)# storage failsafe mmcblk1p1l retry 3 interval 10 reboot 3 8




4.8.8 fsck- mount- read- write\l' ©= WX T©peul. TV 6 " 1BY

| En. Sx fsck- mount ' Y~ §00pdxTOeuJ. TV 6 " tBUTY" no
storage monitor E blp XX6D*“ 0 QB

N"

no storage failsafe = PARTITION

f

PARTITION O.T'ne€pgp 6 6OP'
g’y = » 1 0O0.Tx€np YY" mmcblk<l-9>p<1-9>"
’1-_,, sd<a-z><1-9>p M='1" 1 c 4 QB

O.Tueppy¥Y 7/ BUA>"" Tab, M. 6 Bd
p" O.Tun€pgp X 6 afpUdpYmoQp"*

AlE ASD. Ej BpmynRwt J 1 nvmeOnlp<l-9>Y
nop"’

Du

no storage failsafe mmcblklpl 8




489 | En. SXT>. blIAEA 6 7 B4

| Eli. SXT3.bIAEA 6 “BUA>P" v TO.THERZP O6@m U0 show
device storageformat Eblp XX6D“ 0 QB‘' v 6@ U oM/A> YBYox O. Tu€EMPX

A Y " nbOp’
4"

show device storagef ormat PARTITION

f

PARTITION O.T'nepgp 6 6OP'
g’y = » 1 0O0.Tx€np YY" mmcblk<l-9>p<1-9>"
'T_|, sd<a-z><1-9>p MZ'1~ 1 04 QB

O.Tueppy¥Y /7 BUA>"" Tab, M. 6 Bd
p" O.Tun€pgp X 6 afpUdpYnmoQp"*

AlE ASD. Ej BpmyRwt J 1T nvmeOnlp<l-9>Y
nop"’

Y T>3. blAE

Part i tion Type Crypt
PARTITION TYPE CRYPT

S/] X
A
PARTITION O.Tu€ap Y "nNboOR’
TYPE TTQUEIT9KE®dY ~ AbOB"
3oXxXeKkwyTxd 6 00OB
- = 8«34 Tvblj pERboMoM/
= T>. bIAERbo Mo MJ
ext4 EXTATTou€l T3
xfs XFSTtoeun€Eel I3
vfat VFATTtT oun€l I3
CRYPT O.rn€ppxd<34 Y “HbOB"
Disable 9«34
Enable 9«34
0"

r.fF.a. Xn 8«3x ext4nmT>. bIAERbOB/devisdal X T3> . bIAEA 6 ~ 0
OFth

(a-v- D) wes D) &= D)

ag10- sy3$ show device storage format sdal 8
Partition Type Crypt
sdal ext4 Disable




49 Ttowuyx |

Ttouxd ~ "y "EC." |v46“MOB"
EpOpEwn. K. my" O y TPQd6 "

491 Tteunb63Il E ~ BUY
Ttou631l E ~ BUt P" showfile EblpXX6D* 6 OB °

N"

show file [ PATH

PATH PATHtT@® 004AxniipE3. t1tKUTtpopuY3I E “Ab
QB

PATHC‘)/I BUp"kDgopr.TF.xW 29A4uiipE
% ,

3.1TKUTTteunY3sl E nbop"

Y T>. blAE

PERMISSION OWNER GROUP SIZE TIMESTAMP FILENAME

Y 7

PERMISSION TtonxO. bAEAPY “AbHbOPR"
” Is-I, Eblp>XX6D"“ 00p®Pp al™ mMB*
%

OWNER Ttoux1 * Y " AbOB"

GROUP Ttouxdu.o® Y ~AbHOBR"

SIZE Ttonmbol sHOEXY “/AbOBR"

TIMESTAMP TtouY" AbOW sk.puKp3x Y" RFC33391" T
"NbhbOBR’

FILENAME Ttom Y “AbOP"

“

m}
E *A.Xp A.Xn"EblpXx pY ¢ amnmP'3st"E + A. XKyxn*
6" 6QB"

EEE

amnimo# show file /etc/amnimo/config.yaml 8 BPATHT Tt oun 6@ 06 />
-rw-r-- r-- rootroot83252020 -01-01T00:00:00Z config.yaml
amnimo# show file /etc/amnimo 8 BPATHT AniipE3 . 6@ 06 />

-fW-r-- r-- rootroot 762 2020- 01- 01T00:00:00Z amenv.conf
-rw-r-- r-- rootroot 265 2020 -01-01T00:00:00Z archive.list
-rw-r-- r-- rootroot83252020 -01- 01T00:00:00Z config.yaml
drwxr - xr - x root root 4096 2020 -01- 01T00:00:00Z default

- 'WXr - Xr - X root root 861 2020 -01- 01T00:00:00Z en crypt

drwxr - xr - x root root 4096 2020 -01- 01T00:00:00Z if - configured.d




drwxr - xr - x root root 4096 2020
drwxr - xr - x root root 4096 2020
drwxr - xr - x root root 4096 2020
drwxr - xr - x root root 4096 2020
drwxr - xr - x root root 4096 2020
drwxr - xr - x root root 4096 2020
- TWXT - Xr - X root root 243 2020

drwxr - Xxr - X root root 4096 2020
- TWXT - Xr - X root root 242 2020

drwxr - xr - X root root 4096 2020

4.9.2
Ttonby

Ttoub6y BU

N"
file move

f

-01- 01T00:00:00Z if - configuring.d
-01- 01T00:00:00Z if -down.d

- 01- 01T00:00:00Z if - post - down.d
-01- 01T00:00:00Z if - post - up.d
-01- 01T00:00:00Z if -up.d

- 01- 01T00:00:00Z service

- 01-01T00:00:00Z uvol - detection
- 01- 01T00:00:00Z uvol - detection.d
- 01- 01T00:00:00Z uvol - recovery
- 01- 01T00:00:00Z uvol - recovery.d

BUTt " filemove Eblp XX6D* {6 OB

SRCFILENAME DSTFI LENAME

SRC-FILENAME y fAxTton 6 0OOQBR*
"Tabv M. 6 BUp" Ttomn ¥ 6 apBUapym
= KoYoXcl
DST-FILENAME y XTtoun 6@ OOB"
BUp" Ttoeun ¥ 6 apUapyYm

=" Tab M. 6
qnoB‘

2 = SRCFILENAME p DST-FILENAMET" oTtTowun 6@ BUadpyYyndQde’
= = SRCFILENAME p DST-FILENAMET " Au i pE3 . 6@ PBUapyYyndQdec’
o«
E * A. Xp A. X" E blp Xx pY Y amB’3st"E T A. KxD"
6" 6OB’
‘oD w e ED
amnimo# file move  /etc/amnimo/config.yaml .backup /etc/amnimo/config.yaml .backup2 8




493 Ttpeu6BEC. BU
TtouBEC. BUt " flecopy Eblp X6D* 0 QB *
g
file copy< config | SREFILENAME<config | DSTFFILENAME

f

config " letc/lamnimo/config.yaml | Y nbop*

SRC-FILENAME y AxTtou 6 OOPB"
"TabVMAG BUp" Ttomn ¥ 6 apBlUapym
= NoXeXclk

DST-FILENAME |y xTtou 6@ 00"

"Tabv M. 6 BUp" Ttomnm ¥ 6 apBUapym
= FoYelcl

SRC-FILENAME p DST-FILENAMET" aTtou 6m BUdpyndQdec:
SRC-FILENAME p DST-FILENAMET " AufipE3 . 6@ BUdpyndQdc:

R

“

D
E * dA. Xp A. Xm" E blp Xx pY Y aoamB’3st"E T 4A. XKxD"
6" 6O’

(EEE B E

amnimo# file  copy config /etc/amnimo/config.yaml.backup 8

494 Ttoeub|Mpd
Tteu6 | vMBUT Y" nofile Eblp XX6D* 6 QB °
g

no file <PATH

PATH PATHT [ MBUYTtounb6m 0O0PB"

[y
"LII PATHT " AuiipE3. 6@ BUapyPYmdQdsc’

“

]
E 4. Xp A. X" E blp XX pY Y amnmP'3sT"E AL XKxD®
6" 6OB"

e EED nz ED

amnimo# no file  /etc/amnimo/config.yaml.backup 28




IIIIII. CIRE)

Amyp"AHeuASB. ux "Hx E" &I Tr.Klyx ~ "~ "AHou
X 0g6" MQB"

51 AHoewmndASB. M6 " B4
AHEuUASB. M6 ~ BUT YP" show device mobile E blp XX6D*“ 0 QB °

N"

show device mobile [module MODULBUMBERSIim[  SIM- NUMBHR

f

module MODULE-NUMBERT " AHeufASB. 1 <68 00QB"
? XAHeunASB. M6 doMUA>T "pod
% Nl

sim SIM-NUMBER T " SIM | Kk AE <« s SIM® Subscriber identity
modulel A R ASB.unx 6m UOQB"

Y T>3. blAE

# ----  module MODULBUMBER--
manufacturer MANUFACTURER
model MODEL
fw_version FW_VERSION
imei IMEI

# ---- sim SIM-NUMBER--

pin PIN- STATUS
iccid ICCID

imsi IMSI

MSISDN

($)]

— XSO IM




A

MODULE-NUMBER AHouASB. M <Y “AbOPR"
SIM-NUMBER SIMI KAE <Y ~RAbOB" f
MANUFACTURER AHoMASB. MX.- p. Y “AbOR"
MODEL AHEeuMASB. ux 940U Y “AbHOR" a
FW_VERSION AHEQMASB. MXT*T. 3j 6t H. SapY ~ AbOB" 0
IMEI AHonM ASB. nux IMEIY ~ AbOB" ;
PIN-STATUS SIMQO Yy eSIMX PINE. Xx 4 Y “AbOQB"
. [
READY = SIM» 1 4
PNKApY "od "FOWYPINKApY~MnAib
0 A
SIM PIN = PINE. X ™ 4
PINK Ap~ M K/
SIMPUK | = PUKE. X " 4
PINE . XX 6d - hbin"k Ap 8 4
ICCID SIM Q6 g eSIM X ICCIDs IC Card Identifier * ¢ . «<xY 7R
bOB"
IMSI SIMQ 6 y eSIM x IMSIs International Mobile Subscriber Identity * =
'L <Y "hbOB
MSISDN SIMQ O Y eSIM 1 MSISDNS Mobile Subscriber ISDNNumber °
«xY nNnboMUYA> " msisdnMSISDN, p " AR bOB"' 1T T
Wy o MSISDN Y nboMoMA> YKYOB

5} O m " AbU SIMA Y" Q0 MY o Mr YKYQB QOX SIMA " SIM
=<8 4 6 000Kptéz Wi AM
523 SIMA 6 0BU,

99




D‘l
n* 1

o 1 n* 5x E blp Xx pY Y"BYoxdA. XKm anpB’ 3=st"d 1. T
.9, XKxDnD* 67 0QB"

-y D) T D) &t Bl 3
H
amnimo$ show device mobile 8 9]
# - module0 - n
manufacturer GOSUNCN X
model ME3630J2A [
fw_version ME3630J2AV1.0B18 [Sep 15 2018 17:04:51]
imei 123456789012345
# ---- module0sim0 ---
iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678
# ---- module0Osim1 ----
iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678
n-“ 2
a—v- Tz &= )
amnimo$ show device mobile module 0 8
# --—- module0 ---
manufacturer GOSUNCN
model ME3630J2A
fw_version ME3630J2AV1.0B18 [Sep 15 2018 17:04:51]
imei 123456789012345
# --—- module0sim0Q ----
iccid 1122334455667788990
imsi 998877665544332
msis dn 07012345678
# --—- moduleOsim1l ----
iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678
n-*“ 3

a-v- D) wex ) &= G

amnimo$ show device mobile sim 8

ki

# ---- module0simQ ----

iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678

# --—- moduleOsiml ----

iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678

100




no-“ 4

(a-v- ) wesllD &= D)

amnimo$ show device mobile module 0 sim 8 5
# ---- module0sim0 ---- 1
iccid 1122334455667788990 q
imsi 998877665544332 H
msisdn 07012345678 0]
# ---- moduleOsim1l --- n
iccid 1122334455667788990 X
imsi 998877665544332 [
msisdn 07012345678

amnimo$ show device mobile sim module 0 8

s/IRp aY x
n* 5

amnimo$ show device mobile module 0 sim 0 8
# ---- module0sim0Q  ----

iccid 1122334455667788990

imsi 998877665544332

msisdn 07012345678

amnimo$ show device mobile sim 0 module 0 8
sARp aY x

=3

E

K

101




52 AHeudASB.mn6 EPRY

AHoMASB. nX "HY ON- OFF" 3JAE" SIMA X 06“ MOB*

521 AHeunASB. mx "H6 ONTBU

SAHeuSASB. nx "H6 ONT B UT " device mobile power E bip XX6D*“ { QB
4"

device mobile  power module <MODULEUMBER

MODULE'NUMBER ﬂHQMﬂSBA MX < 6 60" “H6 ONTL’)QB‘

“

D
E * dA. Xp A. Xm" E blp Xx pY Y aoamB’3st"E T 4A. KxD"
6" 6O

wasED wx B

amnimo# device mobile  power module 0 8 BAHomnASB. 1 0x "H6 ONT 0 Qf

522 AHeuASB. ux "H63JAERY

AN AN A~

AHouMASB. nx "H63JAERUT Y" device mobile reset E blp X1 resetb ® € g p
6 Ton*“60QOB"

e

device mobile  reset module <MODUIENUMBER

MODULE-NUMBER AHQUASB. MY <«6m (0" 'H6E3JAED QP

]
E 4. Xp A. X" E blp XX pY Y amnmP'3sT"E AL XKxD®
6" 6OB"

ez % EE

amnimo# device mobile  reset module0 8 BAHounASB. n 063 J AED QPR




523 SIMA 6 0BU
SIMA 6 0B UT " device mobile information E blp XX6D*“ { QB 5

N"

device mobile  information = module <MODUL-RNUMBER

— XSO IM

module MODULE-NUMBER T AfHouSISB. nx <« 6@ 00" SIM
A 6 00QB"

D“
E " 9. Xp S.)Xn"EblpXx pY ¢ amB‘3sT"sim0"simlpFT1 SIM
Y AboMUA> XE * A. XxD“ 6 00B"

ens D e O

amnimo# device mobile  information module 0 81 Hou ASB. 1 0x SIMA 6 0O

# ---- module0sim0Q  ----

pin READY

iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678

# --—- moduleOsim1l ----

pin READY

iccid 2122334455667788990
imsi 898877665544332
msisdn 08098761234
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b.24 HAHEeuASB. nx "H6 OFFT B U
AHEUASB. nx "H6 OFFT B Ut " no device mobile power E blp XX6D* 6 QB °

N"

no device mobile  power module <MODUL-ENUMBER

MODULE-NUMBER MODULE-NUMBER Tt AHpunu ASB.nyx <«6m@ 00" AH
ondaAsSB. nmx "H6 OFFT 0 QB

D“
E *A.Xp A.Xn"EblpXx pY ¢ anP'3st"E + 9. XKyxn*
6" 0 QB

EEH

amnimo# no device mobile

power module 0 8 BAHEu ASB. n 0x "H6 OFFT U Of




525 PINY 1l 6z BUY

PIN(Personal Identification Number) X A 6z PBUTYP" device mobile pinstatus E blp
X6D“ 0 QOB

AHoMASB. uxopK. TOpEI (ecmO)Y "~ mKUA> " EblpXy mwPO
[ 606"

N"

device mobile  pinstatus  module <MODULBIUMBERsim <SIM- NUMBER

f
MODULE-NUMBER JxXAHeunASB. MY <6 06QR"°
SIM-NUMBER JXAHeuASB. nrt 6oMY SIMY <6 060
B
Y QB
READY: MT is not pending for any password PINKApY "od "FO WY PINKApDY
“Mnbo 4
SIM PUK: MT is waiting phone -to-very first | PIN E . XX 6d v hbIn" Kk Ap
SIM/UICC card password to be given 064
SIM PIN: MT is waiting SIM PIN to be given PINK Ap~M K4
o«
AHonASB. nXopK. TGl ecm0Y " nKUJ m"AHeu ASB. n 0Xx SIMO
p SIM1yx PIN A 6z 00OB'E + 4. Xp A. Xm" E blp Xx pY W
onmB‘ 3sT"E * 4. Xxn“ 6 00B"°
‘enallD) & x D
amnimo# device mobile pin status module 0 sim O 8
READY: MT is not pending for any password BPINK ApY " od "FO WY PINKk ApY~ M
nbod
amnimo# device mobile pin status module 0 sim 18
SIM PUK: MT is waiting phone - to - very first SIM/UICC card password to be given BPIN E .

Xx  6d - RBIN" K Ap )6




526 SIMp. Xk Ap6"MB U
SIMp . XXk Ap6~ MBUYrt P" device mobile pin unlock E blp XX6D* 0 QB

Iy N . v .
¥4 PNE. Xys»Mx SIM6 *“ 066 &Mastt M>25Wi AM

device mobile  pin unlock <PIN- CODE module <MODULBUMBERsim <SIM- NUMBER

f

PIN-CODE PINE. X6®m 0 Q"

MODULE-NUMBER JXSAHQUSASB. nx <68 0O0B°

SIM-NUMBER JXAHeuASB. nrt oMU SIMY «6m@m 00
B

DH

AHeunASB. n 0X SIMOX SIMp. Xk Ap6 PINE. X TWd~ MO QOB E
A. Xp A. Xm" E blp Xx PY Y amP'3IsT"E A, Kxn“ 670
OB’

PINE. X 1234

‘wes D wx B

amnimo# device mobile pin unlock 1234 module 0 sim 0 8




527 PINE. X6 " 1BUY
PINE. X6 " 1 BUT y" device mobile pin enable E blp )X6n* 0 QB

Iy N . v .
¥4 PNE. Xys»Mx SIM6 *“ 066 &Mastt M>25Wi AM

2
3

device mobile  pin enable <PIN- CODE module <MODULEUMBERsim <SIM- NUMBER

f

PIN-CODE PINE. X6®m 0 Q"

MODULE-NUMBER JXSAHQUSASB. nx <68 0O0B°

SIM-NUMBER JXAHeuASB. nrt oMU SIMY «6m@m 00
B

DH

AHonASB. n 0X SIMOX PINE. X6 " T0QB‘E ' 4. Xp A. X" E bl
p)KX p.\{ lIJ uT[B‘é::'["E -IngXnLJ 6-/ L’)QB‘

PINE. X 1234

EEH

amnimo# device mobile pin enable 1234 module0sim0 8




528 PINE. X6 " 1BUY
PINE. X6 " 1 BUT y" device mobile pin disable E blp XX6D0*“ { QB *

Iy N . v .
¥4 PNE. Xys»Mx SIM6 *“ 066 &Mastt M>25Wi AM

2
3

device mobile  pindisable  <PIN- CODE module <MODULBIUMBERsim <SIM- NUMBER

f

PIN-CODE PINE. X6®m 0 Q"

MODULE-NUMBER JXSAHQUSASB. nx <68 0O0B°

SIM-NUMBER JXAHeuASB. nrt oMU SIMY «6m@m 00
B

DH

AHounASB. n 0X SIMOX PINE. X6 " T0QB‘E ' 4. Xp A. X" E bl
p)KX p.\{ lIJ uT[B‘é::'["E -IngXnLJ 6-/ L’)QB‘

PINE. X 1234

EEH

amnimo# device mobile pin dis able 1234 module 0sim0 8




52.9 PINE. X6 BUY

PINE . X6 T BUT Y" device mobile pinchange E blp XX6D* 0 QB

-

¥4 PNE. Xys»Mx SIM6 *“ 066 &Mastt M>25Wi AM

device mobile

pin change <OLDPIN- CODE <NEWPIN- CODE module <MODULENUMBERsIim <SIM
- NUMBER

f

NEW-PIN-CODE bOW PBUPINE. ) X6m QB

MODULE-NUMBER JXSAHQNUSASB. nx <68 0O0OB°

SIM-NUMBER JXAHQMASB. ut oMU SIMX <« 6@ 00
B

o«

AHEMASB. n 0X SIMOX PINE. XX6 1234 T w 9876 1 0QB" E * 4. Xp

A. Xm" E blp XX oY W amB'EST"E o S.XKXDY 67 00B°

"HPINE . X 1234

0 PINE. X 9876

‘rmslRD) &= 2D

amnimo# device mobile pin change 1234 9876 module0sim0O 8




5.2.10 PUKE. T WY PINK Ap6° M B U

PUK (Personal Unbloking Key) E . XT W94 PINk Ap 6~ MB Ut ¢" device mobile puk E bl
pXén“ 0B

iy’ N N I o . ‘
P d PINE. K- PUKE. KyZ »MX SM6 “ 068 &Mastt M> 23W M

PUK E . X 6d ¢+ 7 PBUpPpIwMSIMp. XYr mdoWod"™ “ B¢
YKUr YKYQB Q6™ “BUA> g™ «~ Y BUr YKY
QBxmME OWI M

N
device mobile  puk <PUKCODE <PIN- CODE& module <MODULBNUMBERsim <SIM- NUMBER

f

PUK-CODE PUKE. XX6@m 0 OQB"

PIN-CODE O0WY PBUPINE. X6bm 0OQB"

MODULE-NUMBER JXAHouASB. n)x <68 0OB*

SIM-NUMBER JxAHpeudSB. nt oMY SIMx <6 0Q
B

-

p ﬂA)KT[nEblp»(X p'\{ "IJ unBlé:DTnE "ﬂA)‘KXD‘ 67 LI)QB‘

PUK E . X 12345678
0 PINE. X 9876

‘wns D &= D

amnimo# device mobile p uk 12345678 9876 module0sim0 8

AHoMASB. n 0X SIMOX PUKE. Xt WY PINK Apd 6~ MGQB" E * A. X

— XSO IM
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5.3 HAHpownuv

AHeu+ x a4l . Kl

N"

show mobile [ IFNAME

Gl r.KIi 6 ”pdy
6 “ BUt Y" showmobile Eblp XX6D* QP

IFNAME

opK. Tegl ©6m

00QB"
BUp" AHowu

iy’ IFNAME 6 1
Lg "NboOB”

=<8 pK. TOpl XA Y

nboMUpYoxe

Y T>3. blAE

# ---- mobile IFNAME----

number MODULERUMBER
module MODULRAME
peer MOBPEERNAME
session SESSIONNAME
sim SIM- NUMBER
apn APN

state STATE

rat RAT

ARFCN

UARFCN

EARFCN

band BAND

mcc MCC

mnc MNC

TAC

cellid CELLID

LAC

PCI

PSC

BSIC

rssi RSSI

RSCP

RSRP

RSRQ

SINR

ecio ECIO
DURATION

— XSO TN
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A

IFNAME opK-T®©epl Y “AbOBR"*
MODULE- AHeuASB.-. 1M <Y " NbOR"
NUMBER
MODULE- AHoMASB. M Y “~AbHOR"
NAME
MOB-PEER- AHE M ASB . n X Y "AbOB"
NAME
SESSION AHeunJAE€EZpP Y " NbOR’
NAME
SIM-NUMBER | SIMI KAE <Y “AbOB"
APN APNs Access Point Name* Tt pJ I bogpE XY “AbOQOB"
STATE AHepuASB. ux4d Y “AbOBR"
dialing \l
connected A
disconnected A
RAT RATs Radio Access Technology ° tpJI TV AHou &+ xY
"Nbop’
GPRS 2G
EDGE 2G
WCDMA 3G
HSDPA 3G
HSUPA 3G
HSDPA-HSUPA | 3G
E-UTRAN 4G
ARFCN ARFCNs Absolute Radio Frequency Channel Number x Y ~ b QB "' 2Gn
nboMYA> " " arfen{” Lp " AboOB!
UARFCN UARFCN UTRA Universal Terrestrial Radio Access * Absolute Radio Frequency
ChannelNumberxY “ A bOQB "' 3Gm nboMUA>"" varfen{” }.
P "NbOB"’
EARFCN EARFCN E-UTRA Absolute Radio Frequency Channel Number xY * A b QB "
4G 1t nboM4A>" " earfcn{” LL.p " NbOB’
BAND » BUY’ Y “"HAbOB"
MCC MCC Mobile Country Code * 6 HO' x° XE. XY " 3nbOp"*
g = d TVMOUY" 35X HoEGTALOWI AM
*T_,, https://mcc -mnc-list.com/list
= 3351 6" QB
© 440" 441
t 310 316
MNC MNCs Mobile Network Code © & &HO*. E. XY “AbOBR*
= d TtvMoy" 35X PoEG6TAOOWI A M
’T_,, https://mcc -mnc-list.com/list
= 3351 6" 00QB"°
NTTXE 4 ° 10
HBTEHpp 20
KDDI® 50" 51" 53" 54
TAC TACs Tracking Area Code’ X3 67 Bestx. E.X<Y 7n
bQB" 4Gm nboMUA> "™ tac{" Lp " nbOB’
CELLID CELLIDs Cellldentify “ m 6 IDXY ~ AbOoB"*

— XSO IM
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LAC LAC LocationAreaCode‘ m 06 xe 3t E. XXxXY ~ AbOB"‘ 3Gn )
boMUd/A>"" lac{" Lp " nbOB’
PCI PCIs Physical Cell Id - Jn DXY “ Q4bOB‘ 4Gm 1 bho MU 5
> "7 opei{T Lp " nbOB’ 1
PSC PSC Primary Scrambling Code © W-CDMA " xm 6. E.XXY “ Qb 9
Q@B 3Gm nboMdA>"" psc{ Lp " nbOB’ H
BSIC BSICs Base Station IdentityCode * GSM "~ xm 6. E.XXY “nbo Q
B'2Gm  HKAboMUA>""bsic{" }.p AbOP’ )"'(
RSSI RSSE Received Signal Strength Indicator © ~ & € XY “"AbOR"
t pr3ilu LED(ANT) RSSI# Lun [
> W ]
[] eo -73dBm 3 /
U U I LED  (s00msh i) -74dBm’ -83dBm
B LED (125msh { ) -84dBm’ -93dBm
) W LED  (125mshi ) -94dBm" -109dBm
5 W LED  (500msh { ) -110dBm’ -112dBm
i A B ep -113dBm § =
RSCP RSCPs Received Signal Code power indBm ° N " & *Y " nNbOop’

3Gn nboMU A>" " rscp{” 1. p " AbOR"

tpr3nmlun RSCP# Ln

-90dBm 3 1
-90dBm’ -100dBm
5 -100dBm” 113dBm
i~ -113dBm 3 ==
RSRP RSRP Reference Signal Received Power® A &< ™~ & "T8&b xY ”

AbOB' 4G fbhoMUA>""rsp{" } p " HAHOB"

tpr3nmun RSRP i Ll n

-105dBm 3 4
-105dBm"~ -115dBm
5 -115dBm"~ -120dBm
i A -120dBm 3 =
RSRQ RSRQ@ Reference Signal Received Quality * 1A &<« " & YxY “ AbOop"
4G T nboMYA>" " rsrq{ .p " AboOB’
SINR SINRs Signal to Interference plus Noise Ratio * ~ & T BUB cd s
X *Y " NbOB" 4Gn nboMUA>"" sinr{" .p 7
nboB"’
ECIO EC/I0s Pilot Strength EC/IO=RSCP/RSSI * N & < B 1 xy 7
nboB"’
DURATION AHou 1t GoMU &'O WhY ~ RbOB' 30w mp"' A

d3Qmn "~ AbOB"’
P “YH. Spgp 23037 X TEj 6t 1 20 0MOQB*
i%
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DH
EblpXXx pY Y"BYoxS.Xm amnB 3=t"d r.F.da.Xxn* 6
0 QB

)

(a—v- D) wz=ERD & = Ol 1

amnimo$ show mobile ecm0 8 b2

# ----  mobileecm0 ---- H

number 0 8

module ME3630J2A X

peer amnimoe mobile

session amnimo session f

sim 0

apn amnimo

state connected

rat E- UTRAN

earfcn 1850

band 3

mcc 440

mnc 10

tac 4633

cellid 49507893

pci 404

rssi -68.0

rsrp -95.0

rsrq -7.1

sinr 186.0

ecio 0.0

duration 4508.1 minutes
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54 HAHpewn-+ 67 B U
" mAHeu- X 6w B YT P" mobile connect E blp XX6D*“ § QP
g

mobile connect IFNAME[session SESSIONNAME

f

IFNAME opK-Tepl 6m (0B
SESSION-NAME JAEgp 6 VOB

D“

E + 4. Xp A. Xm" E blp Xy pY ¢ amnpP‘3sST"E A, XKyxD®
6" QB

(e & B

amnimo# mobile connectecmO0 8

55 SHAHowu- 6 B Y
é TAHoun++ ©6 BUT Y" nomobile connect E blp XX6D*“ 0§ QB *
01 0" AW . XKx A>T T ™ nbop"

e

no mobile connect IFNAME

IFNAME opK-Tepl 6m 0O0B"

o«
E * A. Xp A. X" E blp Xx pY Y amB’3st"E T A. KxD"
6" 00OB"

ens D e O

amnima# no mobile connect ecmO 8

— XSO IM
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56 HAHpewu-v ¥ 6

By

AHonx 6 “ BYt Y" show config mobile peer E blp XX6D“ 0 OB *

N"

show config mobile peer [

MOB-PEER-NAME

MOBPEERNAME

AHEu v 6m 0U0QB°

MOB-PEER-NAME 6
"NbOB’

BUp" BYox AHpom

Y

Y T>3. blAE

# ---- transition to configure mode
configure
# ----  mobile peer MOBPEERNAMEconfigure — ----

mobile peer MOBPEERNAME
verbose VERBOSE

module MODUL-BNAME
FAILSAFE

# ---—- session SESSIONNAMEconfigure — ----

session SESSIONNAME
ENABLE

priority PRIORITY
sim SIM

PIN

apn APN

USERNAME

password secret ENCRYRPASSWORD

connect CONNECT

authentication AUTHENTICATION
operator OPERATOR

attach -timeout ATTACHTIMEOUT
call -timeout CALL TIMEOUT
IDLE- TIMEOUT
CONNECTIGNIMEOUT
RECONNECTIMEOUT
DISCONNECDETECTION

RETRY

rat select RAT SELECT

rat preferred RAT PREFERRED
ratmode RAT MODE

RAT SERVICEBANDS

exit

exit

# ---- exit configure mode ----
exit

— XSO IM
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A

MOB-PEER-NAME AHown v Y "AbOB"
VERBOSE lOAJ . SY #“UuY “AbOBR" 9
MODULE-NAME ASB. M Y “HAbHOB" !
FAILSAFE T6oeunl. T Y T- Ta/AsxA Y "AbOBR" a
0
N " failsafe retry FAILSAFE -RETRY reboot FAIL )M(
SAFE-REBOOT. p * A b QB
N " nofailsafe, p " A bOB" [
FAILSAFE-RETRY TOeuJld. Tx3Exe~ Y “AbOB"
FAILSAFE-REBOOT TOeuJ.TX3Y.E Y “AbOBR"
SESSION-NAME JAEap Y “AbOB"
ENABLE JAEapY " - Ta/A>sXA Y "AbOBR’
" "enable, p " NbOB"
" " noenable, p " NbOPB"
PRIORITY Y "AbOB"
"0, Y Q%o "9, YQ podQp*
SIM SIMI KAE <Y “AbOB"
PIN SIM x PINE. XY nRboMUA>"" pin{ LLp "NboO
B
APN APNY “ NhOQOB"*
USERNAME r.r. vy nboMYA> " username { .p " Nbop!
ENCRYPT-PASSWORD | Ol m. XY nboMUA> " " password secret {8< 3R b6
L. P "ibOB’
CONNECT Y "AbOB"
manual -
always AW
AUTHENTICATION 4 Y " AbOBR"
pap &x 4 " 1 PAPs Password Authenticatio
n Protocolx 6 » U QBR "
chap &x 4 " 1 CHAP Challenge Handshake
Authentication Protocol x 6 » 0 QOB
both &x 4 " 1t PAPp CHAPY " 6r» 0
QB
OPERATOR KAEM. pbPYii. K "Y "AbOB"
automatic "o r o & 6 0OB"
manual r o PLMN(Public Land Mobile Network) 6@
{PLMN } 6" OB My 0 9999991t B °
manual - r o PLMN (Public Land Mobile Network) © @
automatic "o 0OB" MWy 0 9999991 B * )
{PLMN } | PLMN t TOoTUOA> P " ASB. U T
r o PLMNG' T @ OB
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ATTACH-TIMEOUT KWAY ~ RbOB"
;1'7 KWhpy”"m 6p Yz AbUQm)YWh K mp*
™= [
CALL-TIMEOUT G6Y0 KWAY ~ AbOB’ 4
d)(')‘ii’) KWhpyg”m o6p Yz GoTw 4QRbUQ q
el Tx Wh _ B H
IDLE-TIMEOUT &4 WHY AboMU/A> " ide-timeout{ Lp A 5
bOB"’ X
[

C

— GpyAHeunASB. 6 (o GUOOCAEDBE

" JOGCAEYGYAboMJI 7B' 61 63 SOCAEY
b JmyPKYdQde

IGMPOCAE

35X ICMPOGAE

destination unreachable, echo request

3>5x UDPOCAE

DNS" DHCP" NTP" SSDP

[p]N

= SYNOCAE
= IPv43 s X EthertnetKog ® < x OCAE
CONNECTION- Q Wh Y nboMUA> """ connection-timeout { op
TIMEOUT "NboOR"
RECONNECT ™ K Wh 'Y nboMYA> "" reconnect-timeout{ Lp
TIMEOUT "NboOR"
DISCONNECT- ayYo v nboMY > " " disconnect-detection time
DETECTION DISCONNECT-TIME rssi DISCONNECT-RSSI, p ~ A b QB "
DISCONNECT-TIME aYWhs xY “AbOBR"
DISCONNECT-RSSI Y RSSI s dBm*Y ~ AbHOB"
RETRY v 3Exov Y nboMUA>"" retry{ Lpo'n
bOB"
3EXxe6Dx00MA> " " noretry, p ~ RbOPB"
RAT-SELECT RATs Radio Access Technology* B. P1'Y “ AbOQOB"
RAT-PREFERRED RAT®3 T+t.X Y “AbOR*
RAT-MODE RATS . Xy Y "AbOB"
auto AHoMASB.-uMY» o RAT6" T 0
QB

manual » I o RATG6m G OB‘' » B U RATUY" rat
service Eblp XXnm@ { QOB "

RAT-SERVICEBANDS | RATH. P1 Hp XY Abo M6 /> " " rat service RAT-SERVICE
RAT-BANDS, p “ R bOB*

RAT-SERVICE RATH. P X Y "AbOB"

RAT-BANDS Hp X < x Y “"NbOB’
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0
E *A.Xp A.Xn"EblpXx pY ¢ amnP'3st"E + 9. XKxn*
6" 0 QB

(EmE (= By y

amnimo# show config mobile peer amnimo -mobile 8
# ----  transition to configure mode.
configure

# ---- mobile peer amnimo - mobile configure ----
mobile peer amnimo - mobile

verbose informational

module ME3630- J2A- PORTO

failsafe retry 3 reboot 3

# ---- session amnimo - session configure
sSession amnimo - session

enable

priority O

sim 0

apn amnimo

username user

password /ARNp8GLALN3r5FFQ2B0yQ==
connect always

operator automatic

authentication both

attach - timeout 55

call -timeout 30

reconnect - timeout 30

disconnect - detection time 30 rssi -113
no retry

ratselect4G -3G

rat preferred 4G

rat mode auto

exit

exit

# ---- exit configure mode. ---

exit

— XSO IM
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57 AHpepwn-+ 6 B Y

AHpeuo6 BUtyY" AHoux Jd = A. Xty“o" EblpXX6D*“ 6 QOB ‘ daa
Tt 00 U TtontI1®ds Qb OB 5
AN 1
mobile peer MOBPEERNAME q
verbose < emergencies | alerts | critical | errors | warnings | notifications | informa H
tional | debugging > 8
module MODUL-ENAME X
failsafe [retry < 1 Z 10>][reboot< 1 Z 10>]
no failsafe [
session SESSIONNAME
enable
no enable
priority< 0 Z 9>
sim< 0 Z 3>
pin PIN
no pin
apn APN

username USERNAME

no username

password

password secret ENCRYRPASSWORD

no password

connect< manual | always >

authentication<  pap | chap | both >

no authentication

operator <automatic | manual [ 0-999999] | manual- automatic [ 0-999999] >
attach -timeout< 1 Z 600>

call -timeout< 1 Z 600>

idle -timeout< 1 Z 3600>

no idle -timeout

connection -timeout< 1 Z 86400>

no connection - timeout

reconnect -timeout< 1 Z 600>

no reconnect - timeout

disconnect - detection [time < 1 Z 600>][rssi< -113 - -51>]
no disconnect - detection

retry< 1 Z 9>

no retry

ratselect< 4G 3G 2G| 4G3G| 4G2G| 4G| 3G 2G| 3G| 2G| AUTOMATC
rat preferred < 4G | 3G| 2

ratmode < auto | manual>

ratservice< 4G| 3G| 2G BANDS

no rat service < 4G | 3G| 2

exit

no session SESSIONNAME

exit

no mobile peer MOBPEERNAME
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E blp X

mobile peer MOB-PEER-NAME 1 AHpo u v 6m Go" Eblp X6D*
0 0B
£ . XNEblpXX6D“ BUp"®m@ 06 SHwUv X
- AL KTy OO
verbose IDAJ. SY iiUunbm 0OOQR°
? T Y " emergencies" alerts" critical " errors" warnings "
i« notifications " informational " debugging X My b T 6 00
B
module MODULE-NAMET ASB. 1 6@ QB
failsafe TOeunJ.T6 "t106QR' AT>wnE g " mpe
retry TOend. Tx3Expg+v 6"1 10x
Nmm GQB' AT>wmE Y 3mBR"
reboot TGpeuJ. TX3Y.E 6"1 10x W
nma O0QB' AT>MuE w3nmp"’
TOounJ.TO xJ4etvMoy, 123 TOpunl. T, 6
E TAWL QA M
no failsafe TOpunl.T6 " T1060B"°
session d = A. KT "SESSIONNAMET J A€Eap 6m GoD“BY
p"IJAEAPXI = A. XKt y“00B"’
enable JAEQPOB "TOOR
no enable JAEQPOB "TOOR
priority 6" 0 9x Wm OB
sim SIMI KAE < 6" 0 3x WUm 0oB"
pin SIMX PINE. X6 0QB"
l—| il 3
SIMX PIN Y aA> Y TR
no pin SIMX PINE. X6 | M0 QB
apn APN 6 O0OB"
username r.rf. 6 (OB

r.rf. vy o SIM6¢ X>SF 6x Z O6RT[IBU

-
>

R

W=t MO OB
no username r.r. e6|v60B"
password Ol m. X( &«3)6 00OB"*
2 ENE BY  YKUOB®
= p=

AbOOI M. XKyd«c3664 m AHAbHOPR"
Ol M. XY o SIM6¢ X3XF ©x Z 6RJ]
BUW=T I MO QB

password secret

8« 301 m. X6 60oB"

no password

Ol M. X6 | vl QB"

connect

6m 0QB' AT>MuE g” always, B’

manual -

always AW




E blp X

authentication " 6m 0QB' AT>MuE ¢” both, mpB"*

_

4 7 1 PAPs Password Authentication P 45
rotocolx 6» OB
chap dx 4 " 1 CHAP Challenge Handshake Aut
hentication Protocol x 6 » 0 QB
both &x 4 " 1 PAPp CHAPX "~ 6» 00Q

B

no authentication 47X 6|v0O0B"

operator KAEM. pbUii. K " 6m OUQB° AT3wmE 1]
" automatic, mp"*

automatic 6 0QB"

manual r o PLMN(PubI|c Land Mobile Network) 6

v @ 0"® O0OQPR"’ My O 999999 it

B

manual - r o PLMN (Public Land Mobile Network) 6 ©

automatic na 0" 0OOB* Wy 0 9999991 B *

06 PLMN 1 mMOocTuOBA> Y"AHQ W

ASB.un m' T r o & 6 00

B

attach -timeout KWhs x 6" 1 600x W 6OB AT3wmE Y
" B55( ), mB"’

i KWhpy”m 6p &Yz AbU4QmxWh, mp*
=

— XSO IM

call-timeout @0 Y0 kWhs x6"1 600x Wmn OQB' AT>unE
llJ" 30( ), mB*

JJ()‘H”) KWhpy”m 6p Yz 0oTw 4RQbdU
QmyxWh mp°

idle -timeout da Whs x6"1 3600 W 6 0OB"

nbedh" &4 YO 6B8A>" v 6 QB "

p— GpyAHeunASB. M6 o0 GUOOCAEBE

u JOGAEchx‘ir']boMA mB' 01 03 sOCAE
P é JnYKYgQdoe
= IGMPOCAE

35X ICMPOCAE

destination unreachable, echo request

= 3o UDPOCAE

DNS" DHCP" NTP" SSDP
= SYNOCAE
= IPv43 n X EthertnetKgog ® <« x OCGAE

Y

no idle -timeout da O 6 "1 OB

connection -timeout Q V\/ﬁ s x 6" 1 86400 WM OOp"

@« nbhedh" A YO 66A>"+v 6 0QB"
no connection -timeout Q Wheé "1 00OB"

reconnect -timeout ™ KWhs x 6" 1 600 Wn O0OB AT>wmE
" 30 ). mPB*

no reconnect -timeout ™ KWh6 71 0OOB"
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disconnect - detection aYO 6 "t100B"
RSSIY DISCONNECT-RSSI 3 =sx A 6 DISCONNECT-TIME h "O
60A>" v 6 0op* 5
I 4
time GYwWhs x6"1 600 WNne =
0QB" AT>MmnE g”" 30 ) mB* H
rssi . RSSt dBmx 6" -113" -51x M1 8
ne 0QB ' AT>ME Y’ -113(dB)m, X
np’ [
no disconnect -detection aYO 6 "1 0QB"
retry v 3ExQgv 6"1 9x WUm 6OB AT3wnE U]
" s noretryx mB°
no retry v 3ExpO 6 "1 0 QB
rat select RATs Radio Access Technology* h. Pl 6@ 0 QB

:l? T Y" 4G-3G-2G" 4G-3G" 4G-2G" 4G" 3G-2G" 3G" 2G"

il AUTOMATICX My bT6 GOB‘ » BUASB. T W
How» T c YYodopB  4T>wuneE 1]
" AUTOMATIC, 1t B °

rat preferred RAT®3 Tt. Xplo" 4G" 3G" 2Gx My bT6m 0 QB
> BUASB.untWpor» r o YYodOop*
-4

rat mode RATA. XX6m 0QB' AT>uE ¢” auto, B

auto AHouASB.uY» 1 o RATH'
1 00B"’

manual » r o RAT6m UG QB' » B U RAT
g " ratservice Eblp XXm@m { QOp "

rat service 4G" 3G" 2GXx My hT6m " BANDST » 0O MHpX <« 6@

50" RATH. PI 6 (OB‘ BANDST Y ppbh)Y dmn

XHpX <6 r mnp’

: » BUASB.utTWpor» r o YYodOp"

=<8 = HpX <6 G"HpX <6 GBUY/A> Y RATA.
X6° manuaal YoWi M

no rat service 4G" 3G" 2GX My bT6m 00" RATH. Pl HpX6 7 1
6 0B
» BUASB.utTWpor» r o YYodOp"
=

exit JAEopPX I = A. Xx 4> " JAE€EAPpX I = A. X6°
6o" 4 = A. XYy “ 00QB"

no session SESSIONNAMET JAEaAp 6@ Go0"JAEpD 6] M0Q
B

exit o A.XKxA>"d e  A.XK6S OGo" A. XKYy“ 0
QB

no mobile peer MOB-PEER-NAME T AHpo un v 6@ 0o" AHpowu 6]
6B
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57,1 mAHon X

e ALK BUwWhuv 6° B7 TVMO"" "m 00B"

AHEewu- X E
4= A. XT w r o’ KWh " @0 Y0 «kWh " o 3EXQ©
mi Y WYx¢xKebpldm» AbdTtvMos" 17 QB
=G oy
»® AL Ry b=
N7 72y FER
FRYFIENET $HETNDBES
1150
TEYFRTEFICN, HEBALLIBED 7Ry FIE
ERBERFEICFUE LERMIEET 5.
— N, Bl
ERFIFFIED ) 51 B4,
— BRIENTT LAD 2 1238E.
N TRy FERD B EBER.
BREN T LAShORELLSE ]
TN, BEEBER S,
BIEROREE LS5 N, B LSS
(FEHFFFRT Y & ST IR,
MRS RS ST (5 — &3S
7 2E blp X 3 OT>WE
N, attach -timeout K Wh 55
N, call-timeout ®o0 Y0 «kWh 30
N, retry v 3 ExQv v no retry

RE iy

amnimo(cfg)# mobile peer MOBPEERNAME

amnimo(cfg - mp MOBPEERNAME session  SESSIONNAME

amnimo(cfg - mps SESSIONNAME attach -timeout N, 8 KWh 6@
amnimo(cfg - mps SESSIONNAME call -timeout N1 8 Bpo YO kWh 6@
amnimo(cfg - mps SESSIONNAME retry N1 8 B 3 Expv 6




da Wwh T WU AHeu ¥ E

J e Hg.XKTw” da wh_ 6 BUapn"®m AbBSEH" &4 YO O
/4> 15 x d49HpEuv ¥ EYr np’

S e
C» BHR Fyk7—2

[EfRERCRRE - L (7 —2EEH)

N

SEREBEANDEREL -I5S. B, —
# [noidle-timeout | FEFIZEBEHE
DOESIZL ST ERRTIRT L AL,

EHRIERRREE © Ul

— O YyAT>3wERY "1 AboMUBg" TTBRUA> PUd o HA. XKTuw

L", 6“ po Wi M

N, idle-timeout da Wh no idle -timeout

amnimo(cfg)# mobile peer MOBPEERNAME
amnimo(cfg - mp MOBPEERNAME session  SESSIONNAME
amnimo(cfg - mps SESSIONNAME idle -timeout N 8 B da Wh 6

— XSO IM
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Q Wh TWdAHeu~ ¥ ‘E
o d.KTw” Q Wh . 6 BUapmn"®m@ nbedHh" - A YOO
/4> 15 x d49HpEuv ¥ EYr np’

FH&E _—
> i Fybr7-—2

[EigEER kAR © LR

N, %

IR N, 8 L 72 5 BRI, —
# [no connection-timeout] FZERIZE
MRIETL ALy,

ElipEReiiaE - Tl
:l? O YyAT>3wERY "1 AboMUBg" TTBRUA> P4 o HA. XKTuw
= 6" yo ¥ 4 M
X UV "t KAYU woe a4V 67 HOB"

no connection -timeout

N, connection -timeout Q Wh

amnimo(cfg)# mobile peer MOBPEERNAME
amnimo(cfg - mp MOBPEERNAME session ~ SESSIONNAME
amnimo(cfg - mps SESSIONNAME connection -timeout N> 8 BQ Wh 6

— XSO IM
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dYynoowo(

AHou- x ™ K E
A. KTw" ™ KWh_ 6 BUapm"m O0pdW 1
cC. 1l 1TZM0o" =" x 9 6OWh (v oy A 6YvpBUW=E EY
R
S
=
B B W
N,y ¥
N PREBE CRESYEE THT, F — EIFERAE | ERl AT
BERELETI.
_ ElfpEER AR « BERiELL (T —50EEH)
=I7 O vy 66wh " A 6YvBUdapme g™ o W
= B Y VW 1T TTUb. H. XAX6 N" &xé 6%cU06gxO mp"
68WHh Tv ™ YRdoTubA> g~ [6“ MOB "
d = A. XT noreconnect-timeout 6@ BYdapm"m 6px G GI¥IWrT W
v X E6GBU&GpFr mnp*
7 *E blp X 3 OT>WME
N, reconnect -timeout ™ K Wh 30
(mE
amnimo(cfg)# mobile peer MOBPEERNAME
amnimo(cfg - mp MOBPEERNAME session  SESSIONNAME
amnimo(cfg - mps SESSIONNAME reconnect -timeout N, 8 B KWh 6@
8 BO 6 " 3BUA>

amnimo(cfg - mps SESSIONNAME no reconnect -timeout




a¥YO tWUYAHeu~ ¥ E
4= A. KT w” aYo .6 BUdapmn"="x 9"®m AbOWHh31 1 RSSI
Y@ ANb6 3sto0opbA>TY 6 BYU EYr mnp‘

ARG a7
P ) £HR Fyr7—%

EiREREE - ERfET (57
disconnect-detection
time NMyjpme N
— RSSIHRAMELLT
RSSIA N, oo U T HREET (Nyss; dBmMELT)
Njjme WEEE L 72 155 (ZEHR TR,
EIRFEERTREE © Gl

9 d = A. Xm nodisconnect -detection 6@ BYadpm"i AR WnFv 6“2a0
™= MW=t ERBU&GpYr mnpB dadxA>"D" 2"n* 3Ix W=t JA€ELDp

6“ poMoFv 9 My“eh0ds’
" 57.20"

01 0"m oM J4h.H. Ty YKuoeA>ypy O x JamBraxa>" ™
KWh t1v ™ YTTPOTUuOA> P Y“eh" JAEDD
Wy Y 9 29d0OB°

N esi disconnect -detection ay rssi dBm rssi‘ -113
Niime " orssi’ a Y RSSI time time* 30
* time YO 6h

(e D

amnimo(cfg)# mobile peer MOBPEERNAME
amnimo(cfg - mp MOBPEERNAME session  SESSIONNAME
amnimo(cfg - mps SESSIONNAME# disconnect -detection rssi Nssi time Nime 8 B a N

O Owm

amnimo(cfg - mps SESSIONNAME no disconnect - detection 8 BO 6 " 3BUA>




eUpEpJAEfpX 9 N E
m 7 ph BYU QUPETWAlxfit“2bU4JA€EApP EYYOUOQP'

h BY  EblpX

5
v 3Exgb. H. attach -timeout 0
. A
1 call-timeout Wt X %MIAEAPT !
retry b2
5 dda Wwh idle-timeout wWT X %MJ AEapT H
Q
.. VI
3 Q Wh connection -timeout wT X %MJ A€EnopT X
4 ayYO Tt wy disconnect -detection wT X %MJ A€EnopT [
M oy
5 m 0Twyxv reconnect -timeout wT X %MJ A€ pPT
AHonv schedule general -control ™
. . . Pl
6 ( €SB.mn ) action disconnect ecmOr 0 (B 5)
7 AHQE un v schedule keep -alive xd %MJA€E€LpPT
M. ©t xoVY ) action disconnect ecmO
8 ﬂHQVI: X op K. T |interface ecmO ™ 6 (B. PI 5)
SKl 3 no enable
9 DMS x M. @1t xo YO |- Xxd %MJAEnpT
T Wy
10 X XE€EX- N xd %MJAE€QpPpT
.,7 No.l" 5% Eblp XKOmMyYAHEUuX J4 = A. XTwD"“ BYEbIp Xnp"
-

.57 SHguv 6 BU,67AYI AM
No.6" 7% Eblp X Xyl CSB. ux 4 = A. XTwD“ BUEDbIp Xnp"
773 1 €SB.n6 BU. 6N M
No.8 X Eblp XpopK. TOp!Il X4 < A. XTwD“ BUEDbIp Xntp*
623 gpK. TGl 6 o A 6 BU,6TAWI AM

EblpXXxdJd < @BUO x4U. S6£z Wi AM

JAEOApPA X T 6" LT 06/4>"JA€EQPX 9 Ny i]
Qdoac’

EpOpEuN. K. nyAHeu- xopK. TOgl ¢" rmnet datad 1 c 4 QB *

5

(@]
A,

)

!

(]

.
0

b
o
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o 1 dJAEgpPX

5

JAEap amnimo-session 4
SIMI Kk AE simO

SIMPIN E . X 1234 a

priority O 8

APN amnimo.net X

V{20 R user [
Ol m. X pass

amnimo(cfg)# mobile peeramnimo - mobile 8

amnimo(cfg - mp amnime mobile)# session amnimo - session 8
amnimo(cfg - mps amnimo session)# sim 0

amnimo(cfg - mps amnimao session)# pin 1234

amnimo(cfg - mps amnimo session)# apn amnimo .net 8
amnimo(cfg - mps amnimo session)# username  user 8
amnimo(cfg - mps amnimo session)# password 8
Enter new password:

Retype new password:

amnimo(cfg - mps amnimo session)# enable 8
amnimo(cfg - mps amnima session)# show config 8

enable

priority O

simO0

pin 1234

apn amnimo.net

username user

password secret /ARNp8GLALN3r5FFQ2B0yQ== B 1 b0O Ol M. XY 8« 34 bo 1 m
connect always

operator automatic

authentication both

attach - timeout 300

call -timeout 300

reconnect - timeout 30

disconnect - detection time 60 rssi -113

no retry

ratselect4G -3G

rat preferred 4G

rat mode auto

amnimo(cfg - mps amnima session)# exit 8

amnimo(cfg - mp amnima mobile)# exit 8

v x Ol m. X(epasse)b 0 o Enter

B
B v XxXOI m. X(Spassz2)6 0 o Enter

130




ne 2 JAERD s 6 3 0o 604> " TJAEAPH6 Y
ngA» x
%J AEap AT 6 v bo” 00A>"" T JAED
Bt 9 nu 6" 0 QB
Fow BT —FA Fw bT7—2B
BHE x;?g—ﬁ

iz AD
EEEHY P51 —
B

EEERnE

B EmALE

=l J | |

tyvira B

(EfER)

T %J AE L p JAEDDP
JAELpP A B
SIMI Kk AE simO siml
priority O priority 1

APN amnimo.net amnimo.net

4 IDs .. x |user user
Ol m. X pass pass

K Wh attach -timeout 555 4 T3 M E attach -timeout 55 4 T3 n E x

®o0 Y0 «k Wh call-timeout 30s T3 M E x call-timeout 30s iIT3 M E x
v 3 ExqQv retry 3 retry 3
™ K Wh reconnect -timeout 30 reconnect -timeout 30

s ATaunE x

s AT>nE X

— XSO IM
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amnimo(cfg)# mobile peer amnimo 8 BAHEoM X 4 = A. XKty*

amnimo(cfg - mp amnimo)# sessionA 8 BIJAEAP AXJ = A. Xty* 5
amnimo(cfg - mps A)# priority O 8 B X 6@ A
amnimo(cfg - mps A)#sim0 8 BSIM 6@

amnimo(cfg - mps A)# apn amnimo.net 8
amnimo(cfg - mps A)# username user 8
amnimo(cfg - mps A# password 8
Enter new password: B v xOIl m. X6 0 o Enter
Retype new password: B v xOIl m. X6 0 o Enter
amnimo(cfg - mps A)# attach -timeout55 8 B KWh655 t®@ sAOT>uE x
amnimo(cfg - mps A)# call -timeout30 8 Bo YO kWh630 tT@® s OT3uME X
B
B

— XSO IM

amnimo(cfg - mps A)# retry 3 8 3Exgv 6 3v1

amnimo(cfg - mps A)# reconnect -timeout30 8 ™ KWh6 30 T s AT>unE x
amnimo(cfg - mps A)# enable 8

amnimo(cfg - mps A)#exit 8

amnimo(cfg - mp amnino)# sessionB 8 BJAEAQP BXxdJd = A. XKty*
amnimo(cfg - mps B)# priority 1 8 B X 6m@
amnimo(cfg - mps B)#sim1 8 BSIM 6

amnimo(cfg - mps B)# apn amnimo.net 8

amnimo(cfg - mps B)# username user 8

amnimo(cfg - mps B)# password 8

Enter new password: B v xOIl m. X6 0 o Enter

Retype new password: B v xOIl m. X6 0 o Enter
amnimo(cfg - mps B)# attach -timeout55 8 B KWh 6 55 1 sOT>unE x
amnimo(cfg - mps B)# call -timeout30 8 BOO YO KkWh6 30 1 s OT>unE X
amnimo(cfg - mps B)# retry 3 8 B 3Expv 63vT1

amnimo(cfg - mps B)# reconnect -timeout30 8 ™ KWh6 30 T s AT>3unE x
amnimo(cfg - mps B)# enable 8

amnimo(cfg - mps B)#exit 8

amnimo(cfg - mp amnimo)# exit 8

amnimo(cfg)# interface ecmO 8 BopK. TOQI X4 = A. XKry*“
amnimo(cfg - interface - ecm0)# mobile amnimo 8

amnimo(cfg - interface - ecmO)# dhcp4 8

amnimo(cfg - interface - ecmQ)# enable 8

amnimo(cfg - interface - ecmO)#exit 8

amnimo(cfg)#

:? %X v Yw Tx 65 ocUpEpJAEgpPX 9 N ‘EG-H—{HT
= wd nb" X Y Y "06/4>" %oX v Y [0Go
FT T 4966 ' AHEQuASB. Y Xv T nboMYypyg"
%o v x [ 6a BUapYmMPoMBgTB"®
X* Y ATmMKUA> T %o v Y T BA> Y
JAEApPX T 2 Mo " connection -timeout X 6“M" @ Whv Y
it 6 0" %x v Y d MNUapYr mnp"’

pdo RSSITeao’ T1JAEAPO6 9 NUD“ O6wxY.STRMIQPR"

EpOpEun. K. nyAHou+ xopK. TOpl ¢" rmnet datad T c 4O "

NE,

CR
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TJAELPO6 9 NYA> x

aYO tTwY &b« é

n* 3 JAERDP s RSSIT @ao '
%J A€Eap Ap JAEap BO6
s RSSK x Teao0" T 1T 9 N4Y 6” OB

JAEpgp A 6G6<é
T 9 N"JA€ap Bx &é&«é v

AT 9 MOB"
00 Q

i X %MJ AERpP AT

RSSIH-93dBmLL F o
RETIOVEE

[
1
1
1
RSSIH-03dBmbLL F o !
FETI0NEE !
=7z !
ESERiEe0mEE |
1
1
A

s RSSK Y

Wh6JAEAP B 1 O " RSSIY

00B"

wd WYopoAa>t" "'
wd WYopoa>t"'

T JAEop B
TJAELD

W9 WYowoMA> F"d WhH

Fov FT7T—2A

ERERE (BEED)

< RSSIAESELF
| | |

< T

EliRER (BEH)

i %J AE L p JAELDp
JAELD A B
SIMI Kk AE sim0 siml
priority O priority 1
APN amnimo.net amnimo.net
ayYo time 30 rssi -93 time 30 rssi -93

30 stimex 340 6o Gb&«<é&
s rssix Y -93dBm 3 spop 6/
>TJAEQPY 9 24dQpB°

41D r .. x| user user
Ol m. X pass pass
Q Wh no connection -timeout

s ATanE x

connection -timeout 60

— XSO IM
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7 d&<«<é& t1ewao LED(ANT)YX EY 290B°

L4 I pr3 LED RSSIi L u
i L u (ANT) ]
» W[ ] )
] eb -73dBm 3 | o
UU 5 LED  (500msh { ) -74dBm’ -83dBm 5'
T LED  (125msh{ ) -84dBm’ -93dBm )M(
UuH H  LED  (125msh ) -94dBm’ -109dBm [
5 W LED  (s00msh { ) -110dBm’ -112dBm
i B wep -113dBm 3 =

(e D)

amnimo(cfg)# mobile peer amnimo 8 BAHE U X 4 = A. XKt y*“
amnimo(cfg - mp amnimo)# sessionA 8 BIJAEAP AX 4 = A. Xty*“
amnimo(cfg - mps A)# priority O 8 B X 6®

amnimo(cfg - mps Ay#¥sim0 8 BSIM 6@
amnimo(cfg - mps A)# disconnect - detection time 30 rssi
amnimo(cfg - mps A)# apn amnimo.net 8

amnimo(cfg - mps A)# username user 8

amnimo(cfg - mps A# password 8

-938 B ayo

Enter new password: B © xOIl M. X6 0 o Enter
Retype new password: B v xOIl M. X6 0 o Enter
amnimo(cfg - mps B)#no connection -timeout 8 pQ Wh 6 OoMs AT3mnE x

amnimo(cfg - mps A)# enable 8
amnimo(cfg - mps A)#exit 8

amnimo(cfg - mp amnimo)# sessionB 8 BJAELpP BxJd = A. XKrty*“

amnimo(cfg - mps B)# priority 1 8 B X 6
amnimo(cfg - mps B)#sim1 8 BSIM 6
amnimo(cfg - mps B)# disconnect - detection time 30 rssi -938 B ayo

amnimo(cfg - mps B)# apn amnimo.net 8
amnimo(cfg - mps B)# username user 8
amnimo(cfg - mps B)# password 8

Enter new password: B v xOIl M. X6 0 o Enter
Retype new password: B v xOIl M. X6 0 o Enter
amnimo(cfg - mps B)# connection -timeout60 8 pQ Wh 6 60 T

amnimo(cfg - mps B)# enable 8
amnimo(cfg - mps B)#exit 8
amnimo(cfg - mp amnimo)# exit 8

amnimo(cfg)# interface ecmO 8 BopK. TGOl x4 = A. XKty*

amnimo(cfg - interface
amnimo(cfg - interface
amnimo(cfg - interface
amnimo(cfg - interface
amnimo(cfg)#

- ecm0)# mobile amnimo 8
- ecm0)# dhcp4 8
-ecm0)#enable 8
-ecmO)#exit 8

EpOpEwu.

)

=

K. ntyAHpeu- xopK. TOg!l ¢" rmnet data0bt c 4QP*
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573 wt T O s V150Tw e

AHous 6 OBoMUA>"v
1 54€ITOW pIpYKUA> W"AHQMKAEM. p Tuw’

O006W 1

Q8" NTPO Y "topoMO/A>F" O ¢y "topuoMOB"

"Wt "AHEQUKAEM. p TwuwW 6~ 0"

00QB"

— XSO IM
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64 KAEM. pX

A" opK. TOp!l Mn.Tupd" PPP" OGCAETuun K3 pOp NAT" IPSec p Mp
0 XKAEM. p T Vv Mo 0OB"

6.1 PPPY 6B Y

IIIIII. Cape

PPP X P "I r.KlIyxy " ‘Eoc¢ 6" MOB*
6.1.1 PPPxI T.KI 6 ~BUY

PPPX I . KI 6 * BUTt y" showpppoe Eblp XX6D“ ) QB *

4

show pppoe [ IFNAME

IFNAME opK.-Tepl 6m 00QB"
ppp<0-9>

Y T>. blAE

# --— pppoe IFNAME----
peer PPR PEERNAME
state STATE
Yo7
IFNAME opK. Tegl Y "AbOB"
ppp<0 -9>
PPP-PEER-NAME PPP Y "nNbOB"
STATE AHeounASB.ux4d Y “AbOR"
dialing \l
connected A
disconnected A
o«

E blp XX pPY Y"BYoxdA. Xm anp‘isttd r. . A, XKxn" 67
6 0B

(a-v- ) wex D) &= G

amnimd show pppoe ppp0 8
# - pppoe ppp0  ----
peer amnimo - ppp

state connected

ks




6.1.2 PPP6- m BU

~ 1 PPP BUT Y" pppoe connect E blp X6D*“ 0 QB *
Y”edRAS A. X nKUA>" O y TPQd6"

N"

pppoe connect IFNAME

IFNAME opK.Tegpl ©6m 00QOB°
ppp<0-9>

“

m}
E *A.Xp A.Xn"EblpXx pY ¢ anP'3st"E + 9. XKyxn*
6" 0 QB

(EEE Rl E—F

amnim@f pppoe connect ppp0 8

6.1.3 PPP6 B U
PPP 6 BUT Y" nopppoe connect E blp XX6D*“ & QOB *

Y” e 3 RAS A. X, KUA>" O y ndQd6"

e

no pppoe connect IFNAME

IFNAME opK-Tepl 6m 0O0B"
ppp<0-9>

D
E * dA. Xp A. X" E blp XX pY Y amnmP'3sT"E AL XKxD"
6" 0OB"

EEE

amnim@# no pppoe connect ppp0 8




6.1.4 PPPY¥ 6 ~ pU
PPP x 6 “ BUYrt Y" show configppp peer E blp XX6D*“ 0 QB
g

show config ppp peer [ PPR PEERNAME

PPP-PEER-NAME PPP 6m 00QB"°

Y T>3. blAE

# ---—- transition to configure mode
configure
# ----  ppp peer PPP - PEERNAME configure ----

ppp peer PPR PEERNAME
verbose VERBOSE

USERNAME

password secret ENCRYRPASSWORD
connect CONNECT
authentication AUTHENTICATION
PASSIVE

IDLE- TIMEOUT
CONNECTIONIMEOUT
BSDCOMP

DEFLATE

CCP

PGOMP

VJ

VICOMP

VJ- MAXSLOT

PREDICTOR1

ifnrame IFNAME
MOBILETRANSPARENFNAME
MOBILETRANSPARENONS

exit

# ---- exit configure mode ----
exit

YT

PPP-PEER-NAME | PPP Y "AbOp"*

VERBOSE FOAJ . SY #WUunY " AboOR’

USERNAME r.r. vy nboMUA> " " username { Lp TADbORS

ENCRYPT- Ol m. XY nboMUA>" " password secret {8« 31 bH 6 1
PASSWORD p " NboOPB"

CONNECT Y " 3bOp"

‘ >

- q. XK manual

AW q. X always

e 3 RAS A . X(remote access service) remote -access
FIHQMIP aﬂ,*x«‘) 6 "TRUA> YY" AHou IP 2 q.
LN Xx AHeupepK. TGpl ©6 B Y YKAOB*

g:‘éRAS(‘) WH. Sap 24037 o KoQ®EpOpEMK. K.
X9 &@boMOB"’




‘

AUTHENTICATION 4 7Y T AbOBR"
authentication AUTHENTICATION
N ” authentication AUTHENTICATION . p “~ nb QB
d " no authenticaton , p ~ A bQR "
AUTHETICATION( 4 " )x ' Y3=np"
PAPs Password Authentication Protocol * pap
CHAPs Challenge Handshake Authentication Protocol x chap
PAP/ CHAP both
PASSIVE passive P® € o p Y "nNbOB"
lmp’\ Passive P®E A p puy" wea Wt " Twe YoMA
>" Tw "o LCP OGCAEYX 6 vecgyx XapTm
B 13
" " passive, p “ NbOB"
i " 1bQ3s:
IDLE-TIMEOUT da why nboMUA> "" idle-timeout{ .p " nbo
B 3
CONNECTION- Q Wh Y nboMUA> """ connection-timeout { Lp 7
TIMEOUT nbop"
BSDCOMP BSD-Compress "~ OGCAEH Y “"Nbop"
" " bsdcomp BSDCOMP-NR BSDCOMP-NT, p
"NboOB’
" " nobsdcomp, p * AbOQB"
BSDCOMP-NR Q E. Xhol (PAE)Y " nbop*
BSDCOMP-NT Ty aBQOCAEXQ hol (PAE)Y “nNboOp"
DEFLATE Deflate " OGCAEH’ Y “"AbOB"
N " deflate DEFLATE-NR DEFLATE-NT, p ~ 1
bOB"
v " nodeflate, p * A HOQB"
DEFLATE-NR Q jopX heol Y “"nNboQB’
j opXj Pol ¢ 2°DEFLATE-NRHp ET B *
DEFLATE-NT "1 BUQ joepX el Y "NboB’
j opXj Pol ¢ 2"DEFLATE-NTHQE TP "
CCP CCPs Compression Control Protocol * KEE€e . €4 p Y "AbOoB"’
) "cep.p T ADBOBR
v " nocep, p T NHOB!
PCOMP PCOMP Protocol Field Compression x KE€e¢ . €ap Y "HAbOB°

‘

pcomp, p " R bOB’
nopcomp, p ~ AbQOB"




|
~

VJ Van-Jacobson " TCP/IP XAWN. H~ Y nboB"
i "Vi.p " AbOB’
i "novi.p " AbOQB!
VJCCOMP Van-Jacobson =~ TCP/IP XAW. H 1214 Dy POEAP X
Y "nbOB’
. " vjccomp, p " NbOP
" " novjccomp, p " A bOB"
VJMAX-SLOTS Van Jacobson " TCP/IP XAW. H -6& 1204 Il K AE ¥
Y "nboOB’
PREDICTOR1 Predictor-14~ » Y "AbOB"
" " predictorl . p " A bOPB"
" " nopredictorl, p * R b OB’
IFNAME PPPOE®K EEMY » B U opK.Tepol Y “/HbOp"
MOBILE- AHeu IP ad. Xy AHpouppK. Tl X YKU/A> 3
TRANSPARENT- sX1" m “ AbOB"
IFNAME mobile - transparent ifname MT IF NAME
ﬂHQMIP ag. O 6 TTtBUA> YY" ppFT
2l 6" e 3RAS 1 BU  YKYOB"®
ﬂHQVIlP ag. X YH.Spagp 24037 Xo Kpe®dEpO
PEN. K. X0 = oMOQOB‘egpK. Teg!l Y rmnet_datal ¥
Qmp’
MOBILE- AHeun IP 2 4. X WYX PPPoEp xpt pE T BU DNSy IP
TRANSPARENT- | T Kii | Yisxl™m " AbOP" TWuo “ “HbHOB"
DNS

mobile - transparent dns MT DNSADDRESS

agqdg. X

ﬂHQVIlP YH. Sap 24037 Xo Kp®dEpO
PEN. K. x0 eboMOQB"*




1 9. Ky D"

D“ 1.PPPoEp ot pEpGo PPPOEH. H. Y BYA>
E * 4d. Xp A. Xm" E blp Xx pY ¢ amB‘ 3sTt"E
6" QB
PPP amnimo-ppp
FOAJ . SY 1#ilwm Informational
PPPr . . pppoeuser
( X PPPOED®. H. )
PPPOI m. X pppoepass
( X PPPOET®. H. )
AW qd. X
N -
passive P®E g p "
BSD-Compress " OGCAEH ”
Q E.XBel (PAE) ) 15hit
Y 4BUOCGAEXQ Bel (PAE) 15hit
Deflate " OCAEH N
Q joepX bel 2®Hp E
"1 4GBUQ jopX Bl 2%Hp E
da Wh o
Q Wh ol
CCPKE€e. €ap "
PCOMPKEEe . €4p v
Van-Jacobson " TCP/IP XAW. H~ N
VanJacobson " TCPAP XAW.H -& 12149 15
I K AE
Predictor-1H » N
PPPoEp xot p E opK. Tepl ethO
(ERE
amnimo# show config ppp peer amnimo - ppp 8

# ---- transition to configure mode.
configure
# ----  ppp peer amnimo - ppp configure  ----

ppp peer amnimo - ppp
verbose informational

username pppoeuser
password pppoepass
connect always

no authentication
passive

bsdcomp 15,15
deflate 15,15

ccp

pcomp

vj

vjccomp

Vj - max slots 15
predictorl

ifname ethO

exit
H -
exit

exit

configure mode.




DY 2 9Hpwu IP

AC10x eth0 T

6" 6OQB"
0QB"

adg. XXp0o PPPOEh. H. 6 BUa>

OoMUOMT AHou X IPT Xii | 6 QOB q. XKxD*
6 oMY OMY PPPoEp xot pEp 0 o" ACI0T PPPOEH. H. p il o

PPP amnimo-mobtp
FOAJ . SY 1#ilwm Informational
PPPr . . (PPPOEB. H. ) mobtpuser
PPPOIl M. X(PPPOEH. H. ) mobtp pass
e 3 RAS . X
47 PAP/CHAP
passive P®E€ g p N
BSD-Compress " OGCAEH "

Q E.XBel (PAE) ) 15bit

Y 8BUOCAEXQ Pol (PAE) 15bit
Deflate " OCAEH’ "

Q joepX bel 2"Hp E
"1 4GBUQ jop X Bl 2%Hp E
da Wh o

Q Wh o
CCPKE€e. €ap "
PCOMPKEEe . €ap "
Van-Jacobson " TCP/IP XAW. H~ N
VanJacobson " TCP/IP XAW.H -8 13 |15

[ |l K AE

Predictor-1H » N
PPPoEp xot p E opK. Tepl ethO
AHeou IP 2 4. XX opK. Tepl rmnet_data0
AHoewn IP a dA. X DNS T Xii |

(Ma3ztY (6 DNS6G» BU‘)




amnimdcfg) # show config ppp peeramnimo - mobtp 8

# ----  transition to configure mode.
configure
# ----  ppp peer amnimo - mobtp configure  ----

pPpp peer amnimo - mobtp

verbose informational

username nobtp user

password nobtp pass

connect remote - access
authentication both

passive

bsdcomp 15,15

deflate 15,15

ccp

pcomp

Vj

vjccomp

Vj - max slots 15

predictorl

ifname ethO

mobile - transparenti  fname r mnet_dataO
exit

# ---—- exit configure mode.
exit




6.1.5 PPPY 6B U

PPP6 BUT Y"PPPXJd = SA.Xty*o"
6 g Ttont 1ds Qb QOB

N"

ppp peer PPR PEERNAME

EblpX6n*“ 0 QB  aam 0

verbose < emergencies | alerts | critical | errors | warnings | notifications | informa

tional | debugging >

username USERNAME

no username

password

password secret ENCRYRPASSWORD
no password

connect< manual | always |remote -access>
authenticaton<  pap | chap | both >
no authentication

passive

no passive

idle -timeout< 1 Z 3600>

noidle -timeout

connection -timeout< 1 Z 86400>

no connection - timeout

bsdcomp NR MT

no bsdcomp

deflate NR MT

no deflate

ccp

no ccp

pcomp

no pcomp

vj

No Vj

vjccomp

no vjccomp

Vj -maxslots< 2 Z 16>

predictorl

no predictorl

ifname |IFNAME

mobile - transparent  ifname M- IFNAME
mobile - transparent address M- ADDRESS
mobile - transparent  dns M- DNS

no mobile - transparent dns MI- DNS

no mobile - transparent  ifname M- IFNAME
exit

no ppp peer PPRPEERNAME

E blp X

E blp X

ppp peer PPP-PEER-NAME 1 PPP

— A. X PPP
x
PPP Xd =

6 GoD* OB"

6@ GoD“pBUp"®m 0O
A. Xty“ 0B

verbose DAJ. SY iiUnbm®

00"

00B-

"7 T " emergencies" alerts" critical " errors" warnings"
i« notifications " informational " debugging x My b T 6

username r.r. o6 60oB"

no username r.rfr. o6]vMiQp"




E blp X
password

Ol M. X( ®<3)6 0 OB"

[$3=.- BY YKUOQB’

= AbOOI M. Xydc30664 @ AbHO
5

password secret

5<30I M. X6 (OB

no password

Ol M. X6 | M QB "

connect

6m 00QB"°

manual -

always AW

remote-access | € 3 RAS a. XK
(remote access service)

géRAS A. XYH. Sap 24037 Xo Koo
EpOpPEuN. K. xo e&0ioMOQOB"

authentication

4 " 6m OQB' ATawmnE Y bothm B

pap dx 4 " 1 PAP Password Authenti
cation Protocolx 6 » 0 QB
chap dx 4 " 1 CHAPs Challenge Hands
hake Authentication Protocol x 6 » 0 Q
B
both dx 4 " 1 PAPp CHAPYX 6 »
0 0B

no authentication

47X 6| dM0OB"

passive passive p®€ O p 6 OOp"
_'l? passive P ® € g p py" re« WT " T wee
il YoMA> " Tw "o LCPOCAEY 6
vegx XapmpB’
no passive passive P ® € g p 6] vM0OQB"
idle -timeout dq Wh s x 6" 1 3600% M 11 OQB;

Rbe6h" &4 YO 6B8A>" 6 QB
AOT3nE g " np’

no idle -timeout

da O 6 "1 O OB"

connection -timeout Q WHs x 6" 1 86400 W b OB
nbesh" A YO 08/4>"v 6 0OQB
OT>3nE g " np’
no connection -timeout Q Whoe "1 O0B"
bsdcomp BSD-Compress "~ OGCAEH’ 6 "300B"
nr Q E. XbgolsPAEX 6" 9 15%
N et
OT>nE ¢ 15"
nt Y GBUOCAEXQ PHolsP
AEXx 6" 9 15x Wm QB
OT>unE Y 151tR°

no bsdcomp

BSD-Compress "~ OCAEH’ 6 "300QB"




E blp X

deflate Deflate = OCAEH’ 6 "300B"
nr Q jopX hel 6" 8 15%
N QB

j epXj el ¢ 2"HeEMNB"
OT>nE Y 151p°

nt T &GBUQ jopX Bol
6" 8 15x MmO OB"
jepXj el ¢ 2"HQEMP'
OT>wnE Y 15mp°

no deflate Deflate = OCAEH’ 6 "300B"

ccp CCP Compression Control Protocol * 4~ E®k EEunx KE
€c. €np 6 T300QB"
OT>nE ¢ “Tmpe

no ccp CCP Compression Control Protocol * 4~ E®k EEunx KE
€c. €np 6 "300QB"
pcomp PCOMPs Protocol Field Compression * ®k EEuU T . 1 XH

TxXKE€e. Eqnp 6 "360B"
AOT3nE g " Tmp’

no pcomp PCOMPs Protocol Field Compression = ®k E EnTu. nXy
x KEE€e . €4p 6 "360B"
vi Van-Jacobson " TCP/IP X AWN. W~ 6 "3060B"
AT>wnE g " Tmp’
no vj Van-Jacobson " TCPIP XAW. H~ 6 "3008°
vjccomp Van-Jacobson " TCP/IP XAW. 4 11 U D™ b

®eEApX 6 T300B
AOT30nE g " Tnp’

no vjccomp Van-Jacobson =~ TCP/IP XAW. H 121 4 IDH P
®EAPpX 6 "T300B°
vj-max-slots VanJacobson " TCP/IP XAW.H -& 121 4 I K

AE 6" 2 16m 0QB"’
OT>wnE Y 15"’

predictorl Predictor-1H~ » 6 "300B"
OT>nE g " np’

no predictorl Predictor-1H "~ » 6 "300B"

ifname PPPOE®K EEn Y » B U opK.Tepl 6 060
B

ifname IFNAME

IFNAME |DHCP Z63 Al pBUgpK. TBpl 6
0 0B "
= Ale ASD. Ej ©¢
wan0" br<0-9>" tun<0-9>" tap<0-9>
= e ASJI. Ej 69
eth0" br<0-9>" tun<0-9>" tap<0-9>
= loTu. K.
eth<0-1>" br<0-9>" tun<0-9>" tap<0-9>
= EpOpEwun. K.
ethO
= LAN [MEpOpEwun. K.
lan<0 -1>




E blp X

mobile -transparent ifname

AHowu IP ad. XxAHpuppK. TGgl 6 MT-
IFNAME Tt 0QOB"

mobile - transparent ifname MT IFNAME

HHQMIP ag. X0 6 TTpUA> Q" p
= fpF1 6" e 3 RAS, 1 B Y YKIOQB!
FlHQMIP aqg. X YH. Sap 24037 xo

KoPEPpOPEU. K. X0 &=ioMOB‘ ogpK.
TOg!l ¢ rmnet_datad x ¢ TR °

mobile -transparent dns

AHowu IP a {d. X WY PPPoEp xot pE 1 B
U DNSx IPT Xl 6 0QB"* Yr np’

mobile - transparentdns ~ MT DNS

FlHQMIP a dqg. X YH. Sap 24037 xo
KoPEPOpPENU. K. xo0 wioMOB"

no mobile -transparent dns

AHoewu IP a fd. X WY PPPoEp xot pE 1 B
U DNSyx IPtT Xi | 6] M0OQB"

no mobile -transparent ifname

AHewn IP ad. XxAHeunepK. TOel 6| M60Q
B

exit

= a.X%6" o A. XKYy“00B"

no ppp peer

PPP PEERNAMEG® (0o PPP 6| M0 QB "




n* 1.PPPoEp xot pEp U o PPPOEH. H. Y

351" chap 4 1 ppp BUd 6" OB

BYA>

PPP amnimo-ppp
FOAJ . SY 1#ilwm Informational
PPPr . . pppoeuser
( X PPPOET®. H. )
PPPOI M. X pppoepass
( X PPPOET®. H. )

AW qd. X

47 chap

passive P®E g p "
BSD-Compress " OGCAEH ”

Q E.XBel (PAE) ) 15hit

Y 4BUOCAEXQ Bel (PAE) 15hit
Deflate " OCAEH’ "

Q joepX bel 2"Hp E
"1 4GBUQ jop X Bl 2%Hp E
da Wh o

Q Wh o
CCPKE€e. €ap "
PCOMPKEEe . €ap "
Van-Jacobson " TCP/IP XAW. H~ N
VanJacobson " TCP/IP XAW. H -& t1z1 9 15
I KAE
Predictor-1H » N
PPPoEp xot p E opK. Tepl ethO

amnimo(cfg)# ppp peer amnimo - ppp 8
amnimo(cfg - pp- amnime ppp)# username pppoeuser 8
amnimo(cfg - pp- amnime ppp)# password 8

Enter new password:

Retype new password:

amnimo(cfg - pp- amnime ppp)# authentication chap 8
amnimo(cfg - pp- amnimae mobtp)# ifname eth0 8
©pl 6

amnimo(cfg - pp- amnima ppp)# show config 8
verbose informational

username pppoeuser

password pppoepass

connect always

authentication chap

bsdcomp 15,15

deflate 15,15

ccp

pcomp

vj

vjccomp

Vj - max slots 15

predictorl

ifname ethO

amnimo(cfg - pp- amnime ppp)# exit 8
amnimo(cfg)#

B 4r.r. 6

0 o Enter
0 o Enter

B 401 M. X1+ )6
B 401 M. X2+ )6
Bchap 46 " 1BRU

BPPP B. H. Y boMUpgpK. T




D 2. 9Hpeu IP a4d. Xpl o PPPOEDh. H. 6 BUA>
EpOpEwu. K. x ethO 1 6oMUOMT AHou X IPT Xiil 6 QOB A
. Xxn* 6 00B" O oMUOMY PPPOEp xot pEpilo" EpOpEwM. K.
T PPPOEH. H. pl o 00OB"

m AHeu IP 2 4. QWH. Sap 24037 xXo KQ®EpOpEwMK. K. X0

20 o MOB*
PPPO X

PPP amnimo -mobtp
FOAJ . SY #ilwm informational
PPPr . . (PPPOEB. H. ) mobtpuser
PPPOI M. X(PPPOEH. H. ) mobtppass
e 3 RAS . X
47 PAP/CHAP
passive P®E€ g p N
BSD-Compress "~ OGCAEH N
Q E.XBol (PAE) ) 15bit
Y GBUYUOCAEXQ Pol (PAE) 15bit
Deflate " OGCAEH N
Q joepX bel 2"Hp E
"1 &GBUQ jopXK Pol 2%Hp E
da Wwh o
Q Wh o
CCPKE€e. €ap "
PCOMPKEEe . €Eap "
Van-Jacobson " TCPIP XAW. H~ N
Van Jacobson " TCP/IP XAW. H -8 13 |15
g Il K AE
Predictor-1H4~ » N
PPPoEp xot p E opK. Tepl ethO
AHeou IP 2 4. XX opK. Tepl rmnet_data0
AHoewn IP a dA. X DNSt Xii |
(Ma3tyY (6 DNS6» BU*‘)
AHeoun O ¥
JAELpP amnimo-session
SIMI Kk AE sim0
SIMPINE . X 1234
priority O
APN amnimo.net
4 1I3r.F. x|user
Ol m. X pass




amnimo(cfg)# ppp peer amnimo - mobtp 8 BPPP x 6 LB«

amnimo(cfg - pp- amnime mobtp)# username nobtpuser 8 B JAr . . 6 6
amnimo(cfg - pp- amnima mobtp)# password 8 y
Enter new password: B 401 m. X1+ )6 0 o Enter

Retype new password: B 401 m. X2+ )6 U o Enter

amnimo(cfg - pp- amnimo mobtp)# connect remote - access 8 Be 5 RASO 6

amnimo(cfg - pp- amnimo mobtp)# ifname eth0 8 BPPP pxotfT pEY b oMUpgpK '\E,I

. TGpl 6

amnimo(cfg - pp- amnima mobtp)# mobile - transparent ifname rmnet_data0 8 PBAHewu IP a4
. KmAHeuyx IPT Xiil 6 PPPpxpotpEtTi di U AHounepK. TGl 6
amnimo(cfg - pp- amnimo mobtp)# show config 8

verbose informational

username nobtp user

password nobtp pass

connect remote - access

authentication both

passive

bsdcomp 15,15

deflate 15,15

ccp

pcomp

vj

vjccomp

Vj - max slots 15

predictorl

ifname ethO

mobile - transparentifnam e rmnet_dataO

amnimo(cfg - pp- amnimo mobtp)# exit 8

amnimo(cfg)# mobile peeramnimo  -mobile 8 pBAHQE n x 6 e«

amnimo(cfg - mp amnime mobile)# session amnimo - session 8

amnimo(cfg - mps amnima session)# sim 0

amnimo(cfg - mps amnima session)# pin 1234

amnimo(cfg - mps amnima session)# apn amnimo.net 8

amnimo(cfg - mps amnino- session)# username user 8

amnimo(cfg - mps amnimo session)# password 8

Enter new password: B v xOI M. X(Spasse)o 0 o Enter
Retype new password: B v xOI M. X(Spasse)o 0 o Enter
amnimo(cfg - mps amnimo session)# enable 8

amnimo(cfg - mps amnima session)# exit 8

amnimo(cfg - mp amnima mobile)# exit 8

>

amnimo(cfg)# interface ethO 8 BethOp p K. TOQ I X
amnimo(cfg - interface - ethO)# no address 192.168.0.254/24 8 PBIPT Xiil 6| M
amnimo(cfg - interface - ethO)# enable BethOpp K. Tl x ~ 3
amnimo(cfg - interface - ethO)# exit 8

amnimo(cfg)# interface ppp0 8 BPPPoEQ p K. TOBp |l x
amnimo(cfg - interface - ppp0)# pppoe4 amnimo- mobtp 8 PBPPPoEX 4 R peer 6
amnimo(cfg - interface - ppp0)# pppoe4 route 30 Bn . EXOE3 Ap 30T
amnimo(cfg - interface - ppp0)# pppoe4 dns 30 BDNSx IOE3 Ap 30t
amnimo(cfg - interface - ppp0)# enable 8 BPPPOEp p K. TBpl x 3

amnimo(cfg - interface - pppO)# exit 8

amnimo(cfg)# interface  rmnet_dataO0 8

amnimo(cfg - interface - rmnet_data0)# mobile amnimo -mobile 8 PBAHEu O X peer 6
amnimo(cfg - interface - rmnet_data0 )# enable BAHoupepK. TBpl x 7 3
amnimo(cfg - interface - rmnet_data0 )# exit 8

amnimo(cfg)#

. PPPOEppK. TOp!l WdAHEeuepK. TOp | rmnet datad 6 pBUBGC" PPPOEQp K. TOBgl
XIE3 Ap ¢AHeupepK. T6pl AT>3MEIWE3 Ap 20WY4 oW 6oMQB*

150




sT— XeASD.Ej ©px eth06 EpOpEwN. K. X PPPOEB. H. X pxotp
EpBUYs>

amnimo(cfg)# ppp peer amnimo - ppp 8

amnimo(cfg - pp- amnima ppp)# username nobtpuser 8 B Adr.TF. 6

amnimo(cfg - pp- amnima ppp)# password 8

Enter new password: B 401 m. X(1v )6 0 o Enter
Retype new password: B 401 m. X2+ )6 U o Enter
amnimo(cfg - pp- amnima mobtp)# connect always 8 BA W

amnimo(cfg - pp- amnimo ppp)# ifname eth0 8 BPPP B. H. Y boMUgpK. T
6ol 6

amnimo(cfg - pp- amnimo ppp)# show config 8
verbose informational

username nobtpuser

password nobtp pass

connect always

authentication chap

bsdcomp 15,15

deflate 15,15

ccp

pcomp

vj

vjccomp

Vj - max slots 15

predictorl

ifname ethO

amnimo(cfg - pp- amnime ppp)#exit 8

amnimo(cfg)# interface ethO 8 BethOpp K. TG I X
amnimo(cfg - interface - ethO)# no address 192.168.0.254/24 8 PBIPT Xiil 6] M
amnimo(cfg - interface - eth0)# enable BethOgp K. Tl x ~ 3
amnimo(cfg - interface - ethO )# exit 8

amnimo(cfg)# interface ppp0 8 BPPPoEp p K. TOp | X
amnimo(cfg - interface - ppp0)# pppoe4 amnimo- ppp 8 BPPPOEX 4 R peer 6
amnimo(cfg - interface - ppp0)# enable 8 BPPPoEp p K. TO®p Il x " 3

amnimo(cfg - interface - ppp0)# exit 8
amnimo(cfg)#




6.2

68 U

IIIIII.@J @

" 6° MQB"
B

show interface E blp XX6D*“ QB

opK. TGpl x

opK. Tepl xI T.KIX Y

621 opK. TGl xI T.KI 6
opK.TEpl xI T.KI 6 “"BUTyY"
3y
show interface[  IFNAME

IFNAME opK.Tegpl ©6m 0O0B°
IFNAME(")/I BUp" ARboMUBYoxepK. T
=<8 0ol xI T.KIY “"AbOB"

Y T>3. blAE

IFNAME: state LINK - DETECT mtu MTU
mac MACGADDRESS
ipv4 IPv4 - ADDRESS/IPV4PREFIX
ipv6 IPv6 - ADDRESS/IPV6PREFIX

A
IFNAME opK.- TG0l Y " AbOB"
LINK-DETECT 3ppd Y "NbOB’
= 3ppWjpA DOWN
= 3ppt AD/ upP
MTU MTUs Maximum TransferUnit x Y ~ R b OB
MAC-ADDRESS 3aox1" m" MACT XilY “AbOB"
XX: XX XX XX XX XX
xxyP 160 mR*
IPv4-ADDRESS IPvat XXl Y “ AbOB"
IPv4-PREFIX IPvAdii TuAp | Y "AbOB"
IPv6-ADDRESS IPv6t XXiil Y “ AbOB"
IPv6-PREFIX IPv6®dii TUAp I Y "AbOB"
Pd - ipvd p ipv6 y " “ " NbOB’
=8 =Y Abyu y-" TtonTw > 06 myoWw" Dyt AboMU TmB"°




Du

E blp Xx pPY Y"BYoxdA. Xm amB‘ 351" e ASI. Ej ©pgmxd 1.
F. a9. Xxn* 6 60B°

22D weaEED © = B

amnimo$ show interface 8
eth0: state UP mtu 1500
mac €8:1b:4b:00:30:01
ipv4 192.168.0.254/24
ipv6 fe80::ealb:4bff:fe00:3001/64
lanQ: state UP mtu 1500
mac e8:1b:4b:00:31:01
lanl: state DOWN mtu 1500
mac €8:1b:4b:00:31:01
lan2: state DOWN mtu 1500
mac €8:1b:4b:00:31:01
lan3: state DOWN mtu 1500
mac €8:1b:4b:00:31:01
brQ: state UP mtu 1500
mac e8:1b:4h:00:31:01
ipv4 192.168.1.254/24
ipv4 172.16.0.1/16
ipv6 fe80::ealb:4bff:fe00:3101/64

6.22 opK. T6pl ¥ 6 *Bd
opK. Topl ¥ 6 ~ BUYt P" show configinterface E blp XX6D*“ 0 OB
g

show config interface [ IFNAME

IFNAME opK-Tepl 6m 0O0B"
IFNAME6/I BUp" MnboMUBYoxepK.T

L S0 ! X Y "nbOB’

Y T>3. bIAEs e ASD. Ej 60" loTu. K. x

# ---- transition to configure mode
configure

# ---- interface  IFNAMEconfigure  ----
interface  IFNAME

ENABLE

BRIDGE

MAEADDRESS

PMTU

MOBILE

PPPOE4

PPPOEADNS

PPPOE4ROUTE

ADDRESS

DHCP4

DHCP4DNS

DHCP4ANTP

DHCP4MTU




DHCP4ROUTE
GATEWAY4
GATEWAYYIA
DYNAMICSNAT4
mtu MTU

MRU

MODE
PROXYARP
CPTIONAL

exit

# ---- exit configure mode ----
exit

¥ T>.blAES EpOpEMN. K. x

# ---- transition to configure mode
configure

# ---—- interfface  IFNAMEconfigure ----
interface  IFNAME
ENABLE

BRIDGE
MACADDRESS
PMTU

MOBILE
MOBILEDNS
MOBILEROUTE
PPPOE4
PPPOEADNS
PPPOE4ROUTE
ADDRESS

DHCP4
DHCP4DNS
DHCP4ANTP
DHCP4MTU
DHCP4ROUTE
GATEWAY4
GATEWAYYIA
DYNAMICSNAT4
mtu MTU

MRU

MODE

PROXYARP
CPTIONAL
WIFI- AP

WIFI- STA

exit

# ----  exit configure mode
exit




A

IFNAME opK-Tepl Y "AbOB"
:7 r ocpopK.Tepgl " TWpoYodOp*
=N = Jph. 9. Ej ©p
lan0" lanl" br<0-9>" ecm0" ppp<0-9>
= Ale ASD. Ej ©¢
wan0" lan<0-3>" br<0-9>" ecm0" ppp<0-9>
= e ASD. Ej 6¢
eth0" lan<0-3>" br<0-9>" ecm0" ppp<0-9>
= loTu. K.
eth<0-1>" br<0-9>" ecmO0" ppp<0-9>
= EpOpEu. K.
eth0" rmnet_dataO
= LAN [IEpOpEwu. K.
lan0" lanl" rmnet_data0" wlan0" wlanl
ENABLE opK.-TOelY "- TaA>xA Y “HboOB"
" "enable, p " NbOB"
" " noenable, p " A bHOR"*
BRIDGE Y3AS x Y "AbOB"

MAC-ADDRESS

MAC T Xit 1 Y” mac { .p "NboOR’

PMTU

Ol MTU x Y "AbOB°’

‘

auto " pmtuauto, p " R bOB’
manual " pmtu manual { .p "AbOR’
MOBILE AHown m» BYAHeucCtHt Y "AbOB"’
v " mobile { .p " AbOB’
T ¢ MOB PEER NAMEs AHpu Ct
*xY 9O
i ~4b03s
MOBILE-DNS AHpeun O X DNS Y "HAbOB"

= AHou Ct Y ToA>

mobile dns { Lp "Nnbop’
TP &~ xH0 DNSB. H. t
Kl ox Y 490B°

nomobiledns, p "~ A bOR"

= AHgeuCt Y Tao/>
"Nbods’

= 72~ EpOp Ewn. K. x rmnet data0
@) () G ErOPEY - K- x mmetamox
~NN epKL.TOpl xo Yr mp




MOBILE-ROUTE

¥ ”

mobile route { Lp "AbOB!
Ty &s> x00AT>uEm.E
XHOE3 Ap Y dOpB°

v ”

nomobile route, p * R HOBR"

= AHgou Ct Y Tao/>
"NbQdes’
EpOpEwu. K. x rmnet_data0 x
opK. Tepl xo Yr mp*

PPPOE4

PPPOEs |Pv4x m» BY PPPCH Y "AbOp"

‘

T " pppoe4 { Lep "AbOB’
T ¢ PPP PEER NAMES PPPCt

xY 4QB°
i " 1bQss

@o KoQ®EpOpEwW. K. x rmnet datad x gp K- TOg |
my" PPPoEh U mTPQd6 "

PPPOE4-DNS

PPPoEs IPv4x x DNS Y "ANboQp*’
PPPOE4Y " o />

‘

pppoe4 dns { Le "NbOP’
Tty &s°> x06 DNSH. H. t
KA1 x Y dQp’

" nopppoeddns, p " RbOR"

= PPPOE4Y "o />
" 1bOds’

PPPOE4-ROUTE

PPPoEs IPc4)x Route Y "NbOB’
PPPOE4Y " o />

||

pppoe4 route { Lp "NnbOB”
TP as- x06A4T>mMENK. E
XE3Ap Y d0OB°

" nopppoedroute . p “ NbOPR"

= PPPOE4Y "o />
" 1b0Ods’

ADDRESS

IPt Xiil pdit TuApl Y" address{ l.p "AbHOR’

DHCP4

DHCPs IPv4x x 7 Y "AbQp’

‘

"dhcpd. p " NDBOBS
"nbods’

@jo Ko®PEpOpPpEMU. K. x rmnet data0 xop K. TOgl
" dhepd h 1] ndQd 6"’




|

DHCP4-DNS DHCPs IPv&x x DNS Y * Q1 bQB"
DHCP4Y " o />

‘

" dhcp4 dns { Lp "NbOB’
TY ds” x(6 DNSB. H. t

XKid | x Y 90B°
" " nodhcpddns., p * nbOB"
= DHCP4Y " g />
"nNbods’
DHCP4-NTP DHCPs IPvax x NTPX * - ° Y "nbOB’

DHCP4Y " o />

‘

" dhcpdntp, p P ABOR

i " nodhcpdntp, p A bOB"
= DHCP4Y "o />
"nNbQds’
DHCP4-MTU DHCPs IPv&x x MTUY - 7 Y "HbOB’

DHCP4Y " g />

‘

"dhcpdmtu, p " NbOPR"
" nodhcpdmiu, p " AR HbOB"

DHCP4Y "o />
" 1bQds!

DHCP4-ROUTE DHCPs IPv4x X "O Y "Nbop’
= DHCP4Y "o />

|

" dhcp4 route { Lp "NAbOB’
Ty Gs> x6O0AT>uEwmM.E
X IOE3 Ap Y dOQOpB*

" nodhcpdroute, p ~ R bHOB"

DHCP4Y "o />
" 1b0Ods’

GATEWAY4 D. Ej ©0s IPv4x X IOE3 Ap Y ~ HbOQB"

||

" gateway4 { .p "NnboB’
"NbQds’

GATEWAY4-VIA . Ej ©0s IPv4x x t Xii |l Y "nbOB’

‘

-

" gateway4 via { L. p "NnboOB’
"nbods’

B3

DYNAMIC-SNAT4 SNATs IPvax x ° Y "NbOB°

‘

" dynamic-snat4, p " A bQPB"
"NMbQds’

MTU MTUs Maximum Transmission Unit X Y” mtu { .p " NbOR’




MRU MRUs Maximum Receive Unitx Y ~ A bQp"

MODE 3ppd. X Y " mode { .p " NbOB
10BASE-T ) 10baseT-Half
10BASE-T ) 10baseT-Full
100BASE-T ' . 100baseT-Auto
100BASE-T ) 100baseT-Half
100BASE-T ) 100baseT-Full
1000BASE-T ' . 1000baseT-Auto
1000BASE-T  ~ @ 1000baseT-Full

& @ EpOpEu. K. ny
@ @ ﬁ ” 1000baseT-Auto, ,” 1000baseT-Full,
"NMbQds’
PROXY-ARP ®k ME ARPY " - T Y "AbOB"
. " proxy-arp, p " Ab QB
. " noproxy-arp, p © A bOB"
OPTIONAL OMR WxepK. T6pl R Kk "0 6 T. 7 Y 7
NnboOB"’

‘

optional, p “ NnbQOBR"

"nNbods’

: EpOpEu. K. ¢y “nNbods"

=< = H. Sgp 3.0037T mYy “NbQds’

WIFI-AP opK. Tegl t1pJI bopEX YAaboMUAs> " 3 syl
"m " AbOB’

access - point AR NAME

AP-NAME tpJl bopEX. (SSID)Y * A
bOB"’

R~ LAN EpOpEmn. K.
Cﬁ:\ _@ i |-| p ? ) ‘X
[ 3 N2 wlan0" wlanl x ¢ nbop

WIFI-STA opK. Tepl 1l . €np YAaboMUA> " 3=sx1" 1
"NboOP’
access- point STA NAME

STA-NAME | T.€4PX. Y "nbOp’
s v/ LAN EpOpEu. K.
(& & NP opEn ok

X wlan0" wlanl X 9 nboB




DH
351" e€ASD. Ej BomxE

L=+

1A KT WO A -

amnimo# show config interface 8

# ----  transition to configure mode.
configure

# ---- interface ethO configure

interface ethO

enable

pmtu auto

address 192.168.0.254/24
mtu 1500

mode 100baseT- Auto
proxy - arp

exit

# ---—- interface lan0 configure
interface lan0

enable

pmtu auto

mtu 1500

mode 100baseT- Auto
proxy - arp

exit

# ---—- interface lanl configure
interface lanl

enable

pmtu auto

mtu 1500

mode 100baseT- Auto
proxy - arp

exit

# ---- interface lan2 configure
interface lan2

enable

pmtu auto

mtu 1500

mode 100baseT- Auto
proxy - arp

exit

# ---- interface lan3 configure
interface lan3

enable

pmtu auto

mtu 1500

mode 100baseT- Auto
proxy - arp

exit

# ---- interface brO configure
interface brO

enable

bridge lan0

bridge lanl

bridge lan2

bridge lan3

mac lan0

pmtu auto

address 192.168.1.254/24
mtu 1500

A. Xx D"

6" 6OB”




proxy - arp
exit
# ---- exit configure mode. ---
exit

amnimo(cfg)# show config 8

amnimdcfg -interface - ethO)# show config 8
enable

pmtu auto

address 192.168.0.254/24

mtu 1500

mode 100baseT- Auto

proxy - arp

T
=<8 opK. TGl x4 - A. XKt y“BUapYNMPQR"®

J0WYYP" 623 gpK. Tegl 6 6o A 6 BU, 6 AD0 oW
i M-

? 3ox W=t " A. XmogpK. TOpl 6@ 0o interfface Eblp XX6D*“ BUp "

amnimdcfg) # interface eth0 8
amnimo(cfg - interface - ethO )#




623 opK.T6pl 6 0o A 6 B Y
opK.Tepl 6 BUTYP" opK. TOQI X4 = A. Kt y“o"
D“0OQR" damn 006 g Ttont1®ds Qb QOB

" s € ASD. Ej ©0" loTu. K. x

i nterface  IFNAME

enable

no enable

bridge BRIDGEIFNAME

no bridge BRIDGEIFNAME

mac <auto | MAEIFNAME| MAEADDRESS
no mac

pmtu <auto | manual [ MS$>

no pmtu

mobile MOBPEERNAME

no mobile

pppoe4 PPR PEERNAME

no pppoe4

pppoed dns|[ PRIORITY

no pppoe4 dns

pppoed route[ PPPOEAROUTEMETRIC
no pppoe4 route

address ADDRES®REFIX

no address ADDRES®REFIX
dhcp4

no dhcp4

dhcp4 dns[ PRIORITY

no dhcp4 dns

dhcp4 ntp

no dhcp4 ntp

dhcp4 mtu

no dhcp4 mtu

dhcp4 route[ DHCP4ROUTEMETRIC
no dhcp4 route

gateway4via GATEWAYADDRESS
gateway4 GATEWAYMIETRIC

no gateway4

dynamic- snat 4

no dynamic- snat 4

mtu <576 Z 9676>

mru <576 Z 9676>

E blp X6

mode <10baseT- Half | 10baseT- Full | 100baseT- Auto | 100baseT-Half | 100baseT-Full | 10

00baseT- Auto | 1000baseT- Full >
proxy - arp

no proxy -arp

optional

no optional

exit

no interface IFNAME




N7 S EpOpPEwM. K. x

i nterface  IFNAME

enable

no enable

bridge BRIDGEIFNAME

no bridge BRIDGEIFNAME

mac <auto | MAEIFNAME| MAEADDRESS
no mac

pmtu<auto | manual [ MS$>

no pmtu

mobile MOBPEERNAME

no mobile

mobile dns [ PRIORITY

no mobile dns

mobile route[ MOBILEROUTEMETRIC
no mobile route

pppoe4 PPR PEERNAME

no pppoe4

pppoed dns|[ PRIORITY

no pppoe4 dns

pppoed route[ PPPOEAROUTEMETRIC
no pppoe4 route

address ADDRES®REFIX

no address ADDRES®REFIX

dhcp4

no dhcp4

dhcp4 dns[ PRIORITY

no dhcp4 dns

dhcp4 ntp

no dhcp4 ntp

dhcp4 mtu

no dhcp4 mtu

dhcp4 route[ DHCP4ROUTEMETRIC
no dhcp4 route

gateway4via GATEWAYADDRESS
gateway4 GATEWAYMIETRIC

no gateway4

dynamic - snat4

no dynamic - snat4

mtu < 576- 1500>

mode <10baseT- Half | 10baseT- Full | 100baseT- Auto |

00baseT- Auto | 1000baseT- Full >
proxy - arp

no proxy -arp

optional

no optional

access- point AR NAME

no access - point AR NAME
station STA NAME

no station  STA NAME

exit

no interface IFNAME

100baseT- Half

100baseT- Full

10




E blp X

E blp X

interface opK.T6pl ©6m GoD"“ OB’

IFNAME opK.Toepl 6@ 00"

:l? ’ﬂA)KT[Qpl’(ATeQ|6 bon“BUp"®m 06
=<8 pK. TOQIl Xd4 = A. XKt y“00B"
— r ocpopK.Tepl " TWpoYodOp*®
"f_,, = Jph. 9. Ej ©p
lan0" lanl" br<0-9>" ecm0" ppp<0-9>
Ale ASD. Ej ©p
wan0" lan<0-3>" br<0-9>" ecm0" ppp<0-9>
€e ASID. Ej B¢
eth0" lan<0-3>" br<0-9>" ecm0" ppp<0-9>
loTwu. K.
eth<0-1>" br<0-9>" ecmO0" ppp<0-9>
EpOpEmun. K.
eth0" rmnet_dataO
= LAN [IEpOpEwun. K.
lan<0-1>" wlan<0-1>" rmnet_dataO

P'IAHomnASB. Yo MOMTTY ecm06 " TlOOF" U]
TICDQés‘
enable opK.-Tepl 6 "T1060B"
no enable opK.-Tepl 6 "T100B"
bridge Y3ASXopK. TOpl 6 =200Q0B"°
BRIDGE- Y3ASxopK. TOpl 6@ 0§ 0B"
IFNAME
_,l? r oppK.Tepl ¢" TWpoYodOp"
=

Jph. 9. Ej ©p
lan0" lanl" br<0-9>" tap<0-9>" tun<0-9>
= Ale ASD. Ej ©¢
wan0" lan<0-3>" tap<0-9>" tun<0-9>
= e ASDJ. Ej ©¢
eth0" lan<0-3>" tap<0-9>" tun<0-9>
= loTu. K.
eth<0-1>" tap<0-9>" tun<0-9>
= LAN [JEpOpEwun. K.
lan<0-1>" wlan<0 -1>
:? Eblp X Xy"opK. Tl Y br<0-9>x /4> T X0 B
I JagpYTTPOR '

= o Kooy LAN [IEpOpEwn. K. ¢" wlan0 YI I
Rl . epnp MKUA> " Y3 ASxopK. Tepl pilo

neQd 6"’
@o Ko®PXEpOpPEN. K. Y3 ASO YKUYOSd6"'

no bridge Y3ASxopK. TOpl 6Gm (0"Y3ASXY 6|MOOQBR"

BRIDGE- Y3ASxopK. TOpl 6@ 0O0B"
IFNAME




E blp X

mac Y3 ASx MACT Xil 6 0QB "
auto MACt Xiil 61 0 OB
MAC-IFNAME opK. Tepl 6m 0" topK
. TOgpl X MACt Xiil 6 (OB
MAC- Ox MACt Xitl 6 0 QB
ADDRESS
Qpl’(;TeQ| Y br<0-9>x 4> T X 0 BUdapyYr
i
— g 3Y.Eft . NnboOR’
i
no mac MACT Xii | x 6| vM6OQB"
pmtu Path MTU (Path Maximum Transmission Unit) © 00QB"
auto Path MTUG6 ' 0 QB
manual MSS(Maximum Segment Size) 6 0OOB"
536" 1460x Wm 60OB"
no pmtu PMTU x 6| M00OB"
mobile AHEQUMASB. KX 6m 0OQB'
MOB-PEER- AHEUSASB . ny 6@ 0O0B"
NAME g" .57 AHeun-+ 6 B

g, . m 06 ATodY90B"

QpK;TeQ| Ye ASO. Ej ©®p" loTu. K. my

-« ecm<0-9>X 1> "EpOpEwU. K. Y rmnet_datad x 4> X
Q BUapYr mnp’

no mobile AHow 6|vMiQB"

AHou X DNS6 0OOB"

PRIORITY DNS x 6 0Op°

mobile dns 0 99 Wm 60B"
OT>nEQ” 20, mB*
—

= YZEpOpEn. K. X rmnet_data0
@) [0 oD oS KX e

~SNANepK.TOel xo Yr mp
no mobile dns AHowu X DNS6» 0 0Qd6"

AHou Xx'O A 6 0O0OB"

MOBILE- IOE3Ap 6 OOB"
mobile route ROUTE- OT>wnEY” 20, mB ‘1 254y WUn
METRIC O OB "
=~ vZ%EpOpEwu. K. X rmnet_data0
~NopK. Tl xo Yr mp
no mobile route AHowu Xx'O A 6» 00Qb6"
pppoe4 PPPoES IPv4x 6 0OOB"
PPP-PEER- PPP X 6m 0 0Qp"
NAME g" 6.15 PPPYX 6BU. T

0606 ATodOB"

Qpl’(ATeQ| Y ppp<0-9>X 4> T X 0 B Y




E blp X
no pppoe4 PPPoOES [Pv4x 6|viQB"

PPPOEs IPv4x x DNS6 0 OB *

pppoe4 dns PRIORITY DNS x 6 0QB"
0 99x WUm INONC
OT>mnEQ” 20, mB°

no pppoe4 dns PPPoEs IPv4x x DNS6» 0 Qd6"

PPPOES IPv4x x 'O A 6 0 OQB"

PPPOE%- IOE3 Ap 6 0QB"
pppoe4 route ROUTE- 1 254y Wm 00OB"
METRIC AT>UWEY” 20, mB "

? e ASO.Ej ©p"loTu. K. xXH. Sap 1xxmy N
el y 0 2551 GUOQB"

no pppoe4 route PPPOEs IPv4x x 'O A 6» 0Q0c"

ot

@ IPtXil 6 =200B"

ADDRESS/PREFIX | IPT XA | /®R TuApl 6@ 0 QB

QpK;TeQI Y3sTKopQU/A>T1X0 BUGpY
i r np

=Jph. 9. Ej ©¢
lan0" lanl" br<0-9>

= Ale ASD. Ej ©¢

address wanQ" br<0-9>

= €e ASID. Ej 6p
eth0" br<0-9>

= loTu. K.
eth<0-1>" br<0-9>

= EpOpEwun. K.
eth0

= LAN [JEpOpEwu. K.
lan<0-1>" br<0-9>" wlan<0-1>

.8-1

no address IPt Xl 6| M6 QB




E blp X

DHCPs IPv4x p xogt pE6 0 QB "
Qpl’(ATGQI Y3sTKoWwQUA> TX0Q BUapyY

i r np:

=Jph. 9. Ej ©p
lan<0-1>" br<0-9>" ecm<0-9>" tun<0-9>" tap<0 -9>

= Ale ASD. Ej B¢
wan0" lan<0-3>" br<0-9>" ecm<0-9>" tun<0-9>" tap<0 -
9>

= e ASID. Ej 69
eth0" lan<0-3>" br<0-9>" ecm<0-9>" tun<0 -9>" tap<0-9>

= loTu. K.
dhcp4 eth<0-1>" br<0-9>" ecm<0-9>" tun<0-9>" tap<0-9>
= EpOpEu. K.
etho

= LAN [IEpOpEwu. K.

lan<0-1>" rmnet_data0" wlan<0 -1>
EpOpPpEwMU. K. X rmnet data0 x op K. TGgl my"
dhcp4 h U] mTPQdG°

no dhcp4 DHCPs IPv4x px ot pE6G | M0 QB

DHCPs IPv4x pxpt p EX DNS6 0OOB"

dhcp4 dns PRIORITY DNS x 6 00QB"
0 99x Wm 00OB"
OT>mnEY” 30, mB*

no dhcp4 dns DHCPs IPv4& pxot pEXx DNS6» 0036 "
dhcp4 ntp DHCPs IPvax pxot pEx NTP6 0 QB
no dhcp4 ntp DHCPs IPv4x px ot pEX NTP6» 0 Q36"
dhcp4 mtu DHCPs IPv4& pxot pEX MTU6 0 Q"
no dhcp4 mtu DHCPs IPv4& pxot pEX MTUG» (036"

DHCPs IPv&x pxpt pEX O A 6 OOB"

DHCP4- IOE3 Ap ©6 0O0OB"
dhcp4 route ROUTE- 1 254y Wm OB
METRIC AT>3uEQ” 20, mMPB*

18 0 2551 09QB°
no dhcp4 route DHCPs IPv4&x px ot pEX™O A 6» 0Qd6"

eAS:D; Ej ©0"loTu. K. XH. Sgp 1xxnmy W




E blp X

9. Ej Oox IPt Xl 6 QB

GATEWAY4- 9. Ej ©@pox IPt Xii| 6@ QB
ADDRESS

'] I0Es Ap = 100 Y Wt nboOp"
i

Qpl’(ATGQI Y3sTKoWQUA> TX0 BUapy
Y 4 ‘
T Nt

= Jph. 9. Ej ©p
gateway4 via lan<0-1>" br<0-9>" tun<0-9>" tap<0-9>
= Ale ASD. Ej ©¢
wan0" br<0-9>" tun<0-9>" tap<0-9>
= e ASID. Ej 69
eth0" br<0-9>" tun<0-9>" tap<0-9>
= loTu. K.
eth<0-1>" br<0-9>" tun<0-9>" tap<0 -9>
= o KQ®EpOpEMK. K.
ethO
= o Kog®d/onKgo LANEp OpEwn. K.
lan<0-1>" wlan<0-1>" br<0-9>

D. Ej OBpXOE3 Ap 6 00QB"

GATEWAY4- 9. Ej OBpxXE3Ap 6mm 0(0QOB°
METRIC 1 254x WUm  OOP*

QpK;TeQI Y3sTKopQUA> T1X0 BUaGpY
it np

= Jph. 9. Ej ©p

lan<0-1>" br<0-9>" tun<0-9>" tap<0-9>
= Ale ASD. Ej ©¢

wan0" br<0-9>" tun<0-9>" tap<0-9>

gateway4 )
= e ASD. Ej B¢
eth0" br<0-9>" tun<0-9>" tap<0-9>
= loTun. K.
eth<0-1>" br<0-9>" tun<0-9>" tap<0 -9>
= o Ko®PEpOpEwM. K.
ethO
:o Ko®/orKp® LANEp OpEwn. K.
4 lan<0-1>" wlan<0-1>" br<0-9>
e ASD. Ej ©p"loTu. K. xXH. Sgp 1xxmty N
YO 2551 c940QpB
no gateway4 9. Ej 60X 6| M00QB"
SNAT6 O OB
dynamic -snat4 ;? opK. TOpl lan<0-3>y ndQds6’
=

no dynamic - snat4 SNAT x 6]M0QB"




E blp X

MTU(Maximum Transmission Unit) 6 0QB"
576 9676 Wm O OQPR‘ AT3>uvEQ” 1500, TP °

PpPP<0-9>% 4> " T3> MEY” 1454, TP "
i

= A MTU Y
OM opK. Tegl
etho = V2.6.237
576" 1500
br<0-9> = V2523
= e ’ 1500
S -([CR)- - - Q
mtu CR @ lan<0-1>, wlan<0 -1>
R @g_ rmnet_dataO, ppp<0 -9> 576" 1500

@ __ wano, lan<0 -3>, ppp<0-9>

lan<0 -3>, ppp<0-9>

eth0, br0<0 -9>, 576" 9668
: T lan<0-9>, ppp<0 -9>

H.Sap 21.0%f
MRU (Maximum Receive Unit) 6 0OB"
576 9676x Wm GOB' AT>nEY” 1454, mB "

mru QpK;TeQ| Y ppp<0-9>X 4> T X Q BUdapyYr
= et

opK. TOpl x3ppda. X6 QOB

10baseT-Half 10BASE-T )
10baseT-Full 10BASE-T )
100baseT-Auto 100BASE-T ' .
100baseT-Half 100BASE-T O
100baseT-Full 100BASE-T O
1000baseT-Auto 1000BASE-T ' .
1000baseT-Full 1000BASE-T O
QpK;TGQI Y3sTKoPQU/A>T1X0 BUapyY
T I
= Jph: 9. Ej ©¢
lan<0-1>
mode = Ale ASD. Ej ©¢

wan0" lan<0-3>
= e ASD. Ej ©¢
eth0" lan<0-3>

= loTun. K.
eth<0-1>

= o Ko®PEpOpEwMU. K.
ethO
= o Kogd/onrKpoo LAN [JEpOpEwun. K.
lan<0-1>
o KoQ®PEpOpEMK. K. 1Ty~ 1000baseT-Auto , |,
" 1000baseT-Full, ndQd 6’
o KQ¢/OHKQ? LAN [NEpOpEwunu. K. my
¢ " 100baseT-Auto, @ T Oo9YQB"

y B

CR

5)

_\ C

# N

e
T




E blp X

proxy-arp dKk ME ARP6 0QB"
no proxy-arp ®k ME ARP6 | MU QB
OMR WxopK.T6pl R Kk "0 6 0 QB
optional = EpOpEwu. K. my n®Qd6 "
i@ - H. Sgp 30037 my O n®Qd6 "
OMR WYopK. T6pl R Kk "0 6]vYi0QBR"
no optional = EpOpEwu. K. my n®Qd6 "
i@ - H. Sgp 30037 my O n®0d6 "
OMR WxopK.T6pl R Kk "0 6 0 QB
c;'r:? LAN [MEpOpEwu. K. xo Yr mp’
access-point
-CR'_
/l\
no access-point OMR WxopK. T T6pl R Kk "0 6|]Mb60B"
OMR WYopK. T6pl R Kk "0 6 0 OB
Er:? LAN MNEpOpEwu. K. x0 Yr mp‘
station C
R
-CR_
/l\
no station OMR WxopK. T6pl R Kk "0 6|vM60B"
exit = a.%6° Go" A. XKYy“ O0OB"

no interface IFNAMET® 0(00ppK.TOpl 6| M0OQB"




n-“ 1
ethOx IPt Xii| 6 DHCPpxpt pE AT3MEXTw® I[Pt XKit | 192.168.254.254/24
T 0O0OB"

amnimo(cfg)# interface ethO 8
amnimo(cfg - interface - ethO)#no dhcp4 8
amnimo(cfg - interface - ethO)# address 192.168.  254.254/24 8

n-“ 2
NT>wuE A m" brOTY3ASppK. TGpl ploeth06 =200B"

amnimo(cfg)# interface ethO 8

amnimo(cfg - interface - ethO)# nodhcp4 8 BethOx 4T3 u E Y DHCPtKUB¢ “3pU
amnimo(cfg - interface - ethO)# exit 8
amnimo(cfg)# interface brO 8

amnimo(cfg - interface - br0)# bridgeeth0O 8
amnimo(cfg - interface - br 0)# show config 8
enable

bridge lan0

bridge lan1

bridge lan2

bridge lan3

bridge ethO

mac lan0

pmtu auto

address 192.168.0.254/24

mtu 1500

proxy - arp

no optional

Y3ASopK. TOpl 1t 2BUepK. TOQl ¢ " 3BUY YKYOQB*
Y3ASogpK. Tepl 1t 2BUpgpK. TGl 1 DHCP QB Y IPT X
ilox YKUA> Y T 3060WI [ M

Zg




no-“ 3

TY2po" AHouxepK. TGOl 6 ecm0t
amnimo(cfg)# interface ecmO 8

amnimo(cfg - interface - ecmO)# mobile amnimo 8
amnimo(cfg - interface - ecmO)# dhcp4 8
amnimo(cfg - interface - ecmO)# enable 8
amnimo(cfg - interface - ecmO)# show config 8
enable

pmtu auto

mobile amnimo

dhcp4

dhcp4 dns 30

dhcp4 ntp

dhcp4 mtu

dhcp4 route 30

mtu 1500

proxy - arp

no optional

D* 4
. 615 PPPY 6BY. x

00B"




D THYpo" PPPOExXop K. T©p !l 6 ppp0T OQB"

‘we B

amnimo(cfg)# interface ppp0 8

amnimo(cfg - interface - ppp0)# pppoe4 amnimo - ppp 8
amnimo(cfg - interface - ppp0)# enable 8
amnimo(cfg - interface - ppp0)# show config 8
enable

pmtu auto

pppoe4 amnimo- ppp

pppoe4 dns 20

pppoe4 route 20

mtu 1454

mru 1454

proxy - arp

no optional




6.3 wn. T upIx 6B U
IIIIIIO@CR
M. Tupldlr. Yumunm. T nupIx m. TnupJIyx 6" MOB

631 n.T'updr.ymo6 ~ B4
M. TupOdlr.Yn6 ~ BUTt " showrouting Eblp X6D“ 0 QB
y"
show routing

Y T>3. blAE

TO VIA METRIC INTERFACE BXAWM. *
TO VIA METRIC IF NAME

s 1 X

A

TO M KAEM.pY “AbOB"

VIA D.Ej gt XiAlY " AbOB"
METRIC IOE3Ap Y “AbOB"

IFNAME opK. Tegpl Y “AbOB"

D sSeASD.Ej©o H.Sap 10" loTu. K. H.Spp 10x
E blp Xx pY Y"BYoxHA. Knm ampP‘3st"d o r.fF. A0 XKxynt 67
0QB"

-y D sus Dz D

amnimo$ show routing 8

TO VIA METRIC INTERFACE
default 192.168.0.1 0 eth0
192.168.0.0/24 0.0.0.0 0 etho
192.168.1.0/24 0.0.0.0 0 br0
D SEpPOpPEuW.K."Ale ASD. Ej 60" Jp h. 2. Ej ©p" € ASDO. E

j ©0 H. Sap 2037 "1oTu. K. H. Sap, O3F7 x
E blp XX pY Y"BYoxHA. Knm ampP‘i3st"d o r. . d.XKxn" 67
0QB"

(a-v- D TR &= R

amnimo$ show routing 8

Status: K - kernel route, C - connected, S - static,
> - selected route, * - FIB route
STATUS TO VIA METRIC INTERFACE
S>*  0.0.0.0/0 172.16.0.1 10 etho
C>* 127.0.0.0/8 0.0.0.0 lo BIOE3 Ap Y’ X /
>y " Nb0Ods’
C>* 172.16.0.0/24 0.0.0.0 eth0 BIOE3 Ap Y ' X /

>¢ " nb0ds’




6.3.2 n. Tup X 6 " BY
m. TupOx 6 ” BUrt " show config routing static E blp XX6D*“ 6 QB °
g

show config routing static [ STATIG ROUTENAME

STATIC-ROUTE-NAME m.Tupd 6 0UOP"

Y T>3. blAE

# ---—- transition to configure mode

configure

# ----  routing static STATIG ROUTENAMEconfigure  ----
TO ADDRESS

VIA- ADDRESS

INTERFACE

METRIC

# ---—- exit configure mode ----

exit

=
—u

|

STATIC-ROUTE-NAME M. Tupd Y ~AbOB"
TO-ADDRESS M KAEM. ptXilyY “AbOB"
VIA-ADDRESS O X9.EjGQIPtXiAlY " Abop"
o
0

INTERFACE Yid owbUpgpK. TGl Y “AbOB"
METRIC I XIOE3 AP Y “AbOB’

‘enslRD wE D

amnimo(cfg)# show config routing static default 8
# ----  routing static default configure

routing static default

t0 0.0.0.0/0

via 192.168.0.1

metric O

exit




633 . TTnupdlr. ywny 6B U

m. rnupo6 BTt y" M. Tupdxd -
00QB-

adam 06 g Tteont Y®s Qb QB
y"

routing static STATIG ROUTENAME

to TO ADDRES®REFIX

via VIA- ADDRESS

interface  IFNAME

metric METRIC

exit

no routing static STATIG ROUTENAME

E blp X

A. Kty o

E blp XX6D *

E blp X

routing static STATIC-ROUTE-NAME | STATIC-ROUTE-NAME 1 M. TTupd 6@m 0Uo
D“0QR"
:? A. K M. Tupd 6@m OoD* P
I=F dp"@ 06um.Tupd X4 . Xt

y*o0QB”

fo M KAEwm. pt Xil 6 00B"

via 0 xO.Ej©QIPtXil 6 0QB’

interface opK.Tepl 6 6OB "

metric IOE3 Ap 6 0 0B "

exit d e A. X6 0o" A. XYy “ 6QB"

no routing static m.Tupd 6|v0Op"

[’y H.Sap 203 XTt.2jO6tny"d. Ej @0 IPt Xiil popK. TOg!l ¢

= Wt TPQd 6"

o

3oxedtIi UYun. Tup? X 67 60B"°
opK. Teqgl |

eth0 192.168.0.254/24 s (I) IPx

OT>unEn. E639. Ej 6p s 192.168.01x O xu. E
amnimdcfg)# routing static default 8

amnimdcfg - rts - default)#to 0.0.0.0/0 8

amnimdcfg -rts - default)# via 192.168.0.1 8

amnimdcfg - rts - default)# exit 8

9. Ej ©p 519216802 T HboMUKAEM. p As 172.16.1.0/24x Yxu . E

amnimdcfg)# routing static network_a 8
amnimdcfg -rts - network_a)#to 172.16.1.0/24 8
amnimo(cfg - rts - network_a )# via 192.168.0. 28
amnimdcfg - rts - network_a)# exit 8

KAEM. p As 172.16.1.0/24x Yxu . E 6] v
amnimdcfg)# no routing static network_a 8




64 OCAETuunKs3pOx 6B U

.:é:.sn [ Ay [ f':\"‘\\?
OCAETuuK3spdx W6 x *~6“MOB"
OCAETuunK3spOmny" OCAEX s inputx" ¥ s outputx" s forward* T
0" OGAEX> AQp"> 004> TOCAEBCXWSZTYy=TO6Bb3E. plo
OB’
> A QIWOBb3E. X 0>28XGp6U. nPpQROOQR" X1W. nbé 6eA>"
INDEXX 1AMMTZ AbOB'  KUu.uY AbOA>"Tbh37 x INDEXXxMW- 1y
Z NbQde " Mybxu.utkF NboTubA> "AT3mnMEDB3IE. Y nbop"

6.41 OCAETuuK3pOIx 6 " BUY
OCAETUUK3pIY 6 “ BYrt y" show configfilter E blp XX6D* 0 QB

C: Cs

N
show config filter < input | output | forward >

f

- s inputx X OCAETunK3pD 6 "BUA> T®
input )
00OB
S X D Y, v -
output ‘1 ?utputxOCAETMMKspC) 6 BUA> T @
0 QOB
S X D 7 v -
forward 6@1;30r‘ward X OCAETumnMK3pI 6 BU/A> T @

Y T>. blAE

s inputx X OCAETuuKs3p2 6 ~08/4>
# ---- transition to configure mode
configure
# ---- filterinput configure  ----
filter input default - policy DEFAULIPOLICY
# -—-- rule INDEX----
filter input INDEX
ENABLE
policy POLICYREJECTCODE
sk OpOGCAE> 47Qyx Y “AbUx

exit

# ---- exit configure mode ----
exit

s 354 X

Y s outputx X OCAETuunK3p2 6 068>

# ---- transition to configure mode
configure

# ---- filter output configure  ----

filter output default -policy DEFAULIPOLICY
# ---- rule INDEX----

filter output rule INDEX

ENABLE

policy POLICYREJECTCODE

sk OpOGCAE> 470y Y “nbUx
exit

# ---- exit configure mode ----




exit

s forwardx X OCAETuun K3 p2d 6 “08/4>

# ----  transition to configure mode
configure

# ---- filter forward configure  ----

filter forward default - policy DEFAULIPOLICY
# - rule INDEX----

filter forward rule INDEX

ENABLE

policy POLICYREJECTCODE
s KOpOGCAE> A7Qyx Y “nbUx

exit
# ---—- exit configure mode ----
exit
9 KOQpOCAE> /70y "TVvMoy"3soxU. SEFAlOWE A M
= . 661 OCAE> /170y 6 *pU.
. 6.64 Kk OV 6 " BU,
AR
DEFAULT-POLICY NOT3MWEB3IE.Y “AbOB"
INDEX m.mxephOApl <Y “AbOBR"’
ENABLE TuunK.Y "- TaA>xA Y “HbOB"

" enable, p “ A bOB"
noenable, p " NbhbQOR"
POLICY b3 €. Y "AbOB"
REJECTCODE POLICYT reject 6m (G 0/A>"€ex.a& Y “AbOR’




0
E 8. Xp 9. Xmn" Eblp Xx
6

P lr) QB ‘
was 2D wx B

amnimdcfg)# show config filter forward

# ---- filter forward configure  ----
filter forward default - policy accept
# ---- rulel00 ----
filter forward 100
enable

policy drop

match protocol udp dst
exit

# ---- rulell0 ----
filter forward 110
enable

policy drop

match protocol udp src
exit

# --—-- rulel20 ----
filter forward 120
enable

policy drop

match protoco |tcp dst
exit

# --—-- rulel130 ----
filter forward 130
enable

policy drop

match protocol tcp src
exit

# - rulel40 ----
filter forward 140
enable

policy drop

match protocol tcp dst
exit

# --—-- rulel50 ----
filter forward 150
enable

policy drop

match protocol tcp src
exit

# --—-- rulel60 ----
filter forward 160
enable

policy drop

match protocol tcp dst
exit

# ---- rulel70 ---
filter forward 170
enable

policy drop

match protocol tcp src
exit

- port 137:138

- port 137:138

- port 137

- port 137

- port 139

- port 139

- port 445

- port 445

p

W

anmB’ 3=t " E

1 9. Ky D"




6.42 OCAETuuK3pOxXAT>uMEDB3IE. 6 B Y

OT>3WEDB3E€. 6  PBUT Y-filter Eblp KT " S inputx"Y
XMybT6@m GoD" 0QB"

N"

s outputx" s forward X

filter <input | output | forward > default -policy< accept | drop >

f
input s input*x x AT3MEB3E. 6 BUA> tT@m 0OOQOB°
output Y s output* X AT3MEDB3IE. 6 BUYs> 1@ 0OOQB°
forward s forward*xx AT> M EDB3 €. 6 BUA>t@m OOB°
accept OCAE6"~ (OB
drop OCAE®6 B800B‘ ex. = YiQds"
D“
amnimdcfg) # filter input default - policy accept 8 Binput x AT>MEDB3 E€. 1
accept 6




6.43 OCAETuuK3pOIOxu.wub B U

OCAETuuK3pOxun.unb BUTtY"n. mnuxd - A. Xt y“o" E blp
X6D“ QR ddamn 006 g TtTouit 1®s Qb QOB
N
filter< input | output | forward > INDEX
enable
no enable
policy< accept |
drop |
reject [icmp- net-unreachable |
icmp- port - unreachable |
icmp- host - unreachable |
icmp- proto - unreachable |
icmp- net - prohibited |
icmp- host - prohibited |
icmp- admin- prohibited ]>
match A s OCGAE> 47Qx Em TAbOEbIpX6dadam “r X
log A sk2Y ¥ m TAbOEbLIpX6Aaam “r x
exit

no filter < input | output | forward > INDEX

E blp X

E blp X

filter input INDEX m.uny = p0o"input'output"forward x My bT 6@ 0 "INDEX
filter output INDEX TOCAETUUK3pOXUu. uxopAApl <6 (0" EbI
filter forward INDEX pX6ébn“ i QB

s = op AdApl <TP"1 1000 WNm"wn.wuxz MNG6
i GOB* W TmKYU  QYKYOdeY" YA MV

Tz NbOPR’ )
= A. Xnun. nxeopldApl <« 6m@m U oEDblpX6
D“BUp"@ UOM. nYJ = A. XKty“00B"’
enable m.n6 "300B°
no enable m.n6 "300B°
policy b3 €. 6 O0OB"
accept OCAE6"~ 0UOQB*
drop OCAEG6 O00OQOB' e x. & YiQde"
reject OCAE64 UOOQOB' ex.a&® 0UOQOR

relect 6 00/4> " cxW=oex. @ 6BUTOm 0OQB’

icmp-net-unreachable M KAEM. pT ndQds6’

icmp-port-unrechable M b. Et neQd e’
icmp-host-unreachable M W ET neQd e’

icmp-proto-unreachable | kK EEu 1 neQd e’
icmp-net-prohibited M KAEM. pYX YUsAqboM
QB
icmp-host-prohibited M Wl EYX YUsnboMQB"
icmp-admin - prohibited E *"1tWuo YUsiboMOB"
match OCAEYx> /1706 60QB"

662 OCAE> 4106 pU.




E blp X
log KOY 6 0QB"
. 665 kOY ©6 B Y,
exit d = A. X6 Oo" A. XKYy“ 0QB"
no filter input INDEX INDEXT op LApl <6@ 00" OCAETUMK3pOXu.wu
no filter output INDEX 6| M0 QB
no filter forward INDEX

D (GUIT WYe?d Twa’ T AbUdTuuk. )
€ ASD. Ej ®©pox AHeu (WAN) TuwxtpJldl 6a pBUapb 0ed mp

TumnkK. " opAApl <«

OAT>nEDB3 E. o}

<

10 O x 1 0 o MU OC A E (established) 1 O
X Th I b0 OCAE (related) 6 A r

(LAN Tw O0"WAN Twx YOGAEOGC)

20 X GATr
30 O x pyY hi XOCAEG6 &
21 opK. TOepl ethd Twx A&6Ar s LAN
22 opK. TOepl br0 Twx G66Ars LAN
amnimo(cfg)# filter input default - policy drop 8 BOCAE XAT>unEB3 €. 6 drop
T
amnimo(cfg)# filter input 10 8
amnimo(cfg - fin - 10)# policy accept 8
amnimo(cfg - fin - 10)# match conntrack state related,established 8

amnimo(cfg - fin - 10)#enable 8

amnimo(cfg - fin - 10)#exit 8

amnimo(cfg)# filter input 20 8

amnimo(cfg - fin - 20)# enable 8

amnimo(cfg - fin - 20)# policy accept 8
amnimo(cfg - fin - 20)# matchin -interface lo 8
amnimo(cfg - fin - 20)#exit 8

amnimo(cfg)# filter input 30 8

amnimo(cfg - fin - 30)# enable 8

amnimo(cfg - fin -30)# policydrop 8

amnimo(cfg - fin - 30)# match conntrack state invalid 8
amnimo(cfg - fin - 30)#exit 8
amnimo(cfg)# filter input 21 8

amnimo(cfg - fin -21)# enable 8

amnimo(cfg - fin -21)# policy accept 8
amnimo(cfg - fin -21)# matchin -interface ethO 8
amnimo(cfg - fin -21)#exit 8

amnimo(cfg)# filter input 22 8

amnimo(cfg - fin -22)# enable 8

amnimo(cfg - fin -22)# policy accept 8
amnimo(cfg - fin -22)# matchin -interface brO 8
amnimo(cfg - fin -22)#exit 8

amnimo(cfg)#




6.5 NATYX 6B Y

Ear Iy v v I
SNAT" SNAT" DNAT ¥ > Wo 6" MOB
6.5.1 NATYX 6 " pBdY

NAT x 6 “ BUTt Y" showconfignat Eblp XX6D"“ {6 QP

y"

show config nat < dynamic-snat | static -snat | dnat >

T
dynamic -snat SNATs dynamic-snatx X 6 " BUA>TE OB’
static -snat SNATS static -snatx x 6 "BUA>TEm VOB
dnat DNATs dnatx x 6 "BUA>TEm UOB

Y T>3. blAE

SNATS dynamic-snatx x 6 ~ 001>

# ---- transition to configure mode
configure

# ---- natdynamic - snatconfigure
# ---- rule INDEX----

nat dynamic -snat INDEX

ENABLE

OUTINTERFACE

TG PORT

sk OpOGCAE> 40y Y " AbUx
exit

# ---- exit configure mode ----

exit

SNATSs static -snatx x 6 004>

# ---- transition to configure mode
configure

# ---- natstatic - snatconfigure

# - rule INDEX----

natstatic -snat INDEX

ENABLE

out - interface OUTINTERFACE

to-ip TOIP

sKkOpOGCAE> 470y Y " AbUx
exit

# ---- exit configure mode ----

exit

DNATs dnatx x 6 "~ 604>

# ---- transition to configure mode
configure

# ---- nat dnat configure ---

# ---- rule INDEX----

natdnat INDEX

ENABLE

in -interface  IN- INTERFACE

to-ip TOIP

sk OpOGCAE> 47Qyx Y “fAbUx
exit




# -—--  exit
exit

configure mode

*1'7 K OpOCGCAE> A7Qx "TvMoy" 3=sXx4Y. SO6ETAGOWI M
= 661 OGAE> /170y 6 " BY.
. 6.64 k OV 6 * BU.
A
INDEX NAT XepAApl <Y “AbOBR*
ENABLE NATmM.unY " - "aA>XA Y “AbOB"

v ”

enable, p " NbOBR"’
" " noenable, p * AbOB"
OUT-INTERFACE Y opK.Tepl x Y "AbOB"
IN-INTERFACE opK. T6pl x Y "AbOB"
TO-PORT to-port Y nboMUA>"" to-port{M B. E}. p " Ab
QB to-port Y nboMaogMA> "" noto-port, " nb
Qdes'’
TO-IP M IPtXilY “AbOB"
DH
E * A. Xp A. Xm" E blp Xx pY Y amB’3sTt"E T 4A. KxyD"
6” 0 0B
ez % EE

SNATSs dynamic-shatx x

amnimo# show config nat dynamic
to configure mode.

6 001>
-snat 8

# --—--  transition

configure

# ---- nat dynamic- snat configure
# - rulel00 ---

nat dynamic- snat 100
enable

exit

# - exit
exit

configure mode.

SNATSs static -snat* X
amnimo# show config nat static
# ---- transition
configure
H -
# --—-—- rulel00 ----
nat static -snat 100
enable
out - interface ethO
to -ip 234.192.0.10
exit
# - exit
exit

configure mode.

DNATs dnat* x 6
amnimo# show config nat dnat

6 061>

-snat 8

to configure mode.

nat static - snatconfigure

004>

8




# ---—-  transition to configure mode.
configure
# ---- nat dnat configure
# ---- rulel00 ----
nat dnat 100
enable
- interface ethO
to -ip 234.192.0.10

exit
# - exit configure mode. ----
exit
6.5.2 SNAT 6 B U
SNAT 6 BUty" 4 = A. Xty“o" EblpXX6D"“ 6 QB *
aamn 00 g TtoutYds Qb QB
e

natdynamic -snat INDEX

enable

no enable

out - interface [not] IFNAME

to -port PORT-PORT

noto -port

match A s OCGAE> /17Qx Em TAbOEbIpX6ddm “r X
log A s kOY ¥ m THAbOEbIpX6ddm “r X

exit

no nat dynamic-snat INDEX

E blp X
nat dynamic -snat INDEX 1 SNATXM. uxopAApl <6@m 00" EBbl
pX6én“ i QB!
= - op dApIl <1 yP" 1l 1000 WNMT"n. unxz
¥ d Viom 00B' ¢ nKU YKIQSeEY"
Y1AMMTZ AbOB’ )
= A. Xmu. nyxyepdApl <« 6@ 0oEHbI
PXO6D“BUp"@ 0OM. uxd o A XKty
<6 0B
enable m.n6 "300B°
no enable m.n6 "300B°
out-interface SNAT 6 BY dfiopK.TOplI 6 OOB"
_
3sn@e 0604706 0QB"’
IFNAME §HopK. TOpl 6m 0 OB"
to-port SNATX D b. E6m 00QBs bPdEgp x
PORT[-PORT] D xb.E N6@ 00B"
no to-port D b. EX 6| vViQB"
match OCAEYx> /176 OOB"
662 OCAE> 4106 pU.
log KOY 6 00B"
665 kOY 6 BU.




E blp X
exit d = qd. X6° 'j()'l HA)KY.y"UQB‘
no nat dynamic -snat @ 06 INDEXY SNATM . n6 | MG QB

n* 1
351 IPT KA 192.168.0x/24 x OMTw &R bOOCAEYX &1 XAl 192.168.0x
6 eth0 x DHCPt W4 T 060 IPTXil t1®dDMNo etho 1 &pUD* 67 0

Ot

opK. Tepl Pt KA |

ethO (DHCPpx @t p E)

brO 192.168.0.1/24

& E

amnimo(cfg)# nat dynamic-snat10 1 8 Bn. n <«m@

amnimo(cfg - dsnat - 101)# out - interface ethO 8 B dopK. TOp | 6®
af

amnimo(cfg - dsnat - 101)# match src -ip 192.168.0.0/24 8 B
amnimo(cfg - dsnat - 101)# enable 8
amnimo(cfg - dsnat - 101)# exit 8

KAEmM. pt Xii | 6@

n* 2
551" &Gfs KAEM. pt Xl © 192.168.00/24x Tw" M s KAEM. p 1 Xi |

172.16.0.0/24x 1t &M bUOCAEOG &1 IPT XAl YopK. TOgl s ethox 1 A
boMU IPt XAl Y DU dynamic-snatu . n 6 BUn“ 6 LOB'

amnimo(cfg)# natdynamic -snat10 2 8 B
amnimo(cfg - dsnat - 102)# out - interface ethO 8 B
amnimo(cfg - dsnat - 102)# match src -ip 192.168.0.0/24 8 B
amnimo(cfg - dsnat - 102)# match dst -ip 172.16.0.0/16 8 B
amnimo(cfg - dsnat - 102)# enable 8

amnimo(cfg - dsnat - 102)# exit 8

n.un <@

opK. TEpl 6@

NKAEM. pt Xiil 6@
KAEmM. pt Xiil 6@

Qe QF Qa

opK. Tepl O x °dynamic-snat4® TV Mo

_6.23ppK. Tepl 6 0o A 6 BY. x T KUY dynamic-snat4 O 6
"tBYUYGpTWY"ed 1 SNAT 6 BUapYr mp‘

o

ethO3 Rt boMU® IP6 0O0popK. TGl s Ex. brOY 192.168.0.254/24 1
AboMUXx YKhw" {XKAEM. pTw OOCAEUY SNATY Jplo" ehOyx IP
t XiilY DBUD* 6" 6OQOB"

‘e @D

amnimdcfg)# interfaceeth0 8
amnimo(cfg - interface - ethO )# dynamic-snat4 8
amnimo(cfg - interface - ethO J#exit 8

§opK. TOo ! eth06®

B
B SNAT6




6.5.3 SNAT6 B U

SNAT 6 Ut yY" 4 = d. Xty“o" Eblp X6D"“ 0 QB *

aaTm 06 () Ttont 1ds Qb QB

N

natstatic  -snat INDEX

enable

no enable

out - interface [not] IFNAME

to-ip ADDRE$SADDRESS PORT- POR]

match A s OCGAE> 47Qx Em TAbOEbIpX6dadm “r X
log A sk2Y ¥ m TAbOELIpX6aam “r x

exit

no nat static -snat INDEX

E blp X

E blp X

nat static -snat INDEX INDEX 1t SNATxXun. nxepApl «6@m 0o" Ebl
pX6ébn“ i QB
= = opAApIl <TY"1l 1000x WNmM"wn.wnyxz
¥4 Viom 00B' ¢ nKU YKIQSeEY"
Y1IAMMTZ AbOP’

A. Xnin. unuxepdApl <6 0o0EH
pX6D“BUp"@m 0OM. UuYJ = A. XKty

“ 5 0B "
enable M.n6 "3060B°
no enable m.n6 T36OR"
out-interface SNAT 6 BU &fiopK.Topl 6@ 0HOB"
not 5omm 064706 oOB*
IFNAME bficpK-Tool 6@ 6OQB"
to-ip SNATX DIPt XAl ZWob. EGEm QP

ADDRESS[-ADDRES| D x IPftXiil X Wpb. E

S|[:PORT[ -PORT]] «x Wem GOB
match OCAEYx> /176 00QB"
. 662 OGCAE> 1706 BU.
log KOY 6 00OB"
. 665 kOY 6 B Y,
exit d = A. XK6° 0o A. XKYy“ 0 ‘

QB
no nat dynamic -snat 0 6 INDEXX SNATXU. 6| Mo QB




DH
351 IPt KA 192.1680x24 x OMTw &RbOOCAEYX &1t XKil 192.168.0x
6 ethOx IPt Xii| 10.0.01T Y ®DMNo ethd0 1 &PpUD“ 6" O QB

opK.Tegl CIPT KA

ethO 10.0.0.1/24
brO 192.168.0.1/24
amnimo(cfg)# nat static -snat100 8 Bn . n <« m@

amnimo(cfg - ssnat - 100)# out - interface ethO 8
amnimo(cfg - ssnat - 100)# to - ip 10.0.0.1 8

amnimo(cfg - ssnat - 100)# match src -ip 192.168.0.0/24 8
amnimo(cfg - ssnat - 100)# enable 8

amnimo(cfg - ssnat - 100)# exit 8




654 DNAT6 BU

DNAT6 BUtTyY" d- SA.XKry“o" Eblp X6D* 6 QB
aam e oy Ttount1®s QbOp*
5

natdnat INDEX

enable

no enable

in - interface [not] IFNAME

to-ip ADDRE$SADDRESS PORT- POR]

match A s OCGAE> 47Qx Em TAbOEbIpX6dadm “r X
log A sk2Y ¥ m TAbOELIpX6aam “r x

exit

nonatdnat INDEX

E blp X

E blp X
nat dnat INDEXT DNATXun. unxepAApl <«<6m U(o"EblpX6n* QB
N = cpAApl <t Y"1 1000 Mmn"wn.uxz VNO6m O
L, OB mK{Y YKAOS6Y" YAAMUTZ AbO
B(
= A. XKnn. nuxeplAApl <«6m 0G0EblpX6D* BY
p"@ 00un.unxJd - A. XKt y“00Qp"

enable m.n6 "300B°
no enable m.n6 "300B°
in-interface DNAT 6 BU GfHopK. TOplI 6@ (OB
not 3om@m 04706 60B"
IFNAME dfiopK. TOGpl 6@ 0O QB"
to-ip DNATX D IPT Xil ZW6b. E6m 0OOQOB"

ADDRESS|-ADDRESS][:;PORT[-PORT]] | D x IPt XAl x WMpb.
E <x N6m 00QB°

match OCAEYXx> /176 0QB"
. 662 OGCAE> 1706 BU.
log KOY 6 O0B"
665 kKOY 6 BY.
exit d = A. X6° 0Go" . XYy“ 60p"

no nat dnat 0 6 INDEXX DNATXM.un6| MO OQOB"




DH
557" ethOx b. E 110801~ & 6 0 OCAEG brox =x ®xpli. EKAEM. pX
OMY 192.168.0.200X b. E 801 BUD* 6° 6 QB

(e D)

amnimo(cfg)# nat dnat 10 18 Bn . n <« m@

amnimo(cfg - dnat - 101)#in -interface eth0 8 B GopK. TOp!| 6@
amnimo(cfg - dnat - 101)#to -ip 192 .168.0. 200:80 8 B IPt XXiil pb. E6®
amnimo(cfg - dnat - 101)# match protocol tcp dst -portl 1080 8 POCAE> /17Q6m

amnimo(cfg - dnat - 101)# enable 8
amnimo(cfg - dnat - 101)# exit 8




66 OCAETuuKs3pOp NATxA 6B U

IIIIII. Eiky

OCAETuuK3pOp NATmyY" Kk Op OCAE> A Qx b0oMOB "
6.6.1 OCAE> /7Qx 6 * BUY

OCAE> 4%x pbo ~AbUi 63=1" 00B"

Y T>3. bIAE

SRCIP

DSTIP

IN- IFNAME

OUTIFNAME
MACADDRESS

PKTTYPE

ICMP

TCR SRCGPORT

TCRDST PORT

TCRFLAG

UDPSREPORT

UDPDST PORT

AH SPI

ESPR SPI
PROTOCONUMBER
CONNTRACKTATE
CONNTRACRROTO
CONNTRAGBRIGSRAP
CONNTRAGBRIGDSTIP
CONNTRAGBRIGDSTIP
CONNTRAGBRIGDSTIP
CONNTRAGBRIGSRMPORT
CONNTRAGBRIGDSTPORT
CONNTRAGCREPLRG PORT
CONNTRAGCREPLDSTPORT
CONNTRACKTATUS
CONNTRACBIRECTION
HASHLIMITUPTO
HASHLIMIT ABOVE
HASHLIMIT BURST
HASHLIMIT MODE
HASHLIMIT SREMASK
HASHLIMIT DSF MASK
LIMIT - RATE

LIMIT - BURST

YT

SRGIP fi IPt XK1Y " AbOB’
DST-IP IPtXiAlY * qbOB"
IN-IFNAME opK.T60l Y " HbOp"
OUT-IFNAME Y opK.Teol Y " AbOp:

Qc

Qc




MAC-ADDRESS

MACT il Y * RbOB"
MAG ADDRESSMAG MASK

MAC-ADDRESS | MACt Xii I 1" T “ b QB "
XXXXXXXXIXXIXX
xxQ 160 TmR°

MAC-MASK MAC-ADDRESSX mATr BUPAEGHbI
| p6 MACt XAl 1" m * AHOB"

_g? MAC-MASK x @ yH. Sap 26.0
il 357 T =)o MOB"

PKT-TYPE OCAEKQE®Y " nNbop"

ICMP " match protocol icmp |, Y nboMYA> " " match protocol
icmp{ee e€ex.} Y “"nNbOp’

" match protocol icmp | Y nboMaoMA> s ” no match
protocolicmp, x D“ Wx ¢" " nAbQds’

TCP-SRCG-PORT " match protocol tcp src -ip, Y nboMUA> " " match
protocol tcp src -ip {TCPOCAEYX &1 IPT XAl }. Y “n
bop*

" match protocol tcpsrc -ip, Y nboMaoMA> s ” nomatch
protocoltcpsrc -ip, x D“ WX ¢" “ A bQdsc"

TCP-DST-PORT " match protocol tcp dst -ip, Y nboMUA> " " match
protocol tcp dst -ip {TCPOCAEYX & IPt XAl } Y “ R
bOB"’

match protocol tcp dst -ip, Y nboMaoMA> s ” nomatch
protocol tcpdst -ip, x D*“ Wx ¢y" " nNbhbQds’

TCP-FLAG

match protocol tcp flags | Y nboMYA> ™ matchprotocol
tcp flags {TCP OCAEYX z JXTxD}{z Jp0OBTX
DX =K NboMUTxI} Y " NbhbOB"
" match protocol tcp flags, Y nboMaoM/A> s ” nomatch
protocoltcpflags . x D“ Wx ¢" " nNbhbQds"

UDP-SRCG-PORT

" match protocol udp src -ip, Y nboMUAs> " " match
protocoludpsrc -ip{UDPOCAEYX &f IPt XAl } Y “ R
boB’

" match protocol udp src -ip, Y nboMaoMA>s” nomatch

protocol udp src -ip, x D“ Wx ¢" " AbQds"

UDP-DST-PORT

match protocol udp dst -ip, Y nboMUAA>" " match
protocoludpdst -ip{UDPOCAEYX & IPt XAl } Y “ R
bOB"’

" match protocoludp dst -ip, Y nboMaoMA>s” nomatch
protocol udpdst -ip, x D“ W*x ¢" “ Nnb0Qds"

AH-SPI " match protocolah | Y nboMU/A> " " matchprotocol ah
{SPITu. nuXyxy }3LY " NboOp"
" match protocolah | Y nbo Mo M/ >s” nomatch protocol
ah, x o*“Wxy" " AbQds’

ESP-SPI " match protocolesp | Y nboMU/A> " matchprotocol esp
{SPITu. nuXyxy }Y " nNbOp"
" match protocolesp .Y nboMaoMA>s” nomatch protocol
esp, D*“ WX ¢" " NbOds"

PROTOCOL-NUMBER " match protocol | Y nboMUA> " " match protocol {® K
EEn <} Y “HbOB"
" match protocol | Y nboMaoM/A> s ” nomatch protocol |

XD W<y" "nbods’




CONNTRACK-STATE " match conntrack state | Y nboMUA> " matchconntrack
state{ X4 LY “nNbOB’
" match conntrack state , Y nboMaoMA> s ” no match
conntrackstate , x D Wx ¢" " AN bQde6’
CONNTRACK-PROTO " match conntrack proto Y nbo MU A> " matchconntrack
proto {PKk EEu <}, Y “AbOBR"
" match conntrack proto | Y nboMaoMA> s ” no match
conntrackproto , x D* Wx ¢" " nNbhQde6"
CONNTRACK-ORIGSRGIP ” match conntrack origsrc -ip, Y nboMUA> " " match
conntrackorigsrc -ip{ & OCAEYX &1 IPtXil }. Y " A4
boB*
” match conntrack origsrc -ip, Y nboMaoM/A>s” nomatch
conntrack origsrc -ip, x D*“ Wx ¢" " A bQd6"’
CONNTRACK-ORIGDST-1P ” match conntrack origdst -ip, Y nboMY4As> " " match
conntrackorigdst -ip{ &OCAEYX & IPt Xl }.Y AR
bOp*
” match conntrack origdst -ip, Y nboMaoM/A>s” nomatch
conntrack origdst -ip, x D“ W*x ¢" " nNbQdec"
CONNTRACK« REPLSRGIP | ” match conntrack replsrc -ip, Y nboMYAs> " " match
conntrackreplsrc -ip{fee OCAEY &1 IPTXil }.Y “ R
bop*
" match conntrack replsrc -ip, Y nbo Mg M/>s” nomatch
conntrack replsrc -ip, x D“ W*x ¢" " nNbQde’
CONNTRACK- REPLDST-IP | ” match conntrack repldst -ip, Y nboMYA> " " match
conntrackrepldst -ip{se OCAEYX & IPt XAl }.Y ~ R
bOB"’
" match conntrack repldst -ip, Y nboMaoM/A>s” nomatch
conntrack repldst -ip, x D Wx ¢" " AbOQde6"’
CONNTRACK-ORIGSRG " match conntrack origsrc -port, Y nboMUA>" " match
PORT conntrack origsrc -port { § OCAEX &fb.- E}, Y “nb
QB
" match conntrack origsrc -port, Y nboMaoMA> s " no
match conntrack origsrc-port, x D“ Wx ¢" “ A b0Qds"’
CONNTRACK-ORIGDST- " match conntrack origdst -port, Y nboMUA>" " match
PORT conntrack origdst -port { 8 OCAEXx & B.E} Y “nb
QB
" match conntrack origdst -port, Y nboMaoMA> s ” no
match conntrack origdst -port, x D“ W*x ¢" “ nb0Qdsc"
CONNTRACK-REPLSRC- " match conntrack replsrc -port, Y nboMUA> """ match
PORT conntrack replsrc -port {fe& OCAEXx &fb. E}, Y “nb
OB’
" match conntrack replsrc -port, Y nboMaoMA> s ” no
match conntrack replsrc -port, x D“ W* ¢" “ nb0Qdc"
CONNTRACK-REPLDST- " match conntrack repldst-port, Y nboMUA> """ match
PORT conntrack repldst -port & OCAEXx & B. E}. Y “nib
OB’
" match conntrack repldst -port, Y nboMaoMA> s ” no
match conntrack repldst -port, x D“ WX ¢" “ A bhQds6"
CONNTRACK-STATUS " match conntrack status | Y nboMUYA> " " match
conntrackstatus { X1 . Kl }LY “HAbOB"
" match conntrack status | Y nboMaoMA> s ” nomatch
conntrack status | x D W*x ¢" “ nb0Odc"
CONNTRACK-DIRECTION " match conntrack direction | Y nboMUA>" " match
conntrack direction { XOCAEY 0} Y “AbOBR"
" match conntrack direction | Y nboMoM/A>s” nomatch
conntrack direction, x D* Wx ¢" “ Ab0Qdc"




HASHLIMIT -UPTO " match hashlimitupto | Y nboMUA> """ matchhashlimit
upto{@ Wh} Y " nbOB’

" match hashlimit upto , Y nboMaoM/A> s ™ no match
hashlimitupto ., x D* Wx ¢" ~ A bh0Qdsc"

HASHLIMIT -ABOVE " match hashlimitabove | Y nboMUA> "™ match hashlimit
above{m Wh} Y “nboB*
" match hashlimit above | Y nboMaoMA> s ” no match
hashlimitabove , x 0“ Wx ¢" ~“ nbQdes’

HASHLIMIT -BURST " match hashlimitburst | Y nbo MU A> "" matchhashlimit

burst { o> r OoOCAE }L. Y "AbOp"
" match hashlimit burst | Y nboMaoMA> s ™ no match
hashlimitburst , x D Wx ¢" " A bQds6"’

HASHLIMIT -MODE ” match hashlimitmode | Y nboMUA> " matchhashlimit
mode {hashlimitmode x J} Y “ AbQB"’
” match hashlimit mode |, Y nboMoM/A> s ” no match
hashlimitmode , x D“ W*x ¢" " nNbQde"

HASHLIMIT - SRC-MASK ” match hashlimit src-mask, Y nboMUA> " " match

hashlimit src -mask, s HASHLIMIT-MODE Tt srcip6®@m 0 6 1>
T" G IPTXAlI £§pTOu. CpOBUT XKIAI diTuA
plxY " nHbOB’

” match hashlimitsrc -mask, Y nboMaoM/A>s” nomatch
hashlimitsrc -mask, x D*“ Wx ¢" "~ nNbhQdes"
HASHLIMIT -DST-MASK " match hashlimit dst -mask_, Y nboMY4 > " " match

hashlimitdst -mask, s HASHLIMIT-MODE 1 dstip 6@ 0 6 4>
T" & IPHXil €épT1Ou.CpOBUTt XAl diTuA
plxY " nNbOB"’

" match hashlimitdst -mask, Y nboMaoMA>s” nomatch
hashlimitdst -mask, x D“ Wx ¢" “ nN1bQdsc"
LIMIT -RATE " match limit rate | Y nboMUA> """ match limit rate {@
Wh xOCGCAE }. Y “HbOB"
" matchlimitrate , Y nboMaoM/A>s” nomatchlimitrate |
XD*wWxyg" " nNbhods’
LIMIT -BURST " match limitburst | Y nboMYA> """ matchlimitburst {
o> r OoOCAE 1LY “"nAnbop"
" match limit burst | Y nboMaogMA> s ” no match limit

burst, x D“ Wx ¢" " nbQdc’

D TVvMoy" 641 OCAETuuK3pOIX 6 "BUY . 6EADlOWI QM




6.6.2 OCAE> /1706 B U
OCAE> 17y E blp XXt v Mo QB "
3T 6

match src - ip [not] ADDRES5 PREFIX
no match src -ip
match dst - ip [not] ADDRES$5 PREFIX

no matchdst -ip E
match in - interface [not] IFNAME M
no matchin -interface o
match out - interface [not] IFNAME X

no match out - interface
match mac [not] MAEADDRES$MAEMASK
no match mac
match pkt -type < unicast | broadcast | multicast >
no match pkt - type
match protocol icmp < any |
destination - unreachable |
network - unreachable |
host - unreachable |
protocol -unreachable |
port - unreachable |
fragmentation - needed |
source - route - failed |
network - unknown |
host - unknown |
network - prohibited |
host - prohib ited |
TOS network - unreachable |
TOS host - unreachable |
communication - prohibited |
host - precedence - violation |
precedence - cutoff |
source - quench |
redirect |
network - redirect |
host - redirect |
TOS network - redirect |
TOS host - redirect |
echo- request |
echo- reply |
router - advertisement |
router - solicitation |
time - exceeded |
ttl - exceeded |
ttl - zero - during -transit |
ttl - zero -during -reassembly |
parameter - problem |
ip - header - bad |
required -option - missing |
timestamp - request |
timestamp - reply |
address - mask request |
address - mask reply >
no match protocol icmp

match protocol tcp src - port [not] PORT
match protocol tcp dst - port [not] PORT
match protocol tcp flags [not] < syn, ack, fin ,rst ,urg, psh, all , none >< syn, ack, fin ,rst ,

urg, psh, all , none >

194




no match protocol tcp src - port

no match protocol tcp dst - port

no match protocol tcp flags

no match protocol tcp 6
match protocol udp src - port [not] PORT 1
match protocol udp dst - port [not] PORT

no match protocol udp src - port

no match protocol udp dst - port

no match protocol udp

match protocol ah [not][ SPI[ - SPI]]
no match protocol ah

match protocol esp [not][ SPI[-SPI]]
no match protocol esp

match protocol  NUWIBER

no match protocol NUMBER

=m

>

match conntrack state [not] < invalid , new established |, related , untracked , snat, dnat >
match conntrack proto [not] NUMBER

match conntrack origsrc - ip [not] ADDRESS PREFIX

match conntrack origdst - ip [not] ADDRESS PREFIX

match conntrack replsrc - ip [not] ADDRESS PREFIA

match conntrack repldst - ip [not] ADDRESS PREFIA

match conntrack origsrc - port [not] PORT

match conntrack origdst - port [not] PORT

match conntrack replsrc - port [not] PORT

match conntrack repldst - port [not] PORT

match conntrack status [not] < none, expected , seen_reply , assured , confirmed >
match conntrack direction < original | reply >

no match conntrack state
no match conntrack proto
no match conntrack  origsrc -ip

no match conntrack origdst -ip
no match conntrack replsrc -ip
no match conntrack repldst -ip
no match conntrack origsrc - port
no match conntrack origdst - port
no match conntrack replsrc - port
no match conntrack repldst - port

no match conntrack status

no match conntrack direction

no match conntrack

match hashlimit upto NUMBER second |/ minute |/ hour |/ day >
match hashlimit above NUMBER second |/ minute |/ hour |/ day >
match hashlimit burst NUMBER

match hashlimit mode < srcip | srcport | dstip | dstport >
match hashlimit src - mask PREFIX

match hashlimit dst - mask PREFIX

no match hashlimit upto

no match hashlimit above

no match hashlimit burst

no match hashlimit mode

no match hashlimit src - mask

no match hashlimit dst - mask

no match hashlimit

match limit rate NUMBER second |/ minute |/ hour |/ day >
match limit burst NUMBER

no match limit rate

no match limit burst

no match limit

no match

195




E blp X
E blp X

match src -ip &fit KAl Y ADDRESS/PREFIXX OCAET> 0 QB
not jome 0684706 e
ADDRESS G IPt XAl 6m 0OQB*
PREFIX ®3 TuApl 6@ 0OOQB"

match dst -ip & t Kiil Y ADDRESS/PREFIXX OCAET> 0 QB

not 3onmm 06 47Q6 QB
ADDRESS & IPtXil 6m 0UOQOB*
PREFIX ®3 TuApl 6@ 0O0QB"

match in -interface

opK. TOpl YIFNAMENTKUOCAET> U OQB"

not 3onmm 06 47Q6 OQB"

IFNAME opK. Tepl 6m (OB
,l_l—) r ocpopK.Tepl "
i 1 WpoYodOQB*

e ASDO. Ej B¢
eth0" lan<0-3>" br<0-9>" ecmO"
ppp<0-9>" tun<0-9>" tap<O0-9>
= loTwn. K.
eth<0-1>"br<0-9>" ecm0" ppp<0 -
9>" tun<0-9>" tap<0-9>
= o Ko®PEpOpEM. K.
ethO

match out -interface

Y opK. T6pl YIFNAMEX OCAET> 0 QB

not 3onm@ 064706 6OB"
IFNAME opK. Tepl 6m (OB

,l? r ocpopK.Tepl "
14 WpoYodop*
€e ASD. Ej ©p
eth0" lan<0-3>" br<0-9>" ecmQ"
ppp<0-9>" tun<0-9>" tap<0-9>
= loTu. K.
eth<0-1>" br<0-9>" ecm0" ppp<0 -
9>" tun<0-9>" tap<0-9>
= o Ko®PEpOpEwM. K.
ethO

—

match mac

MACTt Xii | Y MAC-ADDRESSY OCAET> (OB

not 3sn@e 0604706 6O
MAC-ADDRESS | 3 5x 1™ Tt MACT Xii | 6@ 0 OB "

XXIXXXXEXXXK XK
xxy 160 np’

MAC-MASK MAC-ADDRESS X AT BUYPAEGHI
| p6 MACT Xiil 1™ m@m 0 OB "

> MAC-MASK x@ WYH. Sap 26.0
<8 37 m %2=0oMOQB’




E blp X

match pkt -type

506 OCAEKQ®T> OOQP"

unicast rMmMal Et> 0GOQB°
broadcast YkK.XMal Et> 0QB°
multicast bluYMal Et> 0OQB"

match protocol icmp

ICMPIOAJ . SKp®dY3snTKUOCAET> UOQOB"*

any ICMP IOAJ . SKQ®6®
destination -unreachable 0QB"

network -unreachable IOAJ . SKodx 4 =1
host-unreachable v Moyg" RFC 792 6 A
protocol -unreachable oW M
port-unreachable
fragmentation -needed
source-route -failed
network -unknown
host-unknown

network - prohibited
host-prohibited
TOS-network -unreachable
TOS-host-unreachable
communication -prohibited
host-precedence -violation
precedence - cutoff
source-quench

redirect

network -redirect
host-redirect
TOS-network -redirect
TOS-host-redirect
echo-request

echo-reply

router -advertisement
router -solicitation

time -exceeded

ttl -exceeded

ttl -zero-during - transit

ttl -zero-during -reassembly
parameter - problem
ip-header-bad

required -option - missing
timestamp -request
timestamp -reply
address-mask-request
address-mask-reply

match protocol tcp src -port

dfib. EY PORTX TCPOGCAET> QB

not 3onmm 064706 OOp*
PORT b.E «<6m 0QB°
match protocol tcp dst -port & B. EY PORTX TCPOCAET> 0 QB

not 3on@m 064706 OQB"
PORT b.E <6m 0O0OB"




match tcp protocol flags 535 Tx0OX41Q6 6B TCPOCAET> 0OQB"
not jome 0684706 el
MASK sync" ack" fi" rst" urg" psh" all" none x

Twz BUTxO6m@m UOQB°
XTxO06@m BUA> " ppbls X1

Y 408"

COMP MASKTT® OO0 TXOXZK"1mKY YD

TxO06@m 0QB°

sync" ack" fi" rst" urg" psh" all* none

match protocol udp src -port 8§ b. EY PORTX UDPOGCAET> U QB
not jonmm 064706 0OQB
PORT b. E <6 00QB’

match protocol udp dst -port & B.EY PORTX UDPOCAET> 0 OB"
not 3onm 064706 OB
PORT b.E <6m (OB’

match protocol ah AHOCAEYX SPITu. nXY SPIMKU /4> 1> 0QB"
not jonm 664706  O0OQB*
SPI SPITu. nXy 6 (0B

match protocol esp ESPOCAEX SPITn. uXY SPITKU /4> 1> OB
not jonmm 0064Q6 0 QB
SPI SPITu. nXxy 6m 0Qp"°

match protocol NUMBER ®Kk EEn <Y NUMBERY OCAET> 0(QB"

NUMBER OPKEEun <« 6m (0B
OKEENW <tvMoy"3=x Web
Y. S6A G oW1 n M
https://www.iana.org/assignments/prot

ocol-numbers/protocol -numbers.xhtml

match conntrack state XI T.Et> 0OB’

not 3sn@e 0604706 6O

new 000 6« ) OCAETB"

established O x OGCAE6Gz 08 I XOCA
Enp’

related 000 6lecdB YO ¥ Th
i ybo MUOGCAEMTPR®

snat OCAEYX &t Xil p"e OCAEX
& tXil YYoUd TP

dnat OCAEYXx & tXiil pae OCAEX
Gt XKIEI YYoUd TR

invalid O x phi 0 o Mo MOGCAETB"



https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

E blp X

match conntrack proto OCAEX Pk EEut> 0OOQOB"*
not jome 0684706 el
NUMBER LAdKEEN <« 6m 0OOQB°

match conntrack origsrc -ip 60 &OCAEYX &1 IPt Xl s origsrc-ipr " & OC
match conntrack origdst -ip | AEX & IPt Xiil s origdst-ipx " @ OCAEYX &1 IP
match conntrack replsrc -ip t XKii | s replsrc-ipx"a@ OGCAEYX & IPt Xiils repldst-
match conntrack repldst -ip portx T> 0O QB

not 3onmm 06 47Q6 OQB"
ADDRESS Pt Xii| 6@ § QB"
PREFIX PR TuApl 6m OOB"

match conntrack origsrc -port 00 &OCAEYX &1 IPb. Es origsrc-portx " & OC
match conntrack origdst-port | AEX & IPb. Es origdst-portx " @ OCAEYX &1 IP

match conntrack replsrc -port | b. Es replsrc-portx " @ OCAEYX & IPb. Es replsrc-
match conntrack repldst -port | portx T > 0 QB

not 3om@m 664706 6OB"
PORT b.E <6m 0O0OB"

match conntrack status X T.Klt> (0B
- ]
not 3om@ 064706 6OB"
none 3sXMybtFKoYQwoMI mR°
expected 8nbo np
seen_reply OXOCAEYZz nbod mp"’
assured OXOCAEYz Ab"86& btouw

oMd mB*’

confirmed Yz nbod mp"’

match conntrack direction OCAEx Ot> 0OQOB°
I
original &OCAET> 0UOB"
reply 2 OCAET> 0OOB'

match hashlimit upto Wh XOCGCAE x4 ®6m 0OB"

match hashlimit above

uptox 4> " {x N @OQmMX OCAEY> 0UOB"
abovex 4> " L x4 @6 TMBOCAEY> 0UOB

OCAE x4 ®y"" matchhashlimit burst, mTm 6 OCAE
TWpoQ nboOR"’

NUMBER/second Wh XOCGCAE x/1 o6 00
NUMBER/minute | B *

NUMBER/hour

NUMBER/day




match hashlimit burst > I OCOGCAE x\6 6m 0(OQB"

4X OCAE Y"OCAEéptT/p3OpERb" 0T cUpi
T XOCAET > G oMW=10ocdQB " " match limit rate |
me GOWhh{ é¢ptOCAE Yopp3lpERbHOQOR"
01 0"opp3OpEX/!I QY "adanmm OUOBOCAE pod

OB
NUMBER Wh t> © O0OCAE X1 ®6
0QB"

match hashlimit mode match hashlimit Tt 00 OY"3smm 06 3 nb
OB
srcip G IPtXiil 6m 0OB*
dstip & IPtXil 6m 0OB*
srcport Gfib. E <6 0OOQB"
dstport & b.E <6 00QB"

match hashlimit src -mask HASHLIMIT-MODE T srcip 6® 08 /45> 1" &f IPT XKiil
EPTON. CpOBUT Xiil @i TuApl 6"0 32x WUn
0QB"’

match hashlimit dst -mask HASHLIMIT-MODE T dstip6@m 06/4> 1" & IPt Xiil
EPTON. CpOBUT Xl @i TuApl 6"0 32x WUn
00B"

match limit rate wh 1> BU HOCAE 6 6oB"

OCAEUY" " matchlimitburst ., m@ 00 OCAE 1T AdYK
Uas> > 0" APYoMA> P> 00Qd6"

NUMBER/second Wh 1> r o B#OCAEYX 6
NUMBER/minute 0OB"

NUMBER/hour

NUMBER/day

match limit burst > T OOCAE x\Vd 6 OB

ax OCAE Y"OCAE¢pT OAp3OpENBH"OTO0Up3
T XOCAET > G oMW=1 cdOQB* " match limit rate |
ne 0OWhh{ épt OCAE Yopp3lpERBHOR"
01 0"opp3OpEX/!I OY"danmm OB6OCAE pod
OB’

5

NUMBER

T> 1 O0O0OCAE x/1®6

O]

0 0B’

o“

amnimo(cfg - fin - 100)}# match src  -ip 234.192.0.1/24 8
amnimo(cfg - fin - 100)# matchdst -ip 234.192.0.1/24 8
amnimo(cfg - fin - 100)# matchin - interface ethO 8
amnimo(cfg - fin - 100)# match mac 00:00:5E:00:53:FF 8
amnimo(cfg - fin - 100)# match pkt - type multicast 8

amnimo(cfg - fin - 100)# match protocol icmp destination - unreachable 8
amnimo(cfg - fin - 100)# match protocol tcp dst -port80 8

amnimo(cfg - fin - 100)# match protocol tcp flags all syn,ack 8
amnimo(cfg - fin - 100)# match protocol udp src -port5353 8

amnimo(cfg - fin - 100)# match protocol ah 500 8
amnimo(cfg - fin - 100)# match protocol esp 500 8




amnimo(cfg - fin - 100)# match protocol 51 8

663 OCAEYX> /1706 vpdY
OCAE> A47Qx | vMEBbIpXtv Mo OQOB"
g

no match

o

amnimo(cfg - fin - 100) # no match 8




6.6.4 kK OV 6 " B4
KOY X pbo " nNnbhduy 6317 0OQB

Y T»>3. blAE

LOG

LOG log Y nboMUA> "" log{k Ot Un }{d3 TuApl } Y
"nNbop’
log Y nboMoMA>s " nolog, xD“ Wx y¢g" " RAbO
06"

\

log informational

6.6 kJOY 6 B Y
KOY x E blp XXt v Mo O OB "
4"

log LEVEL[PREFIN

E blp X
E blp X
log KOY X 60 0B
LEVEL 3sxMybT6m 0OB*
emergencies " alerts " criticals " errors "
warnings " natifications " informational "
debugging
PREFIX K OX T 28U Z 6m OGOB'
no log KO6Y 0Qd6"
o«

log notifications prefix 8




6.7 IPsec¥ 6B 4

IIIIII. Cape

X " IPsec X 6“ MQB "

vy o =

IPsecx | T. K1 p X

6.7.1 IPsecx | . KI 6 ~ BY

IPsecx | T. K1 6 “ BUTt ¢" show ipsec E blp X1 " status Q8 Y xrm b ®E€ a4 p 6
lTon*“ QB
y"

show ipsec status [ SA NAME

show ipsec xfrm state
show ipsec xfrm policy

f

status IPsecl T. KI A 6 “BUA>t@m (OB
SA—NAMEC')/I BUp"BYox SAIT.KIY " nAb

xfrm xfrm |l T'. EQOYB3IE€. 6 “BUA>"3sXxMybhTxb
dEapBEm OB

state xml FT. E6 “BUYA>1m@m 0OOB
policy xfkmb3 €. 6 “BUYA>1@m 0OOB

Y T>. blAE

show ipsec status E blp )X6D*“ (8 />
IPSEG STATUS

show ipsec xfrm state E blp )X6D*“ 08 />
IPSEG XFRMSTATE

show ipsec xfrm policy E blp XX6n*“ 06 1>

IPSEG XFRMPOLICY

AR

IPSEC-STATUS IPsecl T. KI'A Y “AbOB"

IPSEC-XFRM-STATE xfmI T.EY “AbOB' &dmw» AboMUdkEEuhk
SPIA o¢Y " AbOB’

IPSEC-XFRM-POLICY xrm B3 €. Y " AbOB‘ ¢x &mcx! . EY» RAb
oMUxTY " nNbop"*




g
EblpXx pY Y"BYoxsa.Xm amnpB 3=t"d r.fF.da.Xxn"* 6
0 QB

a-v- D) meaE) & e 4

amnimo$ show ipsec status 8

Status of IKE charon daemon (weakSwan 5.6.2, Linux 4.19.93 - 02926- g51250a0eff3c, aarch6

4): '\E/I
uptime: 14 seconds, since Feb 28 06:34:04 2020
malloc: sbrk 2572288, mmap 0, used 639760, free 1932528 p
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 5 X
loaded plugins: charon aes rc2 sha2 shal md4 md5 mgfl random nonce x509 revocation co

nstraints pubkey pkcsl pkes7 pkes8 pkes12 pgp dnskey sshkey pem opensslfips - prfgmp ag

ent xcbc hmac gem attr kernel - netlink resolve socket - default connmark stroke updown ea

p- mschapv2 xauth - generic counters
Listening IP addresses:

172.16.1.13
192.168.1.254
Connections:
sa01: 192.168.1.254...192.168.1.10 IKEv1, dpddelay=5s
sa0l: local: [test2.test2.test2] uses pre - shared key authentication
sa0l: remote: [test.test.test] uses pre - shared key authentication
sa01: child: 192.168.0.0/2 4===192.168.10.0/24 TUNNEL, dpdaction=clear

sa02: child: 192.168.0.0/24 ===192.168.20.0/24 TUNNEL, dpdaction=clear
Security Associations (1 up, 0 connecting):

sa01[1]: ESTABLISHED 10 seconds ago, 192.168.1.254[test2.test2.test2]...192 .16
8.1.10[test.test.test]
sa01[1]: IKEv1 SPIs: dce80832e5e9fe43 i c707f12f9adcf60c_r*, pre - shared key rea

uthentication in 2 hours

sa01[1]: IKE proposal: AES_CBC_128/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_2048

sa01{1}: INSTALLED, TUNNEL, r eqid 1, ESP SPIs: cee4939e_i ca99e852_o

sa01{1}: AES_CBC_128/HMAC_SHA2_256_128/MODP_2048, 0 bytes_i, 0 bytes_o, rekeyi
ng in 43 minutes

sa01{1}: 192.168.0.0/24 === 192.168.10.0/24

sa02{2}: INSTALLED, TUNNEL, reqid 2, ESP SPIs: c7 a43d8d_i c9545378_o

sa02{2}: AES_CBC_128/HMAC_SHA2_256_128/MODP_2048, 0 bytes_i, 0 bytes_o, rekeyi
ng in 45 minutes

sa02{2}: 192.168.0.0/24 === 192.168.20.0/24
amnimo$ show ipsec xfrm state 8
src 192.168.1.254 dst 192.168.1.10

pro to esp spi 0xc9545378 reqid 2 mode tunnel

replay - window O flagaf - unspec

auth - trunc hmac(sha256) 0x27c4dbbddf858753e42d10b58501f9173fb55dd3e88a23864eel
7c8fac3b62cl 128

enc cbhc(aes) 0x1523a3ad8abe4cla743a660c7c549clf

anti - rep lay context: seq 0x0, oseq 0x0, bitmap 0x00000000
src 192.168.1.10 dst 192.168.1.254

proto esp spi Oxc7a43d8d reqgid 2 mode tunnel

replay - window 32 flag af - unspec

auth - trunc hmac(sha256) 0x8f9347e1e732351f0d26bdec4024e6b2803bf77404701e97efb7
08f931d14eab 128

enc chc(aes) 0x22eb34273c¢78e5b8f791200ccd6d03b8

anti - replay context: seq 0x0, oseq 0x0, bitmap 0x00000000
src 192.168.1.254 dst 192.168.1 .10

proto esp spi 0xca99e852 reqgid 1 mode tunnel

replay -window O flagaf - unspec

auth - trunc hmac(sha256) 0xe6c59c4464bb741a58071b44329e6292dd41f9613d988ac05d30
3056c9e54e66 128

enc chc(aes) 0xdd5c0a0654002853119cd9648d876213

204




anti - replay context: seq 0x0, oseq 0x0, bitmap 0x00000000
src 192.168.1.10 dst 192.168.1.254
proto esp spi Oxcee4939e reqgid 1 mode tunnel
replay -window 32 flagaf -unspec
auth - trunc hmac(sha256) 0x733709c60f1d312e7c5199b805755
€34620f96ef3 128
enc chc(aes) 0x5201ae28eb579c9f08b06a4f511ed97e
anti - replay context: seq 0x0, oseq 0x0, bitmap 0x00000000
amnimo$ show ipsec xfrm policy 8
src 192.168.0.0/24 dst 192.168.20.0/24
dir out priori ty 375423 ptype main
tmpl src 192.168.1.254 dst 192.168.1.10
proto esp spi 0xc9545378 reqgid 2 mode tunnel
src 192.168.20.0/24 dst 192.168.0.0/24
dir fwd priority 375423 ptype main
tmpl src 192.168.1.10 dst 192.168.1. 254
proto esp reqgid 2 mode tunnel
src 192.168.20.0/24 dst 192.168.0.0/24
dir in priority 375423 ptype main
tmpl src 192.168.1.10 dst 192.168.1.254
proto esp reqgid 2 mode tunnel
src 192.168.0.0/24 dst 192.168.10.0/24
dir out priority 375423 ptype main
tmpl src 192.168.1.254 dst 192.168.1.10
proto esp spi 0xca99e852 reqid 1 mode tunnel
src 192.168.10.0/24 dst 192.168.0.0/24
dir fwd priority 37542 3 ptype main
tmpl src 192.168.1.10 dst 192.168.1.254
proto esp regid 1 mode tunnel
src 192.168.10.0/24 dst 192.168.0.0/24
dir in priority 375423 ptype main
tmpl src 192.168.1.10 dst 192.168.1.254
prot o esp regid 1 mode tunnel
src 0.0.0.0/0 dst 0.0.0.0/0
socket in priority O ptype main
src 0.0.0.0/0 dst 0.0.0.0/0
socket out priority O ptype main
src 0.0.0.0/0 dst 0.0.0.0/0
socket in priority O ptype main
src 0.0.0.0/0 dst 0.0.0.0 /0
socket out priority O ptype main
src ::/0 dst::/0
socket in priority O ptype main
src ::/0 dst::/0
socket out priority O ptype main
src ::/0 dst::/0
socket in priority O ptype main
src ::/0 dst::/0
socketout  priority O ptype main

0bc5896b19ac96aeh97f7e3




6.7.2 IPsec6~ T B Y
m IPsec x 6wed BUT P" ipsecconnect Eblp X6D“ 0 QB *
y"

ipsec connect IPSEG SA NAME

IPSEC-SA-NAME BU IPsecSAB3 €. 6m 0O OQB*
” Tab, M. 6 BUp" IPsec SADB3 €. X 6
-4

aBUYapyYmoQp"

Du

E * 4d. Xp A. Xm" E blp Xx pY W aoamnPB’ 3st"E *A. XK IPsec
SA sa0lt BUn“ 6" OB

‘emslRD) &= 2D

amnimo# ipsec connect sa01 8

6.7.3 IPsec 6 B Y
IPsec 6 BUT Y" noipsecconnect Eblp XX6D*“ & OB *
y"

no ipsec connect  IPSEG SA NAME

IPSEC-SA-NAME BU IPsecSAB3s €. 6m OB
” Tab, M. 6 BUp" IPsec SAB3 €. ¥ 6

-

L=l aBUapYTTOOBR'

o -

E * dA. Xp A. Xm" E blp Xx pY Y amnP’ 3st"E AL XK IPsec
SA sa01 6 Yo 6" OB

EEE

amnimo# no ipsec connect sa0l 8




6.7.4 IPsec X 6 " BdU

IPsec x 6 “ BYrt Y" show configipsec E blp XXt " log-level" ike" sax My b T x b
oeEaPp6 T oD*“0OQBR"
y"

show config ipsec log - level

show config ipsec ike [ IKE- NAME

show config ipsec sa [ SA NAME
show config ipsec extension

f

log-level IPsect» AboMUmMO xkOulLUnué ~ QB

ike IKE-NAME 1 IPsec IKE 6@ 00" IPsecIKE 6 * OB
(973 IKE-NAMEG 1 BG4 p" BYox IPseclKE 6 ~ 0 QB
=

sa SA-NAME 1 IPsec SA 6@ 0 o0" IPsec SA 6 OB
=

extension IPsecxp O X 6 * 0O0p"

Y T>3. blAE

log-levelb®Eap 6 T oD*“ 61>

# ---- transition to configure mode
configure

# ---- ipseclog -levle configure ----
ipsec loglevel

asn LOGLEVEL
cfg LOGLEVEL
chd LOGLEVEL
dmn LOGLEVEL
enc LOGLEVEL
esp LOGLEVEL
ike LOGLEVEL
imc LOGLEVEL
imv LOGLEVEL
job LOGLEVEL
knl LOGLEVEL
lib LOGLEVEL
mgr LOGLEVEL
net LOGLEVEL
pts LOGLEVEL
tls LOGLEVEL
tnc LOGLEVEL
exit

# ---- exit configure mode ----
exit

kebdEAP 6 T oD" HOA>

# ---- transition to configure mode
configure
# ---- ipsecike IKE- NAMEconfigure  ----

ipsecike  IKE- NAME

local address LOCALADDRESS
LOCALIDENTIFY

remote address REMOTFRADDRESS




REMOTFHDENTIFY

version |IKE- VERSION
MOBIKE

AUTHENTICATION

IKE- MODE
FLAGMENTATION

retry RETRYCOUNT

IKE- TRANSFORRESTRICTION
IKE- TRANSFORM

lifetime IKE- LIFETIME
DPDACTION

dpd interval DPDINTERVAL
dpdtimeout DPDBTIMEOUT
exit

# ---—- exit configure mode ----
exit

sabdeEnpPp6 T on“6/>

# ---- transition to configure mode
configure
# - ipsecsa SA NAMEconfigure ----
ipsecsa SA NAME
ENABLE
key- exchange ike USEIKE- NAME
NEGOTIATIONVIODE
REKEY
type SA TYPE
mode SA MODE
IPCOMP
SA TRANSFORRESTRICTION
SA TRANSFORM
lifetime  SA LIFE-TIME
LOCALSUBNET
REMOTFESUBNET
exit
# ---- exit configure mode ----
exit
AR
LOGLEVEL O ¢pxkOditlnm Y "NbOB*
silent KOYY AbQds’
audit m oKJOYY NbOB*
control ETKk. XKJOYY AbOR*
controlmore =0 ETK.XKIOYY nNboOp"
raw He33. A xk20mY AbOR°
private ocxO A xk20mY AbOB"
IKE-NAME IPsec IKE x Y "NbOB"
: YoMA> " * AHOS6"
= = Y KU/>y"BYox Y " nbop"
LOCAL-ADDRESS K. pwn xtXnly" T®a0"3=sx 1™ m " AbO
B
any
ipv4 X.X.X.X
ipv6 X:X::X:X




‘
"
~

LOCAL-IDENTIFY

K. pun 1IDX Y " T®e00"3sx1" M1 " NbO
B
IPv4 local id ipv4 ADDRESS
IPv6 local id ipv6 ADDRESS
FQDN local id fgdn FQDN
UserFQDN local id userfqdn USERFQDN
key id local id key KEYID
1= Y o M/ B | 606"
> ¥ T AbO

REMOTE-ADDRESS

39.E XtXilY “AbOB"

REMOTE-IDENTIFY 39. E IDY ' Teao0"3sX1" m “/AbO
B
IPv4 remote id ipv4 ADDRESS
IPv6 remote id ipv6 ADDRESS
FQDN remote id fgdn FQDN
UserFQDN remote id userfqdn USERFQDN
key id remote id key KEYID
. Y o M/ "N 506"
-'.Ll, >y nbo
IKE-VERSION IKEXH. SapY ~AbOp"
MOBIKE Mobike @k EEu [Y " - TagA> XA Y “AbQB"
" " mobike, p " AbOPB"
" " nomobike, p * AbOB"
AUTHENTICATION ATT» Aby Y "AboOp:
2 YoMA> " 7N 06"
Ll’ P nbo
IKE-MODE IKEST. XY “ AbOB"
main Kopd. X
aggressive Tt ONAEYA. X
FLAGMENTATION TxOpr.€apyY "- "c6/A>xA Y “AbHOBR"
" " flagmentation ., p ~ A HbOB"
" " noflagmentaton ., p * R bOB "
RETRY-COUNT 3Expv X Y "AbOB"
IKE-TRANSFORM- IKEXExpl T3.36& BU [Y "- T o/A>xA
RESTRICTION Y "AbOB"

‘

transformrestriction . p “ A b QOB

"nbods’




‘

IKE-TRANSFORM

IKEX Expl T3 . 9% Y"3s3x1"m " AbOB’

transform encryption ENCRYPTION integrity INTEGRITY prf
PFS dh- group GROUP

toE YoMA> " " AbQd6"

=l = Y KU/>y"BYox Y " nbQB"
IKE-LIFETIME IKExx0TK@3Y ~AbOB"
DPD-ACTION DPDs Dead Peer Detection x Tt Nbep®x [Y " nboO

B

clear " dpd actionclear , p " N bOB"
hold " dpdactionheld, p “ NnbOB"
restart " dpd actionrestart , p * N b QOB
none "NbQde

DPD-INTERVAL

DPDXopK. HuY “AbOB"

DPD-TIMEOUT DPDXKQ3T] EY "nNbOoB"
SA-NAME IPsec SAX Y "AbOB"
: YoMA> P" " NbOdc
=< - Y KUas ¢" B'Yox Y "NbOp’
ENABLE IPsec x SA Y . 70/1))(/4 Y "AbOB"
N "enable, p " AbOBR’
v " noenable, p " AbHOPR"
USE-IKE-NAME » BUIKE Y " nNbop"

NEGOTIATION-MODE

IPsec X [Y "AbOB"

initiate " negotiation -mode initiate . p * R b OB
ondemand " negotiation -modeondemand .p " A hOQ
B
hold " negotiation -mode hold, p ~ R b OB
REKEY rekeyY T- Tao/4>xA Y "AbOB"
. "rekey. p " bHOB’
i " norekey, p " A bQR"’
SA-TYPE PKEEWKo®Y “AbOB"
esp ESP® K EEwn
ah AH®Kk EEn
SA-MODE 9. XY " 3bOp"

‘

tunnel EpKnd. X
transport Expl b. EA. X
passthrough Ol Il n. d. X

PY O 1w A Ky IPsecOl 1 . O mMYKY0d6'

-

&




|

IPCOMP IPCompY " - T a/A>XA Y “HbOP"

‘

ipcomp, p " NbOB"
"NbOd6

s s

ANTI-REPLAY 3dnp E Y - g/A> XA Y “"NbOB’

‘

v ”

anti-replay, p ~ nbQB"
no anti-replay. p * nbOQR "

SA-TRANSFORM- SAXExpl T3.36¢% BU [Y "- TaA>xA Y
RESTRICTION "AbOBR"

v ”

‘

s ¥

transform restriction ., p ~ A bOQB "’

’ " fbO3s

SA-TRANSFORM SAXExpl T3 . 3% Y"3>sx1™"m " nbOB"

transform encryption ENCRYPTION integrity INTEGRITY pfs

PFS

: YoMAs> " * 4b0Qde"

= = Y KUda> ¢" BYox Y "AbOB"
SA-LIFETIME SAX %0 TK@e3Y "~ AbOB"
LOCAL-SUBNET 3aox1" m" k. pn BYKAEY “AbOB°

local subnet LOCAL - SUBNET

: YoMA> " " NbOdc

== - Y KUa> y" BYox Y "/nbop"’

REMOTE-SUBNET 3aox1" m"34A. E BYKAEY “AbOB°
remote subnet REMOTE- SUBNET

: YoMA> " " NbhbQds
=N - Y K4/a> ¢" B'Yox Y “"AbOB"

o«
55T1"E * 9. Xp A.XmlPsec BUD* 6" QB

e =—+)

amnimo# show config ipsec log -level 8 BmO x k J¥i Ln 6
# ---- transition to configure mode
configure

# ---- ipseclog -levle configure
ipsec loglevel

asn contro

cfg contro

chd contro

dmn contro

enc contro

esp contro

ike contro

imc contro

imv contro

job contro

knl contro




lib contro

mgr contro

net contro

pts contro

tls contro

tnc contro

exit

# ---- exit configure mode ----

exit

amnimo# show config ipsec ike ike01 8
# ----  transition to configure mode
configure

# --—-—- ipsecike IKE - NAME configure ----
ipsec ike ike01

local address 192.168.0.254

remote address 192.168.0.253

version 2

mobike

authentication pre - shared - key secret dGVzdA==
mode main

fragmentation

retr y3

transform encryption aes128 integrity shal prfshal dh
lifetime 3h

dpd interval 150s

dpd timeout 30s

exit

# ---- exit configure mode ----

exit

amnimo# show config ipsec sa sa0l 8

# ---- transition to configure mode
configu re

# ---- ipsec sasa0l configure

ipsec sa sa0l

enable

key- exchange ike ikeO1

negotiation - mode initiate

rekey

type esp

mode tunnel

transform encryption aes128 integrity shal pfs 14
lifetime 1h

exit

# ---- exit configure mode ----

exit

amnimo# show config ipsec extension 8
# ---- transition to configure mode
configure

# ---- ipsec extension configure
ipsec extension

no rekey - before - break

exit

# ----  exit configure mode

exit

BIPsec IKE 6
- group 14

BIPsec SA 6

BiPsecp O ¥

2

v




ax

amnimo(cfg)# show config ipsec log -level 8 BmO x k Dii Lln 6
# --—- ipseclog - levle configure

ipseclog - level

asn contro

cfg contro

chd contro

dmn contro

enc contro

esp contro

ike contro

imc contro

imv contro

job contro

knl contro

lib contro

mgr contro

net contro

pts contro

tls contro

tnc contro

exit

amnimo(cfg)# show config ipsec ike ike01 8 BIPsec IKE 6
# - ipsecike IKE -NAME configure ----

ipsec ike ike01

local address 192.168.0.254

remote address 192.168.0.253

version 2

mobike

authentication pre - shared - key secret dGVzdA==
mode main

fragmentation

retry 3

transform encryption aes128 integrity shal prf shal dh - group 14
lifetime 3h

dpd interval 150s

dpd timeout 30s

exit

amnimo(cfg)# show config ipsec sa sa01 8 BIPsec SA 6
# ---- ipsecsasa0l configure ----

ipsec sa sa0l

enable

key- exchange ike ikeO1

negotiation - mode initiate

rekey

type esp

mode tunnel

transform encryption aes128 integrity shal pfs 14

lifetime 1h

exit

amnimo(cfg)# show config ipsec extension 8 BiPsecp O ¥ 6
# ----  ipsec extension configure

ipsec extension

no rekey - before - break

exit

9 IPsec x 4 = A. X show config E blp X)X6D*“ BUp" A. Xp XA Y
= "NbOB’




IPsec X 4 = A. Xt y“pBUT " ipsec Eblp XXt " ” log-leve, " ike,
ybTxbP®EApPS6 T on" 1 QOB

351" md = A. XK IPsec A 6 "BY 6" OB

sa, X M

amnimo(cfg)#ipseclog  -level 8

amnimo(cfg - ips - log)# show config 8

asn contro , 3o A. Xp «
cfg contro

S| X

amnimo(cfg)# ipsec ike ike0O1 8
amnimo(cfg - ips - ike - ike0O1)# show config 8

local address  192.168.0.254 B3 =" A. Xp «a
remote address 192.168.0.253

s 1 X

amnimo(cfg - ips - ike - ikeO1)# exit 8

amnimo(cfg)# ipsec sa sa01 8

amnimo(cfg - ips - sa- sa01)# show config 8

enable B3 =" A. Xp «a

key- exchange ike ike01
s 1 X




6.7.5 IPsec 6 B U

IPsec6 BUTYP"d = A.XKry“o" Eblp X6D* 6 QB

IPsecT y" K O Lm" IKE" SAX 6BUOGcxXxd = S.XYKIOB* T hnbx
- A. Kt ¢"ipsecEblp XXt bdEAPO6 ToD“BUapmMy“BUapYTTPQR*

aam 06 g Ttont Y®ds Qb QB

K Onlno6 B Y
O ¢pxkOiWlLUn6 PBUTY" ipseclog-level E bip 6D 6 QP

N"

ipseclog - level
asn LOGLEVEL
cfg LOGLEMVE
chd LOGLEVEL
dmn LOGLEVEL
enc LOGLEVEL
esp LOGLEVEL
ike LOGLEVEL
imc LOGLEVEL
imv LOGLEVEL
job LOGLEVEL
knl LOGLEVEL
lib LOGLEVEL
mgr LOGLEVEL
net LOGLEVEL
pts LOGLEVEL
tls LOGLEVEL
tnhc LOGLEVEL

exit

E blp X

E blp X

ipsec log -level IPsecx Kk O lUn 6 BUBGXEblpX6D* 60OB"
? A. XMEblpX6D“BUp" Jd = A. Xty *“
= ENeNiH

asn LOGLEVELT " W lUuxepE. X- JE. X ASN.1' X.509 0
CXXKkOhUnbm 0OR°
silent KO6Y 0Qd6"
audit m okO6Y 0UGOQOR
control ETk. XKkO26Y 060QOB"*
controlmore 40 ETK.xkO6Y 00OB°
raw Hp33.Ad XxkO20mY 0GOB°
private ocxO A xk20mY UOB*

cfg LOGLEVELT " EpTuQJiti. EapE xkOnlUunbm 00
B ndyyx ¢" silent" audit" control” controlmore " raw"
private Tt 3

chd LOGLEVELT " CHILD_SA- IPsecSAX k D Lln 6@ 0 QB
ndyx " silent” audit" control” controlmore " raw" private
np*

dmn LOGLEVELT " lOpp 4- Apx JAETt Ad" p3.pt AD"
d<\U o¢xkOiilUnbm 0O0OB" mdyyx p" silent”
audit" control" controlmore " raw" private T3




E blp X

enc LOGLEVELT " € pE. X- JE. Xs &< 3- [ xk D
nUnbm O0QR' ' @ mdYyx " silent" audit" control "
controlmore " raw" private T3 °

esp LOGLEVEL T " IPsec XQ Y X3 XK Qi Lln 6@ 0 QB
nmdyyx g" silent” audit" control" controlmore " raw" private Tt
B

ike LOGLEVELT " IKE SA- ISAKMP SAXx k Jli Un 6@ 0 QB
nmdyx g silent” audit" control" controlmore " raw" private
mp

imc LOGLEVELT " IMC Integrity Measurement Collector x x k O L
n 6 0 QB moy yx " silent” audit" control "
control more" raw" private T3

imv LOGLEVELT " LMVs Integrity Measurement Verifier x x k O L
n 6 OQB " m®dyyx " silent" audit" control "
controlmore " raw" private T3 *

job LOGLEVELT " MB. @p O-\N Ul HWAXP. nE xkOIin
Unbm 060QB° mdYgx " silent” audit" control "
controlmore " raw" private T 3

knl LOGLEVELT " IPsec KAEM. pXpb. KugpK. Tegl ¥
KOnUnbm 00Q0B' @ mdyyxy" silent" audit" control "
controlmore " raw" private T 3

lib LOGLEVELT " strongswan X @ Y X3 Xk Ol Un6m 0 QR
@ 1tdYyx " silent” audit" control" controlmore " raw" private
np’

mgr LOGLEVELT "IKE_SAt pJ1 x 066\ BU IKE SAbIK. S
a.xkdnunbm 0OOBR' mdyyx " silent" audit”
control" controlmore " raw" private T3 °

net LOGLEVELT " OCAET Dxk Oiilln6m (OB mo
4 x @" silent” audit" control” controlmore " raw" private T3 °

pts LOGLEVELT " PTSs Platform Trust Service * X Kk Ol Lln 6@
0OOB" mdY x " silent” audit” control" controlmore " raw"
private Tt 3

tls LOGLEVELT " TLSXo Y X3 Xk dnln 6m 0 OQOR" T
d Y x g " silent” audit" control" controlmore " raw" private T3

tnc LOGLEVELT " TNCs Trusted Network Connect x O x k D1 L
n o6 VONCE mdyyx p" silent" audit" control "
controlmore " raw" private T3 °

exit d = A. X6° 0Go" A. XYy “ 0QB"




Du

amnimo(cfg)# ipseclog  -level 8
amnimo(cfg - ips - log)# asn  controlmore
amnimo(cfg - ips - log)# cfg  controlmore
amnimo(cfg - ips - log)# chd controlmore
amnimo(cfg - ips - log)# dmn controlmore
amnimo(cfg - ips - log)# enc  controlmore
amnimo(cfg - ips - log)# esp  controlmore
amnimo(cfg - ips - log)#ike  controlmore
amnimo(cfg - ips - log)#imc  controlmore
amnimo(cfg - ips - log)# imv  controlmore
amnimo(cfg - ips - log)#job  controlmore
amnimo(cfg - ips - log)# knl  controlmore
amnimo(cfg - ips - log)# lib controlmore
amnimo(cfg - ips - log)# mgr controlmore
amnimo(cfg - ips - log)# net  controlmore
amnimo(cfg - ips - log)# pts  controlmore
amnimo(cfg - ips - log)# tls controlmore
amnimo(cfg - ips - log)#tnc  controlmo re
amnimo(cfg - ips - log)# exit




IPsec IKE 6 Bd
IPsec IKE 6 BUT Y" ipsecike Eblp XX6D*“ 6 QOB

N"

ipsecike  IKE- NAME

localaddress< any | LOCALADDRESS

localid< ipv4 ADDRES$ ipv6 ADDRES$ fqdn FQDN userfqdn USERFQDN key KEYID>

no local id

remote address< any | REMOFRADDRESS

remoteid< ipv4 ADDRES$ ipv6 ADDRES$ fgdn FQDN userfqdn USERFQDN key KEYID>
no remote id

version< 1| 2>

mobike

no mobike

authentication pre - shared - key [ secret PRESHAREIKEY DATA

mode <main | aggressive >

fragmentation

no fragmentation

retry< forever |[< 1 - 255>>

transform restriction

no transform restriction

transform encryption < aesl128 | aesl192 | aes256 | 3des> integrity< md5| shal | sha256 |
sha384 | sha512>prf< md5| shal | sha256 | sha384 | sha512>dh-group<1 | 2| 5| 14
| 15| 16| 17 | 18>

no transform encryption < aesl28 | aesl92 | aes256 | 3des> integrity < md5| shal | sha25
6 | sha384 | sha512>prf< md5| shal | sha256 | sha384 | sha512>dh-group< 1| 2| 5 |
14| 15| 16| 17 | 18>

lifetime<  1081s - 86400s | 19m- 1440m| 1h - 24h>

dpdaction< clear | hold | restart >

no dpd action

dpdinterval< 1s - 86400s | 1m- 1440m| 1h - 24h>

dpdtimeout< 1s - 86400s | 1m- 1440m| 1h - 24h>

exit

no ipsec ike IKE- NAME

E blp X
E blp X
ipsec ike IKE-NAME T IKE 6@ 00" IPsec) IKEG BUBGXE

blp XX6D* 6 QB °
P A. XnNEblpX6D“ BUYp" IKExJd = A. XK

-

Zfl <y o0B:

local address LOCAL-ADDRESST "K . pu x 1T Xiil 6 00OB* B'Yo
XTXil 6ArBYA> " " any. @ O QB




E blp X

local id K. pu IDY 606 0QB"
ipv4 ADDRESST "IPv4'1™ x T Xl 6 0
QB
ipv6 ADDRESST "IPV6'1™ X T Xl 6 0
QB
fqdn FQDNT "FQDN'1™ xt Xiil 6 60
B
userfqdn USERFQDNT " USER FQDN' ™ x T Xii
I 6 00QB"
|DL|QKA)K|’(Q¢Y
i« RFC822 ADDRy IDTIB
key KEYIDT " KEYID1"™ x ID6 0 QB*
9 IDYUpk . XK ®Y KEY_IDX ID
= R
no local id K. pu IDYX 6|vViOQOB"
remote address REMOTE-ADDRESST " 3 A. ES x Xt Xnl 6 0
QB BYoxt Xil 6Ar pUA> ¢y" " any. QB
remote id 34d. E IDY 600B"
ipv4 ADDRESST "IPV4'1"™ x t Xiil 6 0
QB
ipv6 ADDRESST "IPV6'1"™ x T Xiil 6 0
QB
fqdn FODNT "FQDN'1™ xt Xiil 6 60O
B‘
userfqdn USERFQDNT " USER FQDN' ™ x T Xii
I 6 0OOB"
|DL-|QK;)KKQ¢Y
=<8 RFC822 ADDRY IDTtB "
key KEYIDT " KEYID1™ x ID6 0 OB*
£ty IDUYUoK - Ko ®Y KEY_IDX ID
= mp
no remote id 3A. E IDy 6|vMiOB"
version IKEXH. Sap6 0QB"
1 IKE version 1 6 OOB"
2 IKE version 2 6 OOB"
mobike Mobike ®k EEn [6 "1 U6 QB"
i’y IKEV2X 41> T X0 "np
no mobike Mobike ®k EEn [6 "1 U6 QB"
i’y IKEV2X 41> T x0 "~ TB"




E blp X
authentication 4X 60 QB
pre-shared-key | PRE-SHARED-KEY-DATA T " H A
s PSKx 6@ (i QB
secret H A s PSKx 68« 3006 Z nm
BUA>T » OOQB"
_H.Spap 1613 Xxe ASD. Ej 60" loTu. K.
ny” R &> x0¢" °re-shard-k ey & yo MQB
mode IKEA. XX6@m 0 QB
w4 IKEVIX 41> 1 X0 "~ TR
if
main FOp p 9. Xt INeNt
aggressive t ONAEY A. XKt 0QB"*
fragmentation TxOOplr. €apb "100B"

no fragmentation

TxOOplr.€ap6 " T16O0OR"

retry

3 Expv 6" 1 255x Wm 60 0B 3Exgv X
Qo OxA>" " forever, 6@ 0 QB

transform restriction

XExpl T3.3xo0ot1® BY [6 "T6OQOR"

no transform restriction

XExpl T3.3xo0ot1® BYUY [6 "T6OQOR"

transform

Expl T>. 9% 600B'Q mM4vOm poreNci
MT index6 200M®OPOB"

3s5XMybTxd«31TnEs3] 26@
0O
= aesl28
AES-CBC 128bits
aesl192
AES-CBC 192bits
= aes256
AES-CBC 256bits
= 3des
3DES
integrity 3s3XMybTx JAtunEs3l 236 O
QB
= md5
MD5 HMAC
= shal
SHA1 HMAC
= sha256
SHA2-256 HMAC
= sha384
SHA2-384 HMAC
= shab12
SHA2-512 HMAC

encryption




E blp X

prf 3 ocx My b T x PRFs Pseudo-Random
Functionsx 6@ 0 QB *

ol IKEV2Y /4> 1T "R
E!i X X 0 B

md5
MD5 PRF
= shal

SHA1 PRF
= sha256
SHA2_256 PRF
sha384
SHA2_384 PRF
sha512
SHA2 512 PRF

dh-group 3 ox My b T x Diffie Hellman Groups ©
00B"
1
DH Group 1s MODP768*
= 2
DH Group 25 MODP1024x
=5
DH Group 55 MODP1536*
= 14
DH Group 14s MODP2048%
= 15
DH Group 155 MODP3072x
= 16
DH Group 165 MODP4096*
= 17
DH Group 17s MODP6144x
= 18
DH Group 18s MODP8192x

no transform Expl T>. 2 6| M0QB"
ndUypbdenp P" transform Eblp XXp o Tmp"’

lifetime IKEX X0 TKp 26 OB " "Whnm BUdpYTm
POB

1081s’ 86400sx WMmm U OB

199m" 1440myx Wnm O OB

Wh 1h" 24hx WVnmm O OB
dpd action DPD Dead Peer Detection x 11 Nnbopdx [6m OOQBR°
clear SAA 6 ]MUQB' |MOBKpuyY""T m
00d6"
hold SAAd 6| M0BKpT "IPsec T bIAY
BY GYKpuo/A>"IKEKEEe. €Eap
\' 6“ MOB*
restart SAAd 6|vVOBKpT" IKEKEEEe. €
ApOwdd QB

no dpd action DPD x 6| MbQB"




E blp X

dpd interval DPDxop K. Hu 6 6OB° " "Whmm BUapY
mneOR”’

1s’ 86400sx Wmm G OB

im 1440myx Wne G QB

Wh 1h" 24hx WVmm 06OQB°

dpd timeout DPDXx Ko 3t j E6 6QR* " "Whmm BUGpY
mTOOB

1s’ 86400sx Wmm QB

im 1440myx Wne GQPR*

Wh 1h" 24hx WVmm 06 OQB°

no ipsec ike IKE-NAMET IKE 6@ 0(o" 6|v00QB"
exit d = d. X6° Oo" ﬂ‘)KYy“UQB‘

DH
351" IPsec  BUBG X IKE xD“ 67 6O0B"

amnimo(cfg)# ipsec ike ikeO1 8

amnimo(cfg - ips - ike - ike01)# local address 192.168.0.254 8

amnimo(cfg - ips - ike - ike01)# remote address 192.168.0.253 8

amnimo(cfg - ips - ike - ikeO1)# version 2 8

amnimo(cfg - ips - ike - ikeO1)# mobike 8

amnimo(cfg - ips - ike - ike01)# authentication pre - shared - key secretdGVzdA== 8
amnimo(cfg - ips - ike - ike0O1)# mode main 8

amnimo(cfg - ips - ike - ike01)# fragmentation 8

amnimo(cfg - ips - ike - ikeO1)#retry 3 8

amnimo(cfg - ips - ike - ike01)# transform encryption aes128 integrity shal prf shal dh - grou
pld 8

amnimo(cfg - ips - ike - ikeO1)# lifetime 3h 8

amnimo(cfg - ips - ike - ike01)# dpd action restart 8

amnimo(cfg - ips - ike - ike01)# dpd interval 150s 8

amnimo(cfg - ips - ike - ike01)# dpd timeout 30s 8

amnimo(cfg - ips - ike - ikeO1)# exit 8




IPsec SA©G B Y
IPsec SAG BUTt " ipsec saE blp XX6D“ 6 QOB °

N"

ipsecsa SA NAME

enable

no enable

key- exchange ike IKE- NAME

negotiation - mode <initiate | ondemand| hold >

rekey

no rekey

type < esp | ah>

mode <tunnel | transport >

ipcomp

no ipcomp

anti -re play

no anti -repl ay

transform restriction

no transform restriction

transform encryption < aesl128 | aesl192 | aes256 | 3des> integrity < md5| shal | sha256 |
sha384 | shabl2>[pfs< 1| 2| 5| 14| 15| 16 | 17 | 18 | none>]
no transform encryption < aesl28 | aesl92 | aes256 | 3des> integrity < md5| shal | sha25
6 | sha384 | shab12>[pfs< 1| 2| 5| 14| 15| 16 | 17 | 18 | none>]
lifetime<  1081s - 86400s | 19m- 1440m| 1h - 24h>

localsubnet< X X X X/ XX| X X: X X XX

no local subnet [< XXX XKXX| X X: X XXX

remote subnet< X X X X XX | X X: X X X>&

no remote subnet[< X X X X/ XX | X X: X X XX]

exit

noipsecsa SA NAME

E blp X
ipsec sa SA-NAMET SA 6@ 00" IPsecx SAG BUB G XEDI
pX6D“ O QB
L 9. KTEbIp X6D“ BUp"SAX 4 = HA. XKt
| V “ U QB
enable IPsec X SA 6 "100B"
no enable IPsec X SA 6 "100B"
key-exchange ike IKE-NAMET " T Dm» BUIKE 6@ 0OQB°
negotiation -mode IPsec x [ 6 0OOB"
IPsec " 3osxMm [OOQBS
L=l = initate [6“ =
=n.EO6 2pUYs &t Wpo intiate [6* =x
= SA X @ 6 =s initiate [ ¢ 2 0 Mx
oz" B'Yox n" T Twyx Intate &6° 1 64
> "1 mKbw Responder plo [UQB*
N ——
initiate Initiate 6“ = [ 6®@m 0 QB
ondemand m.E6 =2BU [6m (GOQBs &t W
P o initiate [ 6 = x
hold SA X06“= [6m U(OP"
rekey rekey6 " T 0OOPB"
no rekey rekey6 " T 0OOPB"




Epr)K

PKEEMKo ®6m 0 OQOp"

ESPOKk EEn 6@ 0 0B

ah AHOK EEn6m 0 QB
mode dA. X6m 0 QB
tunnel EpKugd. Xébm 06 0OB"

W E-W Eh" W E-PYKAEhh" BY
KAE-BYKAEhmIPsec 46 MO "

transport Expl b. EA. X6m U QB
Wl E-WI ERmT IPsec &6“ MOB '
passthrough Ol lun. 4. Xébm 0QB"
00 BYKAET 0o lIPsec G§6“M
Qda
,u? Ol Il n. d. Xy IPsecOl I u. O myKYYQde"'
14
ipcomp IPComps IP Payload Compression Protocol x 6 ~ 1 0 QB *
no ipcomp IPComp6 "1 0OQOB"
anti-replay 30l E 6 "T00QR"
no anti -replay 30l E 6 "T00QR"
transform restriction GBEXp!I T>.3Xx0T1® BUY [6 "T10QR"
no transform restriction GBEXp!I T>.3Xx0T1® BUY [6 "T10QR"
transform Expl Ta. 9% 600B'Q mM4vOm mTOOB

MT index6 200M®OPOB"

encryptio n 3s5XMybTxd«31TnEs3l 26@
0O
= aesl28
AES-CBC 128bits
aesl192
AES-CBC 192bits
= aes256
AES-CBC 256bits
= 3des
3DES
integrity 3s3XMybTx JAtunE3T 236 O
QB
= md5
MD5 HMAC
= shal
SHA1 HMAC
= sha256
SHA2-256 HMAC
= sha384
SHA2-384 HMAC
= shab12
SHA2-512 HMAC




E blp X

pfs 3 ox My b Tx PFSs Perfect Forward
Secrecyx 6@ 0 QB
=1
DH Group 15 MODP768x
= 2
DH Group 2s MODP1024x
=5
DH Group 55 MODP1536*
= 14
DH Group 14s MODP2048x
= 15
DH Group 155 MODP3072x
= 16
DH Group 165 MODP4096*
= 17
DH Group 17s MODP6144x
= 18
DH Group 18s MODP8192x
=@ agb
PFS6» 0 Qd6"
no transform Expl T>. 3 6| M0QB"
ndUdpodepnp " transform Eblp XXp o mp*
lifetime SAX X0 TKp26 6OB* " "Whnmm BUdpYTm
0B’

1081s’ 86400sy Wmnmm G QP"
19m’ 1440my Wmnmm G QP

Wh 1h" 24hx WVmm O OB
local subnet K. pun BYKAEG6" 3=x1™ m 0QB"
XXX XIXX
XX XiXIXX
Q T4y QT mTeOB 61 " mndUyxy"
=<8 |[KEv2X 0 p o d OB
no local subnet 60k. pn HBYKAEG6|MOIOQBR®
remote subnet 3d. E BYKAEOG" 3=x'1"™ m 0QB"
XXX XIXX
XXX XIXX
Q T4V QT mTeOB 61 " meyyx yP"
=<8 IKEv2X 0 p o4 OB
no remote subnet 603A. E BYKAEG|MVOIQB"
exit d = A. XK6° 0o A. XKYy“ 00B"

no ipsec sa SA-NAMET SA 6@ 00" 6] M06OB"




DH
31" IPsec BUOBGc X ISA xn“ 67 00p"

amnimo(cfg)# ipsec sa sa01 8

amnimo(cfg - ips - sa- sa01)# enable 8

amnimo(cfg - ips - sa- sa01)# key - exchange ike ikeO1 8
amnimo(cfg - ips - sa- sa01)# negotiation - mode initiate 8
amnimo(cfg - ips - sa- sa01)#rekey 8

amnimo(cfg - ips - sa- sa0l)#typeesp 8

amnimo(cfg - ips - sa- sa01)# mode tunnel 8

amnimo(cfg - ips - sa- saOl)#anti -repl ay 8

amnimo(cfg - ips - sa- sa01)# transform encryption aes128 integrity shal pfs 14 8
amnimo(cfg - ips - sa- sa01)# lifetime 1h 8

amnimo(cfg - ips - sa- sa01)#| ocal subnet 192.168.10.0/24 8

amnimo(cfg - ips - sa- sa01)# remote subnet 192.168.20.0/24 8

amnimo(cfg - ips - sa- sa0l)#exit 8




IPsecp O © B Y
IPsecp O 6 BUT Y" ipsec extension Eblp XX6D“ 0 QOB *
y"

i psec extension
r ekey- before - break
no rekey - before - break

E blp X

ipsec extension IPsecxp O 6 BUBGXEblpX6D“ U OB
*/'7 A. XMEblpX6D“BUp" d = A. Xty“00Q
= N

rekey-before -break IKEv2 ™ 4BUYTT" @M SAB | MBYU 1QVTOUIM IKE SA,

ChildSA6 ™[ § QB °
: ™ 4 X MaAbdx- T KQBY"CtT Wwu-
= SAX hb. EY e’ OM x= 62z Wi
i M
= IKEvi™ J4BUYTF rekeyy™ 4nbQB 081 6" 6
6" 1T Ux g IKESAX o ‘IPsecSAYP L § M IKEASAT
Wpo% nb" ™[ AbOds"’
= WUB Yo x SA T, 000QB" (SA T T
mT®PQd 6 ‘ X
no rekey -before - break IKEV2™ J4BUYT" QMSAG|MEBRA"0OMSAG™[ 0§ 0Q
B AT>wnE np’

g -
351" IKEV2™ ABUYT" QM SAG|MBU TQVTIBYoxOOMSAG™[ B
xD* 6" QB

G E—F

amnimo(cfg)# ipsec  extension 8
amnimo(cfg - ip s- extension )# rekey - before -break 8
amnimo(cfg - ips - extension )#exit 8




6.8 LAN ¥ 6B Y

cﬁ'“—:cg’;
LANO thpd "l x " E6"“ MQB®
6.8.1 LANtT pJ I BopExd 6 7 BU

LANT pJI| beopExA 6 ~ BUt ¢" show wifi access-point E blp )X6D*“ 0§ Q
B'opK.Tepl 6v plo 26"®m BUapFr mnp"

N"

show wifiaccess -point[ WIFI- IFNAME

WIFI-IFNAME LANgpK. TGgl 6m (o0 ~BUA>T 0B
= o Kog®/orKpo LAN [MEpOpEwu. K.
wlan0" wlanl

(973 WIFI-IFNAME 6 1 BUp" B Yo LANt pJ 1| bopEX
B opK. TOpI XA Y " AbOB"

Y T>3. blAE

WIFI- IFNAME
state STATE
ssid SSID
bssid BSSID
channel CHANNEL
rx bytes RXBYTES
rx packets RX PACKETS
tx bytes TXBYTES
tx packets TX PACKETS
tx errors TX ERRS
tx dropped TX DROP

connected stations STATION

AR
STATE 00 LANogpK. TGl x4 6 ~ QB
7 |
COUNTRY_UPDATE | KAEM. p X1 A S“’ xUYakKu T
hBUdr A xx 06“pomMUI
HT_SCAN IUFLGApOMﬁlMapG“ ef rs”
YaKud occ¢6”. OGoMU4 !
ENABLE tpJl BoppER ‘I T.€apOMyYtpld
| bopEXKAEM.pttpJdIlr od
STOP tpJI bopExO 6 s0oMUL
SSID 006 LANgp K. TOp | x SSID(ServiceSet Identifier )6 ~ 0 Q
B
BSSID 006 LANg p K. T©®g | x BSSID(Basic ServiceSet Identifier )6
© OB
CHANNEL 06 LANogpK. TOpl xYaKu <6 ~ 60QB"
RX-BYTES 06 LANopK. TOpl x &GHeE 6 " 60QB"
RX-PACKETS 06 LANopK. TOpl x 6OCAE 6 ~ 6QB"




TX-BYTES ) LANopK. TOpl x &GHQE 6 ~ 60QB"

TX-PACKETS ) LANopK. TOpl x GOCAE 6 ~ 6QB"

TX-ERRS 06 LANgpK. TGl X CRCe x. Y& Ab"\U mdoT
ue &OCAE 6 ~ 0OQB*

TX-DROP 06 LANgpK. TGl x& 1 6066 BHb. E®GKEEM
X GOCAE 6 ~ 6LOB*

STATION 06 LANopK. TOpl 1 AboMdOM 6 ~ 0 QB

o

E blp Xx pY Y"BYoxA. XKn anf’ 3=t " wlanOxtpJIl bopEYA
6E " 4d.Xn " BYD® 6" QB

a-y- D wn+ B2 ux B

amnimo# show wifi access - point wlan0

wlan0
state ENABLED
ssid amnimo -2G 123456
bssid 34:69:87:12:34:56
channel 12
rx bytes 24792964
rx packets 198437
tx bytes 68585289
tx packets 89658
tx errs 0
tx drop 0

connected stations 1




6.8.2 LANtT pJ | bopET boMUOMxd 6 B¢

LANtT pJI BopET 0oMUOM(U . €ap)xd 6 ~ BUT Y" show wifi
connect Eblp )K6D“ 0 QB* opK. TGl 61T plo =2BY YKYOQPB

N"

show wifi connect WIFI- IFNAMEaccess - point

WIFI-IFNAME LANppK. TOpl x@ 1 OB
= o Koo LAN [JEpOpEwn. K.
wlan0" wlanl

Y T>. blAE
MACADDRESS

MACADDRESS

MAC-ADDRESS SoMUIT.E€apX MACT XAl Ysox1™ m ~ AHOB"

XXXXKXXIXXIXXIXX

xxy 160 mwpR*

o

E blp Xx pY Y"BYoxdA. XKm anP’ 3st"wlanOxtpJdl bopEYX A
6E * 4. Xn " BUYD* 6" 0QOBR

a-v- D sas D == D

amnimo# show wifi connect wlan0 access - point
€8:1b:4b:00:45:ea
00:00:5e:00:53:5a
00:00:5e:00:53:60




6.8.3 LANt pJ | bopET 0 oMUOMB6 B Y

LANtpJIl BopET boMUOM(U I. €gp )6 BUYTt yY" no wifi connect
EblpX6D“ 0 QB' JpoUppK. Tepl" JOMx MACt Xiil 6t pio
2B4 YKIQB*

N"

no wifi connect WIFI- IFNAMEaccess - point MAE€ADDRESS

f

WIFI-IFNAME LANopK. TOpl x®m 1 OB
= o Kog®/orKpo LAN [MEpOpEwu. K.
wlan0" wlanl

MAC-ADDRESS boMUI . €Eapx MACT Xiil Yi35x1™ mm 0 OB*

XXXXXXXXIXXIXX

XXy 160 mp°

DH

E * 4d. Xp A. X" E blp Xx pY Y aoamB’ 3=t E AL XK wlan0
XTpJl bopET OoMUI T. €gp 00:00:5e:00:53:4c 6 B4 "BYn* O
/LI)QB;

rmslRD) &= 2D

amnimo# no wifi connect wlan0 access - point  00:00:5e:00:53:4c




6.8.4 LANT pJ I BopEXx 6 " pBdY

LANT pJ I bopEX 6  BYrt Y" show config wifi access-point E blp X6 D
“00Q0B' tpJI bopEGT plo 20"@m BUYapFr np’

N"

show config wifi access -point[ AR NAME

AP-NAME 6 "B LANt pJ| bopE 6 00QB"

Y T>3. blAE

# ----  Transition to configure mode
configure

# --—- access-point AR NAMEconfigure — ----
wifiaccess - point AR NAME

ENABLED

band BAND

SSID

channel mode MODE

NUMBER

channel width  WIDTH
SHORIGUARDNTERVAL

transmit - power TRANSMHPOWER
max station MAXSTATION
STEALTH

PRIVACYSEPARATOR

dtim - period DTIM PERIOD
beacon-interval BEACONNTERVAL

RTS THRESHOLD
security type TYPE
SECURITYKEY
REKEY
MACEADDRESEILTERING
MAEADDRESS
exit
# ----  Exit configure mode
exit
AR
AP-NAME 6 " BUY LANT pJI| BopE 6 ~ 6QB"
ENABLED tpJIl bopEO x 7 " 6 " 00QB"
N "enable, p " NbOB"
" " noenable, p " AbHbOR"’
BAND > X Y “"HAbOQB"
2.4GHz " 24GHz, p " N bOR"
5GHz "5GHz, p " NbOBR"
SSID SSIDY " nNbOB"




MODE b. EYaKunlJipES. X Y “AbOB"
P. EA. X Tauto, p C AbOPR’
biBtwmndA. X |”"manual, p “ NbQR"
W52 4. X "wh2, p " AbOB’
2B Y 5GHzx / mp "
X/A> XQmp
W53 4. X "w53, p " AbOB"
20 Y 5GHzx / mp "
X/A> XomB
W56 4. X "wh6, p " AbOB’
2 Y 5GHzx 4> X omp"
i%
NUMBER YaKu <31 E Y “"AbOB"
3aox1"m "AbOB’
channel number CHANNEL_NUM
CHANNEL NUM [YaKu <Y ~ AbOB" KUA> " oen
Y wbo "nNbOR’
D;E)U’aKMJleEﬂ;)K Y bIBt nud. X, 3aX14> Y
il 1bH0Qd6"
WIDTH X Y “"HbOB"
20MHz x €1 T2 "20MHz, p " AbOB"
40MHz x €1 T3 » , ‘
(HT40+" ®dxobl3 YaKus ) 40MHz+. p " N b QP
40MHz x €1 T3 ” y ‘
(HT40-" ®xpblza YaKuil ) A40MHz-, p NboBp
80MHz x €1 T3 » - ‘
(VHT80) 80MHz, p ~ 1 b OB
SHORT- €n. EC. XopK. Hu Y "AbOB"’
GUARD- ’
INTERVAL " " channel short -guard-interval, p ~ A bOQR "’
" " no channel short -guard-interval, p ~ A b OB
— X Y”8MHz x €I T3, xA>y" y " 109Y90B"
i
TRANSMIT- &y Y “ANbOB"’
POWER ¢
&Y 10% 10, p "NbOBR’
&Y  25% "25.p “AbOB"
&Y 50% "50.p " HAbOB"
&Y 75% "75,.p “NbOB’
&Y 100% 100, p " AbOB"
MAX- Q IT.€qp Y "AbOB* Wy’ 1 10, T0Y4QB"’

STATION




STEALTH

SSIDI T u | Y *AbOB"

|

v ”

steath, p " A bOBR"’
nostealth, p ~ A bhOR"

v ”

PRIVACY- CD)KQHGLJOI/ILI’( Y "nNbOQB"

" " privacy-separator, p © 1 HbOB "

" " no privacy-separator, p © M b QOB
DTIM- P. Ept i QbU DTIM(Delivery Traffic InformationMessage) X~ 6 Y ~ Qb
PERIOD OB* WMy” 1 255 mp*

"1, xA>¢" v GPBUP.EpT DTIMYTi QbQB"

BEACON- P.Ephi (kus 3=1024ms) Y ~3qbOQB‘ Wy” 20 1024, t 0 9
INTERVAL op*
RTS RTSO ® M Y " HAbOB' WNy” 1 2347, 10YOB"
THRESHOLD
TYPE JMB3TuKp® Y "nhOp"

P. ®pEITI 4 "open, p " AbHbOR"’
s &< 300

P. ®p €1 '3 4 128bit WEP | " open-wepl28, p ~ A b QP

P. ®p €I I3 4 64bit WEP | * gpen-wep64d. p * b OB

A 4 128bit WEP " shared-wep128, p ~ A bHbQBR"

A 4 64bit WEP " shared-wep64, p ~ A bOR"
WPA-PSK (&< 3 ° AES-CCMP) " wpa-psk-aes, p " NbOB"’
WPA-PSK (< 3 * mixed 4. X) |” wpa-psk-mixed, p ~ A b QB "
WPA-PSK (&< 3 ° TKIP) " wpa-psk-tip. p * A HOPB "
WPA-PSK/WPA2-PSK 4 " wpa-wpa2-mixed-psk-aes, p " A b

mixed 4. X(8« 3 ° AES-CCMP) | QB *
WPA-PSK/WPA2-PSK 4 mixed | " wpa-wpa2-mixed-psk-mixed, p " 1

S. K@B< 3 mixed 9. X) boB"’
WPA-PSK/WPA2-PSK 4 mixed | " wpa-wpa2-mixed-psk-tkip. p “ A b
A. XA« 3 TKIP) QB

WPA2-PSK (8« 3 ° AES-CCMP) |” wpa2-psk-aes, p “~ 1 bhOQB"
WPA2-PSK (8« 3 " mixed A. X) | " wpa2-psk-mixed. p * 3 b OB "

WPA2-PSK (&< 3 TKIP) " wpa2-psk-tkip. p C A bOB"
WPA2-PSK/WPA3-SAE d " wpa2-psk-wpa3-sae-mixed-aes, p
mixed 4. X(©@<« 3 AESCCMP) |" A1 bQB"

WPA2-PSK/WPA 3-SAE d " wpa2-psk-wpa3-sae-mixed-mixed, p

mixed 9. X@B< 3 mixedsd. X)| “ AbOB"

WPA3-SAE 4 (8« 3 ° AES |” wpa3-sae-aes, p ~ R bOB"
CCMP)




SECURITY- | WEP/PSK/SAE Ol ™. Y "AbOB"
KEY 3’17 m "anB
#security key raw RAW_KEY
security key secret ENCRYHRED KEY
RAW_KEY Ol m. X Y "nNbOp"
ENCRYPTED-KEY | &« SAbOOI m. X Y "AbOB"
REKEY KEY Ohis x Y "HAbOB"
§3x17 M " AbOR
channel rekey REKEYPERIOD
REKEY-PERIOD KEY 0 h i s
JM33I'MKQ¢ TWpoy " NboMapFKYOQBR"
T_l
MAC- MACT)KMITMMKspO Y “NbOB"’
FILTERING " mac-address-filtering . p ~ A bQPR"
N " no mac-address-filtering . p ~ R b OB
MAC- Ar MACTt Xii | Y “"NbOB"
ADDRESS 3ox1"m " AbOB’

nmac- address ACCEPTMAEADDR

ACCEPT-MAC-ADDR Ar ib6 MACT Xii I




Du

xtpJd!l bopEXx 6 "pUn“ ©6

00

E * 4d. Xp A. XKm" E blp XX pY ¢ anPB‘ 3=sT1"E
’ B

5GHz
SSID amnimo -5G-000000
Pb. EYapKuJinpESA. X |[bletud. X
YaKu <31E 36,52,100,116
X 80MHz
€En. EC. XopK. Hu "
&y &Y 100%
I T.€npOMQ 8
SSIDI Tul O "
®XxpHE. JO. KO N
P. Ephi 50kus
DTIM™ 6 2
RTSG @M 2347
JMB3TuKpo® WPA2-PSK/WPA 3-SAE d
mixed A . X(B<« 3 ° mixed 9. X)
JMB3 T nM. amnimoAC15
MACT Xiil TuuKsp2 "
Ar MACT Xii | 00:00:5€e:00:53:01
00:00:5€e:00:53:02

e v B

amnima# show config wifi access - pointamnimo -5G
# ---- access-pointamnimo - 5G configure  ----
wifiaccess - pointamnimo -5G

enable

band 5GHz

ssid amnimo - 5G 000000

channel mode manual

channel number 36,52,100,116

channel width 80MHz

channel short - guard - interval

transmit - power 100

max station 8

no stealth

privacy - separator

beacon-interval 50

dtim - perio d 2

rts - threshold 2347

security typewpa2 - psk- wpa3 sae- mixed- mixed
#security key raw amnimoAC15

security key secret jjaAf TEQDd3NbApwgvDXg==
mac address - filtering

mac address 00:00:5e:00:53:01

mac address 00:00:5e:00:53:02

exit

A. X wlan0




6.8.5 LANT pJ I BopEXx

LANt pJI| bopEOG BT y"
pX6én“ 0B aam 006 g
y"
wifi access - point AR NAME
enable
no enable
band BAND
ssid SSID
channel mode MODE
channel number NUMBER
channel width ~ WIDTH

channel short - guard - interval

no channel short - guard - interval
transmit - power TRANSMHPOWER
max station MAXSTATION

stealth

no stealth

privacy - separator

no privacy - separator

dtim - period DTIM PERIOD
beacon-interval BEACONNTERVAL
rts -threshold RTS THRESHOLD
no rts - threshold

security type TYPE

security key

security key secret ENCRYRKEY
no security  key
security rekey REKEYPERIOD

no security rekey

mac address - filtering

no mac- address - filtering

mac address ACCEPTMACADDR
no mac- address ACCEPTMACADDR
exit

6B ¢

. KTwd « A XKty“o"
Ttont 1ds Qb QOB

E bl

no wifiaccess - point AR NAME

E blp X

wifi access -point AP-NAME Tt LANfpJI| bopE 6m 0" J4 = A. XKt

AP-NAME y ' oQB’
AP-NAME tpJl bopE 6 (OB
@TpJIBQpEX 1 [ T mBY" r oppKkK

. TOel " wlan0, " wlanl, tTm, vX0opodOp"
enable LANt pJI| bopEB6 "100QB"
no enable LANt pJI| bopEB6 "100QB"*




E blp X

band BAND BANDT » B U’ X 6 QB
2.4GHz | 2.4GHz
= 1 13ch
r o LANgpK. TOg!l ¢” wlan0, x
omp’
5GHz 5GHz
= WS52(36/40/44/48¢ch )
= WS53(52/56/60/64ch )
= WH56(100/104/108/112/116/1 20/124/128/132/136/140ch )
@ r o LANogpK. TOgo!l ¢” wlanl, x
omp’
ssid SSID tpJI bopEXKAEM. p (SSID)6 00op"

SSIDT Y" 55X A4 QuKoywQU Zz 6 6oW M
= RFC1738mr nQ bo MU xchar® Y mTOPQB "

abcdefghijkimnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXY:
123456789! 2#$%&\)*+, -.[:; <=>?@F]" (|}~

=1 Z2340"32 Z3 =

channel mode
MODE

MODET b. EYapKuJdiipES. X6 0 QB "

auto ' . XKs T>uE x
manual |[YapKu~ q. X
w52 W52(5.18GHz:36ch” 5.24MHz:48ch)x WM ' B
gd. X
@:’ ¢ 5GHzX X /4> X 0" roe
W53 W53(5.26GHz:52ch’ 5.32MHz:64ch)xy M ' B
gd. X
=’ g 5GHzx X A>X0" roe
= pgpK.Tepl ¥ T tpJl beop
E x YKUT" tpJI beopEX
"tTopoMUAS P TPQd6 "
W56 W56(5.50GHZ100ch’ 5.70MHz:140ch)x W'
BUd4A. X
@:’ ¢ 5GHzx xA>X0" rot
= K. Tepl ¥ T tpJl beop

ep
E x YKUT" +tpJI bopEX
"tTopoMUAS P TPQd6 "




E blp X

channel number
NUMBER

NUMBER Tt YaKu <31 E6 0 0QB "
@=b;E?aKMJﬁpEﬂA)KY"manualvx/hq) Yr

mp !
= -¥Y°d9qnm Yr mp*
= . (band)p % (channel witdh) T W4 r
oYaKnYYodQp"*
X r YaKn <
2.4GHz 20MHz 1,2,3,4,5,6,7,8,9,10,11,12,13
40MHz+ 1,2,3,4,5,6,7,8,9
40MHz- 5,6,7,8,9,10,11,12,13
80MHz ( r)
5GHz 20MHz 36,40,44,48,52,56,60,64,100,104,108,1
12,116,120,124,128,132,136,140
40MHz+ 36,44,52,60,100,108,116,124,132
40MHz- 40,48,56,64,104,112,120,128,136
80MHz 36,52,100,116

channel width
WIDTH

WIDTHT x 6 0OB*

20MHz 20MHz x €1 TFr26» 0OQOB"

40MHz+ | 20MHz" 40MHz x €1 T 26» 0 0QB"
JppUsYaKuydxpblsa YaKn wd i b
OB L 5
36ch(J pp W3 YaKunu) 40ch(dx g blz ¥YaKkK
n)
40MHz- | 20MHz" 40MHz x €1 T 236» 0 OQB"
JppUsYaKuydxpblsa YaKn wd i b
OB 3 L
A0ch(®dx g blza YaKun) 36ch(Jpp M3 Yack
n)
80MHz | 20MHZ" 40MHz" 80MHz x €1 F26» (OB’
A4TamnE )

= €. EC. XppK. Hu F wr ~
ToY90B"
=’ Y” 2.4GHz, X 41> Y " 40MHz T

(608"

channel short -guard-i
nterval

€En.EC. XogpK. Hu 6 "t10QR AT3nEY " mp*

6 "t1BUYp"A.KhXC.XopKH. unwWhy W

cd" 4. Kx Gwhe ~BUapYmoQBRY" X B
THOWoYOB X" £ BYWI M

no channel short -guar
d-interval

€n. EC. XopK. Hu 6 "T00QR"
X Y" 80MHz, T ARboMUA> " T TnPOdG"

transmit - power
TRANSMIT-POWER

TRANSMIT-POWERT &Y 6 0 OB

10 &Y 10%
25 &Y  25%
50 &Y 50%
75 &Y 75%
100 &Y 100% OAT>wuE x




E blp X
max-station MAX-STATIONT | T. €gp OMX Q 6 6QB" Ny 1
MAX-STATION "10, TodQB AT>mE Y”" 10, Tod9Qp"’
4:7 r oo A x wlanOwlanlx x>0 ¢ 10pod9”
@ n° 6— 064> x°14 ¢”8 mp*
stealth SSDITul ® 6 "t0QR ATanEY " mp"
no stealth ssplrul & 6 "100B"
privacy - separator OXKQHE. JON.KO 6 "t0QR AT>uEY "~ mnp"
no privacy-separator OxoHE. JOW.KO 6 "t100B"

dtim -period
DTIM-PERIOD

DTIM-PERIODT P. Ep 1 i Qb U DTIM(Delivery Traffic Information
Message)x 6 6 6O0B Wy 1 255 mB‘AT3uE ¢ 2
TOY40B ‘" 1. xA> " v GRUP.Ept DTIMYT QbQB "

beacon-interval
BEACON-INTERVAL

BEACON-INTERVALT P. Eph{ (kus 3=1.024ms) 0 QB
My~ 200 1024, Tt c49QB AT3mE Y~ 100, R"

rts-threshold
RTS-THRESHOLD

RTS-THRESHOLD 6 RTSO ®M 6 00B" Wy” 1 2347 1
cdQpB AT>mnE Y” 2347, nB"*
BUA> YY" b T OKAEM. pOT> .
6“pyoWI M

blpl X z

no rts-threshold

RTSO @M 6 "100B"




E blp X
security type TYPE TYPETIMB3T uKp®6 6 OB "
OT>3uE - ¢” wpa2-psk-wpa3-sae-mixed-aes, T 0 4 Qp *

open b. ®p€I T3 |

s 9«30l
open-wepl28 bP. ®p €Il ' 3 4 128bit WEP
open-wep64 P. ®p €I I3 4 64bit WEP
shared-wep128 A 4 128bit WEP
shared-wep64 A 4 64bit WEP
wpa-psk-aes WPA-PSK

(&< 3 ° AES-CCMP)
wpa- psk-mixed WPA-PSK

(< 3 mixed 9. X)
wpa-psk-tkip WPA-PSK

(&< 3 TKIP)
wpa-wpa2-mixed-psk-aes | WPA-PSK/WPA2-PSK 4

mixed A . X

(®< 3° AES-CCMP)
wpa-wpa2-mixed-psk- WPA-PSK/WPA2-PSK 4 mixed A
mixed - XK

(< 3 ° mixed A. X)
wpa-wpa2-mixed-psk-tkip | WPA-PSK/WPA2-PSK 4 mixed A

. XK

(&<« 3 TKIP)
wpa2-psk-aes WPA2-PSK

(&< 3 ° AES-CCMP)
wpa2-psk-mixed WPA2-PSK

(&< 3 mixed A. X)
wpaz2-psk-tkip WPA2-PSK

(®< 3 TKIP)
wpa2-psk-wpa3-sae- WPA2-PSK/WPA3-SAE d
mixed-aes mixed A . XK

(&< 3 ° AES-CCMP)
wpa2-psk-wpa3-sae- WPA2-PSK/WPA3-SAE d
mixed - mixed- mixed A . X

(&< 3 mixed A. X)
wpa3-sae-aes WPA3-SAE 4

(< 3 AES-CCMP)

@ . H. Spp 11203 xA4T>wmnE " wpa2-psk-wpa3-sae-
mixed-mixed, MB*‘ s Xt A®L. Em | M mR*




E blp X

security key Ol m. X( &< 3)6 6COB"

Pl - B U YKYOPB*
= = NbeOI M. Xydc30664 m AbOR"
= JMB3TuKogot WY r o A
O YVYOUQPR:®
JMB3 T n
Koo
open s rx
open-wep64/ = Z ‘5 Z
shared-wep64 Zx' y3s

abcdefghijkimnopgrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ012345678¢

= 169 10
ZxX'W g3
abcdefABCDEF0123456789
open-wepl28/ = Z © 13 Z
shared-wep128 Zx' y3s

abcdefghijkimnopgrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ012345678¢

= 160 260
Zx' w3
abcdefABCDEF0123456789

wpa-psk-aes/ = Z ‘8 64 Z
wpa-psk-mixed/
wpa-psk-tkip/

wpa-wpa2-mixed-

abcdefghijkimnopgrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ0123456%3¢
$%&R)*+, -1 <=?@M_{} -~

psk-aes/

wpa-wpa2-mixed- = 169 64D
psk-mixed/ Zx w3
wpa-wpa2-mixed- abcdefABCDEF0123456789
psk-tkip/

wpa2-psk-aes/
wpa2-psk-mixed/
wpa2-psk-tkip/
wpa2-psk-wpa3-
sae-mixed-aes
wpa2-psk-wpa3-
sae-mixed-mixed

wpa3-sae-aes = Z 8 128 Z

abcdefghijkimnopgrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ0123456%8¢
$%&RO*+, -1 <=>?@M_{} ~

security key secret ENCRYPT-KEYT " Ol M. X68«<3086 Z 6 00" Ol M.
ENCRYPT-KEY X6 H00B"

no security key 6001l M. X6G|MEOQB®




E blp X

security rekey
REKEY-PREIOD

REKEY-PREIODT KEY
To4dOQp "

w4 I MB3 T Koo
g

JMB3 T u
Koo

open s rx

open-wep64/ OT3nE
shared-wep64/ — HN
open-wepl28/ ;T_l,
shared-wep128

ohis x6 QB WMyY” 0-86400,

T Wpo Y 249d0QpB°

© 300

BUp "TOUOQB’

Wpa-psk-tkip /
wpa-wpa2-mixed- "0 ‘
psk-tkip/ Pd v
wpa2-psk-tkip/

Wpa- psk-aes/
Wpa2-psk-ae§/ — MO .
wpa-wpa2-mixed- :T_l,
psk-aes/
wpa2-psk-wpa3-
sae-mixed-aes/
wpa3-sae-aes

Whpa- psk-mixed/ s rox
wpa-wpa2-mixed-
psk-mixed/
wpaz2-psk-mixed/
wpa2-psk-wpa3-
sae-mixed-mixed

no security rekey

KEY Dhis xx 6 "T00QB"

mac-address-filtering

MACT Xiil TuunuKsp2 6 "tT00QB ATaunEY "

no mac-address-filteri
ng

MACT Xiil TuunuKsp2 6 "100B"

mac-address
ACCEPT-MAC-ADDR

ACCCEPT-MAC-ADDR t Ar BU MACT Xiil 6

0 0B

no mac-address

ACCEPT-MAC-ADDRT | M0 6 M Ar 68 MACt Xiil 6 1]

ACCEPT-MAC-ADDR QB

exit LANfpJI BogpExdJ = A. KT w A. Xt y“ 00
B

no wifi access -point | | M 0 8 M LANT pJI bopE 6 AP-NAME 1 0" 0

AP-NAME

¢] LANT pJI| bopE ¥ 6 |vMBU"




DH
35) X TOp8 LANT pJ 1 bepEX 6 "tT00B"

5GHz

SSID amnimo -5G-000000

Pb.EYapKulJipESA. X |b.ESA. X

X 80MHz

€En. EC. XopK. Hu "

I T.€npOMQ 10

dxoHE. JOIW. K "

P.Ephi 100kus

DTIM™ & 2

RTSG oM 2347

JMB3TuKpod WPA2-PSK/WPA3-SAE d
mixed A . X(®<« 3 ° mixed 4. X)

JMB3 T uM. amnimoAC15 . 9« 3 9. Xm

MACT Xiil TunuKsp2 "

opK. TOpl ¢3is=sx 9°

opK. Tepl wlanl

iy’ 5GHz wlanl r
tpJI bopE amnimo-5G
IPT Xii | 192.168.0.254

(e D

amnimo(cfg)# wifiaccess - pointamnimo -5G 8

amnimdcfg -wifi -ap-amnime 5G)# band 5GHz 8

amnimdcfg - wifi -ap-amnime 5G)# ssid amnimo - 5G 000000 8

amnimdcfg - wifi -ap-amnime 5G)# channel mode auto 8

amnimdcfg - wifi -ap-amnime 5G)# channel width 80MHz 8

amnimdcfg - wifi -ap-amnime 5G)# channel short - guard - interval 8

amnimdcfg - wifi -ap-amnime 5G)# transmit - power 100 8

amnimdcfg - wifi -ap-amnime 5G)# max station10 8

amnimdcfg -wifi -ap-amnime 5G)# no stealth 8

amnimdcfg - wifi -ap-amnime 5G)# privacy - separator 8

amnino(cfg - wifi -ap-amnime 5G)# beacon- interval 100 8

amnimdcfg - wifi -ap-amnime 5G)# dtim - period2 8

amnimdcfg - wifi -ap-amnime 5G)# rts -threshold 2347 8

amnimdcfg - wifi -ap-amnime 5G)# security type wpa2 - psk- wpa3 sae- mixed- mixed 8
amnimdcfg - wifi -ap-amnima 5G)# security key secret jjaAfl TE9Dd3NbApwgvDXg== 8
amnimdcfg - wifi -ap-amnima 5G)# no mac- address - filtering 8

amnimdcfg - wifi -ap-amnime 5G)# enable 8

amnimdcfg - wifi -ap-amnime 5G)# exit 8

amnimdcfg )# interface wlan 1 8 , opK. Tepl wlan16 LANt pJI| bopETp
‘' (5GHz Y wlanlx o mKY 6 g )

amnimdcfg -interface -wlan1)# access-point amnimo -5G 8 , H U] LANT pJ I B
opE © Y-
amnimdcfg -interface -wlan1)# address 192.168.0.254 /24 8 LANT pJI| bopEX IP

T Xinl 6 BY:

amnimdcfg -interface -wlanl)#enable 8 , gp K. T8l 6 " 1BU"
amnimdcfg -interface -wlanl)#exit 8

amnimdcfg ) #




6.8.6

LANI I .
. TGpl 61
y"
show wifi

eaopxd 6
plo

station

20" @

[ WIFI- IFNAME

LANI T . €gpX A

6

“BUTt Y" show wifi station E blp XX6D* §
BUapFr

B d

OB epK
mp "

WIFI-IFNAME LANgpK. TOpl 6m (o ~ BUA>T 0QB"
= o Kog®d/orKpo LAN MEpOpEwu. K.
wlan0
WIFI—IFNAMEG/I BUp" B'Yox IANogpK. TGl ¥
= A Y " nbOp’
Y T>3. bIAE
WIFI- IFNAME

state STATE

ssid SSID

bssid BSSID

channel CHANNEL

security SECURITY

pairwise cipher PAIRWISE

group cipher GROUP

rx bytes RXBYTES

rx packets RX PACKETS

tx bytes TX BYTES

tx packets TX PACKETS

tx retries TX RETRIES

tx failed TX FAILED

signal SIGNALdBm

tx bitrate TX BITRATE

STATE LANgp K. TEol x4 6 °
;
SCANNING tpJl bopEad
COMPLETED |tpJI boepE a

SSID @ 66 LANgpK.TOgl x SSID(ServiceSet Identifier )6 ~ 6 Q
g

BSSID @ 66 LANgpK. TOgl x BSSID(Basic ServiceSet Identifier )6
6 0B

CHANNEL @ 06 LANopK. TOol xYaKu <6 * 60OB"

SECURITY @ 66 LANopK. TGl x®<3rs6 °00B"

PAIRWISE @ 06 LANgpK.TOgl xrUMalE & x&c3 " x'
6 " 00Qp

GROUP @ 060 LANgpK.Tegl xY«.KMal EQOybnYMal E
@ x9<3 "x° 6 *0QB’

RX-BYTES @ 66 LANopK. TOpl x &GHQE 6 ~ 60B"

RX-PACKETS @ 66 LANopK. TGl x GOCAE 6 ~ 00p"

TX-BYTES @ 66 LANopK. TOpl x &GHQE 6 ~ 60B°

TX-PACKETS @ 66 LANopK. TOol x GOCAE 6 ~ 00p"




TX-RETRIES V] LANopK. TG0l x &3Exgr 6 ~ 0O0B°
TX-FAILED ) LANoppK. TOp1l x & v 6 " 60p"
SIGNAL 66 LANpopK.Teplt1 &&<& (dBW6 * 0B
TX-BITRATE 08 LANopK. Tepl 1 & 6 * 60B"
DH

E blp Xx PY Y"BYoxHA.Xnm anB‘ 3=xtpll bepET GO1T.
e,ﬂ.p W|an0XA GE 9. X 7 Bun 67 LI)QB.

= tTpJI bopE

SSID amnimo-5G
B¢c34d. X WPA-PSK/WPA2-PSK 4 mixed A . )K(é< 3 ' AES-CCMP)
’ X W52

amnima# show wifi station wlan0
wlan0
state COMPLETED
ssid amnimo -5G
bssid 1c:bl:7f.a6:68:2f
channel 44
security WPA2 - PSK

pairwise cipher CCMP

group cipher CCMP

rx bytes 7838829

rx packets 23595

tx bytes 4730

tx packets 0

tx retries 0

tx failed 0

signal -21 dBm

tx bitrate 54.0 M bit/s




6.8.7 LANI T. €ap X

XxtTpJl bopEG6 9 nINY

LANI T. €applo"” GoMUtT pJIl BopEG6 9 nNYA>" wifi connect
EblpXX6D“ 0 QB* JpoUpgpK.Tepl 6w plo 2B YKYOQB*
y"
wifi connect  WIFI- IFNAMEstation select

WIFI-IFNAME LANppK. TOpl x@ 1 OB
= o Koo LAN MEpOpEwu. K.
wlan0

Y T>3. blAE

network -id ssid bssid flags

NWID SSID BSSID

NWID SSID BSSID FLAGS

selectnetwork -id: INPUTNWID , i

RESULT

AR

NW-1D nboM({ LANt pJI DopE@B s"KAEM. pYKApP)XE
«6 "~ 0QR"
KAEM;QYKAQX TW9"31 Epbo "AbUYapYK
= 4Op*

SSID KAEM. pYkK ApX SSID(ServiceSet Identifier )6 ~ 0 QB

BSSID KAEM. pYkK Ap X BSSID(Basic ServiceSet Identifier )6 ~ 6 QB *

FLAGS KAEM. pYKApXxd 6 “00QB"
(A ) "OKAEM. pYKApS X
CURRENT
DISABLE "OKAEM. pYKApD
TEMP-DISABLED Ol m. X d I T 0"dwW T

"TopoMY

INPUT-NW-ID BYKAEM. pYKApPpXE <« 6 6OB ( 7 )

RESULT 9 N"B 6 "~ 0B
OK
Failed to select WiFi Koatj Et wd Q 3 )
connection destination.
Invalid number selected. "oOKAEM. pYKApXE <




DH
E *A.Xp A.Xn"EblpXx pY ¢ amnp’3st"E + A. XK wlan0

X LANI T . €Eap Y
L

0 oM({

LANT pJ | be p E (amnimo-5G-1)T w X

ANt pJ 1| Bbe p E (amnimo-5G-0) r T BUn“ 6" OB’
‘emEllD) BE

amnimo# show wifi ~ station , amnimo-5G-1t GoMU4d 6 ”BY
wlan0

state COMPLETED

ssid amnimo -5G 1

bssid 1c:bl:7f:a6:68:2f

channel 44

security WPA2 - PSK

pairwise cipher CCMP

group cipher CCM P

rx bytes 391647

rx packets 1181

tx bytes 5864

tx packets 0

tx retries 0

tx failed 0

signal -27 dBm

tx bitrate 54.0M bit/s
amnimo# wifi connect wlan0 station select LANT pJI| bopE®6 9 nNY
network -id ssid bssid flags
0 amnimo -5G 0 any , amnimo-5G-0s 49 M " X
1 amnimo -5G1 any CURRENT , amnimo-5G-1s "H/ X
Select network -id: 0 , KAEm. p IDY 0(amnimo-5G-0)6
OK
A
amnimo# show wifi station , amnimo-5G-0t boMU.4 6 ~ BUY
wlan0

state COMPLETED

ssid amnimo -5G 0

bssid le:bl:7f.:a6:68:2f

channel 44

security NONE

pairwise cipher WEP -104

group cipher  WEP -104

rx bytes 393483

rx packets 1186

tx bytes 6590

tx packets 0

tx retries 0

tx failed 0

signal -30 dBm

tx bitrate 54.0M bit/s




6.8.8 LANI T. €ap X 6 " B4

LANT pJ I bopEX 6 * BUT y" show config wifi access -point E blp XX6 D
“O00QB" tpJ! bopE6UT plo 20"@®m BUaGpFr mnp’

N"

show config wifi station [ STA NAME

STA-NAME 6 "B LANI T. €ap 6 0O0B°

Y T>3. blAE

configure

# ---- station STA NAMEconfigure  ----
wifi station STA NAME

ENABLED

band BAND

SSID

BSSID

priority PRIORITY

max inactivity - limit  MAXINACTIVITY- LIMIT
dtim - period DTIM PERIOD
beacon-interval BEACONNTERVAL
SHORTGUARDONTERVAL

security type TYPE

SECURITYKEY

scan- channel mode MODE

NUMBER

exit

# ----  Exit configure mode

exit

STA-NAME LANI T . €aqp 6 °
ENABLED I'Ae,qpo x " 6 ~ uQB
"enable, p " NbOPR"

" noenable, p " AbOR"’

BAND Y "AbOB"
_
2.4GHz "24GHz, p " NbOR"
5GHz "5GHz, p * R bOB"
2.4GHz/5GHz W» "both, p " AbHbOR"

SSID X LANt pJ | BopEYX SSIDY ~ AbOB*

BSSID X LANt pJ | BopEYX BSSIDY *~ A bOB"

PRIORITY | T.€apX odn.® Y “AbOB° NyY” 0 9 109" Y 1

nM Y nboOp’




MAX- I T.€apx tolruy QOWHh( )Y ~AbOB* WNY” 1 2347 10
INACTIVITY- |4 0B "
LIMIT =W ! - €apY tplny OWh3 twF d6oMA>" QL W
f_,/ TKYUTC=T6z BUBCcT" AXxA.- KTin.9YI . €qprt
8RbOB  dxTih. Y ACKRboMA> "I T. E€Eapyh i
Y MAb" JAY"MABOB  ax O ¢" STAY MNaty 06p
PT" QMe pE3 . XI T. €Eapr.yYubpstpudodgt» nb
OB
DTIM- P. Ept i QbU DTIM(Delivery Traffic InformationMessage) X~ 6 Y ~ Qb
PERIOD QB NMy” 1 10 mp*
"2, xA>¢" v GPBUP.Ept DTMYT QbOQpB"
1? KAEM. pYKkApmb. H. xgXnboMaoMA>" » NbOR"
14
BEACON- P.Ephi (kus 3=1024ms) Y ~3bOQB‘ Wy” 20 1024, t 0 9
INTERVAL QB
,-7 KAEM. pYKApTbP. H. xgXfboMaoMA>" » AHOB"
14
SHORT- €n. EC. XopK. Hu Y “"AbOB’
GUARD- 4
INTERVAL " " channel short-guard-interval, p “ A bQB "’
" ” no channel short -guard-interval, p ~ A b QOB
? X Y”8MHz x €I T39O, xA>yP" y " 10Y90B"
-4
TYPE JMB3TuKp® Y “"AhOB"
Pb. ®pEI T3 | "open, p " NbOB’
s B« 300«
b. ®p€Il T2 4 128bit WEP | " open-wepl28. p ~ N bOR"
p. qu €l T3 4 64bit WEP ” open_wep64v p 4 r']bQB‘
A 4 128bit WEP " shared-wep128, p “~ R b QB
A 4 64bit WEP " shared-wep64. p ~ R bOBR"*
WPA-PSK (&< 3 ° AES-CCMP) " wpa-psk-aes, p " N bOQOPB"
WPA-PSK (< 3 mixedA. X) |” wpa-psk-mixed, p “ A1 bOB "
WPA-PSK (e( 3 ‘ TKlP) ” Wpa-psk-tkipv p 4 r'] bQB‘
WPA-PSK/WPA2-PSK " wpa-wpa2-mixed-psk-aes. p * N b
mixed 4. X(@<« 3 AESCCMP) | QB
WPA-PSK/WPA2-PSK 4 mixed | " wpa-wpa2-mixed-psk-mixed, p " 1
A. XB<« 3 mixed 9. X) bQOB"
WPA-PSK/WPA2-PSK 4 mixed | " wpa-wpa2-mixed-psk-tkip. p " A b
A. KB« 3 TKIP) OB
WPA2-PSK (8« 3 AES-CCMP) " wpa2-psk-aes, p C A bOB’
WPA2-PSK (6( 3 ‘ mixed A . )K) ” Wpaz-psk-mixedv p ’ r'] bQB‘
WPA2-PSK (&< 3 TKIP) " wpa2-psk-tkip. p " N bOB"
WPA2-PSK/WPA 3-SAE d " wpa2-psk-wpa3-sae-mixed-aes, p
mixed 4. X<« 3 AESCCMP) |" A bQB"
WPA2-PSK/WPA 3-SAE d " wpa2-psk-wpa3-sae-mixed-mixed , p
mixed 9. X(8<« 3 mixed 4. X) "AbOB"
WPA3-SAE 4 (8« 3 AES |” wpa3-sae-aes, p ~ R bOB"
CCMP)




SECURITY- WEP/PSK/SAE Ol m. X Y "NbOB"
KEY 3sox1"m " NbOB’

#security key raw RAW_KEY

security key secret ENCRYHRED KEY

RAW_KEY Ol m. X Y "NbOB"’
ENCRYPTED-KEY 9« 31Q1bOBOI M. X Y "NbOQp’

MODE YaKuwm | Y "AbOB"

r o YaKu |[7al, p “AbOB"
- "manual, p " A bOB’

bt nudA. XxA>"wi xYaKu < Y "HAbOB"*
g

o

NUMBER YaKn « 3l EY " ANbOB"
s3x1"m " AbOB"
channel number CHANNEL_NUM

CHANNEL_NUM YaKu <Y “AbOB" KU
p"omyY wbo " AbOP’

D;E)U’aKMJleEﬂ;)K Y bIBt nud. X, 3aX14> Y
% MEEY LR




D
E * 9. Xp S. Xm" E blp XX pPY Y amB‘3sTt"E * A. XKm wlan0
X1 T.€npx 6 "BUn* 6" 1LOBR®

v
|

5GHz

SSID amnimo-5G

BSSID s O x

I T.€npx on. o 0

tprunyY @QWhH 300

DTIM™ & 2

P. Ephi 100kus

JMB3TTuKpo® WPA2-PSK |
9« 3° AES-CCMP

JMB3 T nM. amnimoAC15

YaKn | -

YaKu <31 E 1,2,3,4,5,6,7,8,9,10,11,12,13,

36,40,44,48,
52,56,60,64,
100,104,108,112,116,120,124,128,132,136,140

=

‘emElED) BE
amnimo# show config wifi access - pointamnimo -5G

enable

band 5GHz

ssid amnimo -5G

priority O

max inactivity - limit 300

dtim - period 2

beacon- interval 100

security typewpa2 - psk- aes

#security key raw amnimoAC15

security key secret jjaAf TE9Dd3NbApwgvDXg==

scan- channel mode manual

scan- channel number 1,2,3,4,5,6,7,8,9,10,11,12,13,36,40,44,48,52,56,60,64,100,104,108,
112,116,120,124,128,132,136,140

exit

ki




6.8.9 LANI T. €ap X 6B 4

LANI T.€ap6 BUTY" A. KTwd = A XKty“o" E blp X
60“00QB" dam 00 g Ttouit Yods Qb QOB

N"

wifi station STA NAME

enable

no enable

band BAND

ssid SSID

bssid BSSID

no bssid BSSID

priority PRIORITY

max inactivity  -limit  MAXINACTIVITY- LIMIT
dtim - period DTIM PERIOD
beacon-interval BEACONNTERVAL
short - guard - interval

no short - guard - interval

security type TYPE

security key

security key secret ENCRYRKEY
no security  key

scan- channel mode MODE

scan- channel number CHANNEDNUM
exit

nowifi station STANAME

E blp X
E blp X
wifi station STA-NAME | STA-NAME 1 LANIT.€anp 6mm 0" Jd - A. XKty*
608"
STA-NAME LANI T. €ap 6 0 OB
enable IANIT.€ap6 "T06O0OB"
no enable IANI T.€ap6 "T06O0OB"
band BAND BANDT » B U’ x 6 OQp"
2.4GHz | 2.4GHz
= 1" 13ch
5GHz 5GHz
= W52(36/40/44/48ch)
= W53(52/56/60/64ch)
= W56(100/104/108/112/116/120/124/128/132/136/140ch)
ssid SSID X LAN T pJIl bopEXKAEM. p (SSID)6 0Q
B
SSIDT Y" 3 sx A Qi KoywOQU Z 6 oW M
= RFC1738mr 1f bo MU —xchar® Y TOOR "
abcdefghijkimnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVW
YZ012345678912#$%&()*+, -.[; <=>2@¥]"_{|}~
=1 Z34"32 Z3 '
bssid BSSID X LANt pJ | bop Ex BSSID63 sy 1™ 1 0QB"
XXXXXXIXXXXIXX
xxyp 160D np’




E blp X

no bssid 06 X _LANtpJ| bopEx BSSID6| M5 QB"
priority PRIORIY IT.€apx Ou.o® 6PRORTYT OB
Mg~ 0 9 109" YIAM Y HAbOB"

OT>anE Y0 1t0dQB"’

max-inactivity -limit
MAX-INACTIVITY-LIMIT

IT.€apx toruy OWH( )6 MAX-INACTIVITY-LIMIT T
6QB* WNY” 1 2347, T09Y9QB"
AT3WE @’ 300, T6YOQp"
TwF &0oM/A>

mega | T . €EapY tpluyY @WhH3 0 "

Ql W TKUTqg=T6z PBUYBgtT" AXA.KTi. 3
YIT.€apt GAbOB' axTh. 3Y ACKbhaoMA
> "1 FT.€qpyh iY"MAB" 4Y"MABOR' &
XO Y"STAY MNaty 0(6pdT" GMe pE3 . xI T
.€Epplr.YmbpstpUdecgct» Nbop"*

dtim - period
DTIM-PERIOD

DTIM-PERIODT P. Ep t i Qb U DTIM(Delivery Traffic Information
Message)x 6 6 60B° Wy~ 1 255 mp*

"1, xA>¢" v GPRBUP.EpT DTIMYTi QbQB"
OT>nE Y” 2 1t0d49QB"

beacon-interval BEACON-INTERVALT P. Ep h | (kus 3 =1.024ms) O OB"
BEACON-INTERVAL My” 200 1024, T o4 QB "

AT>w»nwE ¢~ 100, mB*
channel short-guard-i | €. EC. XXop K. Hwu 6 "TOO0B"

nterval

OT>uEY " mp’

6 "tpRUp"A.KhXxC.XopKH. uwhy W

cd" 4. Kx GWhoe ~BUapYmoQRY" X BA
THOWoYOQOB X" &€ BWI M

no channel short-guar (€. EC. Xop K. Hu 6 "tTH0QR"

d-interval X Y" 80MHz, 1 AboMU/A> " " 1tndQds’




E blp X
security type TYPE TYPETIJMB3TTuKp®6 0QB"
OT>3nE - " wpa2-psk-wpa3-sae-mixed-aes, T c 4Qp

open P. dp€I T3 4

s 8«30
open-wepl28 P. op€lI T2 4

128bit WEP
open-wep64 P. ®op€I T3 4

64bit WEP
shared-wep128 A 4

128bit WEP
shared-wep64 A 4

64bit WEP
wpa-psk-aes WPA-PSK

(&< 3 ° AES-CCMP)
wpa- psk-mixed WPA-PSK

(B¢« 3 mixed A. X)
wpa-psk-tkip WPA-PSK

(&<« 3 TKIP)
wpa-wpa2-mixed-psk-aes | WPA-PSK/WPA2-PSK |

mixed A . XX

(©< 3 ° AES-CCMP)
wpa-wpa2-mixed-psk- WPA-PSK/WPA2-PSK |
mixed mixed A . XX

(< 3 ° mixed A. X)
wpa-wpa2-mixed-psk-tkip | WPA-PSK/WPA2-PSK |

mixed A . XX

(®< 3 TKIP)
wpa2-psk-aes WPA2-PSK

(&< 3 ° AES-CCMP)
wpa2-psk-mixed WPA2-PSK

(&< 3 ° mixed A. X)
wpa2-psk-tkip WPA2-PSK

(&<« 3 TKIP)
wpa2-psk-wpa3-sae- WPA2-PSK/WPA3-SAE d
mixed-aes mixed A . X

(&< 3 ° AES-CCMP)
wpa2-psk-wpa3-sae- WPA2-PSK/WPA3-SAE d
mixed - mixed mixed A . X

(< 3 mixedA. X)
wpa3-sae-aes WPA3-SAE 4

(< 3 AES-CCMP)

@ . H. Spp 11203 xA4T>wmnE " wpa2-psk-wpa3-sae-
mixed-mixed, MB* s Xt A®PL. Em | M mp*




security key Ol m. X( &< 3)6 0oB"

v BY YKYOQB"
AbOOI M. Xyd<30664 mT AbHOB"
JMB3TMnKo®t Wd r o ozt

O YYodOQB®

R

open s rx
open-wep64/ = Z ‘5 Z
shared-wep64 Zx' y3s

abcdefghijkimnopgrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ012345678¢

= 169 C 106
ZX' w3
abcdefABCDEF0123456789

open-wepl28/ = Z © 13 Z
shared-wep128 Zx' Y3t

abcdefghijkimnopgrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ012345678¢

= 160 260
Zx' w3
abcdefABCDEF0123456789

wpa-psk-aes/ = Z ‘8 64 Z
wpa-psk-mixed/
wpa-psk-tkip/
wpa-wpa2-mixed-

abcdefghijkimnopgrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ012345678
#I%&'()*+, -.[5<=>?@[ ¥ {|} -~

psk-aes/

wpa-wpaz2-mixed-

psk-mixed/ = 169 § 640
wpa-wpa2-mixed- Zx' w3’

psk-tkip/ abcdefABCDEF0123456789

wpa2-psk-aes/
wpa2-psk-mixed/
wpa2-psk-tkip/
wpa2-psk-wpa3-
sae-mixed-aes
wpa2-psk-wpa3-
sae-mixed-mixed

wpa3-sae-aes = Z 8 128 Z

abcdefghijklmnopgrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ012345678
#P%&'()*+, -.[5<=>?@[ ¥  {} -~




E blp X
security key secret
ENCRYPT-KEY

ENCRYPT-KEYT " Ol M. X688« 3006 Z 6 00" Ol M.
X6 000QB"

no security key

500l M. X6 |MGOB*

scan-channel mode M
ODE

YaKn 6 QB "

all r o YakKwu

manual

bII/IB’rMFll)Kx/h"
b= wi xYaKu < Yr 1090B"

scan-channel number
CHANNEL-NUM

YaKu < 31 E6 0 QB
3o’ m 0QB "
scan- channel number CHANNENUM

o

CHANNEL-NUM Yaku <Y “HAbOB" KU />
g"eonmY who "NbOP’

I YaKn Y” - J3RAX/A> Y “Ab0Ods6"

i |

exit

LANI T . €Eapxd = A.XTw A.Xty"00p"

no wifi access -point
STA-NAME

JMGeM LANI FT. €ap 6STANAMEt® ('® 00
LANI T. €ap X 6 |v¥BU"




DH
35)% X TOp8 LANI . €40p X 6 "T00QR"

2.4GHz
SSID amnimo-2G
BSSID S 0 x
I T.€enpx on. o 1
tprfunyY @WhH 300

DTIM™ & 10

P. Ephi 1024kus

JMB3TTuKpo® WPA2-PSK |
9« 3° AES-CCMP

JMB3 T nM. amnimoAC15

YaKun | r o YakKu

amnimo(cfg)# wifi station amnimec 2G 8

amnimdcfg -wifi -sta - amnime 2G# band 2.4 GHz8
amnimdcfg -wifi -sta -amnime 2G# ssid amnime 2G 8

You must fill in the following required fields:

security key

amnimdcfg - wifi -sta - amnimoe 2G# security typewpa2 - psk-aes 8
Wifi security type values changed,

So deleted Wifi key related settings.

You must fill in the following required fields:

security key

amnimo(cfg - wifi - sta - amnima 2G)# security key

Enternewkey: , Ol m. >XeamnimoAC1526
Retypenewkey: , Ol m. >XezamnimoAC1526 ™

key: key updated successfully.

amnimdcfg - wifi -sta - amnimo 2G# priority 1 8

amnimdcfg - wifi -sta -amnimoe 2G# beacon- interval 1024 8
amnimdcfg - wifi -sta - amnimoe 2G# dtim - period 10 8
amnimdcfg - wifi -sta -amnimo 2G# enable 8

amnimdcfg -wifi -sta -amnime 2G # exit

amnimdcfg )#




6.8.10 WPSO 6» U o0 B U
WPSO 6muo" X LANtTpJI| bopEUIT. €Eapp B Yyt " wifi connect
wpsEblp XX6D“ 6 QB OMYO®AEBIWKP "~ pPIN "1 @=bioMOB' Jpodl
opK. Tepl 61 plo 2B YKYQB*
g
-set>[wait  WAIT

- get| pin

wifi connect  wps <pbc | pin
f
oOmM6 LANt pJI| bopEplodAEBWKp " 1t WY LAN
LANI T.€apr1 BUdpYTMDOQB
[6Qd6"

pdc
(WPS-PBC)6
= O My Y LANI T. €EapmiKUA> @
b==t] = WPSIWKp65 34806/4>p a"B1od4QB’ JMB3T
ndd1xeg" WKpy "plU"CLTwW o [6D“ 06 MA
> T )
pin-get WPSx 8¢ x PINE. X6 BUStT» OGOB*swH.Sap e X
OM6 LANI T. €gppio 0" PINE. Xx " LAN
tpJIl bopEpX 6“=/A> " " 6812WPSO ¥ 63U,
T RMA bo MU PIN Eblp ) XFi m®OB"
pin-set OM6 LANt pJ | bopEpio PIN " 1T WY LANI T. €ap
Y 06 PINE. X6 0" LAN (WPS-PIN)6 LAN | T
APT BUaGpYmM®QB®
: OMx Y LANI T. €EapmKU/A> @y [0Qd6"
19
WAIT LAN X a 6 kWho GOB° WyY” 100 3600( ). T 0dQ
B OT3wnE ¢” 60 ) mpB"*
Y T>3. bIAE(®PAEBWKpP " WPS)
Y T>3. bIAE(PIN "™ WPS)
Input pin: PIN- CODE
RESULT
AR
PIN-CODE OMYX PINE. Xs 8@ *x 6 OOB"
RESULT M6 QB!
OK
Invalid Pin - Code. PIN E . XXh BIM




D* . s ®AEBIWKp " WP
. KT ZMo" wlan0 X LANt pJ 1 b p E (amnimo-26)t ®A€s WK p
WPS6D 0" OMY LANI T. E€Eap6 BUD* 6 OB

"

amnimo(cfg)# show wifi access -pointwla n0O 8 , amnimo-2Gt GoMUdld 6 " BY
wlan0

state ENABLED

ssid amnimo - 2G 004600

bssid €8:1b:4b:00:46:00

channel 12

rx bytes 0

rx packets 0

tx bytes 0

tx packets 0

txerrs 0

tx drop 0

connected stations 0 , amnimo-2Gt 0oM{ LANI T. €apuy 0
amnimo(cfg)# wifi connect wps pbc 8 , PAEBWKp " WPS6D“BY

, AT>nE Y 60 h

W Gaxht LANI T . E€Egqpp 6“ ="

amnimdcfg)# show wifi access -pointwlan0 8 , amnimo-2Gt boMUd 6 ~ BU
wlan0

state ENABLED

ssid amnimo - 2G 004600

bssid €8:1b:4b:00:46:00

channel 12

rx bytes 48527

rx packets 519

tx bytes 20741

tx packets 143

txerrs 0

tx drop 0

connected stations 1 , amnimo-2Gt oMUY LANI T . €Eap Y. 2




6.8.11 WPSO ¥ 6 B

wPsSO x 6 * BUT Y" show config wifiwps E blp XX6D*“ & QB ° LANT pJ
| bopET» 0OQB°
y"

show config wifi wps

Y T>3. blAE

configure

# ---- wps configure  ----

wifi wps

ENABLED

PUSHSWITCH
EXTERNAIREGISRAR

PIN

exit

# ----  Exit configure mode
exit

ENABLED |wPSO x ° X 6 ~ OB

"enable, p " NbOR"

noenable, p " NbhQOR"

PUSH- WPS LK p X X 6 ~0H0OB"

SWITCH
v " push-switth, p “ A bOQB"
v " nopush-swich, p “ A bOQOB"
EXTERNL- |y is1 ExO x " "x 6 * 060QB" Y T mKAA "
REGISRAR| | AN T €pqp my" IMB3TxM. mpoWw" PINE. Xt W4 Yr
0
4 " external-registrar, p * 1 b OB
4 " no external-registrar, p © b QB
PIN WPSO T BU PINE. X6 ~ 0 QB"

# pin set XXXXXXXX

[N x4 ZmB: 80 " HbHOB"




DH
E *A.Xp A.Xn"EblpXx pY ¢ anp‘ s=t1" . Xt WPS O
6 -/Bun 67 UQB;

WPS O N
WPS ®AEBI gAY O N
A 1Sl ExO "
PINE. X 12345678

el d=—r

amnimo(cfg)# show config wifi wps
# ---- wps configure  ---

wifi wps

enable

push- switch

external -registrar

#pin set 12345678

exit




6.8.12 WPSO ¥ 634

WPs® 6 BUTY" A. KTwd =  A. Kty “ 0" wifi wps Eblp X6 D" §
OB  4¢am GO g Ttout1ds QbOQP*

N"

wifi wps

enable

no enable

push- switch

no push - switch
external - registrar

no external - registrar
pin generate

exit
E blp X
wifi wps WPSO J - HA.Xty“0O0B"
enable wPsO 6 "T0OQB"
no enable WPSO 6 "T0O0B"
push-switch WPSWKp [6 " 10O0B°
no push-switch WPSWKp [6 "1060Q0B"
external -registrar n WSIExO 6 "100B"
i Y "mK4/4>"  LANIT.E€ap my"JMs3
bl [ ¥ M. Yo W" PINE. Xt WY Yr T04Y0B"
no external -registrar A NSIExO 6 "t100QB"
pin generate PINE. X6 o OB "
amnimo(cfg - wifi -wps)# pin gen erate
XXXXXXXX
xw ZmB' 8% “ NbOB
exit WPSO xdo A.XTw H.Xty“00p"

o
35) X TOup8 LANI T. €a0p X 6 "T00B"

WPS O N

WPS ®A€EBI gAYO
m WSIExO

PINE. X 98765432 (" 0B )

G E—F

amnimo(cfg)# wifi wps 8

amnimdcfg - wifi -wps)# enable 8

amnimdcfg - wifi -wps)# no push - switch 8
amnimdcfg -wifi -wps)# external -registrar 8
amnimo(cfg - wifi -wps)#pingen erate 8
98765432

amnimo(cfg - wifi -wps)# exit 8

amnimdcfg ) #




6.8.13 LANO popK.TOGpl1hBU &

o

Koo LAN [IEpOpEwu. K. y", v opK. Tep!l s wlan0, wlan1x Y
/00BY"335x 17 B QYKYQBYXM" ¢ Wi M

O 7 wlan0 wianl
LANt pJI BgpEO ! r r
=) X 2.4GHz 5GHz *?
Y3ASogpK. Tegl (brX)Yx = 2T
wlanO,wlanl » W E J -
WPS O wlan0x o » W E J -
wlanlx o » W - E J
LANI T.€nqp0O ! r r
=) X 2.4GHz/ 5GHz -
Y3ASopK. TEOpl (brX)Yx = L T -
WPS O @ ° -

11tpJ!I bopEO pIT.€ap0 px YyndQds6 "

. 2 24GHz5GHz6 Wt » BUA> ¢" 5GHz Y W521 ®dwyb QB ‘ 5GHzm W53,W56 » WUy " 2.4GHzy
ndoWodOQp*

.31 & mp"’




7 . H. X

Amy"W E "KeOh. pUW " SSH' DNS" DHCP" | €GSB. n" €1 I3k daog"
6» BUAT” ohH. H. TV Mo 00OB"

71 Wl E 6 B U
weE x “p 6“ MOB*

711 W E 6 " BY
W E 6 “BYrt yY" showhostname E blp XX6D*“ § QB °

DO

E blp Xx pY Y"BYoxA. Xm anB‘ist"d r.f. 9. Xxn* 67
00B"

a-v- D) weslmD) wE

amnimo$ show hostname 8
amnimo pwr E Y “nbd
amnimo$

7.1.2 Wl E X 6 " pdU
wlE X 6 ~ BUYTt " show config hosthame E blp XX6D*“ 6 QOB *
y"
show config hostname
Y T>3. blIAE

# -- -- transit ion to configure mode - -
configure

# --- - hostname configure  --- -

hostname HOSTNAME

# -- -- exit configure mode -- -

exit

HOSTNAME W E Y “AbOR"

amnimo# show config hosthame 8

# -- -- transition to configure mode —-- -
configure

# -- -- hostname configure  --- -

hostname amnimo

# -- -- exit configure mode --- -

exit




amnimo(cfg)# show config hostname 8
# ---- hostname configure
hostname amnimo

7.1.3
w E 6

wr e 6

B d

N"

hosthame HOSTNAME

BUT Y" hostname E blp XX6D*“ 0 QB °

f
HOSTNAME Wi E 6@ 0OQB"
(W E ty"3sx4QuKoypQU Z 6 oW
(1 M
=1 Z34"32 Z3
1 2" ZQ6yY - (MeTp)
= -(MQTp)),( mx» YUs
= (OKAE)YUs(H. Sap 26.037 )
0"

amnimdcfg) # hostname amnim@® 8
amnimdcfg) # show hostname 8
amnima@

BWI E 6
Bl E 6%




72 Kop3Hh. px 6B Y
Kodh.px ~ p 6“ MOB*
721 Kodh.p6 * BU

Kog2h. p6 ~ BUT " showtimezone Eblp X6D*“ 0§ QB °

DO

E blp Xx pY Y"BYoxHA. Knm amB‘3st"d o r. . d.XKyxnt 67
0B

(a-v- D) w2 D & = Gl

amnimo$ show timezone 8

uTC BKodh. pY UTCt nboMU/>
amnimo$ show timezone 8
Asia/Tokyo BK o 3. p Y Asia/Tokyo T Abo MU />

722 Ko9oHh. pX 6 * BUY
Ko3h. px 6  BUYrt Y" show config timezone E blp XX6D* 6 OB °
3y
show config timezone

Y T>. blAE

# -- -- transition to configure mode - -

configure

# --- - timezone configure - -

timezone TZ AREA TZLOCATION

# -- -- exit configure mode -- -

exit

AR

TZ-AREA Ke3h.px xY “HAbOB"
N = xY" Keg3h.p x"/, W9 x udth
L, ‘ Asia

TZ-LOCATION Ko3Hh. px Y “"AbOB"
I - " Kedh.p x"/ Wdffsx TmPR°
=<8 = Kp3h.px x1 UTC6 60> YA

pPodOB’




amnimo# show config timezone 8

# --- - transition to configure mode - -
configure

# --- - timezone configure - -

timezone Asia Tokyo

# --- - exit configure mode -- -

exit

amnimo(cfg)# show config timezone 8
# --- - timezone configure - -
timezone Asia Tokyo

723 Kp9OHh. p6 Bd
Ko2h. p6 BUTt " timezone E blp XX6D*“ 6 QB *
4

timezone TIMEZONE

f
TIMEZONE Kooh. p6m G OQB"
o«
(e Sl
amnimo(cfg)# tim ezone UTC 8 BKodh. p6 UTCT

amnimo(cfg)# tim ezone Asia Tokyo 8 BK 0 @Th. p 6 Asia/Tokyo T




73 W 6 BY

EEEEREE - <

T nmwW 6 B U p" NTP H. H. 6 oW 6K2d(4 TV Mo 00B"

731 ° ©mww 6 BUY
E blp X [tWpo™ W 6 BUT Y" MWv T x YKIQB
w6 " Bd

H nboMUW 6 “ BUYrt y" showdate Eblp XX6D*“ QP

zll—) W @ RFC3339T>. bIAETMT “ AbhOB‘ 01 0" oW xhy"TnyoW (d
= 4.1 Y wboMOB' WM 1t T o0oKed3h.pY “NbHbOB"
NMw" 3=x /4> " +09:00Y 9Wh D6 mMU MWE6 §oMOB"

2020- 05-20 17: 30:53+09: 00

DH
E blp XX pY Y"BYoxA. Xm anB‘ist"d r.f. 9. XKxn* 67
QB

a-v- D) wex D) &= G

amnimo$ show date 8
2020- 05- 20 17: 30:53+09: 00

ki

6o~ TmW 6 BUTt Y" date manual E blp XX6D*“ 0 OB

" p aW=1" RFC3339T>. bIAETW 6@ (OB' Ko2Oh. p6m pY
PKYQd6
Ko3h. px TVMoy" 72 Ke3Hh. pX 6BU. 6 AU O WL M

W 6 BUY
6
X

wh
wh

D

wi pOMx R EtTT2UBg"d r.[F. aA. Xmn BUapyYymdQdoe*
351"E 9. KxD“ 6 00B°

(wzxLED)

amnimo# date manual 20 20-05-20 17: 40: 00 8
amnimo# show date Wt 6z B4
2020- 05- 20 17: 40: 10+09: 00

ks
it




A X NTPB.H.T M>230W 6K25U
Np®Kk EEMG6G» H0"W 6 BUGPYTTDOR"®

N"

date ntp NTRSERVER

NTP-SERVER NTPB. H. X IPt Xiil Q8 ¢ FQDNG@m & QB *

D“
wi pOMY R EtTT2UBg"d r.[F. aA. Xmn BUapyYymdQdoe "
E " 4. XxDn“ 67 60Q0B"

3T

(s D) & E Sl

amnimo# date ntp  ntp.nict.jp 8
amnimo# show date 8 W 6z B4
2020- 05- 20 17: 40: 10+09: 00




732 NTPIT.KI 6 ~BU
NTPH. | " NTPpxt pE" NTP 6§0OT>. blpl a¢Xx NTPIT. KI 6 * 6 QB"

NTPH. | 6 * B U
NTPx I IF. KI 6 “ BUrt ¢" showntpsources E blp XX6D* 0 QB

NTPpxetpEY /BUA> X “TvMoUy"wyx, NTPpxpetpEG ~ BU,
6GrANboWL A M

N
show ntp sources

Y T>3. blAE

MS Name/IP address Stratum Poll Reach LastRx Last sample

MS NAMEP STM  PL RCH LRX LASFSAMPLE
A
M NTPH. | XS. XY ~ AbOB"
A B. H.s dBUYL 3OMx
= Cts~ Mt &6pUOMx
# K. pwnu OoMUmMpk Aps GPSAS
B. UNOCX
S NTPH. | Y “ AbOB"
* )
+ T r ohb |
- " r ol. I TWMARARBHOFYX
? OCAEY ToMH. I
X Wh ocex.Y B Y
~ Wh x Ya ohb. |
NAME-IP NTP Hb. | X QO W IPt XAl "K. pu 0 oMUdmVp
KAps GPSASB. MGoCXY ~/RbHOR"
STM Stratum x Y "AbOBR"
PL b.3pOh{Y “HAbHOB"
RCH . | X r Y80 m " AbOB"
" 377, x N> " Quyx 8- x & n "o &Y &nboa
p6 GoMOB'
LRX . | TWOQAXOCAEGB GboTwx 02 WhY “ /gb0Q
B
LAST-SAMPLE K. pnpkAppQfixt.- | hxPTIAEWRY" 3 5% 1
"m " AbOB’
XXxX [ yyyy 1 +/ - zzzz
= XXXX' PTJAE
= yyyy' 0 WPTJAE |,
= zzz7 A T D




DH
E blp Xx pPY Y"BYoxdA. Xm amB‘3s1" e ASI. Ej ©pgmxd 1.
F.9.XxDn" 6 60p"

(a—v- D) wzaED) &= )

AX NTPh. H. 1 6oMU/>
amnimo$ show ntp source 8
MS Name/IP address Stratum Poll Reach LastRx Last sample

~*192.168.0.203 16 377 38 -1397us[ - 2217us] +/ - 201ms

GPSASB. unY / BUA>s Stratuml x NTPH. H. x 4> X
amnimo$ show ntp source 8
MS Name/IP address Stratum Poll Reach LastRx Last sample

#* GP3 04 77 25 - 1130us[+3785us] +/ - 200ms
;17 = loTu.K."o Ko®OXEpPOpPEU.K. Py GPST Y &=loMocMBg"” GPS
= ASB.uY /BUYA>  xD* Y “NbOds"

= GPS WY W~ X
GPSx Stratum ¢ x 0 ¢ " GPSTXxW -~ YQ nbop"
00" GPSTXWh™ popK. KAEG6° (308 NTPH. H. mxy Wh™ ¥ \
36 BUapymdQds'
= GPS' Stratum®
NTP B. H. ° Stratum_, °~ 16




NTPpxetpEG ~ BU
NTPpxet pEY / BUA> ¢" showntpclients Eblp XX6D“ BUp"d YY AbO
B

y"
show ntp clients

Y T>3. blAE

Hostname NTP DropIntintL Last Cmd Drop Int Last

HOSTNAME NTP DP1 11 IL LST1 CMD DP2 I2 LST2

A

HOSTNAME NTPpxot pEXWI E Y “AbHOR"

NTP NTPpxot pETw 806 NTPOCAE Y “AbOB"
DP1 NTPpxotTpETwyxe KedtjEx6g" d&dmnooTy
8 NTPOCAE Y “RQRbOB"

11 NTPOGCAEYX &h{iY “Abop"

IL @ Kp23tj E0BOKpx NTPOCGAEYXY &hiY “nbo
B

LST1 Qfft NTPOCAEG6 G0oTwx 02 WhY ~ 3RbOB"

CMD NTP pxot pETw G0BOEbLIpXOCAE Y “Ab0O
B

DP2 NTPpxpotpETwyxe Kpg3tjExO6g" 6&ndoTy
@ Eblp XOGAE Y “AbOp"*

12 Eblp  XOCAE &h{Y “AbOB"

LST2 QR TEbIp X XOCAEG d0oTwx O0aWhY " /b0
B

o

E blp Xx pY Y"BYoxHA. Kn ampB‘iIst"d o r. . A0 XKxnt 67
0QB"

(a-v- D) wes LD & = Gl

amnimo$ show ntp clients 8

Hostname NTP Drop IntIntL Last Cmd Drop Int Last
192.168.0.106 79 06 - 14 0 O -
172.16.0.2 0 O - - - 1 0 - 2




NTP 6 O0T>.
NTP 6§0T>.

blpl 6 * B¢
" BYrt " showntptracking E blp XX6D*“ 0 QB

NTPpx@t pEY / BUA> " A Yd ~“AbOP"

N"

show ntp tracking

Reference ID

EpCB. K. YH &6nboMUbB. H. x refid = Wo
sQBWIPtXiAI XY “AbOB"

Stratum mMMpkKApY AboMUEpPCB. K. Twx WA® Y
"NboOB’

Ref time TA B | Twx Qf X YNV AbOW sUTC*Y “ Ab0Q
B

System time EITOIM Y " NbOop"*

Last offset QfTpkKAPY O0AbOW X° «Kk.puPTJIAEY ~
nboB"’

RMS offset PTJAE x 6 &Y “nNbop"

Frequency EITOXPpKAPB™ T 064> T"EITOXPKAP
YhbluoMUin. EY “ AbOB"*

Residual freq myv K. | T wy Y B’ pP'H » nboMU’
PXDY “NHNboB*

Skew ’ x° "D WY T AbBHOPR’

Root delay EpCsB.K.YQ 1 6AQbU straum-1EpCs. K. Y

XKAEM. pOl U0Ux>0Y “AbOB*

Root dispersion

EpCsB.K.YQ 1 6RQbU straum-1EpCs. K. 1
UBYoxXEpCB.K.6 ao nbe>0 Ly " q
bOB"

Update interval

Qfix 2vxpkAp Oxh{Y "NbOp"

Leap status

==z x 64 Y "AbOBR"

Normal A A

Insert Second =4z ¥x A

Delete Second U=z x| A4

Not synchronised dnboMoM=04z=J




DH
EblpXXx pY Y"BYoxS.Xm amnB 3=t"d r.F.da.Xxn* 6
0 QB

a-v- ) weslmD) & E

amnimo$ show ntp tracking 8

Reference ID : COA800CB (192.168.0.203)
Stratum 12

Reftime (UTC) : Tue Mar 18 11:14:35 2020
System time :0.002314539 seconds fast of NTP time
Last offset :+0.004517063 seconds
RMS offset : 0.004669765 seconds
Frequency :34.202 ppm fast

Residual freq :+3.553 ppm

Skew :20.510 ppm

Root delay :0.200332880 seconds

Root dispersion : 0.103083454 seconds
Update interval : 64.4 seconds

Leap status : Normal

7.3.3 NTPY 6 " B4Y
NTP x 6 “ BUT Y" showconfigntp Eblp XX6D“ & OB *
y"
show config ntp

Y T>. blAE

# ---- transition to configure mode
configure

#

ntp

# ---- NTP configure ----

ENABLE

max update - skew SKEW_VALUE
make steps THRESHOLD_VALUBMIT_VALUE
PRIORITY

SYNCINTERFACE

POOL_INFO

POOL_INFO

POOL_INFO

S| /] X

SERVER_INFO

S| /] X

GPS_ENABLE

exit




ENABLE NTPH. H.Y "- Tag/A>XA Y “HbOB"*
N “enable, p " NbOR"
N " noenable, p " AbOBR"’
SKEW_VALUE € XK. T Dx W Y "nNbQB"’

THRESHOLD_VALU
E

step” Sx0PM Y “ AbOBR"

LIMIT_VALUE

step” Sx &®v Y "AbOB’

PRIORITY

NTPB. H. X Ok J | Y ARboMUA> " 55X T>. bl
AEmM " NbOBs P®ERD x

priority PRIORITY_VALUE

PRIORITY_VALUE | NTPB. H. x ®k J | Y "Abop"
Mp o 99mpB "

SYNC_INTERFACE

NTPB. H. x & Y nboMUA> "3=5xT>3. bIAET
NnboBspPo€np  x°
sync-interface SYNCI FNAME

SYNC_IFNAME 68opK.Tegl Y - 0KobpO
nm 8060QB"
351" m"ogpK. Tepl 6m (OB X
opK. Tepl 6m BUdpyYyndQde6"

Ale ASD. Ej B¢
wan0" lan<0-3>" br<0-9>" ecm<0-9>" ppp<0-9>"
tun<0 -9>" tap<0-9>

= e ASD. Ej B¢
eth0" lan<0-3>" br<0-9>" ecm<0-9>" ppp<0-9>"
tun<0 -9>" tap<0-9>

= loTwn. K.
eth<0-1>"br<0-9>" ecm<0-9>" ppp<0 -9>" tun<O -
9>" tap<0-9>

= o Ko®PEpOpEwMU. K.
eth0" rmnet_dataO

= o Koo LAN [IEpOpEun. K. "on
Koo LAN [NEpOpEwu. K.
lan<0,1> " wlan<0,1>" br<0-9>" rmnet_data0

POOL_INFO

NTPB. H. ®. uY AboMUAs>"35s5xT3.bIAET “ Ab
QB
pool POOL_ADDRESS MS®URCES

"nbUdpYKAOP®

POOL_ADDRESS

NTPB. H. ®. ux IPt Xl " B.H. Y “AbOB"

MAX-SOURCES

NTPB. H. ®. uxH. I xXQ Y “AbOB"




GPS_ENABLE NTPB.H.p O0BY GPSO XR Y "- " a/A>xA Y
nbop"

v " gpsGPS_INTERVAL p ~ A HOB"

’ "nogps, p ~ NbOB"

[ Jph. ’SLEjeQ"IoTVIAKA“o I’(’QGJEpOpEM,

K. "oRKo® LAN [IEpOpEwn. K. ¢y GPST &0
oMo MBg" GPS_ENABLEY “~ A bQds"’

GPS_INTERVAL GPsSASB.uttpJl BUWhh{sbs 3*Y "HAbOB"

Jph. ’SLEjeQ"IoTMAKA“o Ko®PEpOpEwM.

K. "orKg® LAN [JEpOpEwn. K. ¢ GPST Y e

6 o Mo MO g " GPS_INTERVALW “~ nbQd6 "

SERVER_INFO NTPH-H.Y AboMUA>"3s5xT>. bIAET * AHOBR"

server SERVER_ADDRES$®Iin POLLING_MIN [ max POLLING_MAX
[ polltarget POLLING_TARGET port PORT_NO

"AbUadp YKUOP®
SERVER_ADDRESS | NTPHB. H. x IPT Xiil " B. H. Y “AboOBR"
"AbUadp YKUOPB®

POLLING_MIN Q1b.3pOhRis2xA XY “QAbOp"

POLLING_MAX Q b.3pOhRis2xA XY “QAbOp"

POLLING_TAGET b.3pOdhi W m"+o0tnE37T 3m» BUDB. 3pIK. DA
E Y "HbOB’

PORT_NO NTP 1t BYUUDPB. EX <Y “"nNbOR"




Du

NTP x pOMx R Et1TT2UBg"d r. . aA. Xn 6 " BUAPpYTDOQ

06"
é:j.["EAS:DA EJ eQT[XE "ﬂ‘)-Kp ﬂ‘)'KXD“ 67 OQB‘

(EEE

amnimo# show config ntp 8

# ---- transition to configure mode
configure

# --—- NTP configure ----

ntp

enable

max update - skew 100.0

make steps 1 3

sync - interface ethO

server ntp.nict.jp min 6 max 10 poolltarget 6 port 123
no gps

exit

# --—- exit configure mode. --—--

exit

amnimo(cfg)# show config ntp 8

# ---- NTPconfigure ----

ntp

enable

max update - skew 100.0

make steps 1 3

sync- interface  ethO

server ntp.nict.jp min 6 max 10 polltarget 6 port 123

no gps
exit
:? NTP X 4 = A. X showconfig Eblp )X6n*“ BUp" A. Xp X A
=2 ~nbOB"’

amnimo(cfg)# ntp 8 , NTPXx 4 < A. XKty*“

amnimo(cfg - ntp)# show config 8

enable , 30" A. Xp «a

s N X




7.3.4 NTP 6B U

NTP6 BYTY"d = S.XKriy“o" Eblp XX6D“ 0 QB
aadm 06 g Ttout Yds Qb QOB

y"

ntp

max update - skew SKEW_VALUE

make steps  THRESHOLD_VALUBMIT _VALUE
priority PRIORITY_VALUE

sync- interfface  SYNCI FNAME

pool POOL_ADDRESSAXSOURCES

gps[ GPS_INTERVAL

server SERVER_ADDRES®in POLLING_MIN max POLLING_MAX] politarget ~ POLLING_TARGET
[port PORT_NO , serverx i (TR}
no server SERVER_ADDRESS

no pool POOL_ADDRESS

no gps

no make- steps

no max- update - skew

no priority
no sync - interface
no enable
exit
no ntp
E blp X
E blp X
ntp NTP x EblpX6D* QOB *
g . XKMEblpX6D“BUp" = SA.XKiy“00B"
-4
max-update - € XK. T Dex WN6" 0.1 214748364% Wm 6OB AT>mEQY"
skew " 1000, B
make-steps step” X0 PM p G- 6 OOB"
THRESHOLD VALUE |step” &x 0 ®M 6"0.1 214748364x WU
O0OB  AT>mEY" " 1, mB* dam
000®PM 6 MNUp" EYwAbOPR"
LIMIT_VALUE step” 86X GOv 6" 1 214748364 x Wm
"NMbOB" AT>nEY" " 3 mB* )
aarm 06 v 6 MNUp" step”™ OY
s00QB"
priority NTPHB. H. x ®dk J | 6 O0OBs PdEDD x !
PRIORITY_VALUE NTP B. H. x &k J | 6" 0 9x Wm
008"




E blp X

sync-interface | NTPH. H. x & 60QBs PPEAD x

SYNC_IFNAME |3 =) 1™ m" - 60KogbpOm 6BUEpPK
. TOGpl 6@ U OQOB*
XopK. Tepl 6@ BUapyYndQde"
= Ale ASD. Ej ©¢p
wan0" lan<0-3>" br<0-9>" ecm<0-9>" ppp<0-9>"
tun<0 -9>" tap<0 -9>
= e ASD. Ej B¢
eth0" lan<0-3>" br<0-9>" ecm<0-9>" ppp<0-9>"
tun<0 -9>" tap<0 -9>
= loTwn. K.
eth<0-1>" br<0-9>" ecm<0-9>" ppp<0-9>" tun<O -
9>" tap<0-9>
= o KQ®EpOpEwMK. K.
eth0" rmnet_dataO
= o Koo LAN MEpOpEu. K. "onKp
® LAN [JEpOpEwu. K.
lan<0,1> " wlan<0,1>" br<0-9>" rmnet_data0

pool NTPB. H. . nux IPt Xiil " B. H. 6@ 00" NTPH. H. &. nu
a. Xt et BUapYTMOQB "’

POOL_ADDRESS |NTPBH. H. ®. ux IPt Xiil "HB. H. 6 00
Bi

MAX-SOURCES |NTP B. H. ®@. ux t. | xQ 6" 1 16%x Wm
O6QB" ATawEY"” 4 np"

gps NTPH. H. p O0BUY GPSA. Ap gpsdx R 6 " 1 6O

GPS_INTERVAL |[GPSASB.nttpJdl BUWAR{S b3 3x6"
100.0° 1000.0x W BUGpYTMDPOB AT m
Ey"” 1000, TR "
‘wp’y = NTPH. H. y"gpsd . Ap Tw GPSA 6
L4 - oop
= GPS_INTERVAL61 PBYp" AT>uEKX
" 1000, Y» JQbOB"
~=o0o Koo LAN [IEpOpEu.K.n
@] ¢” 10000, @ TOUOQPR"

, Jph. 2. Ej©p"loTu.K."o Ko®PEpOpPpEwMU. K."

N ocarKoo LAN [JEpOpEwn. K. gy GPST ¢ =0 0 Mo Mb
C" gpsEblp X6D“BUGpyYNMPQOd 6"

— 6 "tBUGpm"” stratum-0, Tw GPSTTW

ndDUL_LJETGQQB‘Zx/h" Y stratum-1, p 0
B

C: On

BUap
o [0

0 <




E blp X

server SERVER_ADDRESS NTPB. H. x IPT Xiil "B. H. 6@ U"NTPB
CH. 9. Kt 0QB "
3-56@ 0OoMA>"AT>3UE Y NbOR" Q6" 3 =yY" e
BUGPYTMDOB"
min NTPH. H. YXQ1Db. 3pOhis2xA x6"-4 24x
N OQOB" AT>mEY" " 6, (64 )MPB"’
max NTPH. H. YXQ bB.3pOhis2xA x6"0 24%
N GOB* ATawmvEY" " 10, (1024 mR*
polltarget b.3pOh{ N m"-0tmnE3T 3nm» BUDB. 3p
OK. DAE 6" 6 60x Wm 6QB AT>mnEQY"
"6 B
port NTP 1t BYU UDPBb. EXx <« 6" 1 65535 Wn
0QOB AT>mEYP" " 123, B "
enable NTP B. H. xR 6 " 306" H. PI 6R (0 OQOB*' GPSA. ApY "o
A> " GPSAO. ApF "’3[’)(;)[3‘
, Jph. D.Ej©60"loTu.K. "o Ko®PEpOpEwMU. K. "
M orKoo® LAN T[IJEpOpPpEUK. K. Y GPST &l 0oMoMB
G" GPSA. Ap6 " 3RBUGpYTDPOSG
show NTP B. H. X 6 "~ 00B"
JOWY" 733 NTPx 6 * BU.6pAdoWI gM
no server NTP B. H. ¥ 6|vMiQB"
no pool NTPB. H. @. nx 6|vMiOB"
no gps GPSA. Ap X 6)]M0" GPSA. Ap6 0 QB
, Jph. D.Ej©60"l0oTU. K. "o KoQ®PEpOpPpEwMU. K. "
i crKoo LAN T[IJEpOpPpEuK. K. Y GPST &l o0oMaoMB

C" NOgpSEblp X6D“ BUAPYNMNPOS6 "

no make-step | step” 66X 0 ®PM 6| MUEQB"

s

no max-updat | € X . T Dx N 6] M0OQB"

e-skew

no priority NTPB. H. x ®k J | 6|vMi0OB"
no sync-interf | NTP B. H. x & 6)M06OB"

ace

no enable NTP B. H. XR 6 "30" H.PI 6 s500B' GPSA. ApY "o
A> " GPSO. ApF T 300B"
, Jph. 2. Ej©p"loTu.K."o Ko®PEpOpPpEwMU. K."
o EKEIYEX LAN [MEpOpEwu. K. ¢ GPSt =0l oMQd6"

exit NTP X 4 = d. X6° 00" A. XYy “ 60B"

no ntp NTP x 6| M00QB"




n* 1
351" € ASD. Ej 86 NICTTT" werj bo MY v Wt BUA> xD“ 6”0
QB NTPB. H. YXQ1Db.3pOh{ y64d s2x 6AXx"Q b.3pOhi 1024 s 2
X 10Ax" b. 3 pOK. DAE ¢ 6" NTPXb. E <« ¢ 123p QB

amnimo(cfg)#ntp 8

amnimdcfg - ntp)# server ntp.nict.jp mn 6 max10 polltarget 6 port 123 8
amnimdcfg -ntp)# enable 8

amnimdcfg -ntp)#exit 8

D“ 2
351" ¢ASD. Ej 606 GPSTW  §BY  BUA> xD* 6" QB

amnimo(cfg)#ntp 8

amnimo(cfg - ntp)# gps1000.0 8 , 1000msh | m GPST WUW 66" =
amnimo(cfg - ntp)# enable 8

amnimo(cfg - ntp)# exit 8

W~ xKebpJtv Mo
GPS WpopK. KAEGo (i NTPH. H. X Wn" W -~ xKebpldYYod
QB

) W~ KebpD
GPS GPS_INTERVALT HbhOWhs 3bs3 x W §Y“2hoM®O
Bi
Jph. D.Ej©60"l0oTU. K. "o KoQ®PEpOpPpEwMU. K. "
T orKp® LAN [IEpOpEwun. K. y GPSt ®=boMQds6"
NTPH. H. POLLING_MIN" POLLING_ MAXTT 1 b6 Whs 3 x W dY* e
boM®OB*
Q6 " sync-interface SYNC_IFNAME 1t GoMUA> " tMopK. TEp
'Y RAbO6KobpOmW -~ 6D0*60OB"




74 SSHYx 6pB¢Y
SSHs Secure Shellx x " p" SSHY 6" MOB*

7.4.1 SSHY 6 " pB4dY
SSH X 6 “ BUTt Y" showconfigssh Eblp XX6D* 6 QOB °
3y
show config ssh

Y T>3. blAE

# ---- transition to configure mode
configure

# ---- sshconfigure  ---

ssh

ENABLE

port PORT_NO

KEEPALIVE

ciphers CIPHER_TYPE

exit

# ---—- exit configure mode ----

exit

YT

ENABLE SSHBH. H. Y T - TaA>XA Y “AbOB"

enable, p " NbOBR"’
noenable, p " NbhbQOR"

PORT_NO SSHB. H. Xb. E <Y “HAbOBR"*
KEEPALIVE SSHB. H. X TCPM. &t xeYY " - T a/A> XA Y
"NboOB’

" keepalive, p " NbOQOB"’
|” nokeepalive, p " NbOQB"
CIPHER_TYPE SSHB. H. 1 r ¢9<3 " Y31 E " nNbop"
\ 6 my" " default, p " AbOR"

o“

SSHX YOMYR EtTTT2UB8¢"d r.F.A.Xn 6 “BUapyYmdO
36 3>T"E *S.Xp S.XxD* 6 6QB"

ey =+

amnimo# show configssh 8

# ---- transition to configure mode.
configure

# ---- sshconfigure  ---

ssh

enable

port 22




keepalive

ciphers default

exit

# ---- exit configure mode. ---
exit




amnimo(cfg)# show config ssh 8
# ---- sshconfigure  ----

ssh

enable

port 22

keepalive

ciphers default

exit

4':? SSHYX 4 = A. X show config Eblp X6D*“ BUp" A. XKp XA Y
=8 ~NbOB"

amnimo(cfg)# ssh 8 , SSHX 4 = A. Kty*“

amnimo(cfg - ssh)# show config 8

enable , 332" A. Xp «a

s 1 X




742 SSHO6 B d

SSH6 BUTY" 4= SA.XKiy*“o" Eblp XX6D“ 0 QB
adam 06 g Tteont Y®s Qb QB

N"

ssh

port PORT_NO
keepalive

ciphers CIPHER_TYPE
show config

no keepalive

enable

no enable

exit

no ssh

E blp X
E blp XX

ssh SSHX  EblpX6n*“ 0 QB "
? A. XNEblpX6D“BUp"d = . XKiy“00B"

-

=

port PORT NOT " SSHYx b. E < 6" 1 65535y Wmnmm GOQB°
keepalive TCPM. ©ot xp¥Y6 " 3I0Q0B‘' M. dt xp¥Yxhi g 7200 np"*

p)KQTpE W4 ServerAlivelnterval 1 6 1 &Y 0oMY
=< /> Y SSHBH. H. Tuwx TCPM. ot xoYyYy &nboOds'

ciphers CIPHER_TYPET " SSHBH. H. T r od9«3 " 6 0QB"' ppbln
Y po" X8«<3 " 6@ BUAPYMPOBR"®
default = chacha20-poly1305@openssh.com
= aesl28-ctr
aes192-ctr
aes256-ctr

aes128-gcm@openssh.com
= aes256-gcm@openssh.com

aesl128-ctr AES128bit CTRs Counter)
aes192-ctr AES192bit CTRs Counter)
aes256-ctr AES256bit CTRs Counter)
aes128-cbc AES128bit CBCs Cihper Block Chaining *
aes192-cbc AES192bit CBCs Cihper Block Chaining *
aes256-cbc AES256bit CBCs Cihper Block Chaining *
3des-cbc Triple-DES CBG Cihper Block Chaining *
show config SSHB. H. X 6 " 00B"

"{L')LPLIJ"A741 SSHX (@) 7Bq<6'|TN'L")O‘Plr']M‘
no keepalive TCPM. ot xpY6 " 3060B"

enable B. PI 6R 0 0B
no enable H. PI 6 s60QB"
exit SSHXJ = A. X6  o" A.XYy“ooQp"

no ssh SSH X 6| vMi0OB"




DH
351 "8« "~ CBG CipherBlock Chainingx A. XX61 ®"b. E <« 6 22/TCP 3 as 222«
nd ndédUdn* 6 OB

(e D)

amnimo(cfg)#ssh 8

amnimo(cfg - ssh)# ciphers aes128 - ctr,aes192 -ctr,aes256 -ctr 8
amnimo(cfg - ssh)#port222 8

amnimo(cfg - ssh)# enable 8

amnimo(cfg - ssh)#exit 8




7.5 DNS x 6B 4
DNSX &4"ITF.KIiW x *"DNSXx 6°MOB"
75.1 DNST 6a4BdY
DNS 1t 6404 B Ut y" nslookup E blp XX6D*“ 0 QB
y"
nslookup< DOMAIN ADDRESSquery -type QUERNTYPE[server SERVERADDRESS

f

DOMAIN M>23UXKop 6@ 0OQB"

ADDRESS M>23Ut Xiil 6m 0 QB
tXKiil 6@ BUp" Wodnma{AbOB"

QUERY-TYPE a" aaaa" ptr" mx" ns" soa" txt" anyX My bTxpe3. Koo
6m 06OQB"°
1 BUp" Tvomy a IPv4 p aaaas IPvex " Wo @1y ptr
Y nbop*

SERVERADDRESS M>23 X DNSB. H. tXiil 6@ QB
7 BUp" "NDXAOATI3MEK. 3B. H.Y AbOR*

D
E blp Xx pY Y"BYoxHA. Knm ampB‘3st"d o r. . d.XKyxnt 67
0 QB

a-v- D) wex D) &= G

amnimo$ nslookup google.co.jp query - type a server 8.8.8.8 8

; <<>>DiG 9.11.3 - 1lubuntul.1ll - Ubuntu <<>>google.co.jp @8.8.8.8

;; global options: +cmd

;; Got answer:

;i ->>HEADER<<opcode: QUERY, status: NOERROR, id: 26406

;; flags: grrd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

ki

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;; QUESTION SECTION:

;google.co.jp. IN A

;s ANSWER SECTION:
google.co.jp. 299 IN A 172.217.161.227

;; Query time: 67 msec

;; SERVER: 8.8.8.8#5 3(8.8.8.8)

;; WHEN: Tue Feb 18 14:18:17 JST 2020
:» MSG SIZE rcvd: 57




752 DNSxI r. K1 6 ”BY

DNSx | . KI 6 "~ BUt " showdnsEblpXX6D"“ ) QB Q8" DNSx Ma AEB 6
" BUt @" show dnscache E blp X6D*“ 0§ QB

N"

show dns
show dns cache

Y T>3. blAE

show dns x Y
server - address ADDRESS

show dns cache x Y
START_RRSET_CACHE
~ RRSETCACHEDATA
END_RRSET_CACHE
START_MSG_CACHE

« MSGCACHEDATA
END_MSG_CACHE
EOF
A
ADDRESS ‘W » HboMU M> 285 DNSB. H. Xt Xil Y ~q
bR’
M> 28 DNSB. H. Y JBUAS W Xt OKA
Y "AboQB’
RRSET-CACHE-DATA 3t. | HE. XJAE(RRse)Ma A€B . KY “ HbOp"
MSG-CACHE-DATA msgMaA€B L. KY ~ AbOBR"

o
E blp Xx pY Y"BYoxA. Kn ampP‘iIst"d o r. . d.XKyxnt 67
0QB"

a-v- D) wex ) &= G

amnimo$ show dns 8

server - address 8.8.8.88.8.4.4
amnimo$

amnimo$ show dns cache 8
START _RRSET CACHE

ks

rrset30931180
x.arin.net. 42693 IN A 199.71.0.63
x.arin.net. 42693 IN RRSIG A 5343200 20200302130008 20200217120008 64

608 arin.net. BpaLgmjMKKIhZ20088fNBU2IVGxmvemwUMtusWRBhIEhm2bltv9ijX0geDZ1ESfrguA9KxzJ
gQSbw3xL6+gykMHLP33ynfAS7BiopVYOQgNIXE9wGVVOnwkMMC1Tjdekpt4J3sQbINhPFrWxZDi5a5jea!
305p+hbVeVOjaXU= ;{id = 64608}

:rrset30931080

pdns196.ultradns.info. 3093 IN A 156.154.68.196

S| /| X

END_RRSET_CACHE

START_MSG_CACHE

msg google.co.jp. IN AAAA 3289613930100

google.co.jp. IN AAAA 0

msg pdns196.ultradns.info. IN AAAA 32896 1 39301 1 0

pdns196.ultradns.info. IN AAAA O




s 4] x
END_MSG_CACHE
EOF

7.5.3 DNSY 6 " pd
DNS x 6 “ BUYTt " showconfig dnsE blp XX6D*“ 0 OB
y"
show config  dns

Y T>3. blAE

# ---- transition to configure mode
configure

# --—-- dns configure ----

dns

ENABLE

port PORTNUNBER

QUERYORTRANGE

log -level NUNBER

DNSSECSERVICE

DNSSE®ERMISSIVE

cache-ttimin  CACHEMIN TTL max CACHEMAXTTL
cache-ttlnegative - max CACHENEGATIVEMAXTTL
ROOTSERVER

SERVERADDRESS

FOWARD

LOCALZONE

LOCALADDRESS

LOCALCNAME T (CNAME)Y V1.8.037 @0 o MOQB*
exit

# ---- exit configure mode ----

exit

AR

ENABLE DNSB. H. Y 7 - o> XA Y “"AbOB°
N "enable, p " AbOBR’

noenable, p ~ R bOR"

PORT-NUMBER DNSB. E < X Y "nNbQp"’
QUERY-PORT- DNSb. E Wx Y3sx1l™nm “NMboOB"’
RANGE

nmn MIN- PORTmax MAXPORT

MIN-PORT pes3. XxXb. E Wsstat x Y" 1024° 65534
Mm " AbOB"
MAX-PORT pes3. XxXb. E Wsend xY" 1025 65535%
Wm “qbOB’




‘

LOG-LEVEL

KOY #hWlUmY " AbOB"

operational | [A 6Y GOQOB*

detail - operational 40 [A 6Y 00QB"

query pes3. nlUuxAd 6Y 0OOQOB"°
algorithm tmE3T 3iiUnuyxd 6Y GOQB°
client -cache-miss MaA€sbl liUuxd 6Y (OB

DNSSEC-SERVICE DNSSECY " o /> XA Y " nNbOoB"
" " dnssecservice, p " R bOB"
. "nNboOds’
DNSSECG DNSSECX G4 me x. YYOpdPxe Y "aA>xA Y “HAb0O
PERMISSIVE B
N " dnssec permissive . p * A bQOB "
. "nNbOds’
CACHE-MIN-TTL MaA€B WY Q1 TTLs ° 56@)" s XY “"NANbOR’
CACHE-MAX-TTL MaAEBWYQ TTIL s XY “AbOB"
CACHE-NEGATIVE- |[KCITuYMaA€EBYXQ TIL s XY “AbOR’
MAX-TTL
ROOT-SERVER DNSu. Eh. H. Y T- To/4>xA Y "AbHOB"
v " root-server, p © A H OB
N " noroot-server, p © A HbOBR"
SERVERADDRESS | B: H. T Xiil Y3 =x'1™" m " NnbOB"
server - address ADDRESS$riority PRIORITY
ADDRESS B. H.o xt XKiAlY " AbOQB’
PRIORITY Y "nboOB’
FORWARD Toam. XBUXKIOgpp M>28 IPtXiAl Ys=sx1™ m Qb
QB
forward DOMAINaddress ADDRESS
DOMAIN XepY " AbOR"
ADDRESS TXAlY “AbOB"
T3 M. OKY“'®E OKIOgpx M>286"m tOKAIY M2
B 540 np:’
LOCAL-ZONE K. puh.p Y3ox1™ m " AbQB’
localzone  ZONEtype TYPE

|

ZONE
TYPE

h. p Y
Koo Y

"nboOB’
"nboOB’




K. pwnt Xiil Y3ox'1™ nm " AbOQOB’

LOCAL-ADDRESS

ADDRES®ame HOSTNAMIH TTL

local address
"NboB’

ADDRESS T KA Y

HOSTNAME W E Y “AbOR"

TTL TTL Y “3bOp*
TY33x1" 1 " fibhOB"

LOCAL-CNAME

K. pulll E ¥
cname CNAMBame HOSTNAMi  TTL

local
TY "nNbOB"’

CNAME wr E x
HOSTNAME WwE Y “AbOp"
TTL TTIL Y “AbOBR*

O ¢ V18037 w«dloMOB"*

Zg




DH
55T"E + A. K W6  A. XKm"DNSB. H. 6 "T0" M>23 t Kiil
68888106 6 *pYn‘ 6 HOP"

amnimo# show config dns 8

# ----  transition to configure mode.
configure

# ---- dns configure ----

dns

enable

port 53

query - port -range min 1024 max 65535

log - level operational

cache- ttl min 900 max 3600

cache- ttl negative - max 900

root - server

server - address 8. 8.8.8 priority 10
exit

# ---—- exit configure mode. ----
exit

amnimo(cfg)# show config dns 8
# ---- dns configure ----

dns

enable

port 53

query - port - range min 1024 max 65535
log - level operational

cache- ttl min 900 max 3600
cache-ttl negative - max 900

root - server

server - address 8. 8.8.8 priority 10

exit
=I7 d = A. X show config dnsE blp XX6n*“ BUp " XA Y “"AbOB°
=

amnimo(cfg - dns)# show config  dns 8

enable , 30" A. Xp «a

port 53

s N X




754 DNSYx 6pU

DNS6 BUTY"Jde= HA.XKtiy*“o" Eblp XX6D“ 0 QB
adam 06 g Tteont Y®s Qb QB

N"

dns

enable

no enable

port PORTNUMBER

query - port -range min< 1024 Z 65534>max < 1025 Z 65535>
log - | evel < operational | detail -operational | query | algorithm | client -cache- miss>
dnssec servic e

no dnssec servic e

dnssec permissive

no dnssec permissive

cache-ttimin< 10 Z 2419200> max <10 Z 2419200>

cache-ttl negative - max<10 Z 2419200>

root - server

server - address ADDRES$priority < 0 - 99>]

no server -address ADDRESS

forward DOMAINaddress ADDRESS

no forward DOMAIN

localzone ZONE_STRIN®pe < deny | refuse | static | transparent | typetransparent |
redirect | nodefault >

nolocalzone @ ZONE_STRING

local address = ADDRES®ame HOSTNAMEI < 10 - 2419200>]
no local address ADDRESS

local cname CHOSTNAMiame HOSTNAME tl < 10 - 2419200>] , T (CNAME)Y V1.8.03
T @«0oMQB"®
nolocal cname CHOSTNAME T (CNAME)Y V1.803f @0 o MOQB"*
exit
E blp X

Eblp

DNSX  EbIpX6D“ 0 QB
[P 7 KMEBIPXGD BUp"d = A KTy 0OB

4
enable Hh. PI 6R 0 QB
no enable h. PI 6 s00QB"
port PORT-NUMBERT b. E « 6@m 0 QB
query-port-range pe3.x “b.Ex N6m 0B’

query - port -range min  MIN_PORTmax MAXPORT

g" y maxy Y OM 1oYWt boWi AM
[

MIN_PORT peE3. X “Bb. E MNxQ1 6"1024-65534%
Nnem OB

OT>unE @’ 1024, "

MAX_PORT peE3. X “Bb.E NxQ 6 " 1025-65535 x
Nnm 0 OQPp°

OT>unE Y~ 65535 1P °




E blp X

log-lovel

LOGLEVELT " k OY x#lLu6 0 OQB"

operational [A 6Y GOQB°
d=c [A 6Y (OB
nUnyxAd ©6pes.

detail -operational
query

pE3. Ept ¥ 0
QB

tmE3T 3iUnxd 6Y 0B
MaA€BbIl xXpxotpEX. A

00B"

algorithm

client -cache-miss 6

dnssec service

DNSSEC DNS Security Extensionsx 6 " 1 0 QB *

no dnssec service

DNSSEC6 " 10 QB

dnssec permissive

DNSSECX G4 Tme x. YYBpdPxae 6 " 1060B"

no dnssec permissive

DNSSECX G4 me x. YYBpdPxae 6 " 1060B"

cache-ttl

MaA€By voh( )6 QB
min MIN_TTL max MAX_TTL

W

cache-ttl

MIN_TTL MaA€s vdéhyxQ1 TIL 6"10° 2419200
X Wnm 0OB°

OT>wnE Y” 90, mR"

MaA€s vdéhyxQ TIL 6"10 2419200
X Wnm 0OB°

OT>wnE Y” 3600, mB*

y maxx Y oO©M todW=rt OoWI M

MAX_TTL

cache-ttl
max

negative -

KCruYMaA€B X Q voéh( )6 OO
-max NEG_MAX_TTL

cache- ttl negative

NEG_MAX_TTL KCruyYyMaA€es vdohyxQ1 TIL 6"10
T 2419200 Wnm G OB
OT>unE ¢” 90, "
root-server DNSu. EB. H. Yx M>286 " 1060QB"
no root - server DNSu. EB. H. YxX M>286 " 1060QB"
server-address M>2d x4 3 DNSH: H. 6 00Bs Q 2vOm L

ADDRESS M>2d0 X413 DNSh. H. xXT Xl 6@
6B

PRIORITYT "0 99X T

OT>uwE Y”" 0 mR°

priority PRIORITY

no server-address ADDRESST t Xii| 6@ 0(o" M>23 X413 DNSH. H. 6|
MO QB!
forward XXKOgpt BU M>2864 3 DNSh. H. 1 00OBs Q
m8vom x !
DOMAIN XOgp 6m UG OB
address ADDRESS | ADDRESST M> 28 x4 3 DNSh. H. X
t Xl 6m 0 QB*




E blp X

no forward DOMAINT XtOpp 6@ 00" M> 238 X4 3 DNSH. H. 6| M
0 0B
local zone K. pnh.pbm 0o" [6 GQOBs Q mMi16Qm x
00K.puh.pY /7 O0oMA> YY" 2NbHbOBR"
ZONE_STRING |k . puxh. p6m OB
type ZONE_TYPE | ZONE_TYPET " 3 =X " r o [Koo,
T BK.puxh.p X [Kooobm ¥
QB
— 608 h. ptth 0" localaddress E bl
pmrwq Y /OoMA> X [6m
0 0B
r o [Keo
deny ® 6 00Qdc"
refuse rcode 6 REFUSEDT 0 0 "e . IOAJ. S6
QB
static nodata Q6 ¢ nxdomain & 0 QB
transparent ™ M> 238\ 600B°
typetransparent ™ M>238\ 600B°
01 0" Ko ®s AAMAoc*xYYoU/A> mF"d
pioy2hOop’
redirect "NDnpes.xe 600B"
local address E blp XXt W4 pd11 XHKgp
63 NpolipEBYBGT » OB
nodefault AS112 h. ps ®dxp L. Et XKii | x Wo dx x
0cXxXAT>umEYX 6PTT OB
no local zone ZONE-STRINGT kK . pu h. p6@ o " local zone E blp Xx 6

| MoOQB"

local address

TXiil "W E xpesz.tTe GOBSQ m640T x

ADDRESS @ BUt XAl 6@ QB
name HOSTNAME | HOSTNAMET & BU Wl E 6@ QP °
ttl TTL TTLT "ee Wt B TTL 6"10 2419200

n UGQB'AT>ME ¢ 3600, mpB"

no local address

ADDRESStT T Xii | 6@ 0 o " localaddress E blp XX 6)]M00Q
B

local cname

T"W E Xpes3s.tTe 00BsQ me6e640m x !

CHOSTNAME T6m (OB

name HOSTNAME | HOSTNAMET &2 BULWII E 6@ GOBR"

ttl TTL TTLT "& Wt B TTL 6" 10 2419200( )
X T O0OB“ AT>mE " 3600 mpB"

— O Y V18037 e&loMOB"
i

no local cname

CHOSTNAME 1 T6®m O 0" local address E blp Xx 6| M
60p

— O Y V18037 @&@boMOB"

i




exit d = Ad. X6° ".’)O“ ﬂ‘)Kqul')QB‘

o7 A. K" DNSH. H. 6 "ti0" M>28 T Xil 6 8888t B

BE

amnimo(cfg)# dns 8

amnimo(cfg - dns)# enable

amnimo(cfg - dns)# port 53

amnimo(cfg - dns)# query - port - range min 1024 max 65535
amnimo(cfg - dns)# | og- level operational

amnimo(cfg - dns)# cache - ttl min 900 max 3600
amnimo(cfg - dns)# cache - ttl negative - max 900
amnimo(cfg - dns)#root - server

amnimo(cfg - dns)# server -address 8. 8.8.8 priority 10
amnimo(cfg - dns)# exit

amnimo(cfg)#




76 DHCPBH. H. ¥ 6B Y

EOEEREE - < <

DHCP3 . | d * DHCPB. H. X * "DHCPB.H.x 6*“MOB"

DHCP3 #i. s 710 DHCP3ii.x 6BU_xx Y " mKUA>" DHCP
B. H. ¥ g " TmPQde6 "

76,1 DHCP3 .l d 6 ~ By
DHCP3 .1 d 6 ~ BUYt y" showdhcplease E blp XX6D*“ 0 OB
4"

show dhcp lease IFNAME

IFNAME IPvax op K. TOpoI 6 0B

“

()

E blp XX pY Y"BYoxHA. Knm ampB‘3st"d o r. .49 XKyxnt 67
0Qp"

(a-v- ) wex D & =

amnimo$ show dhcp lease eth0 8
MAC IP hostname  valid until manufacturer

11: 22:33:01:d3:23 192.168.0.1 00 test -clientl 2020- 03- 03 02:38:47 -NA
e8: 1b: 4b:5e:4c:94 192.168.0.1 02 test -client3 2020- 03- 03 02:39:26 amnimo Inc.

@@_\I‘_ EpOpEwn. K. my manufacturer x X RUK4Qds6'*




7.6.2 DHCPBH. H. ¥ 6 " B4
DHCP H. H. ¥ 6 “ BYt Y" show configdnhcp Eblp XX6D* 6 QB °

N"

show configdhcp[  IFNAME

IFNAME IPvdx gp K- TGl 6 00QB"°
IFNAMEG/I BUp" NnboMUBYoxepK. T
=<8 0o | x DHCPH. H. Y “"HbOB"

Y T>3. blAE

# ---- transition to configure mode
configure

#

dhecp IFNAME

# --—- dhcp IFNAMEconfigure ----
ENABLE

DYNAMIAPV4- ADDRESRANGE
netmask IPV4- ADDRESS

leasetime MIN TIME MAXTIME
router |IPV4- ADDRESS
DNSSERVERNAME

domain DOMAINNAME

NTR SERVER

static MACADDRES®V4- ADDRESS
STATIG IPV4- ADDRESS

s K4 w “ 7 AbUx

FAILSAFE

exit

# ---- exit configure mode ----

exit
A

ENABLE 60 IFNAMEX DHCPB. H. Y " - Ta/45>%XA Y “nb

OB’

" enable, p “ A bOBR"
noenable, p " NbOBR"

IFNAME DHCPH. H. XKAEM. pgpK. TGl Y ~HAbOB"
fp’} “fibYepK.Teel "  TWwoYodOB’
= = Ale ASD. Ej ©¢

wan0" br<0-9>
= e ASJ. Ej B¢
eth0" br<0-9>

= loTu. K.
eth<0-1>" br<0-9>

= o Ko®PEpOpEM. K.
ethO

= o Kogd/lonKpgo LAN [JEpOpEwun. K.
lan<0-1>" wlan<0-1>" br<0-9>




|

DYNAMIC-IPV4- T3.1 R bUtXilyx MY RboMUA> "3 sy W1
ADDRESS-RANGE "AbOB"
dynamic IPV4- ADDRESSTARTIPV4- ADDRESEND

[

IPV4-ADDRESS-START (3. | T Xiil x e« IPT Xii |

IPV4-ADDRESS-END 3.0 H KA X IPT XK
MIN-TIME Q13.186hY " AbOB"
MAX-TIME Q 3.18hY " HAbOB"
DNS-SERVERNAME | DNSB. H. X Y /KUA> g" 3sxW=T1 " AbOBR"

dns SERVERNAMESERVERNAMED d d

N

N
1

N

.

SERVER NAME B. H. X IPt XAl FOWyH. H
DOMAIN-NAME DNSx Xlogp Y * HbOp*
STATIC-IPV4- T AbY IPtXil p MACT Xiil X ¢>28  YKU/
ADDRESS > "3sXWST " AbOP"
static  MACADDRESS STATHIPV4- ADDRESS
MAC-ADDRESS Pt AT Y  fbU MACT Xii |
STATIC-IPV4-ADDRESS IPv4t it |
NTP-SERVER NTPH. H. X IPtXiAl Y rAboMU/A>"3sxW=t “Ab

OB
ntp SERVERNAMESERVERNAME'

SERVER NAME B. H. x IPt XAl FOWYBH. H.




FALESAFE

DHCPBH. PI 6™R BUTOEUI.TY nboMU/A> "3y
W=t " Nnbop’
failsafe  period PERIODcount COUNTetry RETRYreboot REBOOT

DHCP DISCOVER6 dpxpot pES MACt Xii | x Twd & h
(period°t® )t® - (counme )34x &06/A> DHCPB.
PIl6™R 0QB"

DHCPDISCOVER 6 hp ®3 p OB U § h
PERIOD 6" 60 3600( )x WUm ~ 6O0B' AT

3nE W 600( )P

DHCPDISCOVER 6 hp ®3 p OB U h

TTOpul. Tp BY &+ 6"2
COUNT " 255x WUm T 0QB ATAwmE

g 3np’

TOeunJ. Tx3Expe+v 6"1 10%
RETRY WNm ~ 0B AT>wmE g 31

Bl

TOpndJ. Tx3Y.E 6"1 10X
REBOOT WNm ~ 60B AT>wmE g 3B
TGQMJLTO PpopKTe. 1 1 Yr mBY" Wi
14 XxXopK. Tepl 1 nPQd6 "

V19.037 XEpOpPEN. K. x0ot1D nbhoMQB'ec ASD

LEjGQ"IOTMLKLTVMOlIJsﬁD 6 6oMQB*
TOeuJ.TO X4 etvMoy, 123 TOeul. T, 6¢
AW QM




Du

DHCPB. H. pOMx R

PrnoeQdoe

3t "E 1 4A. XKp

L=+

A. XxD"

amnimo# show config dhcp ethO 8

# ----  transition to configure mode.
configure

dhcp eth0

# ---- dhcp ethO configure

no enable

dynamic 192.168.3.20 192.168.3.40

netmask 255.255.255.0
leasetime 600 3600
router 10.5.5.1

dns ns2.example.org
domain example.org
ntp ntp2.org

static 12:34:56:78:90:60
static 12:34:56:78:91:60
exit

192.168.3.10
192.168.3.11

# --—- exit configure mode. --—--

exit

‘e @D

amnimo(cfg)# show config dhcp ethO 8

enable

dynamic 192.168.3.20
netmask 255.255.255.0
leasetime 600 3600
router 10.5.5.1

dns ns2.example.org
domain example.org
ntp ntp2.org

static 12:34:56:78:90:60
static 12:34:56:78:91:60

[9Y DHCPT. H. x 4 -

192.168.3.40

192.168.3.10
192.168.3.11

= XA Y “AbOB’
amnimo(cfg)# dhcpethO 8

amnimo(cfg - dhcp- ethO0)# show config

dhcp eth0
s /] X

EtTTeueg"d

6" LOB”

A. X show config Eblp XX6D*“ BUp"

DHCP X ¥ -

6

"BUap

. XKp




763 DHCPB. H. X 6B U

IPvdx DHCPB. H. 6 BUTY" 4= SA.KI§y“0" EblpX6n® 0 0B
aamn 00 g TtoutYds Qb QB
y"

dhep [ IFNAMEE

dynamic IPV4- ADDRES$V4- ADDRESS
netmask IPV4- ADDRESS

leasetime MIN TIME MAXTIME

router IPV4- ADDRESS

dns SERVERNAMESERVERNAME A
domain DOMAINNAME

ntp SERVERNAMESERVERNAME A
static MAEADDRES$V4- ADDRESS
show config

fails afe[period <60 Z 3600>][count <2 Z 255>][retry <1l Z 10>][reboot <1 Z 10>]
no static  MACADDRESS

no domain

no router

no dns

no ntp

enable

no enable

exit

no dhcp IFNAME

E blp X
dhcp IFNAMET " op K- TOGpl 6@ 0o0oEblpX6D“ 0 QB"
:l? r ocopK.Tepl y" TWpoYodoQp*
L=<l - Ale ASD. Ej ©69¢
wanQ" br<0-9>
= e ASD. Ej 60
eth0" br<0-9>
= loTu. K.
eth<0-1>" br<0-9>
= o Ko®PEpOpEM. K.
ethO
= o Koo LAN [MEpOpEwun. K.
ethO
A. XKnogpK. Tegl 6@ 'L')oD“BEIp" 6OppK.T®O
7.l 0! X DHCPB. H. s IPv4x X4 = SA. Xt y*“ 6 0OB"
dynamic pxptpET 0o IPt Xiil 67 midfid4 N6 0 OB"
IPV4-ADDRESST " WVx /1 O Wo =X IPT Xiil s IPvax 6@ 0§ OB
= N T[B‘
e = netmask x M6 MU Yynd0de
: netmask X W mF" 25676 NU Wy ndP0d6 "
netmask IPV4-ADDRESST " hYKAEDLIl p6@m 0 QB
OT>uE " 25525525507




E blp X

leasetime IPt Xl 63.1 34 T Wh6 QB
MIN-TIME Q13.16h6m 0OQP"
= My" 1 864005 * TP "
= AT>nE Y" 60 mB"*
MAX-TIME Q 3.16h6m 0(OQB"
= My" 1 86400s x TP
= OT>wmnE Y" 8400 mfp"*
router IPV4-ADDRESST "DHCPp Xt pE Y BUD. Ej Bt Xl 6m
QB
aut06 BUp" IFNAMEX IPt Xiil Y» RbOB"
L=l 00 IPt ii | y dynamicx W 1 GoWi M
dns SERVERNAME T " DHCP pxpt p Et BU DNS B. H. x IPt Xiil
s IPv&x QO yh.- H. 6@ U OB
bpbim¥Y po BUapYTM®POB'
9] auto Gm BUp" IFNAME x IPt XAl Y» AbOB' 610"
= BUdpYnmdQde' QO IPT XAl ¢ dynamicx W 1 bow
1 M
domain DOMAIN-NAME T " DHCPp xpot p ET BY DNSXKKOgp 6m 0OOQOB°
= 253 7z3 mm BUY YKAQB*
= Xtogp x zWo v d. Zmn"lb3isy . ZO6Y -5 M
eTpxp” . sC3bXxT B Y YKAQB
ntp SERVERNAMET "DHCPp xpo Tt pET BYNTPBH. H. x IPT XKiiIs IPv4x
6m 00QB'
bpblmY po BUGPYTTDOPR*
l9p’] auto 6@ BUp" IFNAMEX IPt XAl Y» AbOB 61 ("
= BUdpYndQde' QO IPT XAl Y dynamicx W 1 bow
1 M
static 60 MACT Xiil 6 vBUpxptpET 00" @ IPTXil 6 9
00QB"
Q 160m BUadpYTTMDPOPB
MAC- 5517 m" MACtT Xiil 6@ (OB*
ADDRESS XXXXKXXKXXK XX XX
IPV4- IPt Xiil s IPvax 6m 0 QB
ADDRESS
show config | DHCP h. H. X 6 "00QB"

J6Wy" 762 DHCPB. H. x 6 "BY.B6gAbOWIL AM




failsafe DHCPB. PI 6™R BUTGeuJ.T6 " T0H0OR°

TOouJ. TO myY" DHCPDISCOVERG dpxpot p Es MACT Xiil x
Twd & h (periodn®m )t®m - (counmte )34x &0O6/A> DHCP
H. PI 6B™R 0 OQB"

AOT>nE g " mpe

period | DHCPDISCOVER6 Hhp @3 p OB US h 6" 60" 3600( )x Wnm
0QB AT>wmE Y 600( )mp*

count DHCPDISCOVERG6 hp ®3 pOBUYdht TOpuld. Tp B Y
& 6" 2 255 Wnmm OOQB' AT>wuE g 3mp"
retry TOeuJ. TxX3Expev 6"1 10x WNWnm (0B AT3awm

E g 3np’
reboot | T©®@euJ. Tx3Y.E 6"1 10x VWmm GQB AT>wME
Yy 3mp’
= TOouJ. TO YepKTO. 1 1 Yr mBY" Wt X

[y
'-'|-_,, opK. Tepl 1 TPQd6 "
= V19037 XTt. 3] ©t1D HboMOB"
TEeegnJ . TO xJdetvMoy, 123 TOeul. T,  6¢ AW A
M
no failsafe TOpunl.T6 " T1060B°
no static MAC-ADDRESSTT® (8 MACtT Xiil 6 vBUpxetpEYX® IPTX
Wl xi 949 06| vMGOQOB"
no domain DNSXpp X 6]M00QB"

no router 2. Ej ©pox IPt Xii | 6|vibOB"
no dns DNSH. H. x IPt Xii 6]M0bQB"

no ntp NTP B. H. x IPT Xiil 6|vViOB"

enable %6 IFNAMEX DHCPB. H. 6 " 30" B. PI 6R 0 OQB"
no enable 8 IFINAMEX DHCPH. H. 6 " 306" B. PI 6 s00QB"
exit 4 e A. X6 0bGo” A. XKYy“ 60OB"

no dhcp 06 IFNAMEX DHCPB. H. x B. PI 6 0" " 300QB"
o

amnimo(cfg)# dhcpethO 8

amnimo(cfg - dhcp- ethO)# dynamic 192.168.3.20 192.168.3.40 8
amnimo(cfg - dhcp- ethO)# netmask 255.255.255.0 8

amnimo(cfg - dhcp- ethO)# leasetime 600 3600 8

amnimo(cfg - dhcp- ethO)# router 10.5.5.1 8

amnimo(cfg - dhcp- ethO)# dns ns2.example.org 8

amnimo(cfg - dhcp- ethO)# domain example.org 8

amnimo(cfg - dhcp- ethO)# ntp ntp2.org 8

amnimo(cfg - dhcp- ethO)# static 12:34:56:78:90:60 192.168.3.10 8
amnimo(cfg - dhcp- et h0)# static 12:34:56:78:99:61 192.168.3.11 8
amnimo(cfg - dhcp- ethO)# enable 8

amnimo(cfg - dhcp- ethO)# exit 8

amnimo(cfg)# no dhcp ethO 8




77 |1 €SB. ny 606 Y
g e e i R
|l €SB.ux [A4éx “"1€CSB.uY "1 CSB. MY 6“ MQB "

771 1 €Se.ux [dee6 pd

| €SB.nx [A86 * BUTt Y" show schedule E blp X6D*“ 0 QB *

GxEblpXt Wuo" +D*“06OKI pQOY'H n* xKlpx [Aé&6z BUaGp
YTPOPB

Py = mKlpx [Jdéwd xTtoumnE nboMOp:

=l = Kl pYD“AbOpdt"#h Klpx [A&Y O0nbOp"
= KlpY|]MAboAs>y"th Klpx [Aéy " AbQds"

y"

show schedule

Y T>. blAE

NAME TYPE START CMD/STATUS

TASKNAMESCHEDULHEYPE STARTTIME CMBSTATUS

s /N X

YT

TASKNAME Klp Y “"3bOB"

SCHEDULE-TYPE |3 sX My bTx1 CSB. Ko ®Y ~AbOB"

keep-alive | CSB.3pO0OWhT pingt WY ¢4 é»0 Y

[6"pingY™ 66/4>T 06 OMThpUm
EV stpepgpx 6D QB
general-control || €CSB. 3plJblO@WhntpEAPpOGED“ QB

user-define | CSB.3po0@Whnr.FF.Y TO06Eblp
X6D“ 0 OB

~» 7 EpOpEun. K. ny
@@_l@ "NbQdc’

START-TIME Kl pYD“ ee AbUWHY ~ AbHbOB"




CMD-STATUS Klpxtp€ap O6yD“4 Y *“AbOPR"
SCHEDULE-TYPET Wuo " ~ YYodOQp:

keep-alive = ping & x> " ping(running) . p ~ A HOB"
pingY " 064> " " pingOK), p " NbOR"’
pngY™ (8A>"Dn*“BUtpE€ap Y 1
bop

soft-reboot
general-control |D*“ BUTp€ApP Y " NbOB*

user-define = EblpXX6D*“ 06Q8Y " x> "" finished, p
NAbOB’
= EblpXX6D*“ 60°Q8 Y xA>"" failed, p
"NboOR’

@@ EpOpEu. K.y “Ab0Ods"

D“xKIl pxA>"" wating, p ~ A bHhOB"

.>(

D“
E blp XX pY Y"BYoxHA. Kn ampB‘i3st"d o r. .49 XKyxnt 67
0Qp"

(a-v- ) wex ) &= G

amnimo$ show schedule 8

ki

NAME TYPE START CMD/STATUS

taskl keep -alive 2020 -02-1123:02:00 ping(running)
amnimo$ show schedule 8

NAME TYPE START CMD/STATUS

taskl keep -alive 2020 -02- 11 23:05:00 soft - reboot

task2 general -control 2020 -02-1201:10:00 poe  -reset -supply
task3 user -define 2020 - 02- 13 10:00:00 finished

@@ EpOpEwu. K. my user-define g nmdoMBGg" “NbQdsc’




772 1 €SB. ny 6 " pB4d
| ESB. nY¥ 6 “ BUYrt Y" show config schedule E blp XX6D*“ { QP

@@-’@ EpOpEwun. K. my user-define Y TPQd 6"

N"

show config schedule keep  -alive[ TASKNANIE
show config schedule general -control[ TASKNANE
show config schedule user - define[ TASKNANE

Y T>3. blAE

Bl CSB. K ®Y keep-alivex K1 p

# --- transition to configure mode

configure

# --- schedule keep - alive TASKNAME configure — ---
schedule keep -alive TASKNAME

ENABLE

datetime DATETIME

action ACTION

ping dest DESTINATION

SOURCE

ping interval INTERVAL

ping count COUNT

DEADLINE

ping timeout  TIMEOUT

ping delay MAXDELAY

ping wait MAXWAIT

ping interface  SRCIFNAMEBH. Sap 25037 @&

FAILSAFE

exit

# --- exit configure mode ---
exit

| €CSB. KoY general-control X K | p

# --- ftransition to configure mode
configure

# --- schedule general -control TASKNAMEonfigure ---
schedule general -control TASKNAME

ENABLE

datetime DATETIME

action ACTION

FAILSAFEBH. Saop 25037 ¢ &6 oMQd6 '
exit

# --- exit configure mode ---

exit

| €SB. nKpdY user-define x K1 p
# --- transition to configure mode
configure

# --- scheduleuser -define TASKNAMEonfigure ---
schedule user -define TASKNAME
ENABLE

datetime DATETIME
commandCOMMAND

exit

# --- exit configure mode -- -

exit




<
—u

TASKNAME Klp Y “3bOB"
gy = TASKNAMEG61 BUp"#Hh BUI €SB. ux KI px Y
L4 "~ bop’ ,
= " Tab, M. © BUp" Kl p x 6 aBUapYnoQp"
ENABLE KlpY "- T"aA>xA Y “AbOB"
N "enable, p " NbOB"
" " noenable, p * A bOB"
DATETIME Kl pno“x WY “AbOB*
DESTINATION | pingz pel Ex & W EY “Abop"
SOURCE ping3pel Ex &niY AboMUTg=TTtWpo"3=x1™
"nNboOBspPPEAP X
Kd " ping source {IP-ADDRESS}, p " NbQB"
ol " nopingsource, p C NbOPR"
INTERVAL pingspel E6 GBUR{ ()Y “"AbOR"
COUNT GBY pingapel ExQ Y "AbOB"
DEADLINE pingQ D Wh ( )Y RboMUTC=ZTt Wpo"s=sx1™m 7 R
bOoBs pP®EAP  x°
K4 " pingdeadline{Q D*“Wh} p “ nbOQOB"*
lolli] " nopingdeadline, p " NbOR"
TIMEOUT pingspel ExXKo3t | Ex Wh()Y “HAbOB"
MAX-DELAY | pingD“ xxpW3 kWhx4 e ()Y “nAboB’
MAX-WAIT pingxM 6 9 NUW' xpn3d kWhx1d ()Y “AbOB"
SRC-IFNAME | pingx &dfiepK. Tl Y “AbOB"
COMMAND r.f.Ym 0OKI pXEbIpXY “AbOB"
FAILSAFE Teponl.TO tIMo"3Expe~v S$3vx6 MNO6A>1tD"“BU soft-

(H. Sap 230
3 )

reboot QO Y hard-rebootx Q 3¥. Ev Y "~ AbOR’

= 1 €CSB. MKo®Y general-control TTv 1t p€ppY soft-reboot Q6 P
hard-reboot x 4 >

| €CSB. MK ®Y keep-alive x 1>

"_. "tea"3syx1"nm CAbOR!

v

" failsafereboot {Q 3Y.E-v }. p “HAbOR*
" nofailsafe, p " R HbOB"
tpEAPYAIRIAXA> Y" WF “ NHhQd6 '

FAILSAFE
(H. Sap 250
37 )

TOpounl. TO 1TZMo"®m 0O3Expv p"3Exp~v 6 M6
> T D“ BU soft-reboot QO ¢ hard-rebootx Q@ 3Y.E~ Y “ AbOB"
= | CSB. MKQ®Y keep-alive x 1>

- "t@a"3s=x1" M " AbOB’

" failsaferetry {Q 3 Expv }.

” failsafe reboot {Q 3 Y. Ev 1},

P "NbOB"’

" nofailsafe, p " A bOR"’
tpE€APYIRIAXA> " WF " 1bHQ36’




ACTION Kl pxtp€apyY “AbOB"

soft-reboot BTEj ©t3Y. EY AboMUA>" 3oy Wt
"NboB’

action soft - reboot

| CSB. MK ®Y general-control x 4> " 3 Y
AbU/A> YKYOPR"
= xpM3D“ WhYKU §3Y. E

actionsoft -reboot random RAMDGNIME
= R "O*WhtW4ysy.E

action soft -reboot uptime UPTIME

%? random,uptime x P®€ap ¢ " V91.11.037 x T+
.9jetn =ioMOB

hard-reboot M. Xj 8t 3Y. EY nNnboMU/As> "3 sy W=t
"nNbOP’

actionhard -reboot

| CSB. MKQ®Y general-control x /> " 3 Y

AbU/A> YKYOPR "
= xpM3D“ WhYKU §3Y. E

action hard-reboot random RAMDGMIME
= R "OawWhtW4sy. E
action hard-reboot uptime UPTIME

#? random,uptime x b€ p ¢ " V1.11.037 X T*T
.9joetn «eioMOB
poe-reset-supply | poed Y3 JAET nboMUA> "3 sy W=T1
"NboOp’

action poe -reset -supply POEIFNAMEdown time TIME

o Ko®loTu. K. "EpOpEwun. K. ¢ PoE
T &0 oMoMB g "poe-reset-supply W “ N b

Qdec’

connect COMM |m &6 OOQOp"* -2
COMMT 4" ppp Q8 Y ecm °Y NnboB"’
= ppp
ppp a6  BUA>"3sSxWIT " ANbHbOPRS

action connect ppp PPR IFNAME

= ecm
AHoun ASB. N6 BUA> "3sx W=t N
boB"’
action connectecm  ECMIFNAME
disconnect m &6 OB
COMM COMM T " ppp" ecm" ipsecx My b TY nbop*
= ppp

ppp &6  BUA> " 3FsSXWIT T AbOR’
action disconnect ppp

= ecm




AHonASB. Y 66 oo ¢

AHEen ASB .

ny 66 0"AHEen ASB .

n

63JAER"™ BU  xA> P"3iox WSt
"NboOR’

action disconnect ecm ECMIFNAMEreset enable

ecm

™

action disconnect ecm

= ipsec

& 6 0" AHouWASB. 63JAESY"
oM x/A> p"3asxW=t " AbOP’

ECMIFNAMEreset disable

wifi TYPE
WIFI-IFNAME
(H- Spp 230
5 )

:ap

EpOpPEUu. K. yAHeuASB. nxsJA
E X vKY4Qd 6
5
IPsec & 6 BUA> "3 osxW=T “AbOR"
action disconnect ipsec IPSEC NAME
LANYA®63JAE 'E0 QB ‘TYPET y LAN
tpJl bopEQOUYWIT. €apY “"AbOR"
LANt pJI| BgpETv Mo" LANYA®6

3JAEQ™ BUA>"3=sxW=Z1T “AbOR"
action wifiap  WIFI- IFNAMEreset enable

LANYA®H63 JAESY" ™ OoM x4
> g 3sx WSt " AbOB
action wifiap  WIFI- IFNAMEreset disable
= sta
LANI' T . €eaptv Mo" LANYA®63 J
AER™ BUA>"3=sxW=Z1T “AbOR"
action wifi sta WIFI- IFNAMEreset enable
LANYA®O63 JAES Yy " ™ 0aoM X A
> P I ox W=t " NbOPR’
action wifi sta WIFI- IFNAMEreset disable
= LANYA®G3 JAERBUA> " @ (o
%? Mo M LANopK. TBpol ThpUY aF
dw 1 s00B"
= LAN [EpOpEun.K.x0 e&boM
QB
wifi TYPE LANYA®63JAE EU OB
WIFI-IFNAME action wifi -reset
(H. Sgp 250
31) - BYox LANgpK.Teglthpd &
Td viw t o008
= LAN [EpOpEun.K.x0o e&loM

QB

.11 cSe. nKgoY general-control X K1 pt» AbUtp€E€gpnp’
Ko®PEpPpOpPEM. K. my pppyp b oMOQd6"

_2H.Spgp 113.03

. 3EpOpEwM.
X

.4 A"™ 6eMA> ymO ¥

X o
K. myAHeu ASB. uxepK. TGO | Y rmnet data 1

.51 CSB. NKQ®Y keep-alivex KI pt» AbUtpEapmnp"’

o440

6" connectionalways | T oWl AM




m mn@ BUgpK. TGOl TvMOoUY" 35X O6pAloWI fM

ECM-IFNAME | = Ale ASDO. Ej 60" ¢ ASD. Ej 60" loTu. K.
ecmO

EpOpEmn. K.

rmnet_data0

POE-IFNAME |= Ale ASD. Ej 6p" € ASD. Ej B¢
lan<0 -3>
= orKog®loTwn. K.
eth< 0-1>
= Jph. D.Ej©pgses A"omrKod LAN
EpOpEmun. K.
lanl
JQ'F.)A 9. EjOgsc B "loTu.K."o
Ko®PEpPOpPEN. K. "o Kpo LAN
MEpOPEU. K. y PET @loMoMBg"
POE-IFNAMEG6®@ BUapyYymdPOde6'
IPSEC-NAME | IPsec SA 6m QB
IPsec SA y"  6.75IPsec 6 BY., x. IPsec
SA6 BY . m 06 SA TOY0B"’

ipsecsa SA NAME

PPP-IFNAME | ppp<0-9>
H. Sap 11303 xo Kp®EpOpEwu. K
. Y PPPT &0 0MoMBg¢g" PPP-IFNAME 6 ®
BUapynmdQde'

WIFI-IFNAME |= o Kp @ LAN [IEpOpEwn. K.

wlan< 0-1>




Du
851" €ASD. Ej @enxE ' A. Xp  A.K(xD* 6" 6QB

L=+

amnimo# show config schedule keep - alive cameral 8 Bl CSB. MK ®Y keep-ali
vex ! €SB. unb

# ----  transition to configure mode.

configure

# --—- keep- alive configure

schedule keep - alive cameral

enable

datetime * * * * *

action poe -reset -supply lanl down -time 60
ping dest 192.168.1.100

no ping interface BH. Sap 25037 &
Nno ping source

ping interval 3

ping count 3

no ping deadline

ping timeout 10

ping delay O

ping wait 3

no failsafe

exit

# ---—- exit configure mode. ----

exit

amnimo# show config schedule general - control reboot 8 Bl ESB. MK ®Y general
-control x | €SB . 16

# ---- transition to configure mode.
configure

# ---- general - control configure
schedule general - control reboot

enable

datetime 04 3112 *

action hard - reboot

failsafe reboot 3 BH. Sap 25037 ¢y w«=loMQds'

exit

# ---- exit configure mode. ---

exit

amnimo# show config schedule user - define userping 8 Bl CSB. MK ®Y user-de
finex 1 €SB. no6

# ---- transition to configure mode.

configure

# ----  user - define configure

schedule user - define userping

enable

datetime O * * * *

command ping 192.168.2.110

exit

# ---- exit configure mode. ---
exit




amnimo(cfg)# show config schedule keep - alive cameral 8 Bl CSB. nKQ®
Y keep-alivex | €SB . n 6

# ---- keep- alive configure

schedule keep - alive cameral

enable

datetime * * * * *

action poe -reset -supply lanl down -time 60

ping dest 192.168.1.100

no ping interface BH. Saop 25037 &

no ping source

ping interval 3

ping count 3

no ping deadline

ping timeout 10

ping delay O

ping wait 3

no failsafe

exit

amnimo(cfg)# show config schedule general - control reboot 8 Bl CSB. Ko ®
Y general-control x | €SB . n 6

# --—- general - control configure

schedule general - control reboot

enable

datetime 04 3112 *

action hard - reboot

failsafe reboot 3 BH. Sap 25037 ¢y e&0oMQds'
exit

amnimo(cfg)# show config schedule user - define userping 8 Bl CSB. nKp®
Y user-define x| €SB . n6

# ----  user - define configure

schedule user - define userping

enable

datetime O * * * *

command ping 192.168.2.110

exit
37 | €CSB: UXJ <= A. Xm show config Eblp XX6D*“ BUp" A. Xp X
=t A Y “AbOB"
schedule Eblp Xt | €SB. Ko ®p i 0" " keep-alive, ” general-control , ” user-
define, XMy bT6 1 oD*“ 6 QB
amnimo(cfg)# schedule keep  -alive cameral 8 , 1 €ESB. nuxd = A
. Kty
amnimdcfg - sch- ka- cameral)# show config 8
enable , 30" A. Xp «a
datetime * * * * *

s N X




173 1 €SB. nb6 B Y

| €Ss. 6 BUTY" 4= A Kry*0" Eblp)X6D*“ 6 OB °

schedule E blp XXt "I €SB . nKeo ®p o™ keep-alive” general-control ” user-define
XMybT6 Ton*BUp"lbnbxd - S.Xty" 0B
aam 06 g Ttont Yds Qb QB *

@@-/@ EpOpEwu. K. my user-define Y mndQd6 "

N7 (I €CSB. nKQ®" keep-alive, X K| p 6 BUA>)

schedule keep -alive TASKNAME

enable

no enable

datetime DATETIME

action soft -reboot

action hard - reboot

actionpoe -reset -supply POEIFNAME[down-time TIMH

action disconnect ppp PPR IFNAME

action disconnect ECMECMIFNAME[reset< enable | disable >]
action disconnect ipsec IPSEG NAME

action wifiap AR IFNAME[reset< enable | disable > BH. Sagp 1.10.0 23.0 &
action wifi sta STA IFNAME[reset< enable | disable >] pPH. Sgp 1.10.0 230 &
actionwifi -reset BH. Sgp 25037 &

ping dest DESTINATION

no ping dest DESTINATION

ping source  SOURCE

Nno ping source

ping interval INTERVAL

ping count COUNT

ping deadline  DEADLINE

no ping deadline

ping timeout  TIMEOUT

ping delay MAXDELAY

ping wait MAXWAIT

ping interface SRCIFNAMEBH. Sap 25037 @&

no ping interface PBH. Spgp 25037 @

failsafe reboot REBOQGTOUNT

failsafe retry RETRYOOUNTBH. Sap 25037 e

no failsafe

exit

¥" s | €CSB. nKpd” general-control, x K| p 6 BUA> x

schedule general -control TASKNAME

enable

no enable

datetime DATETIME

actionsoft -reboot [random RANDONIME |uptime UPTIME]
action hard -reboot [random RANDONIME |uptime UPTIME]
action poe -reset -supply POEIFNAME[down-time TIMB

action disconnect ppp PPPR IFNAME

action disconnect ECMECMIFNAME[reset< enable | disable >]
action connect ppp PPR IFNAME

action connect ECMECMIFNAME

actionwifi ~ -reset [random RANDGMIME |uptime UPTIME] BH. Sagp 25037 @&
failsafe reboot COUNPBH. Sap 25037 ¢ e«e0loMQds6"
no failsafe




exit

N7 s |1 €SB. nuKp ®” user-define, x Kl p 6

BYsa>x

schedule user -define TASKNAME

enable

no enable

datetime DATETIME
commandCOMMAND

no schedule keep -alive TASKNAME

no schedule general - control

TASKNAME

no schedule user -define TASKNAME

E blp X

E blp X

schedule keep -alive
schedule general -control
schedule user-define

TASKNAMET K1 p 6@ (0"l CSB. 6
Eblp XX6D" 0 QB *
: Klp 32 z23 ¥x. ZTm r mp

BUBGX

7. - 9. KTEBIpX6D“ BUpPp"d =  H. KTy
“ 50"
enable Klp6 "3060QB"
no enable Klp6 "3060QB"
datetime DATETIMET " 3 sx 1™ mKIl pn*x Wo6m 0O0QB"°

min hour dom month dow

= T>3. bIAE
I
min s 0-59«
hour Ws 0-23x
dom s 1-31x
month Qs 1-12x
dow s 0-6%
"0, Y 6 00OB"
=
«a
31 E ‘ 0,10,20,30
min T 66/4> y" 010" 20" 30 1D
“NboOp’
n ‘ 1-5
month Tt 60N> P" 1" 2" 3" 4" 5°Q1
U\ YD*“NbOBR'
31 E- n 1,6,9-11

hourt@m GO /4> Y" 1W" 6W" 9W" 10
W' 11Wt ' YD“ /3bOB"

h i < %10

mnt® 064> ¢y"10 hinyvy YD"
ARbOB " /. xKptm 606 xhim\
YD*" RbOR’




E blp X

action soft-reboot

tpEAPOWBTE] 613Y. Et 0op"

| €SB . nKg®Y general-control X /4 »
B

3oy Yr m

XpMNOD“ WhYKU §3Y. E
actionsoft -reboot random RAMDGNWIME

RANDOM-TIME |[K1 pD*“W TwtpE€ap6bD“pUYQ
X XpMN3D* KkWh6 0 QB
Nw"60 6 664> y"0 59 X
WNnixpMN3oWh602abotp€Enpb6
D“G6QR"

= My" 60 864005 X TP

<

= T[B‘

= R "OawWhtWUsy.E

action soft -reboot uptime UPTIME

UPTIME Kl pp“Wttp€papxn“ 6 B Y
8¢ xR 02 Wh6 OO
= My" 3600 6048005 X I

<

= T[B‘

%? random, uptime x Po€ap ¢ " V91.11.037 X Tt . 3]
6tn &ioMOB'

action hard-reboot

tpEAPOM. Xj 6t 3Y. ET 0QB"’

| €SB . nKg®Y general-control X />
Bi

3oy Yr m

XpMNan“ WhYKU 63Y. E
action hard-reboot rand om RAMDGMIME

RANDOM-TIME |K1 pD“W Twt p€ap6bD“pUO
X xpWW3an* «kWh®6 OOB"
Nw"60 6 064> Y"0 59 ¥
MNnxpN2owWh6e6Oajiotftp€eEnp6
D* 0 QB

= Nyp" 600 86400 x IR °

=

= T[B‘

= R "OaWhtWUusy.E
action hard-reboot uptime UPTIME

UPTIME Kl pp“Wrtp€apxnD“6 BU
8¢ xR 02 Wh6 OOB"
= My" 3600 6048005 * TIP "

<

= T[B‘

%? random, uptime x P®€ap ¢ " V91.11.037 X Tt . 3]
etm @«loMOB'




E blp X
action poe -reset-supply

tpE€Epp6poed 3JAET 0QB"

POE-IFNAME |poegp K. T©pl 6@ {QB"

down-time TIME 1 poe a sWhom QB
TIME

action disconnect ppp

tpEapb6Gpp & 1  OOB

action disconnect ECM

tpEnpO6AHEMASB. nx & T OB

ECM AHonASB. U 68 U OB

EpOpEu. K. y"°rmnet "dat ¢

X OMyec mPc 4 QB

ECM-IFNAME |AHouopK. T6pl 6@ 00B"°

reset enable & it 6A4SB. M63JAEDOQ
B

reset disable & X06Dx0QB s &GHASB. M

W3 JAEDQd6 " X

HHQMHSB;MYGMéan boMW=t1 oW
[ J

1 M
& it T ™ 6“ /> " EASB. unx
%? X" connect, 6" always, s A W X T 0o
YIiAM 4 =, 57AHounuv 6 BU B AW
1 M

EpOpPEuN. K. yAHouASB. nxsJAEX
YKAdQd 6 ' keep-alive x 41> Y At ™ 6“ M

(resetenable @ )" genetral-control X 4> qt ™
g“ MQJS 6 (resetdisable @ )
action disconnect ipsec IPSEC-NAME 1 IPsec 6m Oo"tpEppb6 IPsec &
1 0QB"
action wifi ap tpeEAPO LANT pJ | bopEO x3JAET 00
[
AP-IFNAME LANt pJ1 bopExopK. TOp
| 6@ 0OB"
reset enable LANYA®63JAED QB
reset disable LANYA®63JAED Qd 6"
= = LAN [JEpOpEu.K.xox0O np*
(cF] LAN VA®G3 JAEBUA> y" JmyoM
_\@'@:s": LANogpK. TGOl FdW 1 ay ndo W
A odOQp°’

H& Sap 1.100Tw 23.0xTt. 3) 6t n Yr
np*




E blp X

action wifi sta tpENpPO LANI T. €ap0O x3JAET 0 OB"
STA-IFNAME LANI T . E€EapxopK. Topl
6m 0OQB"°
reset enable LANYA®63J AED QB "
reset disable LANYA®63JAED Qb6
= = LAN [JEpOpEun.K.xox0 np*
el LAN YA®G3 JAERUA> ¢ JTWoM
R LANgpK. TGl FdW 1 &Y noo W
€& geop
H. Sagp 1100Tw 230xT*t. 9 6t n Yr
e
action wifi -reset tpE€npPO LANYA®Y 3 JAET 0QB"*

| €CSB. MKQ®Y general-control X 41> " 3 =% Yr m
B

= xpM3D*“ WhYKU § LANYA®3 J AE
action wifi -reset random RAMDGNMIME

RANDOM-TIME | K1 pD“W Twt pE€ap6bD“BUO
mxxpMW3an* «kWwWho OB
Nw"60 6 084> Y"0 59 ¥
NnixpNooWh6e6Oajiotp€Enpb
D“0QR"’

= My" 60 864005 * TP °

<

= T[B‘

= R "0 Wht Wy LANYA®3 JAE

action wifi -reset uptime UPTIME

UPTIME Kl pp*“Wttp€ppxn* 6 Bd
8¢ xR 02 Wh6 60OB"
= My" 3600 6048005 x mB*

<

= T[B‘
H;S,qp 250x TT. 9j 6t 1 Yr mnp°’
ping dest pingspel Ex & WI Ex IPt Xiil 6@ 0 OQB"

DESTINATION |ping3 pel Ex & Wl Ex IPT Xiil
6@ U0B°
= Q 8vyx & Wl EY r mp’

no ping dest pingspel ExX & x IPTXil 6| vM0QB"
ping source pingapel Ex &fx IPtXil 6@ 0OQB*
SOURCE png3pel Ex &fuWl Ex IPTXKiil
6m 0OQB"°

no ping source pngs pel Ex &fx IPtKiil 6] v0QB"




E blp X

ping interval pings pel Ex &hi6m 00
INTERVAL pingspel Ex &hi( )6m 0OQB"
= MWy" 1 6005 xmpB*
= AT>awnE Y"3 mp°
ping count GBUY pingapel ExXQ 6@ 0OQp"
COUNT an ping 3 pel ExQ

Nyp" 1 2551 "
OT>uE Y" 3B’

In 1 =

ping deadline pngspel EO Xx. 1 €CSB.nKB84YXQ D“ Whobm
0 OB’ sbd€Eap *°

DEADLINE pingz3pel ExQ D“Wh( )6m 0Q

= My" 1 3600( )mp "

— X pingapel EO xQ D“ Whp pingspe
I Ex Q (pingcount) X ¢ K WT X 4 Q6 60 /4>"
action t GOKIl pxtp€eEnPpOGD" QB

no ping deadline ping Q D*“ Wh6|MO6QB" JMBUpP" Q D“WhY &
NnboMW=t1tcdOQp"’
ping timeout pings pel ExXKpo3tj ExWh6 OB
TIMEOUT pings pel ExXKp231tj EWh ( )6
0O
= My" 1 600( )P
= OT>wmnE " 10 mR"
ping delay ping dn“ xxpW3 KWhxQ Wh6 OO
MAX-DELAY ping &n“ xxpW3d kWhxQ W
h 6 0OOB"

My" 0 3600( )mP"
OT>w»wE Y" 0 np’

ping wait ping & g NWY xpnN3 k Wh6 QB
MAX-WAIT ping & g NwxxpWna kKWwWho
0QB"

= Ny" 0 60( )P
OT>w»wE ¢"3 np"’

ping interface ping & Aop K. T ©pl 6 HOB "

SRC-IFNAME ping 8fopK. TOpl 6 QB

— H.Snap 25037 1 / 00Op"
Y ap i 0B

no ping interface ping GHopK. TOQI 6| MUIOQB"




E blp X

failsafe reboot

TGeuJl.TO 1TIMo"3Exg~v 6 MNBA>TD"P

U soft-reboot QO ¢ hard-reboot x Q 3Y. Ev 6 0Q

B

= 1 CSB. MK ®Y general-control mTvt p€pnpY soft-
reboot Q6 Y hard-rebootx 4> (H. Sgp 23.03 x0)

= | CSB. MK ®Y keep-alive x 1>

s

- Tea"3sx1l™ n 0QB"*

REBOOT-COUNT |Q 3Y. Ev 6 0B
= nyp" 1 10mB*
= AT>awnE Y"3np"*

TeounJ. TO x4-tvMoy, 123 TOouJ. T,
6¢ AW AM

failsafe retry

TOeunJ. TO TZIMo" D" B Y soft-reboot QOO ¢ hard-

rebootx A QKUY 3 Exg- 6 OOB"

= 1 CSB. NKQ®Y keep-aive nTvtp€pngpyY soft-
reboot QO Y hard-reboot Q6 Y disconect ecm Q06 ¢ wifi-

reset x />

- Tea"3osxl™ m 0OQOB"

RETRY-COUNT Q 3Y.E+ 6 0QB"
= Ny" 1 10mB*
= OT>wmnE " 3nR'

TOeunJ.TO X4 =tvMoy, 123 TOpuJ. T 6%
TN YL A M
WH. Sap 25037 1 / 6QB'H. Sap 23.0
3 myY"3Exev Y3nm® /AboMOB’

no failsafe t pE€pnpY soft-reboot QO W hard-reboot TtKY 41> " TOpwn
J.TO 6~ MOO0OB"

command COMMAND T " D*“ BUEDblp X6m OB

exit | CSB. UXJd = A. X6 00" . XYy “ 060

B

no schedule keep -alive
no schedule general -control
no schedule user -define

TASKNAMET K1 p 6@ G 0" | €CSB. N6 |M6OQpB"




Xtp€np thpd X ®Ttv Mo

Tepunld. TO ph YKUIZsYxtpE€EaptvMoy" YQ 320QpopoMQ
B Té¢ BVl AM
tp€E€np | CSB.nKp®
soft-reboot BTEj 6t3Y. E = keep-alive
= general-control- *
hard-reboot M. Xj 6t3Y. E = keep-alive
= general-control- *
disconnect ecm ecm & = keep-alive
disconnect ppp - 2 PPP & = keep-alive
disconnect ipsec - ? IPsec & = keep-alive
poe-reset-supply: 2 PoEa 3 JAE = keep-alive
wifi ap LANY A @ 3JAE = keep-alive
wifi sta H. Sagp 2303 )
wifi -reset LANYA®3 JAE = keep-alive
H. Sagp 25037 ) = general-control

. 1H. Sap 25037 ¢ e«edloMQde"
_2H.Spap 18037 Y ®nboMQOB’




no-“ 1d o

schedule Eblp X1 "1 €SB. K ®p 0 0" keep-alive” general-control ” user-define
XMybT6 Ton“ QB

aam 06 g Ttout Yds Qb QR

| CSB. MK @Y keep-alive x 1>
10 ¢épt em &6z O 64 004> " eemAHEU ASB. 6™R R dY

amnimo(cfg)# schedule keep - alive mobile 8 Bl CSB. K ®Y keep-alive X K |
p 6

amnimo(cfg - sch- ka- mobile)# datetime* /10 **** 8

amnimo(cfg - sch- ka- mobile)# action disconnect ecm ecmO reset enable 8

amnimo(cfg - sch- ka- mobile)# ping dest example.com 8
amnimo(cfg - sch- ka- mobile)# enable 8
amnimo(cfg - sch- ka- mobile)# exit 8

| CSB. MK ®Y" general-control , x 1>
12031 AM4:00T € ASDO. Ej Op6E. nXsy. EBRUY

amnimo(cfg)# schedule general - control reboot 8 Bl €SB . nKp®Y general-control
Kl p6

amnimo(cfg - sch- gc- reboot)# datetime 04 31 12 * 8

amnimo(cfg - sch- gc- reboot)# action hard -reboot 8

amnimo(cfg - sch- gc- reboot)# enable 8

amnimo(cfg - sch- gc- reboot)# exit 8

| €CSB. nKp ®Y"” user-define, x 1>
WO 1 6x IPtXIil Y pingEblp X6 “ BUY

amnimo(cfg)# schedule user - define userping 8 Bl €CSB. nKgp®Y user-define x K
p 6
amnimo(cfg - sch- ud- userping)# datetime 0 * * * * 8

amnimo(cfg - sch- ud- userping)# command ping 192.168.2.110 8
amnimo(cfg - sch- ud- userping)# enable 8
amnimo(cfg - sch- ud- userping)# exit 8

KAEM. pX Aé66é)»BU pingx & W Eplio” Ax IPt Xil 6»=d
pY - Xh.H. YXKAEM.pArTtvaoYUBg» OoMTWi M "
"X 6 BloMBI Wap6” 10 0B




Du

BUapyYr

=01 &

T xXhi 6" 00B"

np’

N

T A LG R,
AT Ny,

NyBiflreply2iaisb.

requestit iz,
Nz

requestif. Mdrequest
R E TN B S.

Ny B

AR L forequestBht Ny BC i
LTWaES, #1LTF 27 i
HEBICEESENDEAS.

W 1
Z 2 LG R,
EEETDE i,
BXT Ny BN,

N B

- _{

N; &

N #
1R L A-requestBht Mol (D
LTWakEs. F14L70 M@

HICF 733 o EET.

2pingzpel Ex &

_{

L

Wl E (hostl, host2)6 2 v

101

RO RTRE

EEEQOER

EOG O]
| CSB. Ko ®1 " keep-alive, 6

ping request

ping reply

ping request

ping reply

=
=

ping request

ping reply

B4

6O/A>"ping3apel Ex

ping dest
hastl
—
Nyl=
or
N B
—
WwWihhE
Al Licimaic
M0 Ex,
—
ping request
ping reply
ping request
ping reply
ping request
ping reply

v

60/A> xtpELpPpD” QMY

a uwl E6 O]
[ p"m
ping dest
haost2

—

Ny
or
N b
D —

Wi
it LS
T3 »RiT,

—

do-
K WHhx Q Wh

ping delay ping XXKp WM 0




7 ®E blp X 3 OT>uE

N, ping timeout ping3pel ExKpat 10
j EwWh

N, ping interval pingspel Ex &hi

N, ping count GBY ping3pel EX |~ 3
Q

Ny ping deadline ping 3 pel EO x. ob
ping & 3KBdxQ
n“ Wh

Ne ping wait ping & 94 Nwy x 3
pMn3 kWh

amnimo(cfg)# schedule keep  -alive TASKNAMB
amnimo(cfg - sch- ka- TASKNAM#Edatetime  DATETIME3
amnimo(cfg - sch- ka- TASKNAM#Eaction  ACTIONS
amnimo(cfg - sch- ka- TASKNANMEping dest hostl 8
amnimo(cfg - sch- ka- TASKNAN¥Eping dest host2 8
amnimo(cfg - sch- ka- TASKNANM¥E pingdelay N 8
amnimo(cfg - sch- ka- TASKNAME ping timeout N, 8
amnimo(cfg - sch- ka- TASKNAN¥E ping interval Ns 8
amnimo(cfg - sch- ka- TASKNANM¥E ping count N; 8
amnimo(cfg - sch- ka- TASKNAM¥E ping deadline N5 8
amnimo(cfg - sch- ka- TASKNAME ping wait N 8
amnimo(cfg - sch- ka- TASKNAN#Eenable 8
amnimo(cfg - sch- ka- TASKNAM#Eexit 8

6xKlp 6m
6x Kl pp“wW 6m
Oxtp€Enp 6m
% Wl Et hostl 6@
& Wl Et host2 6@

Qa

TP T T ®

& W E6 60/4>"m & W EYy ping GMNYxpWVN3TocdOp"




D 3xpMOD“WhYKU §3Y.E"R "OaWht WUsy. Ex

AM3:00T € ASD. Ej ©p6Q X 1WhxxpMN3D*“ Wh 6 0O M. Xj ©
t3Y.EBU

amnimo(cfg)# schedule general -control randreboot 8 Bl €SB . n K ®Y general-control X
Kl p6
amnimo(cfg - sch- gc- r andreboot)# datetime 0 3***8 B AM3:00 6

amnimo(cfg - sch- gc- randreboot)# action hard -reboot random 36008 PBM. Xj ©6t 3 Y. E6
0" xpMN3D“ Wh6 3600 s 0O 3599 xD“ kWhxm

amnimo(cfg - sch- gc- randreboot)# no failsafe 8 pT©euJ. T6 ~ 30"  GoF3Y.

EOG, TD“‘sH. Sagp 25037 Y Y ToYdQB ‘X

amnimo(cfg - sch- gc- randreboot)#enable 8 B | €SB . un 6 "3

amnimo(cfg - sch- gc- r andreboot)# exit 8

R fj 24Wh'02a 6oMO/A>" € ASD. Ej Op6HTEj ©6t3Y. ERU

amnimo(cfg)# schedule general -control  uptime reboot 8 Bl €SB . n K ®Y general-control
XKl p6

amnimo(cfg - sch- gc- uptime reboot)# datetime */5 * * x x 8 BR Whyx'02 65 b1z
B

amnimo(cfg - sch- gc- uptime reboot)# action soft -reboot uptime 864008 BHTEj 61t 3 Y. E
6R fi 86400 (24Wh )T

amnimo(cfg - sch- gc- uptime reboot)# no failsafe 8 BTOeunI.T6 "306"  0Vo0F3Y
. EB, TD“ ‘sH. Sgp 25037 Y Y To9QpB “x

amnimo(cfg - sch- gc- uptime reboot)#enable 8 B | €SB . K 6 3°
amnimo(cfg - sch- gc- uptime reboot)# exit 8

#? random, uptime x P®€ap ¢" H. Sap 111037 x Tt. 3j 6t m &l oMQ
B




78 €I T3kJxE 6BY

SyslogltOAJ . Sx ~ " Syslog X 7 " Syslog x 6 MQOB " Q6" X K OT
KU amloglOAJ . S6 ~ 1 QB

7.8.1 SysloglOAJ . S6 ~ B U

IIIIII. Cipes

SyslogltOAJ . S6 ~ B Ut Y" show syslog message E blp XX6D*“ § O
y"

show syslog message[ follow ][lines NUMBER

f

follow folow 6@ BUp" Syslogy 6&€»0H6"O0O TKkI6Y O
OB
KOxY 6 sBUTy""CTRL -"C . M.6 0OOB"
lines NUMBERT " Y BUkJOx“ 6mm 0OQB°
17 BUp" 10© XQUKOYYAbHOBR

Y T>3. blAE

SYSLOG
s /1 X

SYSLOG kKOY “AbOBR"

D

E * A. Xp A. X" E blp Xx pY Y amB’3st"E T A. KxD"
6" 6 OB

EEE

amnimo# show syslog message 8 Blines p follow 6 0oMA>
2020- 08- 07T08:02:01.253126+00:00 test 1 B10“ x FOAJ . SY “ nbd
2020- 08- 07T08:02:01.255466+00:00 test 2

2020- 08- 07T08:02:01.295917+00:00 test 3

2020- 08- 07T08:02:32.883885+00:00 test 4

2020- 08- 07T08:02:32.886249+00:00 test 2

2020- 08- 07T08:02:32.918905+00:00 test 5

2020- 08- 07T08:02:32.928120+00:00 test 3

2020- 08- 07T08:02:32.964404+00:00 test 6

2020- 08- 07T08:02:32.971292+00:00 test 7

2020- 08- 07T08:02:32.971713+00:00 test 8

amnimo# show syslog message lines 15 8 Blines 15 1 006 />

2020- 08- 07T08:01:47.799239+00:00 test 2 B15“ x IOAJ . SY “ nAbd
2020- 08- 07T08:01:47.836894+00:00 test 3

2020- 08- 07T08:01:59.699354+00:00 test 1

2020- 08- 07T08:01:59.70 1602+00:00 test 2

2020- 08- 07T08:01:59.742651+00:00 test 3

2020- 08- 07T08:02:01.253126+00:00 test 1

2020- 08- 07T08:02:01.255466+00:00 test 2

2020- 08- 07T08:02:01.295917+00:00 test 3

2020- 08- 07T08:02:32.883885+00:00 test 4




2020- 08- 07T08:02:32.886249+00:00 test 2
2020- 08- 07T08:02:32.918905+00:00 test 5
2020- 08- 07T08:02:32.928120+00:00 test 3
2020- 08- 07T08:02:32.964404+00:00 test 6
2020- 08- 07T08:02:32.971292+00:00 test 7
2020- 08- 07T08:02:32.971713+00:00 test 8
amnimo# show syslog message follow 8 Bfollow 6@ 0 6 4>
2020- 08- 07T08:02:01.253126+00:00 test 1
2020- 08- 07T08:02:01.255466+00:00 test 2
2020- 08- 07T08:02:01.295917+00:00 test 3
2020- 08- 07T08:02:32.883885+00:00 test 4
2020- 08- 07T08:02:32.886249+00:00 test 2
2020- 08- 07T08:02:32.918905+00:00 test 5
2020- 08- 07T08:02: 32.928120+00:00 test 3
2020- 08- 07T08:02:32.964404+00:00 test 6
2020- 08- 07T08:02:32.971292+00:00 test 7
2020- 08- 07T08:02:32.971713+00:00 test 8
"Ctrl, - " C, M. 6 0o"




7.8.2  Syslog x 6 " BdU

IIIIII‘ Cafr

Syslog x 6 “ BUYrt " show configsyslog E blp XX6D*“ §
3y

show config syslog [ local | remote]

local "local, QO Y" remote, 6 | oD*“ BUdGpPT" K. puUKDI
remote Y QO w3 d. ExkD X 6 1T TBUYAPpYTDPO
B"' BUp" X Y "NbOB’

” Tab, M. 6 BYp"” local, Q6 ¢” remote, x

6 apBpUapYmoOp"’

Y T>3. blAE

# --- transition to configure mode
configure

# --- syslog local configure
syslog local

ENABLE

rotate -size ROTATESIZE
rotate - count ROTATECOUNT

level LEVEL

exit

# --- syslog remote configure
syslog remote

ENABLE

SERVERADDRESS

server -port SERVERPORT
level LEVEL

exit

# --- exit configure mode ---
exit

ENABLE .pukdY 0BY3sHA. EkD T oA XA
Y 7anl3

" enable, p " NbOBR"
noenable, p " NbOBR"

ROTATE-SIZE KOK.T. €apxti®M BelY " nNbop"*

ROTATE-COUNT KOk.TT.€pnpx Y “"AbOB"

LEVEL KOY hWlUmY " NboOR"

SERVER ADDRESS 34. EKOYX X IPT Xl Y" 7 server-address {IP T XX
ml} pM=Z1T" m “ nbhOB"
3d. EKOX X IPTXaly nboMoMA> "
"nNbOds’

SERVER PORT 34d. EKOY Xb-E <Y “"AbOR"




DH
55T"E *A.Xp HA. Xxn* 6° 0B

L=+

amnimo# show config syslog 8

# ----  transition to configure mode.
configure

# ----  syslog local configure.
syslog local

enable

rotate - size 10240

rotate - count8

level informational

exit

# ----  syslog remote configure.
syslog remote

enable

ser ver - address 192.168.0.11

server -port514

level informational

exit

# ---—- exit configure mode. ----

exit

amnimo# show config syslog local 8

# ---- transition to configure mode.
configure

# ---- syslog local configure.
syslog local

enable

rotate - size 10240
rotate - count8
level informational

exit

# ---- exit configure mode. ---

exit

amnimo# show config syslog remote 8

# ---- transition to configure mode.
configure

# ----  syslog remote configure.
syslog remote

enable

server -address 192.168.0.11
server - port514

level informational

exit

# ---- exit configure mode. ---
exit

(xS
amnimo(cfg)# show config syslog 8
# ----  syslog local configure.
syslog local
enable
rotate - size 10240
rotate -count8
level informational
exit




# ----  syslog remote configure.
syslog remote

enable

server - address 192.168.0.11

server - port514

level informational

exit

amnimo(cfg)# show config syslog local 8
# ----  syslog local configure.
syslog local

enable

rotate - size 10240

rotate -count8

level informational

exit

amnimo(cfg)# show config syslog remote 8
# ----  syslog remote configure.
syslog remote

enable

server - address 192.168.0.11

server -port514

level informational

exit
:l? Syslogx 4 = A. X7 show config E blp )X6nD“ B 4Yp" A. XKp XA Y
= "NboOp’
amnimo(cfg)# syslog local 8 , Syslogx 4 = A. XKrty*“
amnimo(cfg - syslog - local)# show config 8
enable , 3" A. Xp «a

s N X




7.8.3  Syslog x 6p4U

W sn A A A ’?\’:‘
Syslog6  BUTWY" 4 - A.Kty“ o" EblpXX6D* 6 QB °
syslog E blp XXt "” local, Q8 y” remote, 6 T oD“BUp"Ibnhxd e . XKt
y“o0B"
aam 06 g Ttout Yods Qh QR

N"

K. punkdY 6 BYA>
syslog local

enable

no enable

rotate -size SIZE

rotate -count COUNT

level < emergencies | alerts | critical | errors | warnings | notifications | informatio
nal | debugging >
exit

34d. EKD 6 BUA>
syslog remote

enable

no enable

server - address IPADDRESS
server -port PORT

level < emergencies | alerts | critical | errors | warnings | notifications | informatio

nal | debugging >

exit

E blp X

E blp X

syslog local K. pnkdY ¥ EblpX6D“ § OB *
9 A. XNEblp)X6D“BUYp" K. pukIdd = A. XKty
=l v 0B

syslog remote 34d. EKD X EblpX6D“ § OB *
;l? A. XMEblpX6D“BUp" 39. EKOJ = A. Xty
= - oop

enable h. PI 6R 0 0QB"°

local ¥ = A. XKx 4> " K. punkdx\Y Y odoQp’
remote d - A. Xx 41> " 34. EKOX Y T1040QB"

no enable h. Pl 6 s00QB"
local 4 = A. Kx 4> " K. punkdxY Y " 10490
remote 4 = A. Kx 4> " 34d. EkK DY Y "1T0dOB°
. PpUKIOXK.T. E€EQapXIPM Hol 6m OB
€ ASD.Ej ©p0" IoTu. K.

M 512" 10240kbytes 4, T > u E © 10240kbytex
EpOpEwN. K.

M 512" 2048kbytes 4, T3> n E ° 2048kbytex

=

rotate -size

=

rotate -count K. pnkOxk.T. €npx 61 8x WVmm GOPB AT>wm

Emy" "8 m rfHboMOB"

level local ¥ = A. Xx /4> " K. punkdxY nUnbm OB
remote 4 = A. Xx 4> "34. ExOY ihWlUnbm 0OQOR°

server-address 3d. ExO x IPt Xiil 6@ 0QB°




E blp X

server-port 34. ExOD Xb. E <61 655355 Wnmm GORB‘'AT3wmnE
nmy" " 514, Y nboMQB"

exit = a.%6° (o A. KYy“ 00B"

DH

syslog E blp XXt "” local, Q8 y” remote, 6 T oD“ QB adm G0 g
Ttonit1ds ObOB

amnimo(cfg)# syslog local 8 Bk - bk Y X
amnimo(cfg - syslog - local)# rotate -size 10240 8

amnimo(cfg - syslog - local)# rotate -count8 8

amnimo(cfg - syslog - local)# level informational 8

amnimo(cfg - syslog - local)# enable 8

amnimo(cfg - syslog - local)# exit 8

amnimo(cfg)# syslog remote 8 B3 A. Ek O X

amnimo(cfg - syslog - remote)# server - address 192.168.0.11 8
amnimo(cfg - syslog - remote)# server -port514 8

amnimo(cfg - syslog - remote)# level informational 8
amnimo(cfg - syslog - remote)# enable 8

amnimo(cfg - syslog - remote)# exit 8

amnimo(cfg)# exit




7.84 amloglOAJ . S6 ~ B U

amlog Eblp X6 » BUp"kDiilUnbm 0" QOxkOdOTwm (6“ 6
BUapYTTDPOPB*

EpOpEwn. K. my" O y TPQd6 "

N"

show amlog [level <emergencies | alerts | critical | errors | warnings | natifications
| informational | debugging >] [tail [ TAIL_LINENUN)

level LOG_LEVELT " k O Uun 6 ne 00QR"°
dGdm@m GOkIWUMESXKIOY “NbOR’
OT>unETY" " informational | Y nboMQB"

emergencies LOG_EMERG €1 T'3Y & od 6" BkOnp’
alerts LOG_ALERT \Y onuUnyk Onp'
critical LOG_CRIT gexX. 6" BkKOTB'
errors LOG_ERR € X. K OB
warnings LOG_WARNING 07 Kk OB
notifications LOG_NOTICE A OOBY" ™ oA 6vvkD
e
informational LOG_INFO opT> 0. €EapkOnp’
debugging LOG_DEBUG AHADWUuXx K OB
tail TAIL LINENUMT " ~ 66 MQOKkOx“ 6 0OQB"

N = tal 61 BUP"BYox“YY AbOB"
2 - wica 0 0" TAIL_LINENUM 6@ (o MA> " Q0 x kDY 10
© " nbop’

Y T>. blAE

YYYYmmddTHH:MM:ssZ LOG_LEVEL LOG_MESSAGE
YYYYmmddTHH:MM:ssZ LOG_LEVEL LOG_MESSAGE
YYYYmmddTHH:MM:ssZ LOG_LEVEL LOG_MESSAGE




A

YYYY-mm-ddTHH:MM:ssZ K DX 006 WY " nbop"
LOG_LEVEL K O Lux Y “"nbop’

emergencies | LOG_EMERG €1 T3Y & o4 6" Bk
onp

alerts LOG_ALERT \Y ochnlUnxkomp*

critical LOG_CRIT ogexX. 06" BKOTMP'

errors LOG ERR € X. K OmpB"*

warnings LOG_WARNING 07 Kk OB

notifications LOG_NOTICE A OQBY"™ aA 6
vvkOoOmng'

informational | LOG_INFO op T3> 1. €apk Omnp"

debugging LOG_DEBUG OHADnUnxk OmpB"

LOG_MESSAGE K DQAJ. S Y "AbOB’ Q Tt 246byte ™" s
Yr mp’

D“
E blp XX pY Y"BYoxA. Xm anB‘ist"d r.f. 9. XKxn* 67
QB

e EED nz ED

amnimo$ show amlog level  informational tail5 8

2020- 07- 20T10:21:48+0900 LOG_INFO U- Boot 2018.03 -devel -18.12.3 -- g5007f1d952 (Jul 02 20
20 - 22:39:06 +0900)

2020- 07- 20T10:21:48+0900 LOG_INFO STATUS:SN=[300002], MACO=[E8:1B:4B:00:30:02],BS=[a:1
b:308 h:0 s:0],DIPBM=[ubootcommand]

2020- 07- 20T10:22:08+0900 LOG_INFO Start mounting to /dev/mmcblkOp4

2020- 07- 20T10:22:08+0900 LOG_INFO Start mounting to /dev/mmcblkOp5

2020- 07- 20T10:22:09+0900 LOG_INFO Update bootareato 1




7.85 amlogx k O64{ AB U

BYoxkOJ6VAGQR'
EblpXxD“Ya pBUOT" | X Wh Y np"

EpOpEwn. K. my" O y TPQd6 "

“

T AL XKp A. Xm" E blp Xx pY Yy aoamB‘3st"E T 4A. XKxD"
/'jOB;

wasED wx B

amnima# amlog initializ e 8

Om D




79 GUIX ©6BUY

EOEEIERmET - @ &

GUIs Graphical User Interface* 1 6 BUBGX T T Wo 6 MQB*

on. o O YKUO w"GUIO 6 PBUBCTESXxOu. G Y
TodOB‘ (AT>unE my " tTopoMOB‘)

show:device:information

doP, 27701, dG Xm Oxl. K. TvMo,6 6 A Wi i M

7.9.1 GUI¥ 6 " B4
GUIx 6 ~ BUYTt " showconfiggui Eblp XX6D“ § OB *
3y
show config gui

Y T>3. blAE

# ---- transition to configure mode
configure

# --—-  gui configure

gui

ENABLED

Protocol PROTOCOL_TYPE

port PORT_NUM

exit

# ---- exit configure mode

exit

YT

ENABLE GUIB.PIXR Y T- T6/4>XA Y “HAbOB"
" " enable, p “ AHOPR"
noenable, p " NbOBR"

PROTOCOL_TYPE GUIB. Pl Y» BUDPKEENUY ~ AbOBR"*
HTTP "http, p " AbHbOR"
HTTPS " https. p " AbOPB
PORT_NUM GUIB. PIY» BUDPKEEUXb-E <Y “AbOBR"*

“

m}
E *A.Xp A.Xn"EblpXx pY ¢ amnmP‘3st"E + 9. XKyxn*
6" 6QB"

(EEE
amnimo# show config gui 8
# ---- transition to configure mode
configure
# ----  gui configure

gui




enable

Protocol http

port 80

exit

# ----  exit configure mode
exit




792 GUIx 6BUY

GUI6 BUTUY" U4 = A. Kty“o" Eblp XX6D" 0 QB
aam 06 g Ttont 1ds Qb QB

y"

gui

enable

no enable

protocol<  http | https >
port PORT_NUM

exit

E blp X

gui GUI Eblp XX6D" 0 QB *
P A. KMEblpX6D“BUp" 4= . XKry*
2 o 0p°

enable . PI 6R 0QB"*

protocol GUITT» BUDPKEEUNGOG OO
http HTTP®Kk EEn 6 0(QB"°

'y b. E <Y 801 ] ‘

,—LI, Nnbop

https HTTPS®k EEn 6@m { QOB

‘w9’ b. E Y 4431 ) ‘

‘ AboBp
port PORT NOT "GUIX b. E <« 6"1 65535x Wmm O OQPB"
no enable h. PI 6 s00QB"
exit GUIXd = HA.X6" o A. XKYy*“ O0B"
-

amnimo(cfg)#gui 8

amnimo(cfg - gui)# enable 8
amnimo(cfg - gui)# protocol http 8
amnimo(cfg - gui)#port 80 8
amnimo(cfg - gui)# exit 8




7.10 DHCP3 ii . X 6B

ESEEEIEREmET = @ &

DHCP3 . X B. PI 6 m BUBGYX " sWé6 6 MOB*

DHCP®. H.s_ 76 DHCPB. H. x 6BUY _xx Y " mKUA>" DHCP
3. X g " TmPQd6"

7.10.1 DHCP3 1. X 6 " B4
DHCP3 ii . X 6 “ BUt Y" show config dhcp-releay E blp XX6D*“ § QB °
3y
show config dhcp-relay[ GROUP

Y T>3. blAE

# ---- transition to configure mode
configure

# --——- dhcp-relay GROURonfigure ----
dhcp-relay GROUP

ENABLE

LISTEN

SERVER

exit

# ----  exit configure mode

exit

GROUP DHCP31/i. xJOn.® Y “AbOB"

= = On. ® 64 pBUp"th BY DHCP3 1. x OJun. dx Y ”
L4 qbop:
= " Tab, M. 6 BUp" dun. ® ¥ 6 apBUdpPpYTTDPOR"

ENABLE |[DHCP3i#i. X HB. PIXR Y "- "a/A>xA Y “AHbOB"
" enable, p “ R bOB"
noenable, p " NbhOR"
LISTEN DHCP 3. x Bh. Pl Y DHCP 263 Al pBUppK. TOQl Y3=x1"
m "AbOR’
listen LISTEN_IFNAME

LISTEN_IFNAME | DHCP Z 63 Al pBUYggpK. T80l Y “HAbOBR"
= e ASD. Ej ©¢
eth0" br<0-9>" tun<0-9>" tap<0-9>
= loTu. K.
eth<0-1>" br<0-9>" tun<0-9>" tap<0-9>
= EpOpEwun. K.
ethO

*,'7 "NbU4apYKIOQB’




SERVER 3. X DHCPB. H. X IPT Xiil Y3 =sx'1™ m ~“ AbOB"
server ADDRESS

ADDRESS DHCPB. H. t XiilY “ AbOR"
— "NbUapYKAQB®
i

“

]
E * 4d. Xp A. Xm" E blp Xx pY Yy aoamB‘3st"E T 4A. XKxD"
6" 0OQB"

e EED nz ED

amnimo# show config dhcp-relay 8

# ---- dhcp- relay networkA configure
dhcp- relay networkA

enable

listen ethO

listen  tunO

server 10.0.0.1

server 10.0.0.2

server 10.0.0. 3

server 10.0.0.4

exit

# ----  Exit configure mode

# ---- dhcp- relay networkB configure
dhcp- relay networkB

no enable

listen tunl

server 172.16.0.1

exit

# ----  Exit configure mode




7102 DHCP3 #i.x 6B

DHCP3ii. 6 BUTY" 4~ A.Xry“o" EblpXX6D*“ 6 QB
aaTm 06 () Ttont 1ds Qb QB

y"

dhcp-relay GROUP

enable

no enable

listen LISTEN_IFNAME
nolisten  LISTEN_IFNAME
server ADDRESS

no server ADDRESS

exit

no dhcp-relay GROUP

E blp X

E blp X

dhcp-releay GROUPT On. ® 6@ 0(o" DHCP31ii. 6 BUBGXEblpX6D*

0 0B
? A. XMEblpX6nD“BUp" d - . KTy OB
4

enable DHCP3 . x h. PI 6 "300QB"

no enable DHCP3 . X Hh.- PI 6 "300B"

listen DHCP3 . X B. Pl Y DHCP Z63 Al pBUgpK. TOQIl Y3 X
(RS ET

listen LISTEN_IFNAME

LISTEN_IFNAME | DHCP Z63 Al pBUgogpK. TOpl 6 0QB"
= Ale ASD. Ej ©¢
wan0" br<0-9>" tun<0-9>" tap<0-9>
= e ASD. Ej B¢
eth0" br<0-9>" tun<0-9>" tap<0-9>
= loTwn. K.
eth<0-1>" br<0-9>" tun<0-9>" tap<0-9>
= EpOpEwun. K.
ethO
= LAN [IEpOpEwun. K.
lan<0-1>" wlan<0 -1>

= xXopK. Tepl x Yr mp*

i
i - O MA> P" BYoX r ocppK.T®OplY Jtod
QB

no listen DHCP3 1li. X . Pl Y DHCP Z63 Al pBUpopK. Tepl ¥ 6
| M6 0B
3ii. X DHCPB. H. x IPT Xiil 6 00B"’
server ADDRESS

server

ADDRESS 3. X DHCPB. H. x IPt Xiil
:anéAxDHCP'FJ;HaxIPT)KVlIY T0Y4OQp"
X DHCPB. H. x IPt Xiil x Yr mnp*

Q " voOm Yr mnp°’
no server 3. X DHCPB. H. x IPt Xiil x 6| MOOQB"

£




E blp X
exit DHCP3 il . xd = S.X6" 00"  HA.XYy*“0O0p"
no dhcp-releay | GROUPT DHCP3 it . x On. ® 6@ 0" 6| M0OQB"

Du

DHCP 263 Al pBUgpK. TOpl po etho6 $"3i. X DHCPH. H. 6
10.10.10.1p B Y 4> 6° 0§ OB

aam 06 g Ttout Yods Qb OB
(xS
amnimo(cfg)# dhcp- relay networ kC 8 BDHCP3 ii . X Oun . @6 enetowrkCep Bd
amnimo(cfg - dhcp-relay - network O# listen ethO 8 B3 Al popK. TGgl 6 eth0 T
B U

amnimo(cfg - dhcp-relay -network O# server 10.10.10.1 8 [33 ii - DHCPH. H. 6 10.10.10.1
T pgr

amnimo(cfg - dhcp-relay - network O# enable 8 BDHCP 3 i - 6 "tpY"
amnimo(cfg - dhcp-relay - networ kC)# exit 8

amnimo(cfg)#




711 ®Kk MEH. H. 6 B Y

®k MEBH. H. X B. PI 6 m  BUBGY " TWe 6 MQB°
7111 dk MEB. H.x 6 ~ BU

5

show config ~ proxy

Y T>3. blAE

# ---- transition to configure mode
configure

# ---- proxy configure ----

proxy

ENABLED

port PROXY_PORT
SOURCE_ADDRESS_ENABLED
SOURCE_ADDRESS_VALUE
ACL_PORT_NUMBER

ACL_SSL_NUMBER
WHITELIST_FQDN_ENABLED
WHITELIST_FQDN_VALUE
BLACKLIST_FQDN_ENABLED
BLACKLIST_FQDN_VALUE
WHITELIST_URL_ENABLED
WHITELIST_URL_VALUE
BLACKLIST_URL_ENABLED
BLACKLIST_URL_VALUE

http - access HTTP_ACCESS
AUTHENTCATION_ENABLED

authentication scheme SCHEME
authentication ttl TIMETOLIVE
authentication account USERNAMgecret ENCRYRPASSWORD
authentication process maximum MAXIMUM
authentication process startup STARTUP
authentication process idle IDLE
CASESENSITIVE

ACCESS_LOG_ENABLED

access log facility FACILITY

access log priority PRIORITY

exit

# ---- exitconfigure mode

exit

YT

ENABLE OPKMEB. H.Y "- TaA>xA Y “AbOPR"
" " enable, p “ AHOPR"

_ "noenable, p " A bOBR"

PROXY_PORT Pk MEB. H. X kK T B-E <Y “"AbOB'AT>wn
E g" " 8080, TP




SOURCE_ADDRESS_ENABLED

GAKAEmM.p Ex "/ Y

v

“ 1 boB”

N " source address enable, p " b OB
N " no source address enable, p * R bQB "
SOURCE_ADDRESS_VALUE & r] KAEM. pt Xl Y "AbOB"

3ox1™ 1

"NbOB”

source address  IP_ADDRESSPREFIX

IP_ADDRESSPREFIX

GAXKAEM. pt Xiil /
PnTuApl

"NbUYadpYKAOB

id
]
ACL_PORT_NUMBER Pk MEBH. H. O mtpJIl ArpUM b. E « Y
351" M " AbOB
aclport PORT_NUMBER

PORT_NUMBER ArM Bb. E «
"AbUdp YKUOQB"

1
g
ACL_SSL_NUMBER ®k MEB. H. O mtpJIl ArpBU hitps M b. E <
§sx1"m " AbOB
aclssl SSL_NUMBER
SSL_NUMBER | https ArM b. E «
— "NbUapYKIOR"
i

WHITELIST_FQDN_ENABLED

FQDNWmMEE3 |l E Ex "/ Y " nbOB’

N
M l
R

" http whitelistfqdnenable . p “ 1" bQOB"
" " no http whitelistfqdnenable , p ~ A bOBR "
WHITELIST_FQDN_VALUE FODN WM E3 | E 'Ex FQDN Y3sx'1l™ m " AQb
OB’
http whitelist fqdn VWHITE_FQDN
WHITE_FQDN WmpeE3Il ET B 4 FQDN
— "NAbUapYKAQB'
BLACKLIST_FQDN_ENABLED " Y "AbOB°

FODNY xAp3 | E Ex "/

‘

"nboB’
"nboOBR’

" http blacklist fgdn enable | p

no http blacklist fqdn enable , p




|
~

BLACKLIST_FQDN_VALUE FQDNY xAp 3| E Ex FQDN Yisxl™ m nb
OB’
htto black listfgqdn ~ BLACKFQDN
BLACK_ FQDN |YxAp3 | Et B Y4 FQDN
— "NbUapYKIOQB"
i
WHITELIST_URL_ENABLED Ex "/ ° Y nboOB"

URLWLIMPp E3 | E

~
~
~

" " http whitelist url enable | p nbOB"
" " no http whitelisturlenable . p ~ b OB "
WHITELIST _URL_VALUE URLWMEPE3l E Ex FODN Yisx1™ m * 4bO
B
http  whitelist url WHITE_URL

WHITE_URL WmpgE3Il Et B 4 URL
— "NAbUapYKIOQB"
i
BLACKLIST_URL_ENABLED "NboOp"

URLY®xAp3 I E Ex "/ © Y

‘

" http blacklist url enable | p

nboB’
" nhboB’

no http blacklist url enable | p

BLACKLIST_URL_VALUE

URLY xAp3 |l E 'EX FQDN

Yisxl™ m

"Nbo

™

http blacklist url BLACK_URL

BLACK_URL YxAp3Il Et
— "NbUYapYKIOR"
i

B U URL

HTTP_ACCESS

HTTPT pJ | E Y

v

" 1 bOB”

Ar " http-accessallow, p “ A bQR"
a " http-accessdeny, p " N b QR
AUTHENTICATION_ENABLED |r . . 4 Ex "/ 7 Y "NbOB"*

‘

authentication enable |, p

" nhboB”
" nhboB”

no authentication enable , p




SCHEME r.fe dx 4 "X Y3sx1™ 1T " AbOQB’
authentication scheme SCHEME_VALUE
” authentication schemebasic ., p ~ n
. EA J . ’
e EAe b QB
NoSelE auth‘entlcatlon scheme digest | p n
bop
TIMETOLIVE r.rf. Ja4x T d6hy Y3sx1"m " nbOB"
authentication ttt  TIMETOLIVEVALUE
TIMETOLIVE_ VALUE |r . . J4x T6hY “Ab0O
B
NWy” 1m 60m. " 1h" 168h, mp
my "hywhoé QB
USERNAME r-fF. dxr.r. Y "NbOB’

=’ authentication account "NbUapYKIOQB"
i

ENCRYPT-PASSWORD

©«<3nbOr.r. J4xOImM.X Y “HbOB"’

MAXIMUM

r.f. 4xQ okJl Y3sx1™ m “AbOB’

authentication process maximum MAX_NUM

MAX_NUM Q dkJI Y “"NbOB"
Mp” 1 5 nB* ATa3wnE g 5,
ToY4Qp "’
STARTUP r.rfr. 4AxR Wbk JI Yi3ioxl™ m " AbO
Bi
authentication process startup STARTUP_NUM
STARTUP_NUM | R WYX ®«k J | Y "NbOop"
Ny 1 5 B AT>wmE g’ 5,
ToY90B"
IDLE r.fh. dx"  WwWokJl Y3sx1™m " AbQ
B

authentication process startup IDLE_NUM

IDLE_NUM ‘ WY &k J | Y "AbOB"
Np” 1 5 nB* ATa3wnE (TR
ToY90B"




|

CASESENSITIVE

r.f. J4x BASIC " Wxr.[l. Z z1 Z.
Y "nbOB AT>nwE ¢ " np’

~ " authentication basic casesensitve ., p ~ N b0Q
B

. ” no authentication basic casesensitive , p ~ N b
OB’

ACCESS_LOG_ENABLED

tpJIl kD Ex " T Y "NbOB‘AT>unE
g 7VHB

v ”

accesslogenable, p " NbhOR"

v ”

no accesslogenable, p ~ NbOQOR"

FACILITY

TpJI kIOY WxTt€E3TlwK Y3oxl1l™m " nb
QB
access log facility FACILITY_VALUE

‘

FACILITY VALUE |3 sx My bTX Tt €3 T x Y
NbOB  AT>mETY"” daemon, Y
nboMQB®
= daemon
local0
locall
local2
local3
local4
local5
local6
local7
= user

PRIORITY

tpJl KOY Wy odxpebP3lu Y3sx1™ m 7N
bOB"
accesslog priority PRIORITY VALUE

PRIORITY VALUE |3 sx My b Tx ®xpo bP3 T xu Y
"NMbOB AT>nMETY”
" informational | Y nboMOQB"
= debugging
= informational




7112 ok MEBH. H. x 6B U

OKMEB. H. 6 PBUTY" 4 A.XKIy“o" Eblp XX6D* 0 QP
adam 06 g Tteont Y®s Qb QB

3y

proxy

port PROXY_PORT

source address enable

no source address enable

source address ADDRESSJADDRESS]/PREFIX
no source address ADDRESSADDRESS]/PREFIX
aclport SAFE_PORTBAFE_PORT]

no acl port SAFE_PORTBAFE_PORT]

aclssl SSL_PORTFSSL_PORT]

no acl ssl SSL_PORHSSL_PORT]

http whitelist fqdn enable

no http  whitelist fgdn enable

http whitelist fqdn WHITELIST_FQDN

no http whitelist fqdn WHITELIST_FQDN
http blacklist fgdn enable

no http blacklist fgdn enable

http blacklist fqdn BLACKLIST_FQDN

no http blacklist fqdn BLACKLIST_FQDN
http whitelist url enable

no h ttp whitelist url enable

http whitelist url WHITELIST_URL

no http whitelist url WHITELIST_URL

http blacklist url enable

no http blacklist url enable

http blacklist url BLACKLIST_URL

no http blacklist url BLACKLIST_URL
http - access ACCESS

authenticationenab  le

no authentication enable

authentication scheme SCHEME
authentication ttl TIMETOLIVE
authentication account USERNAME
authentication account USERNAMg&ecret ENCRYRPASSWORD
no authentication account USERNAME
authentication process maximum MAXIMUM
authentication process startup STARTUP
authentication process idle IDLE
authentication basic casesensitive

no authentication basic casesensitive

access log enable

no access log enable

access log facility FACILITY
access log priority PRIORITY
enable

no enable

exit




E blp X

E blp X

Eblp XX6D" 0 QB °

proxy ®k MEB. H. X
£t S. XmMEblpX6D“BUp" 4= HA. XKty
'Ll “ UQB‘
port Pk MEB. H. x kK T b.E <6 QB
PROXY_PORT Pk MEB. H. X Kk | b. E6®
= My 1 655351
= OT>wnE " " 8080, P °
source address enable GAKAEM.p E6 "T0OQOB°

no source address enable

HKAEM.p E6 " t10QB"

Qc

source address

AKAEM. pt Xiil 6

0 OB

Qc

ADDRESY- GAXKAEM. pt Xiil /o

ADDRESS|/PREFIX iTuApl 6@ 0 QB
MQTp(¢¢6 60t XKl
= " 6BpYapYr mp"

] Q 64 BUapyYr mp*’

i

no source address

GAKAEM. pt Xiil 6|M060QB"

acl port ®k MEH. H. O Mt pJIl ArpUdM b. E <6
0 QB
SAFE_PORTE ArM B.E <6 (0B
SAFE_PORT] p— — Myp" 1 655357
f - MoTp(6c6 oD
E 1 6BUGP YT
e
| Q 64 BUapYr mp*
i
no acl port ®k MEB. H. O nmtpJI ArpUdM b. E <« 6
|MO QB
acl ssl ®k MEB. H. O mtpJI ArpY https M b. E <
6 o)t
SSL_PORT[- | https ArM bB.-E «<6m 0O0OB*
SSL_PORT] =N = Mp" 17 655351 °
24 - MoTp (4t Oob. E
6BUGpYr mpB
| Q 64 BUapYr mp"’
i
no acl ssl Ok MEB. H. O mtpJIl ArpY https M b. E <

6]MOQB"

http whitelist fgdn enable

FODNWMQEE3 | E E6 "1

no http whitelist fqdn enable

QB
FODNWMEE3 | E E6 " 10 QB




E blp X
http whitelist fgdn

FQDNIUIMQPE3 | E EX FQDNX 60 QB"

WHITELIST_FQDN | lWUMQ E3 | ET BU FQDNG®
00OB"

Q 64 BdapyYr mp*’

Zg

no http whitelist fgdn

‘Ex FQDN Y 6|vMiQB"

FODN LWmp E3 |

http blacklist fgdn enable

E6 "Tt100QB"

FODNY x Ap 3 |

no http blacklist fgdn enable

E6 T 100QB"

FODNY x Ap 3 |

http blacklist fqdn

FODNY x Ap 3 |

Ex FQDN X 600QB"

BLACKLIST FQDN | Y xAp3 | ET B U FQDN 6 ®
00B"
Q 64 BUapyYr mp*’

no http blacklist fqdn

FODNYxAps3| E EXx FQDNx 6 |v06OQB"

http whitelist url enable

URLWMEE3SIE E6 " t100B"°

no http whitelist url enable

URLWMEE3SIE E6 " 100B°

http whitelist url

URLWMQEP E3 1 E Ex URLY 60 QB

WHITELIST_URL LmMpE3 Il ET BUY URL6m O
QB
Il Q@ 64 BUapYr mp*’

no http whitelist url

URLIWMQEE3 1 E EX URLYX 6| v0OB"

http blacklist url enable

URLYXAp3Il E E6 " 100B"

no http blacklist url enable

URLY XAp3Il E E6 " t100B"

http blacklist url

URLYXAp3 |l E Ex URLY 60 QB

BLACKLIST URL |YxAp3 |l Et BU URL6m
OB’
| Q 64 BUapYr mp"’

i

no http blacklist url

URLYXAp3l E EX URLX 6| v0OB"

http -access

HTTPt pJI EX 6" MOB"

HTTPt pJI1 ExAr/a 6m 0QB"°
= allow
ACCESS HTTPt pJI E6ATr 0 QB
= deny
HTTPt pJ I E64& 0OQB'°
—a UL T allow 6 BYA> g HTTP/URL Y x Ap 3 |
L, E6 0 " deny 6 BYA> g"HTTP/URL WM E
31 EB 00QB"

authentication enable

Cs

no authentication enable

r.rF. 4 Ex 6 "100
o

5
r.rF. 4 Ex 6 "100B"




E blp X
authentication scheme

|| I

baS|c
SCHEME Uu. €Ap
= digest
szelE 4
authentication ttl 6h6 OQB"

TIMETOLIVE r. 4x " 6ho660oMIOB"
|/np” im 60m, " 1h" 168h, TR *
my "hygwhoe 6O0OB°

authentication account

r.f. 4 xr.f. poOl m. X6 6 OB
Ol m. Xy o NbOR" Ol m. Xx T "B
Up"B<30600I M- XY AbOB’

USERNAME |[r.f. 4 xr.f. 6m 0OQB"

authentication account secret

r.fF. 4 xr.fF. polwm. XBc3)6 00

ENCRYPT- Ol m. X686<306 Z 6@ 00"O
PASSWORD |[I M. X6 00 QB

no authentication account

r.fF. 4 xr.rF. pOl M. X6|MGOQB"

authentication
process maximum

r.rfr. 4xQ okJI 6 0OB"

MAXINUM Q okJI 6 OB’
= Nyp” 1 5 mB"
= 0T>wnE "5 1to490B"

authentication process startup

r.f. AXR WokJl 6 0OB"

STARTUP R Wy &k J I Y& 0OB"
= WNy"1 5 np"’
= 0T>unE U”"5 1T0d40OB"

authentication process idle

r.rh. Jax° WokJIl 6 0OB"

IDLE CWY Ok J Y " AbOB"
= Ny”1 5 np"
= AT>3wnE w” 1, tod40p"’

authentication r.Ff. J4x BASIC " Wxr.[lF. Z Z21 Z.
basic casesensitive 6 "t100B"

no authentication r.Ff. J4x BASIC " Wxr.[l. Z Z1 Z.
basic casesensitive 6 "t100B"

access log enable tpJdl kO EXx 6 "100B"

no access log enable tpJdl kO Ex 6 "100B"




E blp X

access log facility tTpJl kIOY WYxTt€3Inb 0QB"

FACILITY 3sXMybTxTteE€3lTuvYm 00

B*AOTawmETY"” daemon, Y nb

oMQB’
= daemon
= local0
= locall
= local2
= local3
= local4
= local5
= local6
= local7
= user

access log priority tpJIl kDY Wxodxpob3lub 6 OB "

PRIORITY 3XMybTxoxpobP3lTubm 0
QB AT>amEMTY" " informational | Y
NnboMOB*
debugging
informational

enable dK MEDBH. H. 6 ¥ 36" B. PI 68 L’)QB‘
no enable dK MEDBH. H. 6 ¥ 36" B. Pl 6 & L’)QB‘
exit de HA.XK6 bo"  A.XKYy“OQB"




7.12 telnet X 6B U

telnet O 6 T BUBGYX " T Wo 6“ MOB*
7.12.1 telnet x 6 " B4
telnet x 6 * BUt Y" show config telnet E blp XX6D*“ § QB °
y"
show config  telnet

Y T>3. blAE

# ---- transition to configure mode
configure

# ---- telnet configure ----

telnet

ENABLED

port PORT_NUM

exit

# ---—- exit configure mode

exit

YT

ENABLE teinet - PIXR Y “- "0A>xA Y “/RbOB"
" " enable, p * AHOPR"

" noenable, p " AbOR"’

PORT_NUM telnet . Pl Y» BUGKEEUXDB-E <Y “AbOPR"

n]
E * A. Xp A. X" E blp Xx pY Y amB’3st"E T A. KxD"
6" 6 OB

(EEE

amnimo# show config telnet 8

# ---- transition to configure mode
configure

# ---- telnet configure ----

telnet

enable

port 23

exit

# ----  exit configure mode

exit




7.12.2 telnet X 6p4

telnet 6 BUT Y" 4 = A. Xry“o" EblpX6D* 0 QB °

aam 06 g Ttout Yds Qh QR

y"

telnet

enable

no enable

port PORT_NUM

exit

E blp X

telnet telnet x Eblp X6D*“ 0 QB AT3MnE g " mpe
:u? A XMEblpX6D“BUp" 4o  HA. XKty
= NiNeXil

enable h. PI 6R 0 0QB"

port PORT NUM T " telnetx b. E <« 6" 1 65535x WNnm

OB AT>ME " 23 mp"
xO m Xb. E <ym mPQd6"
=

no enable h. PI 6 s00Q0B"°
exit telnet x 4 = a. K6 0o A. KYy“ 0O0OB"

o«

amnimo(cfg)# telnet 8
amnimo(cfg - telnet )#enable 8
amnimo(cfg - telnet )#port 23 8
amnimo(cfg - telnet )#exit 8




84 M. Xj ©1 x E

U T 200» BUM. Xj 6t xE 1V MO OOB"

81 USBAHpl 6 EBY
USBHI 1t AboMU USBAHp! X * W6 AHe! X ON- OFF6“ MOB

8.1.1 USBAHp! 6 ~ BU
USBAHp! 6 ~ BUTt Y" showdeviceusb E blp XX6D“ & OB °

i Jy" USBHI 1t AboMUHo!l XopodOp

DH

E " 9.Xp 9. Xn"EblpXXx pY ¢ onP'ist"E + 9. XKxD*
6" 0 QB

ki

s D) &= D)

amnimo# show deviceusb 8
Bus 001 Device 003: ID Fhkk kxek gmnimo Corp.  /amnimo Corp.

812 USBAHpe! 6 EBY
USBb. EX VBUSG ONQO y OFFt 00"

VBUSG6 ON- 3 JAEBU
USBb. EX VBUS6 ONT BU"QB 3 JAEPBUT Y"deviceusb Eblp XX6D"“ 0 OB

N"

JYP" USBHI 1t nboMUAHp!l XopaodOB*
USBHI 1 HUBY nboMU/A> " HIBbB. Eyy JrRpOTYQB"

device usb [reset [ TIMHE s| ni]]

)
50hs OQ6yY x" OFF.

USBb. Ex VBUSO TIME mm®
TOQOBR"

reset

TIME |USBb. ExX3JAEWR"

‘ My 1 3600" 3
‘ Ny 17 60" 3y
36@ GoMA> P" ToY90p"




DH

E  dA. Xp FI;)Kn"Epr)Kx pY Y amB‘3st"E T 4A. Kxyn*
6" 0 QB

(EEE

amnimo# device usb reset 60s 8

VBUS 6 OFFT B 4
USBb. EXx VBUSG OFFT B U T Y" nodeviceusb Eblp XX6D* i QB

_:7 = 7 JyY" USBHI 1t nNboMUOHQE!l XepodOQp*
L] = USBHI 1 HUBY AboMUA> " HUBb. Eyy JARPpOCYQR"

“

m}
E *A.Xp A.Xn"EblpXx pY ¢ anP'3st"E + 9. XKyxn*
6" 0 QB

VR
S
e
I
il

amnimo# no deviceusb 8




8.2 PoEY 6B Y

PoEx | . Kl p X ~ " b. EX 'E" PoEY 6" MQB "

n Jpb. 9. Ej©ox: BxOMtvMoyPoEtTh BYO YKUYQd6"

821 POExXI T.KI®6 ~ B4
POEX | M. KI 6  BUrt y" showpoe Eblp X6D* § QB *
g

show poe [ IFNAME

f

IFNAME POEX op K. TOp!l 6 (OB

O TWpo IFNAMEtT®m BUppK. TOpl YYOYOQPB"
o} @ r ocoppK.TOgl

_@ lan1

[ IFNAMEG 1 B U p” AboMUBYoxopK. TOp! x PoE
By I T.KIY “"3bOB"

lan0, lan1, lan2, lan3

ethO, ethl

Y T>. blAE

# -——- poe IFNAME----
state STATE
class CLASS
poeplus POEPLUS
limit - current ICUT
Voltage POEVOLTAGE
Current POECURRENT
Watt POEWATT
Yo7
IFNAME opK-.- Tegl Y "AbOBR"
STATE Bb. EYX A Y " AbOR"’
connected A
disconnected A




|

CLASS PoE x o Xl ®k J | s classification* x . Q8Y " AbOQOR’
-
Class0 Class® IEE802.3af'PSE Y 15.4Wx
Classl Class |IEE802.3af* PSE Y 4.0Wx
Class2 ClassZz |EE802.3af* PSE Y 7.0WWx
Class3 Class8 IEE802.3af'PSE Y 15.4Wx
Class4 Class4s |IEE802.3at" PSE Y 30Wvx
Unknown o A
Overcurrent a A
Class-mismatch Classification b1 bIA Y
POEPLUS POE-Pluss IEEE802.3atr Y “ - " a/A> XA Y “AbOPR"
’ "on.p " AbQB
’ "off. p " AbHOB"
ICUT PoE x W X A Y "AbOBR"

__ 110mA ® 110mAs PoEPlus " x

T 204mA ® 204mAs PoEPlus 7 x

'@' 374mA @ 374mAs PoEPlus " x

__ I 592mA ® 592mAs PoEPlus © x

s 645mA ® 645mAs PoEPlus ” x

754mA ® 754mAs PoEPlus " x

920mA ® 920mAs PoEPlus "~ x

-2¢ Cﬁ 375mA &% 375mAs POEPIlus : x

' 110mA ® 110mAs PoEPlus 7 x

188mA ¢® 188mAs PoEPlus "~ x

650mA ® 650mAs PoEPlus "~ x

500mA ¢® 500mAs PoEPlus "~ x

625mA ® 625mAs PoEPlus 7 x

920mA ® 920mAs PoEPlus 7 x
POE-VOLTAGE |" X H Y ~ ABOPRS 3y V'
POE-CURRENT | "H/ x Y " AbOBS 3y mAX
POE-WATT X Y " AbOPRsS 3w W*

D -
E blp XX pPY Y"BYoxA. Xnm anpP‘3st"eASD. Ej ©®gxd . T
. A, XKyxyno* 6" 0OB"

(a-v- ) wex D & = Cal

amnimo$ show poe lan0 8

# --—- Poelan0 ----
state connected
class Class0
poeplus off

limit -current 374mA
Voltage 53.894V
Current 50.235mA
Watt 2.707W




8.2.2 POEX b-
PoEx b. EG
" (Ale ASD

device poe reset

no device poe power

device poe power
device poe icut
device poe

no device poe

37 (orRKQ®

device poe reset

no device poe power

device poe power
device poe icut
device poe

no device poe

E blp X

E blp X

E6 ERUY
‘EB Ut " device poe Eblp XX6D* 6 QOB *

. Ej 80" € ASD. Ej 60" onrKp® loTu. K. )

<IFNAME [ 0- 3600]
<IFNAMB
<IFNAMB
<IFNAME < 110| 204| 374| 592| 645| 754| 920 auto >

LAN [EpOpEwM. K. )

<IFNAME [ 0- 3600]
<IFNAME

<IFNAME

<IFNAME auto

device poe reset PoEb. E63JAEUO QR
IFNAMET PoExX opK. TB®pl 6m 0" 13JAEWY OFF§
hs x60 3600mm 0OQB‘ O T Wpo IFNAMEtT® PBUppK
. TOp!l YYOoYOQB"' 37 xO F mp ‘)
o} @ r ocppK.T6pl
lan0, lan1, lan2, lan3
ethO, ethl
v s [y lanl
— 61 BUYUp" ATamEx 60 M3 JAEAbHOR"
i#
device poe power IFNAMET PoEXxX op K. TGgl 6@ (0" POEb. Ex "HY
il T L’) QB;
no device poe power | IFNAMET PoEx op K. TGpl 6® 00" POEb. Ex "HY
il T L’) QB;
device poe icut IFNAMET PoEX op K. TGl 6@ (0" PoEb. EX
6 OB O tWpom r o O YYOodQPB"
O @ r o ® (mA)
110" 204" 374" 592" 645" 754" 920" auto
* s ey auto
i’ auto6@ 06 /4> " " ARbOB"
i
device poe €EaAENj pY 6 "tdo" PEEAHQE!I 6 [BUW=ZTOHOBR"




no device poe €aAEWN] pY 6 "tlo0" PEAHElY [0oMW=t10QR"
€EaAEN] pY 64d "TBUPp" ON Em nboM
¥ d U PoEAHQ! X "HY OFFAbQB"
= devicepoe Eblp Xm€aAENj pY 6 "1 GoF" O
Mx POEEPEK . x. YN\ 383AbUxm" PoEAHQ ! ¢ ON
T049Qd6 ‘PoEAHE ! 6 ONT B Y /> Y "device poe power
<IFNAME> 4 device poe reset <IFNAME> 6 D"“ 0 o W1 4 M’
= | CSB. M X4 &)1 WY PoEAHQ!l 6 ONT B
apFr mp*
d0WYy" (773 | CSB. N6 BYU, 6GrADO W
1 QM

D“
POEb. E EWOMXR EtrTTeueg"d r.F.S.Xn 6 °BUdpuyn
®086° 35T"E ¢ H.XKxD" 67 QB

‘rmslRD) &= 2D

amnimo# device poe reset lan0 120 8
amnimo# no device poe power lan0O 8
amnimo# device poe power lan0 8
amnimo# device poe icut lan0 592 8

amnimo# device poe 8
amnimo# no device poe 8




8.2.3 PoE¥ 6 " pBd
POE x 6 * BUT Y" show configpoe Eblp XX6D“ 6 QB °
g

show configpoe [ IFNAME

IFNAME PExXep K- TOpl 6m (0B

= PoE EO Y LANO 3 xDO x0¢g"®@ madUy
& g"land0” 3pc 90"
IFNAMEG6/1 BUp" nboMUBYoxepK.
TOpl X PEXI T.KIY “HAbOB"*

Y T>3. blAE

# ---—- transition to configure mode
configure

#

poe IFNAME

# --—- poe IFNAMEconfigure ----
ENABLE

limit -current ICUT

ondelay ONDELAY

exit

# ---- exit configure mode ----

exit

A

IFNAME POEXep K- TGl Y “AbOB"*

ENABLE PoE H&ayY " - To/A>XA Y “AboOBR’

"enable, p " NbOR"
noenable, p " NbhQOR"

ICUT POE x ® Y " AbOB"

110mA @ 110mAs PoEPlus ~ x
204mA ¢® 204mAs PoEPlus 7 x
374mA ® 374mAs PoEPlus 7 x
592mA ® 592mAs PoEPlus 7 x
645mA ® 645mAs PoEPlus 7 x
754mA ® 754mAs PoEPlus 7 x
920mA ® 920mAs PoEPlus 7 x
auto i q. X

E

'@' auto i q. XK

ONDELAY R WxAuiigWhs xY ~ RBbOB"




DH
POE X pOMY R EtrTT2U6g"d r. . a. Xn

06" 31" € ASD. EJ eQXE .Iﬂ*)'KXD“ 67 OQB;

amnimo# show config poe lan0 8
# ----  transition to configure mode
configure

# ----  Poe lan0 configure
poe lan0

enable

limit -current 592

ondelay 120

exit

# ---—- exit configure mode ----
exit

amnimo(cfg)# show config poe lan0 8
# ---- Poe lan0 configure -— -

poe lan0

enable

limit -current 592

ondelay 120

exit

amnimo(cfg)#

6

"BUapyYmdO

:l? PoEX 4 = A. X7 show config Eblp XX6D*“ BUp"
= ~ 1bOB"
amnimo(cfg)# poe lan0 8 , POEX J =
amnimo(cfg - poe- lan0 )# show config 8

enable , 3o A. Xp

limit -current 592
s /] X

A.

A. Kty "

Xp

a

X A

Y




824 POE6 B

PoE 6 BUT Y" POEX 4 =  A. XKty“ " Eblp X6D“ {6 QB
Gam 08 g Ttegut1®s Qb QB

17 s Ale ASD. Ej ©p" ¢ ASD. Ej ©p" onrKpo® loTu. K. x

poe [ IFNAME

ondelay < 0- 3600>

limit -current< 110| 204| 374| 754| 592| 645| 920| auto >
enable

show config

no enable

exit

no poe IFNAME

" s orKp® LAN [IEpOpEwun. K.)

poe [ IFNAME
ondelay < 0- 3600>
limit -current auto
enable

show config

no enable

exit

no poe IFNAME

E blp X
E blp X
poe IFNAME T POEx op K. TOgl 6@ 0 o" PoOEY E blp X6
D 0QR'O" T Wpuo IFNAMET® BUpopK.TOpl YYOUO
Bi
o} @ r ocoppK. Tepl
lan0, lanl, lan2, lan3
ethO, ethl
# s ey lan1
tp A. XNEblp X6D“BUp"m 0opK. TOQI X4
= . Xty“ 60QB"
ondeley R Wx/AxiioWhs x 6" 0 3600 0OOB"
limit -current POEbB. EX ®» 6 OB 'O " TWpom r o &)
YYo4Op*
0’ .
110" 204" 374" 592" 645" 754" 920"
3K RSN | Luio
# o ey auto
auto6 604> " ARbOB"
=
enable POE Hia6 "30"H.PIOB6R 00B"
show config PoE x 6 "~ 60OB"
JOWyY" 823 PEX 6 *BU_ 67AGOWI M
no enable PoE Hia6 "30"H.PI 6 s00B"




E blp X
exit PoEJ = q. X6° (o A.KYY“ 0 OB
no poe IFNAMET PoEX o p K. T©pl 6m 00" PoE 6|v0OB"

Du

amnimo(cfg)# poelan0 8

amnimo(cfg - poe- lan0)# ondelay =~ 1200 8
amnimo(cfg - poe- lan0)# limit - current592 8
amnimo(cfg - poe- lan0)# enable 8

amnimo(cfg - poe- lan0)# exit 8




83 DIN- DOUTx A O6E BUY

AN A~
v

X TKUOASKwN sDIN ~x>XW6ASKuY sDOUT =~xxd 6
6QB' 00" ASKuY x E6* MOB

831 DINx4 6 ~ pd
ASKu sDIN -xxd 6 7 BYt y" showdn Eblp X6D" 6 QP *
5

showdin[ permanent]

permanent ﬂ'SKM X 36é y»o" A 6°0 T L')QB‘
Y 6 sBUT (" CTRL. CM. 680 QB

Y T>3. blAE

DI-1: DI-STATUS
DI-2: DI-STATUS
DI-3: DI-STATUS
DI-4: DI-STATUS

DI- STATUS ASKn x4 Y “AbOB"
ON ON A
OFF OFF A

g

E blp Xx pY Y"BYoxA. Kn ampB‘i3st"d o r.F.d.XKxnt 67
6 0B

(a—v- ) wes LD & = Gl

amnimo$ show din 8
DI-1: ON

DI-2: ON

DI- 3: OFF

DI-4: OFF




832 DOUTxA 6 ~ pBU

NOSKuY sDOUT ~xxA 6 “BUt " showdout EblpX6D* 6 QB *
y"

show dout

Y T>3. blAE

DG1: DOSTATUS
DG2: DOSTATUS

DO-STATUS ASKuY x4 Y “AbOop"
ON ON 4
OFF OFF 1
D 13

E blp XX pY Y"BYoxHA. XKnm ampB‘3st"d o r. .90 XKyxnt 67
0Qp"

(a-v- D) wes D) & = Gl

amnimo$ show dout 8
DQ1:ON
DQ2: OFF




833 DOUTx 4 6 EBU
OSKuY 6 EBUT Y" dout EblpXX6D“ 0 QB

-

dout< set | set-hit | cIr -bit ><0-3>
dout< on | off ><1 | 2>

f
set OSKny 6 PAE Wt EBUY/A>"3s5xMybT6
0QB"

I
1 ON
0 OFF

set-bit PAE «<6@ 00" I1SKul 6 ONt OB

clr-bit PAE «<6m 00" ASKu?lY 6 OFFt QB

on ASKwuY «6®m 00" ASKuly 6 ONt O OB"

off ASKwuY «6®m 0o" ASKul 6 OFFT OB

DH

E * dA. Xp A. Xm" E blp Xx pY Y aoamB‘3st"E T 4A. XKxD"
6" 6O’

‘sl & E D

amnimo# doutset3 8 BOASKu Y < 1,26 Wt ONT BUY-
amnimo#douton1 8 BOASKu Y < 16 ONT B U




84 DIPIl gAYXd 6 *BY

DIPIl pAYX A 6 PBUT " showdip-switch E blp XX6D"“ 0 Q
EpOpEwn. K. my" O y TPQd6"

N"

show dip - switch

Y T>3. blAE

DSW1: DSWSTATUS
DSW2: DSWSTATUS
DSW3: DSWSTATUS
DSW4: DSWSTATUS

DSW-STATUS DIPI pAYXA Y “AbOB"
ON ON A
OFF OFF
D -
E blp Xx PY Y"BYoxSH.XKn anp‘ 3=t d r.f.A.XKxDe 67
0 0QB "

amnimo$ show dip - switch 8
DSW1: OFF

DSW2: OFF

DSW3: OFF

DSW4: ON




91 -~ pE

~

T X M. Xj 6t MKAEmM. pxd 6 KO"E BU T v Mo 6 0p "
9.1 XA 6 7 pU

X HZ Wo T 6 "~ 00B"
9.1.1 H6 ~ BY

HO6 ~ BUTt " show voltage E blp XX6D*“ 0 QB
y"

show voltage
Y T>3. blAE

Input Voltage: VOLTAGE1
Backup Voltage: VOLTAGE2

AR

VOLTAGE1 tbop "Hx HY “nNbOp’
VOLTAGE2 HApt A® "H{ HY “~HAbOB"’
D “

E blp Xx pY Y"BYoxHA. Knm ampP‘3st"d o r. .49 XKyxnt 67
0 QB

(a-v- D) wes D) &= D)

amnimo$ show voltage 8
Input Voltage: +11.93V
Backup Voltage: +3.53V




9.1.2 T 6 " BUY

T 6 7 BUYrt " showtemperature E blp XX6D*“ § QB °

2
3

show temperature

¥ T>.blAEs € ASD. Ej ©0" loTn. K. x

CPUarea : TEMPERATURE1
PoE area : TEMPERATURE2

Y 7 seASD.Ej©p" loTu. K.x

TEMPERATURE1 CPU XxT 6 0O0B"
TEMPERATURE2 PE xT 6 * 6OB"
f9) loTw. K. g PoEarea X* & " ibQds"
%

Y T>.blAESs EpOpEMN. K. x

NAV area: TEMPERATURE1
WDDAC area: TEMPERATUREZ2
MODEM area: TEMPERATURES3
IPSS area: TEMPERATURE4
CPU area: TEMPERATURES
PAO area: TEMPERATUREG

Y 7 SEpOpEwu. K. «x

TEMPERATUREL NAV(GPSIGNSS) xT 6 * 6 QB°
TEMPERATURE2 WDDAC xT 6 6O

TEMPERATURE3 MODEM' xT 6 ° 0Op°

TEMPERATURE4 PSS YT 6 * 6O

TEMPERATURES CPU xT 6 * 0OB"

TEMPERATURES6 PA(PowerAmplifer) p PMICy ®. b1 KxT 6 * 0 QB "
-

E blp XX PY Y"BYoxdA. XKnm anpB‘3st" orKpgdPe ASD. Ej 61t
xd r.fF.4a.Xxn* 6" 6Q0B"

(a-v- D) wex D) &= G

amnimo$ show temperature 8
CPU area: +38.285 °C
PoE area: +38.071 °C

K




9.2 CPU [x 6B U
CPU [x ~ ZWo 6" MQB'

921 CPU [6 " BU

O1th

CPU [6 ~ BUTt y" showcpufreq E blp XX6D* 0

Ale ASD. Ej 60" Jp b- 2. Ejoony"” O ¢y TNPOd6"

N
show cpufreq

Y T>3. blAE

CPUFREQ
YT
CPUFREQ Wox CPU [ Y "AbOB’ “AbUxy"3sxM
YbTpodQp® )
= e ASD. Ej Bp" loTu. K.
200MHZ
250MHZ
500MHZ
1000MHZ

ondemands 200MHZx
ondemands 250MHZx
ondemands 500MHZx
ondemands 1000MHZx
= EpOpEwun. K.
400000

800000

998400

1094400

1190400

1248000

1305600
interactive(400000)
interactive(800000)
interactive(998400)
interactive(1094400)
interactive(1190400)
interactive(1248000)
interactive(1305600)




D seASD.Ej ©p" loTu. K. x
EblpXXx pY Y"BYoxS.Xm amnB 3=t"d r.F.da.Xxn* 6
0 QB

(a-v- D) wes D) &= )

amnimo$ show cpufreq 8
500MHZ

D SEpOpEwM. K.x

(a-v- D) wes D &= D)

amnimo$ show cpufreq 8
1305600




922 CPU [ 6 * U

CPU | 6 ~ BUT " show configcpufreq E bip XX6D*“ & QB
Ale ASO.Ej ©g"Jph. O.Ej©Q"EpPOpEmM. K. my" O y
nPQd6 "

y"
show config cpufreq

Y T>3. blAE

# ---- transition to configure mode
configure

# ---- cpufreq configure

cpufreq CPUFREQ

# ---- exit configure mode ----

exit

Y 7 seASD.Ej©p" loTn. K. x

CPUFREQ "W x CPU [’ Y "AbOB* “AbUxy"isxM
bTpodQB"’

200MHZ

250MHZ
= 500MHZ
= 1000MHZ
= ondemand

<

n]
E * A. Xp A. X" E blp Xx pY Y amB’3st"E AL KxyD"
6" 6 OB

wnsEED n e B

amnimo# show config cpufreq 8

# ---- transition to configure mode
configure

# ---- cpufreq configure

cpufreq 500MHZ

# ---- exit configure mode ----

exit




923 CPU [6 BU

A Wy CPU [ 6 BUTt Y" cpufreq Eblp XX6D*“ 0 OB
% T WX CPU [’ X TVMoy", 93 % T T X 6BU,. 6AD
oY% n M
Ale ASD. Ej ©0"Jp B. D.Ej O0"EpOpEmN. K. nmy" O
mTPQd6 "’
g

cpufreq < ondemand| 200MHZ| 250MHZ| 500MHZ| 1000MHZ2

f

ondemand CPUX "4 tm&Mo CPU [’ 6 T Q"
200MHZ [ 6 200MHZ @ T QB

250MHz [ 6 250MHz @ T 0O "

500MHz [ 6 500MHz @ T 0O "

1000MHZ [ 6 1000MHZ @ T 6QB s AT>mE x

;l? H. Sap 1500ntx AT>unE Y ondemand mB* H. Sgp 15137 4T3 #m
=<8 E Y 1000MHzs @ * T 0o9Y4Qp"*

R E iy

amnimo(cfg)# cpufreqg 500MHZ 8




93 %o T [ 606 Y

A AN A~

Y%T QO Y TtopOp®dT"CPU [’ "AHouASB.M"gpK. TOp
l x4 6 B9 6“ MOB "

EpOpEwn. K. my" O y TPQd6 "

931 % TX 1 6 * BY
%o T X 1 6 “ BUt Y" show configthermal E blp XX6D* 6 QB °
y"

show config thermal

Y T>3. blAE

# ---- transition to configure mode

configure

# ---—- thermal configure

thermal polling POLLING

# ---- cpufreq@q CONBENAMEconfigure — ---- BCPU [~ X Y “"nbd
thermal cpufreq CONBENAME

ENABLE

mode MODE

temperature TEMPERATURE
hysteresis HYSTERESIS
LOGDETETION
LOGRESTORATION

state STATE

exit

# -——- mobile CONBNAMEconfigure ---- BAHEMASB . nx Y “nhAbd
thermal mobile ~ CONBENAME
ENABLE

mode MODE

temperature TEMPERATURE
hysteresis HYSTERESIS
LOGDETECTION
LOGRESTORATION

state STATE

exit

# ---- interface  CONDNAMEconfigure  ---- BopK. TOgl x Y “Abd
thermal interface CONBNAME
ENABLE

mode MODE

temperature TEMPERATURE
hysteresis HYSTERESIS
LOGDETECTION
LOGRESTORATION

state STATE

exit

# ---- exit configure mode ----

POLLING b.3pI6*“=Zhisb3 XY “RAbOPR"
COND-NAME A Y " 3bop"




|

ENABLE mAQYy - TagA>xA Y “AbOB

‘

“enable, p " NbOR"
" noenable, p " A bOR"

MODE A.XKY “AbOP*

TEMPERATURE % T 1 Et UT Y " AbHOR"

HYSTERESIS % T 1 ETw 6BUMIT3IEIT Y “HAbOPR"
LOG-DETECTION EAQY "33b0p®dTKkIOY BUTCZTY “AbO

B*Y BUA> ykOWLMY “HbHOP"

‘

KONV " |” logdetection {k O LUn} p * AHbOB"
K OV " "NbQds"
LOG-RESTORATION EAQY "33b6p®dtkIY BUTCZTY * i4bo

B*Y BUA> kDA UnY “NboOB"

‘

K OV " |” logrestoration {Kk O Ln} p *AbHOR"
KON " "NbQds"
STATE % T 1 EtT MOWY EJ Y “"AbOB

n]
E * A. Xp A. X" E blp Xx pY Y aoamB’3st"E T 4A. KxD"
6" 6 OB

Cemx ) % SR

amnimo# show config thermal 8

# ---- transition to configure mode.
configure

# ---- thermal configure
thermal polling 1000

# ---- cpufreq high configure
thermal cpufreq high

enable

mode high

temperature 100 .0

hysteresis 10 .0

log detection warnings

log restoration notifications

state 200MHZ

exit

# ---- cpufreqlow configure
thermal cpufreq low

enable

mode low

temperat ure -10.0

hysteresis5 .0

log detection warnings

log restoration notifications

state 1000MHZ
exit
# ---- mobile high configure

thermal mobile high
enable




mode high

temperature 100 .0

hysteresis10 .0

log detection warnings

log restoration notifications

state enable

exit

# ---- interface high configure -
thermal interface high

enable

mode high

temperature 100 .0

hysteresis10 .0

log detection warnings

log restoration notifications

state 100baseT - Auto

exit

# ---- exit configure mode. ---
exit




932 % TX 16 B4

%o TX 16 BUTY"d- A.XKiy“o" EblpXX6D" 6 QB °

% TX T Ty " CcPU [’ "AHouASB. M "ogpK. TOQ I X 6B Y0
CXd e A. XYKYOB ' CbnbxdJd = A. Xt ¢ " thermal Eblp XXt P®E g p
6 Ton“BUYdapmny“BUapYTMDOOP"

aam 006 U Tteont Yds Qb QB

35X 1" %T WS mode=highx = W6 T WS mode=lowx x [ ZWo xt 6700
B

temperaturelXd_EIZ7% >
Ictc®. state®xZEE L.

safE | detectionO 7% 7 S
temperature + hysteresis
LIS - -8, state
ZtiCE L. restoration
temperature
P = 0% % ihF
hysteresis
v
AN
hysteresis
temperature
temperature - hysteresis
LITIC % o fo 1o, state

#7oiZR L. restoration
nJ%&h

Jofs. state®=EE L.
detectionO 7% H 7

153 ] | temperaturelXA FlZH > \ B

modebthigho IE8 modehtlowdIF

e

thermal polling POLLING

thermal < cpufreq | mobile | interface > CONBENAME
nothermal < cpufreq | mobile | interface > CONBENAME
enable

no enable

mode MODE

temperature TEMPERATURE

hysteresis HYSTERESIS

logde tection LEVEL

nolog detection

log restoration LEVEL

no log restoration

show config

state STATE

E blp X
E blp X
thermal polling POLLINGT"T X b.3pJhis b3 x6"100 3600000 X
Nmm OOQB"
danm OOWHARiTmT Y Ab" EAQYZ AbHO
B
thermal cpufreq COND-NAMET A Q 6m 0 QB
::erma:.mfb:"e > - 9. KNEbIpX6D*BUp" O £pxd -
ermal interface id q. Xt §*060p-
= COND-NAMET ¢" EAQ6d6E1. ndy A6"
32 723 x. ZZ Wo blp 31 Znma 0OOQR°
= " Tab, M. 6 BUp" 4Q ¥ 6 aBUap
YTTPOR*
enable ELQ6 T100QB"
no enable ELQ6 T100QB"




E blp X
mode MODET" EAQx dA. X6m 0B
high %T WX EAQnKUY/A>T1TEm (OB
low TWY EAJQnKUA> 1@ 0O
temperature TEMPERATURET "4 ©6 BUr s” x6"-100.0 200.0X
Nmm 06QB° "1 mB-
e’ = lemperature p hysteresis x T Ny~ pU EU
*T_,, N6m BUAPpYTDPQd6"
= modet lowb6®m 61> "highxy 'EAQUWIF %M
T Nem BUGpYTMDPOS6"
hysteresis HYSTERESIST " T MI T3 €l s~ x6" 0 1000 WNnm
0 0B
=9 = mode 1 high 6m 064> " 71 Y temperature -
‘T_,, hysteresis, 3 st opOp®t1" EALQ NRTOY
OB
= mode 1T low 6@ (G 6 /4> " T Y” temperature +
hysteresis, 34 Top@p®t" ELQ Natod
QB
log 66kO2Y 6 "TUH0BR"
destination LEVELT Syslogii ln 6@ G(o" EATQ
X WxkOY 6 " t100QB"°
restoration LEVELT Syslogii ln 6@ G(o" EATQ
Tw [06pPxkIY 6 "1
608"
,'7 moYyx " 35X Syslogm B’
i _ -
= emergencies
alearts
criticals
errors
warnings
notifications
informational
= debugging
— EAQY "3- "3nbUp"3isxkIOYY b
: 3
4 op
= EAQY T3nb6po°
COND-NAME is active
= EAQY "3nb6po°
COND-NAME is inactive
no log 6ekO2Y 6 TTUOBR"
destination ‘E A Qx Wxk2Y 6 "100B"
restoration EAQ Tw [ 08pdxK DY
6 "1T00B"
show config % TX T X 6 " 00B"

JOWY" 931 % TYX T 6 "BU.6 NGO
Yi M




state ‘EleQY N xpodx 4 6 OB
¢CXO XxXdJd e A. Xox Tt Wpo" nddy YYod
QB .
= CPU X A>
200MHZ CPU [° 6 200MHZ @ 1 OB *
250MHZ CPU [° 6 250MHZ @ T oOp*
500MHZ CPU [~ 6 500MHZ @ T OO
1000MHZ CPU ([ 6 1000MHZ & T OB *
ondemand CPUX “J4 tm&Mo"CPU [’

6 T 0OQOB"

AIeASSAEj oy CPU [’ x® 1 @bo

MQds'
= AHopnASB. x>

enable AHeuASB. U6 " TOHQR"
disable AHou ASB. M6 " TUHOR"
= popK. TOpl x /4>

10baseT-Half A. XX6 10baseT-Half 1 0OOB"
10baseT-Full A. XX6 10baseT-Full T 0OB"
100baseT-Auto | A . >X6 100baseT-Auto T OOB"
100baseT-Half | 4. >X6 100baseT-Half 1 0OOB"
100baseT-Full A. XK6 100baseT-Full T OOB"
1000baseT- A. X6 1000baseT-Auto T OOB"
Auto
1000baseT-Full | 4. XX6 1000baseT-Full t 0OB"
disable opK. Tepl 6 "T1060B"

no thermal cpufreq COND-NAMET /Q 6@ (o0o" EAQ6|MIQB"

no thermal mobile

no thermal interface

exit d = A. X6° 0(o" A. XYy “ 0QB"

o«

amnimo(cfg)# thermal polling 1000 8

amnimo(cfg)# thermal cpufreq high 8 BCPU [~ Xd4 = A. XKt y*“

amnimo(cfg - th - cpu- high )# enable 8

amnimo(cfg - th - cpu- high )# mode high 8

amnimo(cfg - th - cpu- high )# temperature 100 .0 8

amnimo(cfg - th - cpu- high )# hysteresis10 .0 8

amnimo(cfg - th - cpu- high )# log detection warnings 8

amnimo(cfg - th - cpu- high )# log restoration notifications 8

amnimo(cfg - th - cpu- high )# state ondemand 8

amnimo(cfg - th - cpu- high )#exit 8

amnimo(cfg)# thermal mobile hig h 8 BAHEun x 4 = A. XKty *“

amnimo(cfg - th - mob high )# enable 8
amnimo(cfg - th - mob high )# mode high 8
amnimo(cfg - th - mob high )# temperature 100 .0 8




amnimo(cfg - th - mob high )# hysteresis10 .0 8

amnimo(cfg - th - mob high )# log detection warnings 8
amnimo(cfg - th - mob high )# log restoration notifications 8
amnimo(cfg - th - mob high )# state disable 8

amnimo(cfg - th - mob high )#exit 8

amnimo(cfg)# thermal interface high 8 BopK. TGQIl X4 = A. XKry*
amnimo(cfg - th -if - high )#enable 8

amnimo(cfg - th -if - high )# mode high 8

amnimo(cfg - th - if - high )# temperature 100 .0 8

amnimo(cfg - th - if - high )# hysteresis10 .0 8

amnimo(cfg - th - if - high )# log detection warnings 8

amnimo(cfg - th -if - high )# log restoration notifications 8

amnimo(cfg - th - if - high )# state 100baseT - Auto 8

amnimo(cfg - th - if - high )J#exit 8




94 KAEwmM.pxd 6 YU

KAEM. p1 Y aoMUr YKUA> " r "o " & " & o¢X
A 6 YOB*

941 KAEM. pX r 6 Y(

KAEM. pX T 6 YUt " pingEblpX6D* 5 QOB °

N
ping <DEST_IP_ADDR[ipver <v4 | v6> ]J[repeat REPEAT|[size  SIZE ][ interval INTERVA
L J[src SRC_IP_ADORos TOS][pmtud <do | want | dont> ][ pattern PATTERN] ttl TT
L]

f

DEST_IP_ADDR ping & x IPtXil 6m 0QB' ~ 1 mp"
ipver opK. KAE®PKEEuUXH. Sgp6m (OB
v4 IPvdx o 6» OGOQOB'AT3>MET nb

oMQB
v6 IPv6x 0o 6» 0QB"

repeat REPEATT " ping G- 6@ 0OQB"
repeat6/l BUp", Wt pingY &nbop*
-]

size SIZET " ping G OCAEBei 6" 0 65507 Wnm QB

OT>unETY” 64, Y nboMQB"

interval INTERVALT " ping Gxhi 6" 1 3600x WVWnm OOB‘ AT

SMETY” 1, Y nboMQB"*

src SRC IP ADDRT " &1 IPt Xiil 6@ 0OQB‘ gpK. TOgl

U FQDNG6m BUGPpFM®OB AT>uETRY T Nxt Xily
nboMOB"

tos TOST " ToSs Typeof Servicex Tu. nXX6 160 mm GOBR"‘' A

Ta3nmERY” 0, Y nboMQB"

pmtud Path MTU Discovery x DO “ 60 0B

do OKOWPpEBUsH QOB
DFs Don t fYY¥yMmERNLOR"

want Path MTU Discovery T Wp o O 4 x Q1
MTU Bel YaYnb" I x hel Wd o
MA> " TXxOHpEARDHQR
OAT>unEM nboMQB"

dont OKOWPpEBUsH Qb6 "

DFs Don t fra3JmMERBHQOG"

pattern PATTERN T " 16byte Tt BUOCAEYXO. KOK. p6" O0XO
OXFFFFFFFFFFFFFFFFFFFFFFFFFFRBRFFEY a0 Op
KAEwM. pdxh. K x 6AvIi UBgrt 60oB"

ttl TTLtT " TTLS Time to Live " hxyx 6 0O0OB"




DH
EblpXXx pY Y"BYoxS.Xm amnB 3=t"d r.F.da.Xxn* 6
0 QB

(a—v- ) wes LD & = Gl

amnimo$ ping 192.168.0.106 repeat 10 size 1472 8

PING 192.168.0.106 (192.168.0.106) 1472(1500) bytes of data.
1480 bytes from 192.168.0.106: icmp_seq=1 ttI=64 time=0.467 ms
1480 bytes from 192.168.0.106: icmp_seq=2 ttI=64 time=0.370 ms
1480 bytes from 192.168.0.106: icmp_seq=3 ttl=64 time=0.365 ms
1480 bytes from 192.168.0.106: icmp_seq=4 ttl=64 time=0.358 ms
1480 bytes from 192.168.0.106: icmp_seq=5 ttl=64 time=0.348 ms
1480 bytes from 192.168.0.106: icmp_seq=6 ttl=64 time=0.356 ms
1480 bytes from 192.168.0.106: icmp_seq=7 ttl=64 time=0.351 ms
1480 bytes from 192.168.0.106: icmp_seq=8 ttl=64 time=0.347 ms
1480 bytes from 192.168.0.106: icmp_seq=9 ttl=64 time=0.366 ms
1480 byt es from 192.168.0.106: icmp_seq=10 ttl=64 time=0.353 ms

--- 192.168.0.106 ping statistics
10 packets transmitted, 10 received, 0% packet loss, time 9207ms
rtt min/avg/max/mdev = 0.347/0.368/0.467/0.034 ms




942 KAEM. px O 6 Y(Y

HIIIIII‘@@

KAEM. px'O 6 YUt y" traceroute Eblp XX6D*“ 0§ Q

i i T s
traceroute  <DEST_IP_ADDR]Jipver <v4 | v6> ][first - hop FIRST-HOPmax hop MAXHOP][ no

resolve <on| off >][src SRC_IP_ADDH{tos TOS][queries = QUERIES] protocol <icmp | u
dp[: PORT | tcp[:PORT | any[: PORT > ][timeout TIMEOUT]

" s € ASD. Ej ©0" loTu. K. x

NT SEpOpEwM. K. x

traceroute  <DEST_IP_ADDR]Jipver <v4 | v6> ][first - hop FIRST-HOPmax hop MAXHOP][ no
resolve  <on|off >][src SRC_IP_ADDR{tos TOS][ queries QUERIESY][ protocol < icmp |
any[ : PORT > ][ timeout TIMEOUT]

f

DEST IP_ADDR |0 &4 JWI EX IPtXil Q6w FRDN6®m 0 OQR*' 1 7B

ipver opK. KAE®PKEEuUXH. Sgp6m (0B
v4 IPvdx o 6» OGOQOB' AOT3METM nboMOQOB"*
v6 IPv6x 0o 6» QB

first -hop FIRST-HOPT "V v x TTLWA®6" 1 254x Wmnmm QR AT3>wnE
my” 1 Y nboMQB"*

max-hop MAX-HOP 1" Q WA® 6" 2 255x WNmm O0OBR‘ ATsunmEMY

" 30, Y nboMQB"'
first-hop 6@ 0 o MU A> " FIRST-HOP W4 ®M 6m B4 Y K

40P

noresolve IPt Xiil x "QB6HoMA>TE QPR
on " Q60 oM
off "Q6RY" AT>mEMN nboMQB"

src SRC_IP_ADDRT " & f IPt Xiil 6m O0OQB ' ATs3mERY ' Nxt X
nly nboMQB"

tos TOST " ToS Typeof Servicex Tu. nXX6 160 mm OGOB' AT>unE
my” 0, Y nboMQB"

queries IWAPKBYY dk. Y 6" 1 9x Unm GOB* AT>mEMTY” 3,

Y nboMOB®




protocol traceroute m» B UYPKEEMG6® G OB' AT3mERY” udp:33434-
33435, Y nboMQB"*

"1t Tob.E «6m BUGPpYMPOB  Q0B” - 6 cUdapnD
.Ex WNm 6BU&GpYr mnp’

s tcp:80-1024x

icmp ICMP®k EEn 6@ 0 QB

udp[:1-65535] |UDP®Kk EEn6m® 0 Q"

tcp[:1-65535] TCPOk EEn6@m 0 QB

any[:1-65535] | TCP/UDP ®k EEnY dym 0 QB"

@EpOpEM;Klnw" gicmpZ Wb anyxo® Yr m" Db
.Ex Nm YynoQde’
timeout TIMEOUTT Ko 3t j EWhs s x6"1s 600sy Wnmm 0QR‘ AT

SMETY” 5s, Y nboMQB"

DH
E blp XX pY Y"BYoxA. Xm anB‘ist"d r.f.d.Xxn* 67
QB

amnimo$ traceroute www.google.com protocol udp:80 tos 0xAO first - hop 1 max - hop 255 que
ries5 8
traceroute to www.google.com (172.217.26.4), 255 hops max, 60 byte packets

1 gateway( 172.16.10.1 ) 1.257ms 1.381ms 1.304ms 1.389 ms 1.347 ms

2 ex10. example.or.jp (124.155.80.121) 28.621 ms 29.186 ms 29.163 ms 29.125 ms 2
9.199 ms

3 ex10- v1. example.or.jp (124.155.80.69) 29.389 ms 29.390 ms 29.548 ms 29.260 ms
29.458 ms
¢ )

8 001. example.or.jp (202.224.51.158) 36.211 ms 38.756 ms 36.620 ms 36.462 ms 36.
219ms

9 209.85.174.82 (209.85.174.82) 36.153 ms 39.213 ms 40.888 ms 40.953 ms 40.916 m
S
10 108.170.243.67 (108.170.243.67) 41.282 ms 108.170.243.131 (108.170.243.131) 41.0
46 ms 108.170.243.67 (108.170.243.67) 40.703 ms 108.170.243.35 (108.170.243.35) 38.8
41 ms 108.170.243.131 (108.170.243.131) 39.662 ms
11 172.253.70.43 (172.253.70.43) 37.652 ms 40.043 ms 61.698 ms 40.725 ms 108.177.
3.255(108.177.3.255) 40.599 ms
12 72.14.234.66 (72.14.234.66) 39.938 ms 39.947 ms 209.85.244.63 (209.85.244.6 3) 4
6.980 ms 72.14.234.66 (72.14.234.66) 45.782 ms 209.85.244.3 (209.85.244.3) 46.583 ms
13 108.170.242.161 (108.170.242.161) 45.936 ms 108.170.242.193 (108.170.242.193) 4
6.883 ms 108.170.242.161 (108.170.242.161) 46.400 ms 46.024 ms 108.170.242.19 3(108.
170.242.193) 29.662 ms
14 66.249.95.89 (66.249.95.89) 26.951 ms 26.667 ms 28.706 ms 66.249.95.155 (66.249.
95.155) 27.995 ms 28.408 ms
15 nrt20s02 -in -f4.1e100.net (172.217.26.4) 28.598 ms 28.480 ms 28.358 ms 24.998 ms

25.580 ms




943 IPT Xl t @00MY MACT Xinl 6 Y(

i N N D
ARPs Address Resolution Protocol x 6 0" IPT Xl p MACT Xitl xh I 6E 0
oMU ARPIT . Yuyxd 6° BUtT " showarpEblp XX6» QB

ARPT . Yn6 ’ B(
ARPI . Yu6 ~ BUt ¢" showarp Eblp XX6D"“ 0 QB °

y"
show arp

¥ T>.blAEs € ASD. Ej ©0" loTn. K. x

Address HWtype HWaddress Flags Mask Iface

IP- ADDRESS HWTYPE MAEADDRESS FLAGSMASK IFACE
IP- ADDRESS HWTYPE MAEADDRESS FLAGSMASK IFACE
IP- ADDRESS HWTYPE MAG ADDRESS FLAGSMASK IFACE
S /] X

Y T>.blAESs EpOpEMN. K. x

2 (IP-ADDRESSat MACADDRES$ether] on IFACE
2 (IP-ADDRESSat MACADDRES$ether] on IFACE
2 (IP-ADDRESSat MACADDRES$ether] on IFACE

s /] X
A
IP-ADDRESS ARPT . Yunrt NnboMU IPTXiAlY “nNboOp"
HW-TYPE KAEM. popK. Tl xXM. Xj 8t Kg®Y " nboO
B
MAC-ADDRESS IPt XAl 1 e&0oMU MACT Xiil' Y " AbOB"
FLAG-MASK MAC T Xiil xe pE3. 4 6" BTxJObll pY " nNbO
B
C epE3. a
d h"™ AboMA>"T.Y
L= nTw|vnbd Jpod4Qp"
M epE3. a
P Publice p E3 .
A ' T 2Qb0epE3. /
! & YoMt Xiil
IFACE KAEmM. popK. TOpl Y " AbOB"




D seASD.Ej ©p" loTu. K. x
EblpXXx pY Y"BYoxS.Xm amnB 3=t"d r.F.da.Xxn* 6
0 QB

(a—v- D) wzaED) &= )

amnimo$ showarp 8

Address HWtype HWaddress Flags Mask Iface
192.168.0.204 ether 00:11:22:33:44:55 C ethO
192.168.0.205 ether 00:11:22:33:44:56 C eth0

DY SEpPOpEwM. K.x
Ip Xx pY Y"BYoxA. Xm anB‘ist"d r.f. 9. Xxn* 67
5 0B "

(a-v- D) wex D) &= G

amnimo$ showarp 8
? (192.168.0.204) at 00:11:22:33:44:55 [ether] on ethO
? (192.168.0.205) at 00:11:22:33:44:5 6 [ether] on ethO

Cs [TV

ks




944 ARPI. YuyxdAd 6 EBU

o DR < <0 &

ARPT . YUYXA X SWO ARPT. YuTwxA X |V6“ MOB"

ARPT . Yurt Bd
ARPT . Yntd 6 BUTY" apEblpX6D“ 0§ QP

N
arp <IP - ADDRESS<MAEADDRESS

f

IP-ADDRESS ARPT . Yurt BU IPt Xil 6m 0O QB
MAC-ADDRESS IPt XAl 1 @ndU MACT Xiil 6@ 0 QB

D“
E blp Xx pY Y"BYoxHA. Knm ampB‘3st"d o r. .90 XKyxnt 67
0Qp"

(a-v- D) wes D &= D)

amnimo$ arp 192.168.0.20 6 00:11:22:33:44: 57 8

ARPT . ¥YnuTuw]| MBY
ARPT . YuTwA 6] MBUTY" noarp Eblp XX6D*“ { QB

e

noarp <IP-ADDRESS

IP-ADDRESS ARPT . YuTw|MBU IPt Xii| 6@ 0 OB "

D -
E blp XX pY Y"BYoxdA. Xm anpB‘ist "d r. . 9. XKxn* 67
6 OB

(a-v- D) wex ) &= G

amnimo$ no arp 192.168.0.204 8

ki




945 OCAEG6GUpdio &

HIIIIII‘@@

OCAEG6WpdHo & 6 ‘YUt " packet-dump E blp XX6D*“ 0 O

Y7 s Ale ASO. Ej 60" €e ASDO. Ej 60" lIoTu. K

i (AN (@0 ()
packet - dump <ifname IFNAME> [fle @ PCAPFILE ][src IP- ADDRES$dst IP-ADDRESS$proto

col< udp | tcp | ludp | 'tcp >][port PORT_NQ@ ! PORT_NQ [[rotate  SIZE:NUM [limit -s
ize LIMIT_SIZE ]][limit -time LIMIT_TIME ] [silent< true | false >]

NT SEpOpEwM. K. x

packet - dump <ifnrame IFNAME> [src |P- ADDRES$dst IP- ADDRESS$protocol< udp | tcp | !
udp | 'tcp >][port PORT_NQ® ! PORT_NQ

f

ifname TuuK. pOo" IFNAMET KAEM. popK. TOpl 6m 0QB‘'®m r o©
opK. TOgpl Y3sT10d490QB"
eth0" lan<0-3>" br<0-9>" ecm0" ppp<0-9>" tun<0-9>" tap<0-9>
= Oy 1 mp’
<N =@ r opepK. Tl y_ vrp"
file PCAP-FILET " Ma®¥Ya. Y NnbY pcap1™ Ttonbm OB
: TTowny" /tmp/packet -dump An i pE3 . 31 [ HbHOP"
== O n BUadpYr oTtouxQ PHeol ¢ 100Mbyte" Q T+
on Y999pocdOp”
= Kk OX T@eaoTTtTounhel Y 2pUBc" O A X GT[
tmpfs x el 61 O oMW=t 6BY YKYOB* vI/IpCD
B YPYIxXQOQ pyoMOB x " nKbw" |[Mlon®ded tmpfs
X* X6 UBW=T10o0oWI M
. 947TOCAEGUNPp ®GB QB 6| vMBU,
= EpOpEu. K. ty» mdQdes"
src TunK. pbo" IP-ADDRESST & IPt Xii| 6@ 0 OQB"
dst TunK.pbo" IP-ADDRESST & IPt Xiil 6@ 0 OB"
protocol | TuuK. plo" Kk EEn6@m U Qp‘ PORT_NOXx O 65535x Wmnb. E
« 6 O0OB"
udp UDPdKk EEn 6@ 0 OB
" protocol 'tcp, p®@ PBUGPFTOPOR
tcp TCPOK EEn6m 0 QB"
" protocol ludp, p®@ BUAPpFTPOR’
port TunK.plo" PORTNOT b. E < 6m 0(QB"
Q0" port!PORT NO, mb. E «<3nr6@m BUApYTDOPOPR'




rotate pcap Ttoubk.T. EGO BYA> " SIZENUMB®m 0OQB' k. T . E
nNbeTToun ¥ TY" 012" 3 p Y 29boMPOB"’

SIZE . TTtouKoedy hol 6, ~ 100x Ws Mbyte 3* m@ 0 QB
.T.EBUTteun 6, 100x WVWmm (OB

NUM K
@@_/\@EpOpEml K. ty» mdQds"

limit - LIMIT SIZET " TtouMa®Ya. 6" sBUBEl 6" 1 100x WNs Mbyte
size 3xm@ 0 QB

@@@EPODEMLKanb nePQd6 "
limit - OWh6 NBpdT TTtoubK.T.EGOMA> " LIMIT.TIMET" TtouM
time adYa. 6" sBUWHS 1Tt ouKBdY)x x 660 3600 x WNmn@m 0

%@_’@ EpOpEN. K. my» mdQd6"

silent pcapTT QU)X R Wt OCAEKOXEpt. nYx ~ 6@ 00QB"
true pcapTTouxR Wt OCAEKO6EpH. nY ~ 6056"
false  |pcapTtouxR Wi OCAEKO6EpH. uY * 60QB"

@@_/@ EpOpPEN. K. my»r mdQds6"

g? rotate,limit -size Y ,x A> Q" rotate 10:10( T+ oun 10Mbyte,k . . ET T
L=l oun 10YAT>uE pilo NnbOB"

o*“

b0 X OCAET Mo TCPb. E 80 XOCAEG6~ 0§ o dumpfilepcap 1 Q 1Mbyte
XTtoub 3Ttounk. . EbO BUW=ZTOOR" E * dA. Xp A. XKm"
E blp Xx pY Y anpP‘I3IsSTt"E ' A. Kxnt 67 60B°

rmslRD) &= 2D

amnimo# packet - dumpi f name brO file dumpfile.pcap protocol tcp port 80 rotate 1:3 8

Ma®Ya. QB 3=y W=t nbop"

admin@mnimds Is -1 h /tmp/packet -dump 8

total 2.7M
- TW------- 1 root root 1001K Aug 4 14:38 dumpfile_00001_20210804143821.pcap
- TW------- 1 root root 1001K Aug 4 14:39 dumpfile_00002_20210804143847.pcap

- TW------- 1rootroot 751K Aug 4 14:39 dumpfile_00003_20210804143914.pcap




946 OCAEG6UWp®HIBQB 6 ~ BUY

OCAEGUpPp (6 "QB 6 BQTw"smmpmthmpEHpMGD“'

EpOpEwn. K. mg" O ¢ noQd6 "

N"

show packet - dump file  <PCAPFILE>

f

PCAP-FILE Mad®dYa.yY Nbo pcapl™ Ttoubm OB

Du

. 945 0CAEG6MNpdHo & 6 YU_ xD* xUNpdQBx. Ttouy 6
T00QB"E 4. Xp A. Xm" E blp Xx pY Y amnB3sT"E oA
)l(XD“ 6'/ L’)QB‘

e ) & w Sl

amnima# show packet - dump file dumpfile_00001_20210804143821.pcap 8
Running as user "root" and group "root". This could be dangerous.

5 dzt dzdzdzdzcdzdzdzdzdz syt skat dzt 5 y syt skzst dzt flsfp 5$0
dzt dzter dzslsfpyte syt skzrt dzt flsfp v syt skat dzt s 580
dzt dzlsyW ¥ mslsfp syt slzrt dzt flsfp v syt skat dzt s 580
dzt sdzteff dzdzm tets Sy b ts At ddbt o IS Oy tfydf Tz vy tesd ey , A
dzt stef yesftsy syt skznt dzt flsfp v syt skt dzt s 5$0
dzt stefMsymdzydz syt skrt dzt 5 v syt skzat dzt fiIsfy 5$0
dzt stelstskWtefmls syt skzrt dzt flsfp v syt skat dzt s 5$0

ETENO S




947 OCAEGUWPp®HIOBQBO6|MBU

OCAEGUPp ®G6'QB 6| MBUT Y" nopacket-dump E blp XX6D* & QB

EpOpEwn. K. my" O y TPQd6"

N"

PCAPFILE]

no packet - dump | file
f
Mad®dVYa.yY nbo pcapl™ Ttonobm §]M6QB
' OCAETtouob6]|viQB"

file a
:T_l? YoMA> @'
PCAP-FILE MadYa.yY Nbo pcap’l™ xTtowm
n* 1
945 0CAE6GWpddo & 6 YU, xD* XWNpdQBYX. Tteub|vibdoQ
B*E * 4. Xp A. Xm" E blp Xx pY Y aoamB3=sTt"E AL XKD
“ 6'/ L') Q B ‘
G- EE =+
amnimo# no packet - dumpfile  dumpfile_00001_20210804143821.pcap 8
Are you sure you want to delete dumpfile_00001_20210804143821.pcap (y/N): Py 6 Bd
n* 2
& 6 YU. xDn® X NpoQBO|VIQR'E
"E * 4A. XKxn* 67

_ 9450CAEGBUNpdb O
pY Y amB’ 3ot

. XKp A. X" E blp Xx
5
‘wrx D BT EED

amnimo# no packet - dump 8

Are you sure you want to delete ALL pcap files? (y/N): By 6 Bd

00




104 Xt ®3 C. €ap

4 " DMSs Device Management System * I W6 Nx Witness 6E B U 6 ¢ X E blp Xt v
Mo 0B

10.1 DMS ¥ 6B d

g e e il = S
PiL TKUeASD.Ej©p€E3. 1l xér»uOpr3pl x6cgt DMSs Device
Management System*x 6 » BUA> " CLIm DMSXA x 7~k 6" MOB

n PAYMWY" AHE! X DMSYx Y©° "°TguoMOBs T! 1 DMStT W4 A H
ol XE ©6r 1pBUBGgX
h. P1 6 OoMA> mMF"OHe!l x DMSYX Y "topoMUA> P
pK. KAE Yx 66D0=%00QB' Awt AHouO 6 boMU/A> ¢ BEI
EtTF, 6BpUY6Gg" o/> P DMS Y 6° "orBUWIT I MOOQB"

10.1.1 DMSx 4 6 * B
DMSX B. Pl x4 6 ~ BUrt ¢" showservicedms E blp XX6D*“ 6 QB *
N
show service dms
Y T>3. blAE

SERVICESTATUS

SERVICESTATUS DMSY B- Pl x4 Y “"NbOBR"

( " active, p “ AbOQB"

s " inactve, p " N bOR"

o -
E blp XX pY Y"PBYoxHA. Kn ampP‘i3st"d o r. . A0 XKxn" 67
0QB"

(a-v- D) wes D & = Sl

amnimé show service dms 8
active




10.1.2 DMS6 ‘EB ¢

DMSX B. PI 6R " " ™R BUT " servicedmsEblp Xt P®EApPp6 (oD
00B"

y"

service dms<start | stop | restart >

A

start DMSX B. PI 6R 0 QB

stop DMSx B. PI 6 s0QB"

restart DMSX Bh. PI 6™R 0 QB

DH

E  dA. Xp FIA)Kn"Epr)Kx pY Yy aoamB‘3st"E T 4A. XKxD"
6" QB

(EEE B

amnimo# service dmsstart 8

amnimo# service dmsstop 8
amnimo# service dmsrestart 8




10.1.3 DMS ¥

6 " pBY

DMS x 6 * BUT Y" showconfigdms Eblp XX6D"“ 6 QB °

y"
show config dms

Y T>3. blAE

# ---- transition to configure mode  ----
configure
# ---- dms configure  ----
dms
ENABLE
log -level LOG_LEVEL V2.7.03 T r
poll -interval PQLING INTERVAL V2.7.037 r
exit
# ---- exit configure mode
exit
A

ENABLE DMSY " - ToA>xXA Y “AbOB"
" "enable, p " NbOB"
" " noenable, p " N bOPB"
LOG_LEVELT "DMSO th PBUKkODWLUMY “AbOR"
-]
emergencies LOG_EMERG €1 T3Y & od 6" BkOnp’
alerts LOG_ALERT \'Y ocnuUnmykOoOnp'
critical LOG_CRIT gexX. 6" BkKOTB"
Errors LOG_ ERR € X. K OB "'
LOG_LEVEL warnings LOG_WARNING 07 Kk OB
notifications LOG_NOTICE A OOBY" ™ oA 6VvvVvKD
mnp*
informational LOG INFO opT>H10. €EapkOmnp’
debugging LOG_DEBUG AHADWUux kOB

i’y V27037 1 Yr mp’

-

&

POLL-INTERVAL

OHo! >E €IT31 (Gob.3pORPUWRALY ~AbHOBR"
My” 60 600, ( )T 04 OB "

=y V2.7.037 1 Yr mp’
i

4




0
E *A.Xp A.Xn"EblpXx pY ¢ amnP'3st"E + 9. XKxn*
6" 0 QB

EmE

amnimo# show configdms 8

# ---- transition to configure mode
configure

# ---- dms configure  ----

dms

enable

log - level informational , V2.7.037 r
poll -interval600 , V2.7.037 r

exit

# ---—-  exit configure mode

exit




10.1.4 DMSX 6B

DMS 6 BUT Y" 4 = d. Xty“o" EblpXX6D“ 6 QB
aam 06 g Ttout Yds Qh QR
N
dms
enable
| og-level LOG_LEVEL, V2.7.03 T r
poll -interval POLL_INTERVAL, V2.7.03 T r
no enable
exit
N7 E blp X
dms DMS x Eblp )X6D* 0 QB °
A. XMEblpX6n“BUp" d - A. XKt y“00QB"
enable DMSXx Hh. PI 6R 0 QB

LOG_LEVELT "DMSO th BUkOilLn6 QB ' AT>mME Y
" informational , TR °

emergencies LOG_EMERG €1 T'3Y & od 6" BkOnp’
alerts LOG_ALERT \Y onuUnykOoOnp'
critical LOG_CRIT gexX. 6" BkKOTB"
log-level LOG_L | Errors LOG ERR € x. Kk OmB"*
EVEL warnings LOG_WARNING §f k OT B "
notifications LOG_NOTICE A OOBY" ™ oA 6VvvkD
e
informational LOG_INFO ogpT> 1. €EapkOmnp"’
debugging LOG_DEBUG AHADWUuXx K OB

e’y V27037 T Yr mp*
|

OHe!l > E €1 T3t Job.3pIBUWhA{ 6 OB
poll-interval PO| Wy” 60 600, ( )t c4QPB" AT>nE ¢~ 600, mp°

LL-INTERVAL — V27037 m Yr np*
i

no enable DMSX B. PI1 6 s00B"

exit DMSXJ = H. X6 0o 9. KYy" 0OB°
o«

RE

amnimo(cfg)# dms 8

amnimo(cfg - dms)# enable 8

amnimo(cfg - dms)# log - level informational 8 V2.7.03T r
amnimo(cfg - dms)# poll -interval600 , V2.7.03 T r
amnimo(cfg - dms)# no enable 8

amnimo(cfg - dms)# exit 8




10.2 Nx Witness ¥ 6B 4

KAEM. pptOKXE B. upio NxWiness 6 » [3tl/1>"CL|anW|tnessx/J
" 6“ MQB

n = ¢ ASD. Ej ©p my NxWitness x 6 pu YKIOQB*
Nx Witness x X Y, 10.2.4Nx Witness X 6B Y ., 10.2.5NxWitness
X 61ds ¢, 6 A W1 A M

6 OoMA> " p HOX og YN Monx T MOoOOQZapYKYQ
B T x 06 ¢c" NxWitness X 6 004> " y NxWiness x 6 Oow
I QM Q6 6 BUdapTA x TwR 064> F Y W _n
bOB"
= amnimoVMS x B. PIl p ndQde

10.2.1 NxWitnessx A ©6 ~ B Y
Nx Witness X b. Pl x 4 6 ~ BUT @" show service nxwitness E blp )X6D*“ { QB

N
show service nxwitness

Y T>3. blAE

SERVICESTATUS

SERVICE STATUS Nx Witness X B- PI X4 Y ~ /i bOB"
[ " active, p " nbOR"
s " inactve, p " N bOB"
o

E blp XX pY Y"BYoxdA. Xm anp‘isttd r. . 4. XKxn* 67
6 OB

amnimaé show service nxwitness 8
active




10.2.2 NxWitness 6 EB U

Nx Witness x . PI 6 R " §" ™R B YT " service nxwitness E blp XXt PdE g p
6 Ton"“06OQB"

y"
service nxwitness<  start | stop | restart >
A
start Nx Witness X B. PI 6R 0 QB
stop Nx Witness X B. P1 6 0 QB
restart Nx Witness X B. Pl 6 ™R 0 QB

“

m}
E *A.Xp A.Xn"EblpXx pY ¢ anP'3st"E + 9. XKyxn*
6" 0 QB

EmE

amnimo# service nxwitness start 8
amnimo# service nxwitness stop 8
amnimo# service nxwitness restart 8




10.2.3 Nx Witness x 6 " B4
Nx Witness x 6 * BUT Y" show config nxwitness E blp XX6D*“ { QB *
y"

show config nxwitness

Y T>3. blAE

# ---- transition to configure mode
configure

# ---- nxwitness configure
nxwitness

ENABLE

port PORT_NUM

database DATABASE_FILE_PATH
password secret ENCRYRPASWORD

exit
# ---- exit configure mode
exit
A
ENABLE NxWitnessY " - T aoA>xA Y “HAbOBR"
" "enable, p " NbOB"
" " noenable, p " A bHhOR"*
PORT_NUM Nx Witness T 006Bb-E <Y " NbOB‘AT3mnETY"
" 7001, Y AboMOQB"
DATABASE_FILE_PATH O.KU. | xXHApt AdTtouxs 41Y ~AbOPR"
OAT>wnEmY" " /mnt/share/nxwitness/database/file.db | Y
nboMOB'
s HApT ADTtTounyxs 6 BUA> " Y. EO
¥ dy. E1x Twipdi nmodesto BU Y
KAdQp*
ENCRYPT-PASSWORD 5<3QH060OI M- XY “AbOB"




amnimo# show config  nxwitness 8

# ---- transition to configure mode
configure

# ---- nxwitness configure

nxwitness

enable

port 7001

database /mnt/share/nxwitness/database/file.db
password secret 1sxWjNj/NBbdEfGFmP6vrw==
exit

# ---- exit configure mode

exit

amnimo(cfg)# show config nxwitness 8

# --—- nxwitness configure

nxwitness s 1 x

enable

port 7001

database /mnt/share/nxwitness/databaseffile.db
password secret 1sxWjNj/NBbdEfGFmP6vrw==

exit
,7 Nx Witness X 4 = A. Xm showconfig E blp X6D*“ BUp" A. Xp X A
= Y "NbOp’

amnimo(cfg)# nxwitness 8 , NxWitness x 4 = A. XKry*“

amnimo(cfg - nxwitness)# show config 8

enable , 3" A. Xp «a

s N X




10.2.4 Nx Witness X 6B Y

Nx Witness © BUT Y" 4 = A. Kry“o" Eblp X6D“ 6 OB
aamn 00 g TtoutYds Qb QB

N"

nxwitness

enable

no enable

password

password secret ENCRYRPASWORD
port PORT_NUM

database DATABASE_FILE_PATH

exit

E blp X

E blp X

nxwitness Nx Witness x Eblp X6D“ 0 OB *
’,'_) A. XnEblpX6D“BUp"d = SA.XKtiy*“ 00"
14

enable Nx Witness X h. PI 6R 0 QB

6 "tTOQRB sz XMAJ.SYY QbR x
= 3 T amnimoVMS YR © o0 M6 /4> " amnimo VMS ¥

x (. 10.3.5amnimoVMS x A . K X . 6AN)Y ]
oMUr YKIQB* B PI 6R B U T, z o
oM4Teéz Wi M

: amnimoVMS Y " x 4> " amnimoVMS x B. P1 6 0"
[

no enable Nx Witness X h. PI 6 s 0 QB

password Nx Witness 1 06 adminx Ol m. X6 0OOB"
Nx Witness X Y ®s 9" NxWitness x 0500¢x0 m»
6op ,_
Ol M. Xx T "BUp"O<«<3060I1 m. XY NbOB"

password secret ENCRYPT-PASWORDT "OIl M. X68<« 3606 Z 6m 0o0"Ol
M. X6 00QB"

port Nx Witness 1 006b. E <6 O00OB ATamETY” 7001,
Y fboMOB" )
Nx Witness X Y ®s 9" NxWitness X 0sQ0¢XO MMM
6B

database O. KU. 1 xHApt AdTtouxs 416 O00OB AT>unE
" " /mnt/share/nxwitness/database/file.db LY nboMQB"

=W HApt A®Ttouxs 6 PBUA>Y"Y.EO Y.E
1x TwtpJdl nmdlest6 PBU YKYOB'

exit Nx Witness X 4 = 4. X6 Go" A. XYy “ 60B"’

o -

amnimo(cfg)# nxwitness 8

amnimo(cfg - nxwitness)# enable 8

amnimo(cfg - nxwitness)# no enable 8

amnimo(cfg - nxwitness)# password 8

Enter new password: BOI m. X6 0 o Enter
Retype new password: ™ OI m. X6 0 o Enter
amnimo(cfg - nxwitness)# port 7001 8

amnimo(cfg - nxwitness)# database  /mnt/sh are/nxwitness/databaseffile.db 8




amnimo(cfg - nxwitness)# exit 8
amnimo(cfg)#




10.2.5 Nx Witness X 641ds €

Nx Witness X 6 00B" 06 P " Nx Witness x 6 osCapm" €I T
21 . NdUdadpYMMPOR*

DH

E *A.Xp A.Xn"EblpXx pY ¢ amnP'3st"E + 9. XKxn*
6" 0 QB

(wmzlED & D

amnimo# config nxwitness save 8

10.2.6  Nx Witness X 6 05 C
Nx Wtiness x 6EITI3T _ NOOQPR"

m}
E *A.Xp A.Xn"EblpXx pY ¢ anP'3st"E + 9. XKyxn*
6" 6QB"°

VR
S
e
I

E

amnimo# config nxwitness load 8




10.3 amnimo VMS ¥ 6B Y

KAEM. pptOKXE B. unupso amnimoVMS6» B Y A> " CLITT amnimoVMS X A
X M 6" MOB’

n Nx Withess x B: PI p y mTPQd6 "’

,l? H. Sap 24137 xTt. 3] 6t n Yr mp°’
-]

10.3.1 amnimoVMS x 4 6 ~ B Y
amnimoVMS x B. PI x4 6 ~ BUrt ¢" show service amovms E blp XX6D*“ 0§ QB °
y"
show service amovms

Y T>3. blAE

SERVICESTATUS

SERVICE STATUS amnimoVMS x B. Pl x4 Y " nNnbQop"*
[ " active, p * AbOQB"
s " inactve, p " N bOB"
o«

E blp Xx pY Y"BYoxHA. Kn ampP‘i3st"d o r. . d.XKyxnt 67
0QB"

(a-v- D) wex D) &= G

amnimo$ show service amovms8
active

ks




10.3.2 amnimoVMS 6 EB Y

amnimoVMS x b. Pl 6R " s" ™R BYT " serviceamovms E blp Xt PdE g p
6 Ton"“06OQB"
y"
service amovms<start | stop | restart >
AR
start amnimoVMS x bB. PI 6R 0 QB
, Nx Wintess X B. PI YR 60 MY A> F amnimo VMS
P x h. PI 6 EblpXnR BUapYr mnp*
X X TW9H-PIY A1 [0GoWoU3Il pYK
qopBxyxm" ¢ 6w 4M
stop amnimoVMS x . P1 6 0 QB
restart amnimoVMS x b. PI 6 ™R 0 QB

“

0
E *A.Xp A.Xn"EblpXx pY ¢ anP'3st"E + 9. XKyxn*
6" 6QB"°

(EEE (= S

amnimo# service amovmsstart 8 B amnimo VMS x B. Pl 6R
amnimo# service amovmsstop 8 B amnimo VMS x B. Pl 6 &
amnimo# service amovmsrestart 8 B amnimo VMS x h. Pl 6 ™R




10.3.3 amnimo VMS ¥ 6 " B4
amnimo VMS x 6 * BUT Y" showconfig amovms E blp XX6D*“ § QB *
y"
show config amovms

Y T>3. blAE

# ---- transition to configure mode
configure

# ---- amovmsconfigure ----

amovms

ENABLE

exit

# ---- exit configure mode

exit

ENABLE amnimoVMSY " - T aoA> XA Y T HAbOBR’

il ”

enable, p " NbOBR"’
noenable, p " NbhQOB"

il ”




(EEE
amnimo# show config amovms8
# ---- transition to configure mode
configure
# ---- amovmsconfigure ----
amovms
enable
exit
# ---- exit configure mode ----
exit

(e D

amnimo(cfg)# show config amovms8

# ---- amovmsconfigure ----
amovms
enable
exit
:l? amnimoVMS x 4 = A. XXm showconfig Eblp X6D*“ BUp" A. Xp X
=t A Y "AbOB"
amnimo(cfg)# amovms8 , amnimo VMS x 4 = A. XKry*“
amnimo(cfg - amovm# show config 8
enable , 3" A. Xp «a

s N X




10.3.4 amnimo VMS ¥ 6B Y

amnimoVMS 6 BUT " 4 = HA. Kty 0"  EblpXGD* 00"
Garm 08 g Ttegunt Yds Qb QB "’
y"
amovms
enable
no enable
exit
E blp X
E blp X
amovms amnimo VMS x Eblp X6D* 6 QB *
:r', A. XTEblpX6D“BUp" 4 - . KTy OB
=

enable amnimoVMS x B. P1 6R 0 QB

= NxWintessY ~ x /4> " NxWitnessy . P11 6 0" 6

TT00QB sz XMAJ.SYY AbOB‘ X
= 3 1 NxWinessYR OoMB/A>" XY G oMUr
YKAQB'H. PI 6R BU 1. 2z mPoMUTEz
Wi M

no enable amnimoVMS x . P1 6 s0 QB
exit amnimoVMS X 4 = d. X6 (o" A. KYy“ 0O0B"
o«

amnimo(cfg)# amovms8
amnimo(cfg - amovmy# enable 8
Enabling amnimo VMS disables Nx Witness. , Nx WitnessY 7 x /4>
nboB"
Do you want to change it? (y/N): y
INFORMATION:
Please ensure an adequate recording capacity is reserved.
If recording with Nx Witness is no longer necessary, consider deleting it.
Typically, recordings are stored in "/media/ssd/'HD W itness Media'/".
amnimo(cfg - amovm¥# no enable 8
amnimo(cfg)#

z MAJ.SYY

:7 Nx Wintess x [ . K x Y Nx Witness p xogtT pET &3 x B. H. -l EW.
=8 SE X nmz BUGpYr mB
ﬂ H#-J(-EF - amnimo AG10 - Nx Witness Client

SERAFL =M. F=H17 OB 2T90A




10.3.5 amnimoVMS x A . K X

amnimo VMS ¢ @ 1. KX 0. Kog6b XAt 6QB‘ 1 Eli. Sxblj pE
YKUA> g" amnimoVMS ¢y Q\ x blj p E T It

g =

3ox W=t SSD(/dev/sdal) p & | USBHOA 3 (/dev/sdbl) X blj p E pibo
/ BUA> " QN xblj pE nmKUY SSDx blj p E o p E/media/ssd x =1 videop
M= OnipE3. 6 UGOQB*

amnimo# show config storage , Il En.Sx blj pE 6z B4

# ---- transition to configure mode

configure

# ---- storage sdal configure

storage mount sdal /media/ssd type ext4 options defaults , SSD(sdal)x blj p Ebop E

storage fsck sdal preen

storage monitor sdal interval 10m

storage failsafe sdal retry 3 interval 10 reboot 3

# ---—- storagesdblconfi gure ---

storage mount sdbl /media/usb type ext4 options defaults , USB(sdbl)x blj p E o p E
storage fscksd bl preen

storage monitor sdb1 interval 10m

storage failsafe sdbl retry 3 interval 10 reboot 3

# -  exit configure mode

exit

amnimo# show device st orage usage

Partition Size Used Avail Use% MountPoint
mmcblkOpl 8.3G 1.8G 6.1G 23% /

mmcblkOp3 4.1G 220M 3.7G 6% /opt/local
mmcblkOp5 3.5G 172M 3.2G 6% /mnt/share
sdal 440G 14G 404G 4% /media/ssd

sdbl 9.4G 775M 8.1G 9% /media/usb
amnimo# exit

amnimo$ exit

admin@amnimo:~$ Is - | /media/ssd/video/ , amnimo V_ ¢ W/media/ssd X =T -video- p
M=ZAnipE3. 64. K xplo [ pU
total 20

-rw-r-- r-- 1lrootroot12288 Feb 2 10:58 record.db
drwxr - xr - X 2 root root 4096 Feb 2 10:58 vod
drwxr - xr - X 2 root root 4096 Feb 2 10:58 work

=c

g? = |1 En. Sxblj pE g"” 481 | En. Sxblj pE 6BU, 6 AW R
= M
|

EW. Sxblj pE YoMA> " /mnt/ssdivideo T [ O OB dx X W
eMMCyx x1mpB‘A® Y § d1d0W¥W" xtoe3C. €qpF OoMUGPp
T BU YKYOB'




10.4 remote.it X 6B Y

s =R
€ X PCo¢cTw b6A1TKU 1Té 1tTpJI BUBGgT remoteit 6» B Y
A> " CLIT remoteit x A X ~ " 'E" X 7" 6“Z4pYTTPOP "

10.4.1 remoteitx A 6 ~ B U
remote.it x B. Pl x A 6 ~ BUT Y" show service remoteit E blp XX6D*“ { OB °
y"
show service remoteit

Y T>3. blAE

SERVICESTATUS

SERVICESTATUS remote.it x . Pl x4 Y “AbOR’

[ " active, p * AbOQB"

s " inactve, p " N bOR"

D -
E blp Xx pY Y"BYoxHA. Knm amnmpP‘3st"d o r. .49 XKyxnt 67
0Qp"

a-v- D) wes D &= D)

amnimo$ show service remoteit 8
active




10.4.2 remote.it 6 'ER U

remoteit x . Pl 6R " " ™R B Ut ¢" serviceremoteit Eblp XXt P®E [ p 6
lon“0QB"
y"
service remoteit < start | stop | restart >
AR
start remote.it x h. PI 6R 0 QB
stop remote.it x h. P1 6 50 QB
restart remote.it x B. PI 6™R 0§ QB

“

m}
E *A.Xp A.Xn"EblpXx pY ¢ anP'3st"E + 9. XKyxn*
6" 0 QB

EmE

amnimo# service remoteit start 8
amnimo# service remoteit stop 8
amnimo# service remoteit restart 8




10.4.3 remote.it ¥ 6 " B4
remote.it X 6 “ BUt Y" show config remoteit E blp XX6D*“ 6 QB °
y"
show config  remoteit

Y T>3. blAE

# ---- transition to configure mode
configure

# ---- remoteit configure

remoteit

ENABLED

registration REGISTORATION_CODE
exit

# ---- exit configure mode

Exit
A

ENABLE remoteitY T - T oA> XA Y TAbHbOBR’

" enable, p “ M bHbOBR"
noenable, p " NbhQOR"

registoration remote.it x xoJ pl M. QB YHUPE. X6 ~ G OB
REGISTRATION_CODET y RFC41221tr  f bo MU uuidi x 169 Z
6 90p

O YEpPpOPEMU. K. xom r mp'

o«

)=+

amnimo# show config remoteit 8

# ---- transition to configure mode

configure

# ---- remoteit configure

remoteit

enable

registration 01234567- 89ab- cdef - 0123- 456789abcdef
exit

# ----  exit configure mode

exit




amnimo(cfg)# show config remoteit 8
# ---- remoteit configure ----
remoteit
enable
registration 01234567- 89ab- cdef - 0123- 456789abcdef
exit
:l? remote.it X 4 - A. X1 showconfig Eblp XX6D* BUp " A. Xp X A
=8 Y " 1qbop"
amnimo(cfg)# remoteit 8 , remote.it x 4 = A. Kty*“
amnimo(cfg - remoteit )# show config 8
enable , 3" A. Xp «

s 1 X




10.4.4 remote.it X
remote.it 6 BUrt
darmn 00 g
y"

remoteit
enable
no enable

6p U
" d e AL KTyr o Eblp X6D* 6 QB
Ttount1®s QbOp*

r egistration REGISTRATION_CODE

no registration
exit

E blp X

remoteit remote.it x Eblp XX6D*“ 6 QB *
A. XKMEblpX6D“BUYp" d = HA.XKiy“00B"
=

enable remote.it x b. PI 6R 0 QB

no enable remote.it x h. P1 6 s0 QB

registration

remote.it x xoJ pl M. Q8 yHup E. X6 6OB "
REGISTRATION_CODET  RFC4122mr fbo MU uuidi x 169
Zz 6 OOB"

O YEpPpOPEMU. K. xom r mp’

no registration

00 remoteit x keJpl M. QOB YHNPE. X6 | MJ QB
O YEpPpOPEMU. K. xom r mp"

exit remote.it X 4 = a. X6 o 9. KYY“ 0 OB "
o«
amnimo(cfg)# remoteit 8

amnimo(cfg - remoteit)#
amnimo(cfg - remoteit)#
amnimo(cfg - remoteit)#
amnimo(cfg - remoteit)#
amnimo(cfg - remoteit)#

enable 8

no enable 8
registration 01234567- 89ab- cdef - 0123- 456789abcdef 8
no registration 8

exit 8




105 t ®3C. €Eap EblpX6D*“ B Y
IIIIII

Tepl E.viboMUt ®3C. EapxEblpX6D* 0 = A. XKty

“9" EblpX6D* § OB

",'7 = O " remoteit Eblp XXt X @ el oMQB"
b<F = EpOpEwu. K. nny" O y nPQde’ WSH. Sap e« )
4"

E blp X >

execute remoteit < remoteit

D “
Eblp Xy root& @mD“ nbh46g"remoteit Eblp XK6D“ BUBGT sudo6» B U
YKIdQd6
amnimo(cfg)# execute remoteit version 8
8

amnimo(cfg)# execute remoteit signin
amnimo(cfg)# execute  remoteit status 8

B UEblp X

:l? remote.t T ®3 C. €EapthpUmM’ Y @{" Ttounb
=<8 (configfilesave)6n =0 " OMY pio BUW=ZtdoW AM

1114 Tton6 PBUY.
remote.it X m o TVMoymOMY| K. Et APC X6 AW

1 M




10.6 CVRY 6B Y

pDXj KPAPWE. WM. CVR6» BUA> "CLIMCVRXA X U 6*“MOB"

;l? LANEpOpEMtKLLpHAS,u,p 26237 "o Kog®loTwm. K. yH. Sg

LB p 27037 xT*t. 3j 6t n Yr mp*

n LANEpOpPEM. K. my" T+. 3] ©f Nj pk . XWP CVRO 6dW 1
s0 QB!

1061 CVRX 4 6 ~ BU
CVRX B. Pl x4 6 ~ BUT " showservice cvrE blp X6D*“ § QB
e
show service cvr
Y T>. blAE

SERVICESTATUS

SERVICE STATUS CVRx h- Pl x4 Y “"AbOB"

[ " active, p “ AbOQB"

s inactive, p ~ N bOQB"

D -
E blp Xx pY Y"BYoxHA. Kn ampB‘i3st"d o r.F.d.XKyxnt 67
0 QB

(a-v- ) wex D & =

amnimo$ show service cvr 8
active




10.6.2 CVR6 EB U
CVRX B. Pl 6R

§" ™R BUT P" servicecvrEblpXXT PdEAP B |

A

on“ o

OB’

y"

service cvr <start | stop | restart >

A

start CVRY B. Pl 6R 0 QB

stop CVRX h. PI1 6 s00QB"

restart CVRX B. PI 6™R 0(QB"

DH

E * d. Xp A. X" E blp Xx pY Y aoamB‘3st"E T 4A. XKxD"

6" OB

cvr start 8
cvr stop 8
cvr restart 8

amnimo# service
amnimo# service
amnimo# service

BCVRXx B. Pl 6R
BCVRX B. Pl 6 3
B CVRX B. Pl 6 ™R




10.6.3 CVRY 6 " B4
CVRY 6 “ BUT Y" showconfig cvrE blp XX6D*“ & QB °
g
show config  cvr

Y T>3. blAE

# ---- transition to configure mode
configure

# ---- cvr configure ----

cvr

ENABLE

exit

# ---- exit configure mode

exit

ENABLE CVRY " - Tao/A>XA Y "HbOB"

enable, p " NbOBR"’

o ”

noenable, p " NbhQOB"




(EEE
amnimo# show config cvr 8
# ---- transition to configure mode
configure
# --—- cvr configure ----
cvr
enable
exit
# ----  exit configure mode
exit

(e D

amnimo(cfg)# show config cvr 8
# ---—- cvr configure ----

cvr

enable

exit

I CVRYX 4 -
2 Ry

amnimo(cfg)# cvr 8

amnimo(cfg - cvr )# show config 8

enable
s /] X

J

CVRX J =

3

p}

A. X showconfig Eblp XX6D“ BUp"

A. Kty "

A. XKp

a

A.

Xp

X A




10.6.4 CVRx 6B U

CVR6 BUTY" 4 = d. Xty“o" Eblp)XX6D“ 6 QB

aam 06 g Ttout Yds Qh QR

y"

Ccvr

enable

no enable

exit

E blp X

cvr CVRY Eblp )X6D“ 0 QB °
‘7 A. XKMEblpX6D“BUp" d e SA.XKty“00B"
=

enable CVRY B. Pl 6R 0 QB

no enable CVRY h. PI 6 s00QB"

exit CVRX 4 « S.X6" 0o" A. XKYy“00QB"

DH

amnimo(cfg)# cvr 8
amnimo(cfg - cvr )# enable 8
amnimo(cfg - cvr )J#noenable 8
amnimo(cfg)#




114 & Eblp X

A myg" CLixa Eblp Xt v Mo OQB' amsh6R dy 1" X TtounpM
. Xj©6t6 [BUApYTMDOPR'

loTm. K. my" A EblpXt W4 [6Hb. EGOoMQd6"
EpOpEn. K. my" s EblpXt WY [YNPQS6"

11.1 Tton6 EBRY

Ttou6 ERUT Y" amcfgEblp X6 » U QB
11.1.1 Ttou EEblpXxm
amcfg Eblp XXx m Y7 1 v Mo 0QB"
4

amcfg[ <OPTIONS] <COMMAND

f

OPTIONS EblpXkxopbdEnpbm 0OQB"°
-V" —-verbose |EpH. ntWdd «cd 6Y 0B
-v H.Sap <6 ~60B"
-h" --help Xnod 6 ~ 6Q0B"
COMMAND Tton6 EPUBCYXEbIpXGm OB
init TtonobVd300B"
load Ttond 0s0QB"
save Ttoub 0OOB"
move Ttouby OGOR
copy TtoubH6EC. 6 OB
delete Ttoub|MdOQp"
list Ttouxd 6 ~ 60B"

11.1.2 Ttoub\l 63U

Ttoun6V 63BYT P" amcfginit Eblp XX6D* 6 QB °

TtonbV63BUYT YP" sudoEblp XX6» B U YKYOPB*

admin@amnimo:$ sudo amcfg init 8
Do you want to initialize the settings? (y/N): B"y. M. 1 1 o Enter6

g? EblpXxD“ 6MapJup Ut ¢" Enter 6 BUYT" " n M.t T o Enter6
= oop




11.1.3 Ttounb 95 C
Ttoun6 05 Ct1 YP" amcfg load E blp XX6D*“ § QOB *
g

amcfg load[ FILENAME

f

FILE Ttou 6 0OB"
= Q m32 ZxTtownu ©6 TOPQP
= Tteou pio ned Zy"" Z.( Zp1 Z
gy 00B)" -(MeTp).s TWé mx ymo
QdexmpB"’
:l? Ttoun X 61 pBUp"” startup-config, Y
= 1bOB’

o«

Ttou6 ¢sCtTY" sudoEblp XX6» BU YKYOQOB '

admin@amnimo:$ sudo amcfgload startup - config 2 8

11.1.4 Ttownob B Y
Ttounb BUTt " amcfg saveE blp XX6D“ O OB *
g

amcfg save [FILENAME

f

FILENAME Ttoun 6 0QB"’
= Q m32 ZxTten 6 TR’
= Ttou poGo nody zZy"" Z.( Zp1 Z
gY GOB)" -(MeTp),s z Wo X ymo
Qdex TP
‘._1—) Ttown ¥ 61 PBUp" " startup-config, Y
i@ nbop’

Ttoub BYUT P" sudoEblp X6 » B U YKYQPB "

admin@amnimo:$ sudo amcfg save startup -config 2 8




11.1.5 TTony 6 B Y
Ttouy 6 BUTt " amcfg move Eblp XX6D*“ ) OB °
g

amcfg move SREFILENAMEDST- FILENAME

f

SRC-FILENAME X Ttou 6 00QB"
DST-FILENAME ix Ttou 6 0OB"

D“
Ttoux 6 BUT Y" sudoEblp X6 » B U YKAOB*

admin@amnimo:$ sudo amcfg move backup - 20200101 backup - 20200101-2 8

11.1.6 Ttou6EC. B Y

TteuGEC. BUT " amcfg copyE blp XX6D*“ 0 QB °
T TvMouy" 1114 Ttoub BU, 6ANDO0WI M

4"
amcfg copy SREFILENAMEDST- FILENAME
D -
TtoMOBEC. BUT Y" sudoEblp X6 » B U YKYQB*

admin@amnimo:$ sudo amcfg copy startup -config _2 backup-20200101- 38




11.1.7 Ttou6|vMpdy

Tteun6|vMBUT " amcfg delete E blp XX6D*“ 0§ QB
i TvMouy" 11.1.4 Ttogu6 BU,6TAGOWI A M

N"

amcfg delete[ FILE]

D "
Tteu6|vMBUT Y" sudoEblp X6 » BU YKAOB*
admin@amnimo:~$sudo amcfg delete startup -config _2 8
Are you sure you want to delete the startup - config_2 file? (y/N): By M.1 ToE
nter 6

11.1.8 Ttouxd ©6 ~ pBU
Tteouxd 6 * BUt " amcfg list Eblp XX6D* § OB °
o
Ttouxd 6 “BUt " sudoEblpX6» BU YKYOQB "

admin@amnimo:~$sudo amcfg list 8

startup - config 2020 - 01- 02T00:00:00+09:00
backup- 20200101 2020 - 01- 01T00:00:00+09:00
backup- 20200202 2020 - 01- 02T00:00:00Z+09:00




11.2 M. Xj et 6 EBUY
M. XXj 6t 6 EBUT " amctrl Eblp X6 » 0 QOB

11.21 M. Xj ©t 'EEblp Xx m
amctrl Eblp Xx m Y7 1 v Mo QB
y"

amctrl COMMAND- help ]

f

COMMAND M. Xj 61 6 ERBUOBCXEblp X6m ©OQp"

information OM® A oc¢XM. Xj &t xA 6
v 'L’)QBI

dip-switch DIPI gAYX A 6 ~ 6QB"

push-switch PUSHI gAYxd 6 “ 0OB"

boot R e3t6 EOOQR

led LED6 EO QB *

poe POEEpPEK . %x. 6 E0 QB

usb USBb. E6 EUOOQR'

di 0LSKn 6 EOOB"

do ASKuY 6 EOOQR®

reboot 3Y. EV 6D“00B"

ai t 3k D 6 " 00B"
E3d Jp b. 9. Ej ©gxo» Y
r mpB°’

pc Ounl pjpEVY 6D0“00B"
ra J p b. 9. Ej ©pxo» Y
r mp*

version amctrl Eblp XX H. SapAd 6 7 00
B

help amctrl Eblp XX Xn @6 ~ § OB "
c’xx Tt 0 o MU E blp Xx A
=f Y "nbop"’

--help Eblp XXKpt1” —-help, Q6 ¢” -h, 6 T on“pBUp" Ebl
PXKX4 =Ad Y “NbOBR’
admin@amnimo:~$amctrl di -- help 8




Eblp XA boEap

information " version" help3 a X Eblp Xt ¢" 3 sx A Po€EapyY / 6 QB

PoEMDP

-S" --syslog LOG_LEVEL

-V" --verbose LOG_LEVEL

LOG LEVELT "I0AJ . SXEpH. Y #ilLlubm 0 OB"
LOG LEVELT "I0AJ . SXOAJ. SY #iLlu6m 0 Op"

LEVEL

LOG_LEVELT " k Oiilu6 m@m 0 OQp"
agadm@ GOkIWUMEsXKIOY “NbOR’
OT>wnEmY" " informational , Y nboMQB"*

emerg €I ray € od 6" BkOnNB’
alert \Y chlnyxyk OmpB"’

crit oex. 6" BkOnp’

err €EX. KOTB '

warning 01 k OmpB"*

info opT>H. EapKkONP’

debug OHADM UMk OB’




1122 M. Xj ®t x4 6 ~ pU
M. Xj 6t xA 6 ~ BUrt ¢" amctrlinformation E blp XX6D"“ {6 QB
y"
amctrl information
DH
351" €eASD. Ej ©pmx D 67 QB

admin@amnimo:~$ amctrl information 8

manufacturer amnimo

board AG10

series G

model AG10 010JP- 10- 512G
serial 012345

revision 0

date: 2020- 01- 01T00:00:00Z

) .. .. . - ~ .
:T_l, O " YYoUA> " board" series" modelT " O T @ X Y "AbOB"*




11.23 DIPI gAYx A 6 ~ BU

DIPI gAYX A 6 pBUT " amctrl dip-switch E blp XX6D*“ 6 QB *
y"

amctridip - switch

Y T>3. blAE

DSWI1: DSWSTATUS
DSW2: DSWSTATUS
DSW3: DSWSTATUS
DSW4: DSWSTATUS

DSW-STATUS mDIPI gAYX A4 Y ~ AbOB"
ON ON A
OFF OFF A

.

DIPI pAYXxXA 6~ PBUTY" sudoEblpX6» BU YKYOQOB "'

admin@amnimo:~$ sudo amctrldip - switch 8
DSWI1: OFF
DSW2: ON
DSW3: ON
DSWA4: ON

Jph. D.Ej ©Oox DIPI gAY 12X 0pcY40Qp "

admin@amnimo:~$ sudo amctrldip - switch 8
DSW1: OFF
DSW2: ON




11.2.4 PUSHI g AYXA 6 * BU
PUSHI g AYx 4 6 ~ BUT ¢" push-switch Eblp XX6D* § QB
y"
amctrl push - switch

Y T>3. blAE

PSW: PSWSTATUS

PSW -STATUS PUSHI g AYXd Y “AbOB"

OFF OFF A

D“
PUSHI g AYXAd 6 “BUT @" sudoEblpXX6» BU  YKUOB®

admin@amnimo:~$ sudo amctrl push -switch 8
PSW: OFF




1125 R €3t 6 EBU

R €316 EBUT ¢" amctrlboot Eblp XX6D*“ { O
4"

amctrl boot

Y T>3. blAE

AREA AREANO

A

AREA_NO R e3ty <Y"r]bQ[3
€3t O
X /dev/immcblkOboot0
rootfs * /devimmcblkOp1l
userfs * /devimmcblkOp3
1 es3t 1
X /devimmcblkObootl
rootfs * / devimmcblkOp2
userfs /devimmcblkOp4

--set AREA_NO R e316 9 MNMOB°

AREA NO
-V" --verbose LEVELT " IOAJ . SXEpH. nuY ilUubm 0 0Q
-h" --help XnoAJ. S6 ~ 1OB"

o«
R €316 EPBUTY" sudoEblpX6» U YKYOQB"®
admin@amnimo:~$ sudo amctrl boot  Zsetl1l 8

admin@amnimo:~$ sudo amctrl boot 8
AREA: 1




1126 LEDY 6 'EpPU

LED x 6 EBUT Y" amctriled Eblp XXt P®Eap6 T oD 6 QB
g

amctriled [ --number <1-5>]

-- color <green | red>]

-- trigger  <none | timer >]
- brightness  <off | on>]
- delay <125 | 500>]
-syslog LEVE]

-- verbose LEVEI

[
[
[
[
[
[
[-h]

—u
—u

-- number E JX LEDY <« 6" 1 5x WWmm (OB

, 1p 2Y€EI T IT ARboMUBg" » oMITWI
o A%

1 ANT
2 MOB
3 ST1
4 ST2
5 ST3
-- color E JX LEDG6m 0 OQB"
R
green
red
-- trigger LED ExE3C. 6m 0QB°
R
none folli]
timer —-delaymmm 060 6T QB
-- brightness LED x E606 QB
e
on
off |
-- delay LED x E X 66m 0OQB°
125 125ms’ 6
500 500ms’ &
-S " --syslog LEVELT " FOAJ . SX syslogYx Y iWlUnb6m GOB"*
-V" --verbose LEVELT " IOAJ . SxEpH. nY ilUnb6m 00OB"°
-h" - help Xn®AJ. S6 * OB

Iy’ P
L, bbdEApPB61 BUp" BYox LEDX E Y "NbOoB*




DH
LED x 6 EPUT Y" sudo Eblp K6 » BU YKYOPB 351" € ASD. Ej
©pomx0nD“ 6" 0B

admin@amnimo:~$sudo amctrlled 8

LED 1: color=green,trigger=none,brightness=on,delay=125
LED 1: color=red,trigger=none,brightness=off,delay=125
LED 2: color=green,trigger=none,brightness=off,delay=125
LED 2: ¢ olor=red,trigger=none,brightness=off,delay=125
LED 3: color=green,trigger=none,brightness=off,delay=125
LED 3: color=red,trigger=none brightness=off,delay=125
LED 4: color=green,trigger=none,brightness=off,delay=125
LED 4: color=red,trigger=none,brightness =off,delay=125
LED 5: color=green,trigger=none,brightness=off,delay=125
LED 5: color=red,trigger=none,brightness=off,delay=125




11.2.7 POEEpEk . x. 6 EBU

POEEp EkKk . x. 6 'EB Ut ¢" amctrl poe E blp XXT Ox 0. K . T on*®
g

amctrlpoe <power [-i< lan0 -lan3 >][ -p<on| off >]|
reset [-i< lanO -lan3 >][ -d<0-3600> |
status |
shutdown [-p <on| off >]|
limitcurrent [ - L<110| 204| 374| 592| 645| 754| 920| auto >] >

f
power mPoEB. EYxXa 6 EUOQR’

POEXogp K. TOg!l 6" lan0" lan3x Wnm OB
-p X ON- OFF6m 0 QB °

reset mPoEb. E63JAEU QR

POEX op K. TGl 6" lan0" lan3xy WNmnmm 0 QR

-d R OAuitpoWhs x 6" 0 3600 Wnm 0OQR°
status PoEx EA 6 0OQOB°
shutdown POEEPEK . %x. 6EaAEWN] pli OB
-p €aAEWj px ON- OFF6m 0 QOB
= on
€aAENj pY 6 "3060QBs POEAHQ!l Y [x°
= off
€aAEN]j pY 6 "306QRBS PEAHQl Y &x°
limitcurrent mPoEDB. EYx & Wy ® 6 O0OB"

L 35X MybTx ® 68 0QB°
110" 204" 374" 592" 645" 754" 920" auto

o -

POEEPEK. Xx. 6 EBUT " sudoEblp X6 » B U YKYQB* 3 sy lan0,lan2
T Classly = OM(PD)6 68 mp*

admin@amnimo:~$sudo amctrl poe  status

state 0:1,1:0,2:1,3:0

class 0:Class1,1:Unknown,2:Class1,3:Unknown

poeplus 0:0,1:0,2:0,3:0

limit -current 0:204mA,1:592mA,2:754mA,3:920mA

Voltage 0:53.293V,1:0.000V,2:53.432V,3:0.000V

Current 0:43.765mA,1: 0.000mA,2:45.169mA,3:0.000mA
Watt 0:2.332W,1:0.000W,2:2.413W,3:0.000W

Temperature 52.8deg




11.2.8 USBb. E6 ERU

USBb. E6 EBUT Y" amctriusb Eblp XX6D* 6 QB °
g

amctrlusb[ <-b| -- bus> <1-2>] [<-w -- wait > <0s- 600s| <Om 10m»] USB CTRL

f
-b USBX HI <« 6m 0 0QB"
--bus Ny 100¢ 2B
-W 3JAE EWX OFFWh6m U QB
--wait OT>nEQYPO mR*
s X xX/A> 0 Tuw 600
Wh@a s mx x 4> " 0 Tuw1l0
USB-CTRL USBb. E E6m 0 QB
on USBBb. E6 ONT 0 QB *
off USBb. E6 OFFT 6 QB *
reset USBb. E63JAEU QR
-V" --verbose LEVELT " IOAJ . SXEpH. uY lilUnb6m 00B"°
-h" --help XnoAJ. S6 ~ 10OB"

o
USBb. E6 ERUT Y" sudoEblpXX6» BY  YKYOB"

admin@amnimo:~$sudo amctrl usb -Zbus1 -Zwaitl0Omreset 8




11.29 ASKwu 6 EBUY

OSKn 6 EBUT Y" amctridi Eblp XX6D"“ § QB *

-

amctridi[ -p][ -V LEVEL[ -h]

f

-p" -- permanent OSKu 360 1Y BUHA. KT ocdOQp"
-V" --verbose LEVELT " IOAJ . SXEpH. nY iilUunb6m 0OOQB"°
-h" - help XnodAJ. S6 ~ 1QB"

Y T>3. blAE

DI-1: DI-STATUS
DI-2: DI-STATUS
DI-3: DI-STATUS
DI-4: DI-STATUS

DI-STATUS ASKn x4 Y “AbOB*
ON ON A
OFF OFF A

."._I " B 7 v A ‘
¥4 poeap61 BUp " BYoxXASKu x4 Y " HbOB

D -
OSKu 6 ERBYT Y" sudoEblp X6 » BU YKYOQB "

admin@amnimo:~$sudo amctrl di 8
DI- 1: OFF
DI- 2: OFF
DI- 3: OFF
DI- 4: OFF




11.210ASKnY 6 EBU

OSKuY 6 EBUT Y" amctrldoE blp X6D* § QB *

-

amctrido[ -- set HEX

-- set-bit HEX
-- clr -bit HEX
-- on <1| 2>]

-- off <1 23]
-V LEVEL

-h

[
[
[
[

f

-- set 169D n" ASKuY ¥ PAEG6 Wt EOOQR'
1 ON
0 OFF
-- set-bit PAE <s 100y 2x6m 0o" ASKnY 6 ON EGO
B(
36m PUp" DO-1p DO-2x SKnY 6 ON EU QPR
- clr-bit PAE <s 100y 2x6@m 0Go"ASKulY 6 OFF EOOQ
B(
36m pBUp" DO-1p DO-2x ASKnY 6 OFF EUGOPR*
--on ASKwuY «<s 100y 2x6@® Vo" ASKulY 6 ON
‘EL’)QB‘
-- off OSKunY ¢s 100y 2x6m Go"ASKulY 6 OFF
‘EL’)QB‘
-V" --verbose LEVELT " IOAJ . SXEpH. nuY lilUnb6m 00QB"°
-h" --help XnoAJ. S6 ~ 1QOB"

Y T>. blAE

DG1: DGSTATUS
DG2: DGSTATUS

DO-STATUS ASKuY x4 Y “AbOB"
ON ON |
OFF OFF /

%,_,'7 PdEAPBA BUp"BYoxASKul xd Y " AbHOR"




Du

AOSKuY 6 ERBUYT Y" sudoEblp X6 » B Y YKYOPB
admin@amnimo:~$sudo amctrl do set0x03 8

admin@amnimo:~$sudo amctrido 8

DG 1: ON

DG 2: ON

admin@amnimo:~$sudo amctrl do

admin@amnimo:~$sudo amctrido 8

DG 1: OFF

DG 2: OFF

admin@amnimo:~$sudo amctrl do

admin@amnimo:~$sudo amctrido 8

DG 1: ON

DG 2: OFF

admin@amnimo:~$sudo amctrl do

admin@amnimo:~$sudo amctrido 8

DG 1: ON

DG 2: ON

admin@amnimo:~$sudo amctrl do

admin@amnimo:~$sudo amctrido 8

DG 1: OFF

DG2: ON

admin@amnimo:~$sudo amctrl do

admin@amnimo:~$sudo amctrido 8

DG 1: ON

DG2: ON

admin@amnimo:~$sudo amctrl do

admin@amnimo:~$sudo amctrido 8

DG 1:ON

DG 2: OFF

setOx0 8

set-bitl 8

set-hit2 8

clr -bitl 8

onl 8

off2 8




112113 Y. EV 6 EBU

3Y.E\U 6 'EBUT y" amctrireboot Eblp XX6D* {6 QB *
g

amctrlreboot  -t< soft | hard> [-- wait SEC [-V LEVEL[ -h]

<

-t ™R Kopd6m 0OQB° i mp*

soft BTEj ©t3Y. E6D" 0 QOB
OTanE plo nboMQB"*

hard M. Xj ©t3Y. E6D“ 0 QB

M. Xj ot X "H6 OFFTw ONT 0
QB

-- wait 3JAEQmYX KWhs x6"0 3600x WVWnm G(GQB‘ A4
TavmwETY" "0, Y nboMQB"

-V" --verbose LEVELT " IOAJ. SXEpH. nY iilLnb6m 0(OQB°
-h" --help XnoAJ. S6 ~ 10B"

o
3Y.EV 6 EBUT Y" sudoEblpX6» pU YKYOQOB "'

admin@amnimo:~$sudo amctrl reboot 8




11.212Eblp XX H. Sap6 ~ BU
amctrl Eblp Xx H. Sap6 “ BUt ¢" amctrlversion 60" 0 QB °
o«

admin@amnimo:~$ amctrl version 8
amnimo Inc.
amnimo G series control program version 1.0.0




11.2.131 3k O

amctrl E blp XXntt 3k O 6 “BYt " amctrl a@i6D” QB 1 3kD Y 1

6 " pBY

S
o (=
=

S 0" EblpXnylyxy & 6 7 00QB"

N"

amctrlai[ -T <chO_thresh_high >,<chl _thresh_high >][ -t< chO_thresh _low >,<chl_thresh_lo
w>][ -{0,1}][ - s < multiple_of _sampling_period S[ -v]

f

I OO dM 61 X ne 0QB' ' 0OM 6 MNO/A> Pl x ¥

6 ~0QB' AT>muE " 40000 mp"° " YaKumA
X Tod40QB"
-T ~T <cho_thresh_high >,<chl_thresh_high >
--thresh -high
chO_thresh_high YaKu Ox4 OO0 &M
chl_thresh_high YaKu 1x4 OO M
-t SQOOM 64 x Tm OOB'  HOM 6 MNOA> Iy ¥
-- thresh -low 6 " OQB*  AT>uE ” 10, B " YaKumA x
ToY90pB°
-t <chO_thresh_ low>,<chl thresh_ low>
chO_thresh_low YaKu 0x =500 ®M
chl_thresh_low YaKu 1x =00 ®M
-0 t13k0 6> BUYaKubBYaKu Oxom OOQB' AT3wuE
-- channel -0 s xmyp 01 xYaKnué6 ~0H0OB"
-1 t13k0 6> BUYaKubBYaKu 1xom OOQOB‘ AT3wuE
-- channel -1 s xmyp 01l xYaKnué6 ~0H0OB*
-s t3kD 6 “BU &s x6Mm O0OQOB  AT>mE ¢’ 1 ( )m
-- sampling - period B

- s < multiple_of_sampling_period >

>

multiple_of _sampling_period |t 3k 2 6 ~ pBU §s x

-V
-- print -elapsed-time

t3k0 ppFtOawWhe6 ~ * AT>uEY 7 °




DH
YaKu 0x41® "=& 6Ibnb1376" 1372p 0" Yakn 1x4 O " =6 62 bn
b 4854" 4851p 6" 5 Ri mt3kd 6 ~ 0" '0a WiF * 0 OQp"

admin@amnimo:~$amctrlai - T 1376,4854 -t11372,4851 -s5 -v 8
An undershoot occurred on channel 0, count:5

An overshoot occurred on channel 1, count:11

[5.196934] 1371.921875,4854.171875,

An undershoot occurred on channel 0, count:3

An overshoot occurred o n channel 1, count:13

[10.296342] 1371.953125,4854.203125 |,




11.2.140u 1 pj pE6 ~ BU

# s

n

amctrl Eblp XmOul pj pE6 ~ BUT Y" amctrl pc6D* 6 QB 13k D Y1 T
S 0" EblpXnylyx & 6 " GOQB

y"

amctrl pc < enable -p <pinO|pinl|pin2|pin3|all> [-d DEBOUNCE_TIME- m <high|low> ]> |

disable - p <pinO|pin1|pin2|pin3|all> | get [-i COUNT_TIME| -h >
f

enable |Oul pj pEG" =Z=Cpx ~3zZWo 6m QB 'AT>3mMETYRBYoxC

W "TopoMOB

p)SOMijpE )
© Onl pjpE6G "3b6oMUCPUY" ASKu pior MPOd6‘ OmM
| pj pE6 "3BUp" ASKwHu pbo™ » r TOYQB"®

-p "3IBpYCpOEEm OB CpbBO BUA> P"
-- pin pin0,pinl,pin2,pin3" B Yox CpH6®m PBUYA> p albm QR
g’y - mp "
B
-d OHj pl Whs bloppk *x6@m ‘ AT3uE " 200, mp"*
-- debounce
-m bj pEA. X6®m ' highlowbm ndPQOBR‘ AT>mE " high,
--mode np’

disable |Oul pj pE6“ =Cpx ~300B"

-p "3BUYCpOEEm QB Cpb6® BUA> "
--pin pin0,pinl,pin2,pin3" B Yox Cp 6@ PBUA> P albm OB
2 I
get bipE 6 " 00B"

-i bjpE ~ &6s x6m UQB AT>wnE ¢~ 1 mp"
--interval

o
Cp 6 " 3" debounce Y 200usec" High A Y 0B8>STpj pEtTA®GBUOUI pj
p E 6 6"5 him CpxpjpE 6> BU‘'IXxA"pjpEtADPO B
goul pj pE 60 xxB4"°

admin@amnimo:~$amctrl pc enable -- debounce=200 -- mode=high -- pinall 8
admin@amnimo:~$amctrl pc get Z interval5
0:0

1.0

2:1

3:0

0:0

1:1

2:1

3:0

admin@amnimo:~$amoctrl pc disable Z-pin all
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t ®3 C. €ap Eblp XD*“

CVR A i’

CVR E

CVR i’

CVR E

GUI i’

GUI E

DHCP 3 ii . i’

DHCP 3 i . E

bk ME .

Kk MEDB. H. E

LANt pJI| BopEA

LANT pJI bopE
I T.eapd i’

LANT pJI bopE

I T.€enp E
LANT pJI bopE ’
LANt pJI bopE E
LANI T . €ap 4 ”
LANI T . €ap g N E
LANI T. €ap i’
LANI T. €ap ‘E

WPS ‘E

WPS ’

WPS ‘E

L1 H oo A4 oty iepterdtd Wh oad xA>s 10 TE. uX3sY.EtWpo

™R G Qp
. 2'NDXthjPEXOI M. XXxopo4Qp"




122 m T

20 o MUY CLIx O

OMA i

FWTTowuz
FWT+tou | M
FW 0

A €3t 0
R €3t 7
R €3t

OAC. S ©

OAC. SA |

OAC. S3bBSE
3 X
4 A 2

OAC. S3DbSE

3 X
dA |
OAC. S3 bSE
3 X
4 A ’
V63
d .

Ttounsl E

Ttounods
Q

TTtoeun 0¢s
Q

Ttowm

TteuEC.

Ttowu |V

Ttousl E 7

Ttouy ‘E
S m Ttowm

X

TteguEC. E
S m Ttowm

X

Tteu | M E

wr E ’

wr E

Kedh.p °

Ke3h. p

r. .0l m. X




tpbjpEd i’

kOeptpjpE

thpipE ’
thipE E
oun. o Y

oun. o ‘E

AHeunASB . 1n

v

AHEeunASB . 1n

AHou B
A KX
AHou E
AHEn ’
AHou E

PPPI . KI

PPP BT

X

PPP E

PPP ’

PPP ‘E

opK. Tegpl I

r.Kr -

opK. Tepl

opK. Tepl
‘E

M. T updln.Yy

"o

m. I nup?

m. I nup?

‘E

OCAETuuK3

po ’

OCAETuuK3

pO ‘E

NAT ’

NAT ‘E

DNS T®O"Wy dx

@

DNSI . K1~

DNS y

DNS ‘E




DHCP 3 . | d

v

DHCP I . K|
DHCP .
DHCP E

IPsecl . K1 ~

IPsec Es T
X

IPsec ‘E

IPsec ’

IPsec ‘E

NTPI . KI ~

NTP Y

NTP E

SSH ’

SSH E

v

telnet

telnet ‘E

| Ef. SOHQ I

B

Il Ein. SO. IT'xn
€Enp E

| ER. ST> . bl
AE E

| EWt - Sblj pE

v

| EWt - Sblj pE
E

| Efl . St pblj

| Eii. SYBAD

l€ss.u [4

Il €SB . M

. 45

. 45

Il €SB . M

. 45

. 45

PoEI [. K1




POEb. E B 'H
ON- OFF'3 J AEX

PoE ’

PoE ‘E

USBLHo! ~

USBAHQ! E
s "HON- OFF' 3
JAEX

v

H

Syslog tOAJ . S

v

v

Syslog

Syslog ‘E

amlog OAJ . S

B

amlog E

PING E

TRACEROUTE E

ARP A Y

ARP A E

OGCAENp® ~

OCAEWp ®

OCAEWp®| M

CPUI I. KI ~

CPU | .

CPU | E

%0 T 1 ’

%o T 1 ‘E

W

V\ﬁ s 7 X

wt s ntpdate x

DIN A ’

DOUT A ’

DOUT E

DIPI gAY U

DMS A ’

DMS E

DMS ’

DMS ‘E

NxWitness A Y

NxWitness E

NxWitness

NxWitness 'E




NxWitness 1o
5 Q

NxWitness Q
5 Q

amnimo VMS A

B

amnimo VMS E

amnimo VMS

v

amnimo VMS
‘E

v

remote.it A

remote.it E

remote.it

remote.it ‘E

t®3 C. €EqpE
blp XD “

CVRA Y
CVR E
CVR ’
CVR E
GUI ’
GUI E

DHCP3 . 7

DHCP 3 ii -
E

bk MEBH. H.

v

bk MEBH. H.
‘E

LANt pJ
opEA ’

o'

LAN t p J

epE
I T.eapd

v

o'

o

LAN T pJ
epE
I T.eagp
E

LAN t p J
epE ’

o

LAN t pJ
opE ‘E

o

LANIT.€Ep

pA

LANIT.€Ep
p 9 N E




LANI IF. €g
p ’ ] ] ] ] ] ] ] ]
LANI . €g ) ) ) ) ) ) ) )
p ‘E
WPS E - - - - - - - -
WPS ’ - - - - - - - -
WPS E - - - - - - - -
1¢ ASD. Ej ©ppyPpo. PKAED. EX YYOo4Op"®
2gfx33.1 m @& e’

. 3GPSO YKYO0Ss6'

. 4 poe-reset-supply g ndPOdec"’

Spppthi 6860 Y ndPOd6 "

6JphH. 2. Ej ©ps BYPoEO 1 @@0oMQds"




123 Tepwnd . T

TOgnJl. TYOMQAW™ [Y 60/4>1" OM6E™R BYdpm24WhO 1°
6“=c omnmpP' ' TOuJI.TY" AHouO "1 E’i. SO "1 €Ss.nd "
DHCPBH. H. O 1 Y /7 00B 08 DMSO FTOpouJlJ.TO Y 2poMOB"

TOond. T (@]

o VA 3pH3. \
| Bii. SO | Eii. S | Eii. S
. 4.8.7fsck- mount- read- write\l' = WX T©ouJ. T . T
6V B¢ tpJdl tpJdl D
AHen O & A AHou ASB
. 574dHpounu- 6 B Y, . n3JAE
| €SB . U = pingTM
o) -disconnect ecm ECM- = AHou A
773 I FNAME reset SB. 13
| €SB JAE
- no6 -disconnect ecm ECM- ing ™
BU. IFNAME reset di s a b | ping
-wi fi a r e’ .
Qew p . = p|ngTM .
—~*keep-alive® ~wist a reset “ (P9 - LAN Y
06 a AdP3 JA
W E

- w4dr fe s e*t ©

-wifi apsakt

i ™
00y P
ey ~wisfa reset-*
;’ -soft-reboot®
= o6y tpe€ap |
; 3 -hard-reboot® (BTE3 Y.
"“ . 0 EQO YUM. X
0 | _general- © | —soft-reboot (1 CSB . n Q6 Y "
© trol| 200V Kobpoy * |27 &)
—|ceontro *+ | -hard-reboot - ebp9)
DHCPB. H. O d dhtm
. 763DHCPH. H. x  6BU. v 34 X | DHCPB. H.
DHCP R
DISCOVER x | X "
"6
DMS O DMS B. H.
. 10.1 DMS X 6B U . YXIVIL'(DT)K AHeoun ASB
oYXKp3t |. nu3sJAE-®
j EC
L1 XROA"YAQN PRMNOOMOBY" nbd mp’
L, 23pH3. [Y3Y.EV 10d4QB"
.34 YwY.SXx"DMSO xTEeuld.T [, TRMNoMOQB"

.4 LANYA®3JAEh xtp€apy"H. Sap 2303 -wifiap reset®" -wifista reset®™ H. Spgp
2.5.0Y °wifi-reset°t c 4 QB 4 =", 7731 €SB. N6 BU, 6 A WYL A M




p T
>
—u

| .

retry- 4 YAG 00A4>"3pH3.\V 6BUQ 3Exgv
reboot Q 3JAEY 1 00podtr"3Y.E6DuBUQ 3Y. EvV
.41 €SB.-nO X0"Q 3Expo- Y nOOd6 ' &v @ ToYOQp"

DMSO xT®©euld. T |

‘

YVAGYATQ DMS O "Wr " AHe!l -pxj Xhx &7 Ax™ Y, v3i

n BU’

AHouv YepK.KAE tu.TupORb"DMS xXO pio
boMUA>" &ASB.N63JIAE BU’

= TOeuJ. TY 4v DxBpUPp" AHEl 6E™R B U

 5EpPOpPEN.K.y &ASB.un EdGkJII xX063IJAEIOQR"

3pH3 .\

O %

VAs Mw"AHeuO xA>" &YAx6aY004>"3pH3.\N 6“ MOB"

(XY"3Expy OpjpEtTA®IOBR

3Expgv 3 1T ™ T "BUp"3Exper "3Y.E-v UY3JAEARNbHbOBR'
006Q 3ExQv 34“=Zp"3Expv W3JAENb"3Y.Ev Ybhjop

Et Adgab" OMOG6M. Xj 613 Y. EGL QB

6Q 3Y.Ev 313Y.EBUp"3Y.Ev YpjpEtA®GAbLOBY"
3Y.EVN YsQd4OpB‘'61 03Y. Ev Y2556 NUp"QB 01 dOB-*

1 cse.nO "1 Ein.SO Y2556 MoFOT 0UOQd6' sfx3s3. | m a=pU R
b S A=/ ? UG — kA== M7~ EES

5 \ 25504 FH?
|

SR N URSTEEUEY R\ |
/0¥ —ER, N UT— RE# \ R
U kS ER \BTY TS \ | Bg“ﬁ@ﬂ
NYYRTYT SRR 9 R v
U180 — SR, U7 —
kS ER
hovb7vr
=TT <
[URSA - UT—h _
By - b




1 2020 77Q1 \ “
2 2020 101 amnimoGE3 .1 Tt.3j 61t V. 1033.11WY0 2X 0
g‘ 2
=7 EO x =
= CPUpkAp EO x =
= DNS O =
= DHCP(Pv4) O =
= NTPO 131 4 GPS EO =
= Ttou EO x =
= USB EO x =
= PPP EO x =
Kodh. p" WI E O x =
= IPSec O x =
= DMS O x =
= NxWitness O x =
= AHeudSB.u EO xd O =
= PoE EO xd O [}
3 2021 47Q1 amnmoG/R €3 .1 Tt. 3j 6t V. 2033.11tW4Yo 2 X
6¢g’
= GUI O x =
= remote.it O x =
= DINDOUT EO x =
4 2021 9010 amnimoG/R €3 .1 Tt. 3j 6t V. 3033.11tWUo 2’
o X0g¢’ .
= AHpomnASB.-nmh O X B )
KAEmM.pz O x =
= Ol m. X s X
5 2021 10Q 18 amnimoG/R €3 .1 Tt. 3j 6t V. 4033.1tW4Yo 2 X
6¢g’
= ocRKp®Pe ASD. Ej Bp" onrKp®dloTn. K. 6 JOMp
6o =«
. 2022 57020 amnimoG/R/C €3 .1 Tt.3j 6t VvV 5033.11tW4Y0 )
X8 ] o
= EpOpEuN.K. 6 JOMpilo =2
2022 6Q15 amnimoG/R €3 .1 Tt. 3j 6t VvV 5133.11WUs X
6¢g'
= CPU [’ XOT3nE 6¢ ‘
8 2022 77Q15 amnimoG/R €3 .1 T+.23j 6t V. 5233.1 1 WYe X
6g
= &4 xXé)»O0OCAEB6~
= amnimoC€s3 .1 T+.3j 6tV 6033.11WUYO 2 X
6¢g
= EpOpEwu. K. x GUIO 2!
2022 107Q1 amnimoC€3 .1 Tt+.23j 6t VvV 7033.11WY0 2% 6
¢
= DHCP3 . O " IPsecO " remote.it O v
= IPsecx EblpXs x" R6~ ' (pre-shard-key pre-shared-key)




10 2022 1272 amnmoC€3 .1 T+.3j 6t V. 8033.1tWwW4o 2x0
g‘ 2
= &Kk METBH. H. O 2!
= 2un.%ap xO0 =25 O 2T M"r.[. o}
xd o Kdx
= DNSO 1 TO0 6 2

= IPsecO xOllun. . XK@ 006 BHYKAET 0o IPsec &
6“2aMO )6 2

11 2023 1Q13 amnimoC €3 .1 T+.3j 6t V .8133. 1 "amnimoG/R €3
. Tt.2jet v 8233. 1 TtWURHI x O

12 2023 1Q23 Ol M. Xx ZthpYy,s1Q6 R

13 2023 3706 amnimoC €3 .1 T+.3j 6t Vv 9033.11tW4o 2x6
¢
= DHCPH. H. XTBOouJ. TO =

14 2023 57031 amnimoCE€s3 . | Tt.3j 6t V. 10033. 1 1W4Yo 2X 0
¢
= o Koo LAN [[EpOpEun.K.6 JOMpido =

15 2023 6030 amnimoC€s3 .1 T+.3j 6t Vv .11033. 1 tW4Yo 2% 6
¢

= 1¢cSB.unuO X1 CSB. nKgd" general-control , T = Mo "
XpM3D*“ Wh p R 02 Wh TWUHTEj] 86t3Y.
E" M. Xj ©6t3Y. E6D“nnd4O 6 2

16 2023 9 Q1 amnimoC €3 .1 T+. 3j 61 V112033 . | " amnimoX €3 .

I Tt. 23j 61 V2003 3. | )yt Wy o 2xX0¢g"

= oaKpoo LAN [MEpOpEun.K."o Kpo® Ale AS
2. Ejo©p6 JOMpilo =

17 2023 . Q29 amnimoC €3 .1 T+t. 3j 61 V113033 . | "amnimoG/R €3
LT Tt 96t vig7twdd 2" J e Rx6g"
18 2023 11Q10 amnimo G €3 .1 Tt. 39j ©f V21.033. 1 x06¢ctWUo

2" QH? x6¢"

= | Eii. SXT3. bIAEA ~x O 2!
=r.F. "2u.o 1t d Zxox YT®oWaUs
6 2
= amnimoGE3 .1 X0 " opK. TOpl O = r o MTU ¥
Q 6 9676T w 966871 = 5008 "
19 2023 11015 |1 C€SB.-uO ThBURIG™ 00066
20 2024 1030 amnimoC €3 .1 T+. 3) 61 V24033. 1 tW4YoO X6
¢
= PPPO Tt dAHou IP 249.X0 6 200Q006°
21 2024 3°Q15 amnimo X/G/R €3 .1 T+t. 3j ©6f V24133.11W4O «
X6¢’

= amnimoVMS O 6 =20 0Q06 "
22 | 2024 37021 | CSB. O ThBURIG™ (006"




23 2024 57Q 15 amnimo CE€3 .1 T+. 3] 61t V25033 .1 tW4YoO 2x6
¢

= 1€¢€SB.unu0O thio" LAN YA®63JAEThHh PBUs
6 0QG O axe T WY general-control 1t X LAN
YAOX3JAEYr ocdQde’

| €SB. nO X keep-alive thoo"pingx GfHepK-.
TOpl 6 ndy W=t 0QG o

| €Se. nO X keep-alive Tthio"TOeuJl. Tx3Ex
ov 6 ndy W=t 0Q0b O

=1 ¢Se.unud x general-control Tthio" TOeund. TX
O 6|vViQG0e"
24 2024 8709 amnimo X/G/R €3 .1 T+. 9j 6t v26.033.11W40 2
X6g¢’

= OCAETuunK3pOp NATXOGAE> AQx MACT Xiil
X® tbllpO 6 2060080°"

25 2024 9704 ocArRKp®Ale ASD. Ej o6 JOMpilo 2
26 2024 10Q8 . tamnimo C€3.1 Tt. 3j 6t V26233.1 1 WUYO )
Xeg‘,.. S - FY
= o Ol EpOpEMK. K. 1 telnetO 6 2060Q06°
= o “oall LAN O MEpOpPEU. K. 1 CVRO 6
20000

opK.TEpl O XmMEpOpPEwMK. K. x mtu ThpU-
X 6“MQUe:

IPsecO tp O 6 20000"

" OCAEMa®Yad thBUT R6~ 06OQOHO"

27 2024 11Q22 amnimo CE€3. 1 T+. 3) 61t V27033. 1 tW4YoO 2x6

S
= DMSO tTIMo"kOilUnpb.3pOhi6 noy W=t
QU6
28 2025 3707 . " amnimoRE€3 .| Tt.3) 61t V27033. 1 tW4YO )
X6¢’ o
= pxj XKPAPUE. M. O 6 200060
“amnimo X €3 .1 Jph. 2. Ej 606 JOMpiloO

2




Hmnimo.

€e ASD. Ej ®g€3 .1
CLIr.TF.TblBT M

2025 3707 28

IM AMFO3A01 -01JA
Al Ri ght s Reserve-2024, @amimygind ght @ 20




