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F1E CLI oK

AETIE, F—AFR—FroANLZaT Y FZ2ETL. ZOERZ 74V FVICHEANT 2 -HICHEE
INTWBEBLI—H—A>KX7x—ATH5 CLI (Command Line Interface) DEARIZIEIZDUWTERRA
LEI,

1.1  CLlI THRERBICESRT 5
CLI ’C‘ﬁ@uu :}f%ﬂ,—‘j—% lZ. ATD2 O@ﬁ/fi)‘ b i@“o

e TUTIIavy—IAxFAL TESR
K%uut PCAHSUTIT—TNTORE, A—IF LT IaL—K—%FBELTPCHHIE

it 2%

gy’ FRBIZEVWTIY 7LV —IADERAENERY £ DT,

-

el 50 P XA T AAEBBLTIEE L,

® SSH (Secure Shell) %##)FB L THH:
AEFZERLERY b T7—7 (A=Y Fv ) EIZERFENLTWEPCAS, X—IF)LIT I
L—&—%sshawy FERML. ARE®D P 7 F L2 &485% L CEET 55

*/'7 AEZOVHARE TlE, SSH IZEMICHEEINTVWET,
SSH Z#BEMIZT 2AEICOWTIE, 7.4 SSHOHRTEZT ] 28BLTLEI L,

1.1.1 —IFNITIalL—X—TEKRTD

Gl e B e EGTRE

ZZTlE, Windows DX —IF LT Ial—X—TH% Tera Term (Ver 4.105) Z{FEAR L. A&
mICERTAFIEICOWLWTERBL 9,

Y TF7ary) —ILTESE
Tera Term @ [Tera Term #F L WEf| BEASERL FJ,

1. U7 aBRL FAY TE TV YR MSERT 22U 7ILR— b &R L T, [0K]
Revzs )y LET,

Tera Term: FLIVESR .

CTCP/IP 1821680252
EARLG)
Telnet
SEH S8H2
Fait

22

ALUTO

® )7 ILE) —rR) |Cant: @51 —F (Comt) v

Fr)L ALTH)

[> U T7IILR— FRELER] BEIMRRINET,
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2. [BE] AZa—D[PUTILR—F] #2&ERL, [ 7LLR—  REEER] £4 707D
FRL.VUTILR—bOEREREZ LT, BREDERABRE] Raxvx 70y 7 LET,

Tera Term: YUT LRt BRELIES X ﬁ:;
1
H—kp): COomMt R =
2 ¥
OB [T S T =
)T a(A): none v ﬁ
kv FE S |1 bit v ~LFH) P

0 —HIHEIE): none v

1E(SIEHE

o |zuiRe [0 | sURATL

Device Friendly Name: 1R{S7R — (COM1)
Device Instance ID: ACPI¥PMNPOS01¥0
Device Manufacturer, ({E2EH —)
Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Version: 100.17763.1

AERICEHET R E, R—IF LI Ial—&—lcAsAy7Aary 7 rARRINET,

SSH T##E
Tera Term @ [Tera Term #F L W] BEEASERL FJ,
1. [TeraTerm#FH L Wk BETUTOHREE LT, [OK] Rgv%2s Uy LET,
@ [TCP/IP] %R
@ [FRAFICIP7RLZREASD

*,'7 MUToRIiE, UToR—MIERL TWBHE0OREMNTT,
=8 TyJ45—brTzA: lan0~3
loT L—& —: ethl

@ [HY—tvx] © [SSH] %#&#R

Tera Term: FTLWER X
® TCP/IP AT 1521680254 V]
MEAFJ0)

T2 O Telnet TCPR—H#(P)
|©SSH S8H/ \—/a (V) |ssHe >
OZmit

1P =273 2(N): | AUTO v

)7 ILE)

Feotl | AT

FLOWKRR MIERLBE, [tX¥ 2 ) T4 EE] BAVRTINET,




2. [Z®ERZXF%knownhosts U R MZEBMMTS] IF v 73T, HiT] Rgv%22Y
Y 7 l/ i—a—o

¥V F1EE x

known hostsU) 2 ZH—) 3" 192168 56 2 DI F IBYUF 4. BEEFGS-

FARD, B/ELISELTLSY — I FLTOSTeELBUETOT +
SEBLTUIE!

known hostsl) 2 D2 O AREBIL THEIT Y o2&, RBlImsZoEE Ida
HUET.

L]
1
=
o
=
)
=
ZiS

=) WD AR A SRR
RIER v aTI DU Ly OMDE  @EHATEE
lSHH25ﬁ:zanJ}{DQSEIq}{Ggiithq/NSHnOpvcoBJNTd/+dNyU

+--- [ECDSA 258]---+

v.0.0..0 4K
+====[SHA256] --~-- +

[ E4 2007 2 - #known hostsl) 2H 38T 2(4) |
I 1BEHA(D)
[SSH ZREL| BEAFRENET,

3. REWHEANLT, [OK] KE&>E7YU v o LET,
— X

SSHEAE
045 A% 192.16856.2
TERLETY
a-damN: ||l
v o I 4(
M2 D= F#EAF LIZER T S(M)
Oz —vzoki5Eda(0)
® LA 2= EFEEL)
() RSA/DSA/ECDSA/ED265 19584{ES
IIR(K):

rhosts(SSH1)E{E>

4 4

FAHR(F):
O F—R—FA 8557+ FEPEEND
O Pageant®{#5

ARERICESGTRE, F—I LI Ial—g— a4y 7Tary7rARREINET,




1.1.2 AERICATA VTS

EEEEBEEE @ @
AEBICATA VT EFIBEIE, PEICATA T 25658, 2EBUEICASA VT 255 TRR
DEYd,
gEica A>T 5
B4 &I Tadmin) EAAL, /SRT—=FIZAALTICEnter EAHL, BIA Y LET,
QA Lzhelc, NRT— RALETI2HENHY 7,

PHES 170 b — W

Ubuntu 18.04.5 LTS amnimo ttyMve

amnimo login: admin «A 74 >4 admin # AH L T Enter

Password: «/SA T — R % A8 9T Enter

Last login: Mon Oct 12 15:54:21 UTC 2020 on ttyMve

Welcome to Ubuntu 18.04.5 LTS (GNU/Linux 4.19.93-02928-g44990b3300f7 aarch64)

(%)
Changing password for admin.
(current) UNIX password: «/XR 77— R % AHET I Enter
Enter new UNIX password: FTLCERET /827 — K% AL T Enter

® 83X FLE

0 HANTF, WIXF, HF. 50 2EHEULEZED

¥, EROFEEEBITNXAT—FTH, UTOXRBFICHTITEZHEE. RETDHILIE

TZEHA,

o HEICEFIFNDHEE (f : test)

@ MECTILT7 7Ry bDF—R—FEF (ffl : 1234, abcde, qwert) 7 EDRBBIED H
LEE

o S niAEHE (f: testl234)

n NRRZT—RIZIE, UTOREICHTITEZXFINELZEL TS,




2EIBUREICO A>T 5
2EBLUREICAT A S 25E1E, PDEICKRELI/IRT—RFEANLET,

amnimo G Y —X/amnimo R ) —X 1
Ubuntu 18.04.5 LTS amnimo ttyMve =
\ o

amnimo login: admin «A 74 >% admin % AH L T Enter —
Password: GREL7=/8R 7 — K% AHL T Enter ﬁ
PN

Last login: Mon Oct 12 15:58:31 UTC 2020 on ttyMve
Welcome to Ubuntu 18.04.5 LTS (GNU/Linux 4.19.145-00773-gd341a7f2d77d aarch64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

..Jggegged..
?TMMMMMMMMNNgggggggeeges. . .

.JJ.. _TMMMMMMMMMMMMMMMMMMMMNmM. .
.MMMMMN,  ?MMMMMMMMM#Y"7?? ?7TMMMMNg ,
dMMMMMMN{  (MMMMMMMN. ...... 7MMMNe .
MMMMMMMMP . MMMMMMMMMMMMMMMNmM.~_ MMMMm -

_?71Y: (MMMMMMMMMMMMMMMMMN.  (MMMMN .
.gNNNmgJ... .MMMMMMMMMMMMMMMMMMMP  MMMMMy
jMMMMMMMMM#~  dMMMMMMMMMB "7 | © MMMMM# .
.HVMMMMMMMM#% ~ (MMMMMMMMB! . . JJggggx  MMMMM#t~
(MMMMMMMM= . dMMMMMMMD~ ~ (MMMMMMMMP - MMMMM#t~

VAR jMMMMMMMMY . MMMMMMMMM$ ~~ MMMMM#
«MMMMMMMMMr . WMMMMMMM9 MMMMMC
.MMMMMMMMMN& ~ ?T"Y9=" .  MMMMD
_HMMMMMMMMMm3J . . .. .JgR...MMMY"

7MMMMMMMMMMMNNNNMMMMMMMMM# =
. TMMMMMMMMMMMMMMMMMMMM#**

AoA>y7ary7rzonT
AERBICER LA ZIIRREINZ 7OV 7ML BRLTWAZYy S — b2 A DY) =X

=Z<AA
REICL>TERY T,
amnimo G U —X/amnimo R+ VU —X
Ubuntu 18.04.3 LTS amnimo ttyMVve

amnimo login:

amnimo C >V —X

amnimo C series AC10 version 1.5.0 build 00000

amnimo login:




113 AEFOT—brA—K—D/NRRJ—KAEZLET 3

7—bro—%&%— (LUF. U-Boot) | U-Boot O~ FE— FCiggi§5 &, U-Boot LizcaZ 1>

THIENHBICAEYET, AT —FHREESNTVWETDOT, X2 )T« L EHTS
lerrBOHLEY,

a7 PL—R—TlE, AHgEIFBATEZEA,

U-Bootavwy NE— KTRET 3
BEAERET AH1IC. DIP X4 vF7T [U-Boot A~ FE—F| ICHFL. EEAEELET,

U-Boota~>» FE—FDDIP XA v FERE
=
II\

1 2 3 4

Lo —EES— Y ADDIP RA Yy FIL 12 DI ERY FT,

BRAEAMD E UTONRZT7—RFADNET (AARE 108) (28 Y £FF0T, /XRT7T—F%EA
FL. Enter¥F—%2 ANLTATA LTI,

el

TIM-1.0

WTMI-devel-18.12.1-118f0bd

WTMI: system early-init

SVC REV: 5, CPU VDD voltage: 1.108V

(B%)

STATUS:SN=[300002] ,MACO=[E8:1B:4B:00:30:02],BS=[a:0 b:385 h:0 s:0],DIPBM=[ubootcomman
d]

am_show_board_status: CNTFRQ_EL©=12500000 Hz

Please enter password - autoboot in 10 sec... «/SZ T — K AN, Enter F—AJ
Return to boot status(@x55) for login

Amnimo>> run stopwdt ¢ <y FRyZICOEEY Y MEIE
Amnimo>>

*/'_/' o WMHI/NZA T —RIZOW\WTIE, BHEYR— TR E W,
@ NRNAT—RFREANDEKIZ3EETTY, 3EUEELKTS &, Linux &N E— K Ties)
LEY,
° U Boot F T4 %5E. run stopwdt Iv Y FAETIFBZET Vv F Ry 7 IC
2&B) ey FEELELTEESBABERTLZ2ENTEET, runstopwdt A< K%
%ﬁb?&t\i Se. BO®BICEEY Y T ARISERNNETT,
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U-Boot T/XXR T —F%ZZEFTF 3
ampasswd AX Y REFAL T, NRT—FEZBEFTHIENTETET,

R17H1

Amnimo>> ampasswd «
Current Password: SRIED /R T — FABk, Enter F— AN

New Password: «EBELF=WRRT—RKAN%, Enter F— AN
Retry Password: <BE. ZELLWIRT—RAD%, Enter F— A

OK
Amnimo>>

Linux &28E— F CEFT 2
DIP 24 v FT [Linux 28 E—F | ITERE L. reset A~ F=FMBLTHBEEHLET,

Linux #&2E8€— KD DIP X2 A v F&TE

=
T
1 2 3 4

YT — P ADDIP RA Yy FIE 12 DHERY T,

el

Amnimo>> reset « <HBitE)
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1.2 AREF o CLI Z&L&)d %
EOREEEE @ <

AEBOBTEAER(T B=-0I1C. EEOCLI L LTamsh 747 S APAERINTWET,

AR ML= —TIEATA > $5 L B amsh 7O I LDEELE T, ZDT8,
amsh# 7> av a5 L CRET 22 LI TEEH A,

NE,

PHES 170 i — W

CR amnimo C series AC10 version 1.5.0 build 00000
R
-,CICRJ\— amnimo login: admin «A 74 >4 admin % A H L T Enter
Password: GREL7=/SRT7— K% AFL T Enter
Last login: Wed Jan 1 00:01:24 +0000 2020 on /dev/ttyGSe.
amnimo$

1.2.1 amsh 7R 45 LA2FETT3
amsh 707 7 L3, UTFToLSICEEHLET,
E1741

admin@amnimo:~$ amsh «

122 F7>3>v%{flFTamsh 70475 L%2ETT 3
amsh 707 2 LOEEA 7> a v ICDOWTHRBEL T,

FTav
-V <level> CLIZasZLmaryy—iXsyslog CHATZ2O 7L _ULEEELET,
--verbose <level> | 8%E L7-BAE EEIMEWVIZEEBEENSL) LUVEVLWATAPHEASINET,
BRE/NT A=K —
none 0 FRLEW
emerg 1 FBICRBEOSVLHICHARERA S
alert 2 VBRI ERO S
crit 3 ZatosumhrnERZA S
err 4 I7—0Ry
warning 5 ZLE L N)ony
info 6 BEFRFZ AR
debug 7 TNy SRS
-V CLI 7075 LDN—Y 3 v %2KRT D,
-h CLI 7B 77 LOANVTHFKRT B,
E176)
amnimo@amnimo:~$ amsh --help ! NIV THERIRT B

Copyright (c) 2020 amnimo Inc. All Rights Reserved.
amnimo G series shell program version 1.0.0

Usage: amsh [<OPTIONS> ...]

OPTOINS:
-V <level>, --verbose <level> : verbose output to console and syslog
-v : display the version number
-h, --help : display this help and exit




1.3

ABFD CLI DIfFE

EEEEREE - <

Ty — bz A2 ) —XERHDCLI OFEIZOWTERBLET,

1.3.1

FEE—FICDOWT

AEZOCLI 08EE— FiClZ, AT 3BEIEFELET,
BEE—RICk->T, ETTEZREABRHERY £7,

1.3.2

FNENOEEE— FTTEIREICOVTIZ 121 FE— RICHIGEL TWL3 CLI DisE
#SBLTLIEEL,

—MHaA-—Y—-F-F

— A —HF—F—FlF user FAL—FICET 2 1—H—PRETEZE—FDZ LT, EF
BRICHERIBEZITI LN TEET,

amsh 707 7 LERITLELERIZ. K1 —YV—F—FR&h)xT,

EEEE—F

BEEEET— NI admin VL= ICBT 22—V -1 RIECEZE—FDZETT, —HK1—
Y —E— FOREICMZ, AEFZOHE (REZOBREESPCEER— FHEE) 21752 &M
TZEEY,
—fg1—H¥—F—FTenable av > FZETFHI LT, BEEE-FIIBITLET,
REE—F

HREE—FIE, admin V=7 ICET 21—V —DECEBE—-FDZ & TT, KFEERED
HERCEREEITI ENTEET,

BEEET— N Tconfigure A~ > RZE{TTHIET, KEE—FICBITLET,

o>y R7ory7MonT

v RF7arvy7FoFRRIE. FAMEPEEE—FICK->TERY £7,

BRESNTWEIRR FEZICEWT, 21— —F—FDBEIE[$) (FL), EBEE— FDBE
ZT#] Cv—7) ARTRENET, BEE—FDOBEEIL. [#] OoFNIIC [(E—FFT4L 2 U4
NERREINET,

? ARETIE, KX +£% [amnimo] &RIZELTLWET,

Ll i T _FF Lo bUSE [ofg] CRELTWES,

amnimo$

)=+

amnimott

(e D

amnimo(cfg)#
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1.4 EFE—FZ2EETD

.:é:. SN A [ g ’-':\\‘ N 7:\\ —
amsh OEITHIC, IFE—FZZEETH2HEICOVWTHBLET, =
—A—HY—FE—FHhOLBEEEE—FNIIZEE o
BEEEE—F~BITLET, o
BEEE— FICBTCE50Ik, EREEROFEEDHTT, %

amnimo$ enable +
password: «/XZX 7 — K% ABL T Enter
amnimott

EEET—FDIOLREE—FIZEE
REE—RABITLET,
REE—RICBITTE5D(1E,. BEEEEROMBEENDATT,

amnimo# configure «
amnimo(cfg)#

REE— PO oBEEEE—NIEE
REE—FZKRITIT, BEBEE-FNIIRYET,

amnimo(cfg)# exit «
amnimo#

BEEEE—F2O—M21—F—F—FICEE
EEET—FxRITT. 21— —F—FIZREY 7,

amnimo# exit «
amnimo$

— gL —Y —F— F&#T L amsh Z{= 1t
—I—HY—F—FTexit#ETI 2 &, amsh 7B 7 LAYRT L. Linux @ CLIIZEREY 7,

amnimo$ exit +
userl$




1.5 avwry RAaFEFTT5

EEEREERE - < ¢
CLI Tavx >y F2ANTHBRICFIB T 2HECaI VY FOETRICHAINIABL LIZOWNT
AL XY,

1.5.1 AN ztREd 5
AR Y FOANERT [Tab] F—%ANTEZ LT, a7y PR3 EABFHNICEHTT S A
TZEd,
FZWIZavy KAEEDZBEEIE. I~y FOEE—EARTRINET,
=176
LTIy — b2 OETHERLET,

amnimo(cfg)# int «Z 27T [Tab] #—%#3
amnimo(cfg)# interface «avy RAFEIND
amnimo(cfg)# interface et «Z 27T [Tabl ¥—%#7

amnimo(cfg)# interface eth ethe <B|HEAFHTEIND

amnimo(cfg)# interface lan «Z 2T |—TabJ F—%=HY

lan@ lanl lan2 lan3 S|IBOBEH—ELNFRIND
amnimo(cfg)# s «Z 27T [Tabl ¥—%#7

ssh syslog show «avy FOFEE—ENRRIND
amnimo(cfg)# ex+ <exit ZAMg L TEIT

amnimo# <exit CFBHLETIND

o loT L—%—0iFE. [eth] DEH—BL LT UTOBRIRRINETS,
amnimo(cfg)# interface eth ethe ethl

@ oTIL—%— BREA 73T bL—2—DFE. LAN R— b EEZIN TR
&, Tlan] DEH—BIEIFRINTE A,
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1.5.2 A~ R NoOEFEA#E1BY 5
BEICETLZaY Y FZ . BE (X M) —F—%) L LTRESENTWET, [T & T F

— A ANTBZET BEICEFTLAEAY Y FERRTDZIENTEET,
e 1¥x¥—: avrvFrFoEECTl2@BENITY FERRLET,
l*¥—: axrvFrFoERETCl2BEBAEOI~YY FERRLET,

B T. command-a, command-b, command-c DIETa~ > FEETLIIEES. BREIZUTOD
S2ICEBRZENTEET,

PHES 170 i — W

1761

amnimo(cfg)# command-a+
amnimo(cfg)# command-b«
amnimo(cfg)# command-c+

amnimo(cfg)# <Y FADDRWIKEET (1] F—%#7F
amnimo(cfg)# command-c <ERETETLAaAYY RARTREND

amnimo(cfg)# command-c <BE 1] ¥—%#3

amnimo(cfg)# command-b <l DEREIADIF-T, EfFL7ca~v >y FAKRRIND
amnimo(cfg)# command-b <BE 1] ¥—%2H7

amnimo(cfg)# command-a «IHIC1IDBEICETLIZaYY FAFRREINS
amnimo(cfg)# command-a T [V F—%HF7

amnimo(cfg)# command-b A DOBERICETLEaAYY RARTREND
amnimo(cfg)# command-b T [V F—%HF7

amnimo(cfg)# command-a «IHICIDEMIICETLIZaYY FAFRREINS




153 ITo7—Xytw—TA5D
AT Y RAETLIEZEEICRRENDE X vE—T1F, < DOBEEIESENTUVWET,
STl T RELIEEZTDODXAyE—2IZDOWTERBBL E T,

EERER
AV Y FAERITLIZEEICZ T —HAFRET D&, amsh AT T LD verbose 7Y 3 v IZin L7z
Ayt —=—UHhRRRINET,
FHLLCIE 122 A7 ava [t Tamsh 7RV S L%2ETT 3] 28BLTLEIN,

e

amnimo$ enable +
amnimo# configure «
amnimo(cfg)# hoge <
verbose 77> 3 DB LEVEL IS/ Le X v E—YHRFRREND

amnimo(cfg)#

BB B ERF
Ay FOETEHICHELSANDBEEAREL TWEHEEIZ. TELTWARTFERN—ERTIN
EJCIN
LTI, account a<v > FCEEDI—H—DT7Ho Y b 2RET L2052 RLET, 7HT7V D
HEE—RFRTHRRAT—FAZBLLYELTWETA, FIL—T%2RETINENH DD, T
—EBHOTWVWET, exit AV FTCHEEZFILETSHE, FlELTHLWAE I hZE2hoNET,

E1761 (V1.8.0 LARE)

amnimo$ enable «

amnimo# configure «

amnimo(cfg)# account user usernamel «

amnimo(cfg-account-usernamel)# password secret ENCRYPT-USERNAME1-PASSWORD «

You must fill in the following required fields: «group DEFRENTEL TWS

group

amnimo(cfg-account-usernamel)# exit « «THIY FDOEREE—FZRT

You must fill in the following required fields:

group

Cancel configuration? (y/N): y FLIEY ZIRTLEREZF v, n

F721E N, Enter ¥F—%33 L REICRS

=L

o (y/N) 1. y (yes) £7z1x N (No) #&XLTVWET, ANFOAAT 7 4L FELTHEE
™ ENTWBREETT, AHANBTIC Enter F—%Wd & AXTOHINBIRENES,
oy (Y) £721Z n (N) LANOXFAANT R E, BE. FELTHLILAE I hE2AS

nEd,

PHES 170 i — W




1.6 (EFLteEzMAT 5

EEEEREE - < ¢

CLI Z{EMT 5 ECRICIIDWEEIC DLW THBAL £,
1.6.1 ~ILTEZSRT D

2] F—%FF & ATV FONRITA =K —DEF—BEENNT Ay —FKRRTHIENTE

9, BERE—EBIPLVNEEIE. FrU v U x—r [<er>] XEARTEINET,

=176
amnimo(cfg)# “AEADEFIC 7] F—%FT
interface Setup network interface setting.
€-1:-))
exit Exit current mode and back to previous mode.
amnimo(cfg)# interface «aAVY REEARR—ZIHEIFT [?] F—%HFF
<IFNAME> Interface’s name.
amnimo(cfg)# s «AADZEFT [?] F—%HT
ssh Setup ssh service setting.
syslog Setup syslog service setting.
show Show configuration.

amnimo(cfg)# exit «aAv Yy FEFEFRR—(HITT [?7] F—%FF

<Cr>

cexit AX Y FITIE/NT A —R =D W=dH<cr>hFRRIND

PHES 170 b — W




B2E AEmOEREEE

AEBETIE, RERZDOY T — b7 7—L T2 T7DT v 7 T— b &V T=REDEARIBIEIZ D W TERBA
L*d,

21 AFRERZEUVT7—-bT5

¥ s e i i R R
AEGZE)T7—FT2IC1F BEEE—FTreboot v FZ2EITLET,

==

reboot [type <soft | hard>]

REIEE
1HH AR
type B A TEIEELET,
soft V7 b7V T EEITLET,
VRTLEEELTHADY 7—=FLET,
FT7AHILMEE L TEHRESNTVWET,
hard N—KR7zT7 )T —rA2EFTLET,
PRTLEEIEETIC, N=F YUz T OBERGREESE
L. VU7T—=FLET,
’ N—=FzT7YVT—brDETICE>T, 774
(W L R T LDBIET B REEELH Y £,
175
(EEE

amnimo# reboot type soft «
Are you sure you want to restart? (y/n): <« [y| F¥—IZ#5l} T Enter 2 AN

P d O~ FORTEF v AT BT [n] F—ITHUT Enter EAHLET.

PHEES B o W8

con
Ho

e




22 AERZOBBREF7I1CT D
e i Apuings g ’?\’:‘
() S o) o (v e EETRCS
AE@RET vy bR REICHEITT 21214, BEEZEET— N Tpoweroff A~ FEEITLET,
E1TH
(emzlRD

amnimo# poweroff ¢«
Do you want to stop the system? (y/n): « [yl *—IZHEIF T Enter Z AN

PHEES B o W8

con
o

e

E‘/ A% Y ROEFEF v TBICIE. [n] $—CEIFT Enter AN LES,

23 AXREBROERESEBT S
5 S EEREE ) @ &
AEFODETILEZOCV Y TILESHEEARRLET,
=174
v RFOADERENDE, TRTODE—-FTHELTT, AT, ZvPF—bT7 24 TO—RI—
Y—F—FOERTHERLET,

(a-v- D) w2 D & = Gl

amnimo$ show device information +

manufacturer amnimo

board AG10

series G

model AG10-010JP-10-512G
serial 012345

revision (%]

date: 2020-01-01T00:00:00Z

*L,? HEN R 255G, board, series, model IZ, EEICEBOARNKRRINET,




2.4 TJ7—LT7 7% {ET B
T7 =Lt TDEHCEKEREDEREEL T,

241 T7—L7xzTONR—=Ya3vERRTD
% s Ny N N s s
i CESR ERERGIES < <&
T77—LT T D=3 EREFRTT BI2I1E, show firmware 3~ > FZ2ETLET,
E1TH

— LAY —FE—FELBEZE—FNT, AY Y FOAREREBDIFRLTT, UFIC, TyPHr—+
JA TCOEEBEE—FOETHERLET,

amnimo G series AG10 version 1.4.0 build 13992

Kernel: 4.19.195-03776-g3ad1b025c60 #1 SMP PREEMPT Wed Aug 4 ©5:18:02 UTC 2021
Bootloader: g88baf9249d (Jul 30 2021 - 05:24:48 +0000)

BootArea: 1

Partitions: 5

Pd weErasnsins WECEEONENERENET,

242 T7—LT7zT D7 7ANEERTD

% s vy e v D

5 S EEREE ) @ &
T7—LTxTHBEETDHIEEHRLET, AT —NRN—ICHBZT77—L T TICDOWTIEX Y
vAa—REERLET,

2

firmware file check URL

REEHE
URL URL (CIE, HTTP ® FTP R EDIEREIBE T 2 2 &N TEEX T,

IR, Z27ANEEEBERNEA T Ty S — b9z ARD 7 7—L 77774
)L agl0-v1.0.0-bl.amf & L7256 DOXREMERL £,

0 XMNL—JICHEHETDH7 7 ANEFERT 55
file:///media/usb/ag10-v1.0.0-bl.amf

o TFTIPHY—N—IIHFEETEZ 7741V EERT 256
tftp://example.com/ag10-v1.0.0-bl.amf

® N7 — FEREEXED FTP Y —N—|IHEHET B 7 7 (Ve EAT 256
ftp://username:password@example.com/ag10-v1.0.0-bl.amf

0 N—2y YR D HTTP Y—N—ICFET 27 7MLV E2ERT 256
http://username:password@example.com/agl10-v1.0.0-bl.amf

o N—y URAMED HTTPS Y —N—(CFEHET 2 7 7 A L& ERT 256
https://username:password@example.com/ag10-v1.0.0-bl.amf

PHEES B o W8

con
Ho

(3




;'7 B ANBD T 7 — L T EIEBT B0k, [Hfkte 77—L7z7] [TAIY b
Z IRZAT—=F] DERHFIDETT, THT Y FENRRT—=RIZOWTIE, #8EHR—F
ICRE ZEAK < 72 Uy,

o B :EBR&AT7TyIr—toxA
https://(77 h > b 4):(/<X 7 — R)@package.amnimo.com/firmware/agl0.amf

BH2EO URL [TV TIE, &iEDY Y —X / — bESBIZE W, VY =X/ —FZiFB
FEIZYVY —=RL7=77—L7T7DOURLBEZBHINTWET, BV -/ —k~DT 7
CRALETHT Y b ENRRT— ERRETT,

HetE Yy—=/— b

. . amnimo X/G/R > —X DY —X/—k
R

@]-@- amnimoC ¥ —X YUY —x/—F

PHEES B o W8

con
Ho

e

E1781
)=+
KvA— R

amnimo# firmware file check ftp://amnimo :xxxxx@amnimo-host/firmware/staging/aglo-1.0.0

-b12345.amf <
Downloading...

HHHHH R T
ZyvA—RFETH

amnimo# firmware file check ftp://amnimo :xxxxx@amnimo-host/firmware/staging/aglo-1.0.0
-b12345.amf <

Downloading...
A S R R R . 100. 0%

version: amnimo G series AG10 version 1.0.0 build 12345
contents: rootfs bootloader

36.3%



https://package.amnimo.com/docs/IM_AMD03A91-01JA_Edge%20Gateway%20Release%20Note.pdf
https://package.amnimo.com/docs/IM_AMD06A91-01JA_Compact%20Router%20Release%20Note.pdf

243 T77—LTzT%HIBRT S

5 SRR < <0 &

XYy A—RFEAT7—LT7 T 77A)E, firmwarefiledelete A~ FTCHIRT A Z &N TE
i—a—o

9 @ X yvO—REFHADT7—LT7xT774)E, RAM ICREFEENLTWET,
@ X7vA—REFADT7AILAKBWGEEIZ, A~ FOETEIZ T[ERROR: Firmware file
does not exist.] &FTXREINE T,

PHEES B o W8

s

e

amnimo# firmware file delete «
Deleted!

244 T ry—LT T HEHITH

5 R BRI < <0 &

AEUFOT7 7 —L7 T OBEFHERICIL, BEEBETRBBO 2 2B Y £9, TNZNDHEE
EHTDI21E. firmwareareaupdate A~ FA2ETLEFT, KA~y FEE{TT 5 &, Bics
TENEINELTRONES, BREZHATIE, 77 L7z T7HAEHFRINET, (UTF, &
BEEIC L 2EHAEE [2FFH] EHUET,)

,, 21:37/ FAEEFTTIHIC, 77—LT7z2T7774L%EXE T yA—FLTELBENHY £

2

firmware area update [target <back | both>] [force <true | false>] [url URL]

REEB
1HH SES
target BHILE—T Y M ERELES,
RE S
back REES L TOWAWTRESZFFLET,
both WAOTURBEHEZEHL T,
.,., F 7 #J)L MEIE V91.7.0 LUF Tl Tback] . V1.8.0 L ETIE Tboth] (27
DEF,
force BRI, 1Y IERTHINEIHDEZHRELET,
RE S
true a1 —H— TR . AEICEREEL 9,
false BiEdT 5EIc. - —ICHERLET,
url URL ICIE, HTTP ® FTP R EDIEREIBET 2 2 &N TEE T,
LUFIZ, 774 L%% agl0-v1.0.0-bl.amf & L7-3H5EDREHNERL £,
0 XMNL—VILFEHET B 7 7ANEERT 455
1) file:///media/usb/agl0-v1.0.0-bl.amf
® TFTP Y —N—IIFET L7 7 AL EERT 225G
) tftp://example.com/agl0-v1.0.0-b1l.amf
® /N7 — RBIEIED FTP H—NR—I|ZFET D7 7 AL EERT 256
f3]) ftp://username:password@example.com/agl10-v1.0.0-b1l.amf




AR

0 N—y URIEMRIGD HTTP 4 —NR—|CHFEET 27 7 AL ERT 255
f3]) http://username:password@example.com/agl10-v1.0.0-bl.amf

o N—y URRAMICD HTTPS Y —N—(CHFHET 27 7MLV ZEHT 555
f3]) https://username:password@example.com/ag10-v1.0.0-bl.amf

I URL DAN%EEBES 2 & firmware check ARfTEN, 77 —LT7 7
vT_I, MNETA—=REATHNEZENEZFERAL. 7 ya—FahTuniairh

T 7 —I1CiY) £9,

PHEES B o W8

s

e




E=1761 1 (V1.8.0 LAK)
EBEE-—FNT77—LXT7YA—REHRDRKRETT v 7T — TR TOERLES,

G

amnimo# firmware area update «
Do you want to update (full update) the area with the following contents?
After updating, restart the gateway.

Update area: Both sides
reboot to update? (y/N): « [yl F¥—IZH:1F T Enter # A

9 I Y FOERTEF v LT 25214 Enter EANTEH. [n] F—IZFITTEnter Z A
=8 HLZx7,

=174 2 (V1.8.0 LUFE)

BEEEET—-FCT77—L 77 ® URL(ftp://username:password@example.com/agl0-v1.0.0-
blamf)ZIETFE L. 77—LTzT7DX7yA—FERERHL CWAWLEEEEZ 7Yy 77—+
2T EITHERLET,

L=+

amnimo# firmware area update target back url ftp://username:password@example.com/agle.

amf <
Do you want to update (full update) the area with the following contents?
After updating, restart the gateway.

Update area: One side
reboot to update? (y/N): « [yl F—IZH51F T Enter 2 A

4':? ATV FDOETEF v I BI21E, Enter AT EH. nl F—I2HITTEnter 2 A
=N HLZ£7.

PHEES B o W8
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o
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245 TJr—LUxzTORNETIYT7EEHTS

EEEEEEE « ¢
WAERE L TWALREEZE 5 —ADORREEICOE—3 5354, firmwareareasync A< > R
ERITLET,
AE— DRI, rootfs EIM & userfs TRIFTY, IE—KDTRBBONAIFHIBRENET,
RAvX v FaRTI2E, BREBITZNEI N ELTRONET, BEBZFAIIDLLE, 77— L4
T THEHFENET,

PHEES B o W8

s

==

firmware area sync [force <true | false>]

e

force BEE, 12— —ICERITEIHEIHIERELET,
RE AR
true I—H—(CHERETT. BHNICEREEL T,
false BEHTIEIC. 12— —ICHERLET,
175
(EEE

amnimo# firmware area sync «!
reboot to sync? (y/N): « [yl F—IZH51F T Enter 2 A

'"",'_) IV Y FOETEF v LT 3213, Enter AT 5H. [n] £—IZFFTEnter Z A
=8 HLFJ,




246 EETIIURMEEERES

W sn A A [ ’?\’:‘
BRI L TV S TEERORT L REET VT, 2
=
TEEBERRT 5 N
REOTEESERRL 7. 5
e 0: 7 Aaia,w 0 DBE ®
. 1 o5 =
%545 i

I FEEERET KT, a7y FOANEHABRL TS, MFIC, —B1—4—
- FOEFPIERLET,

(a-v- ) wes D & = Sl

amnimo$ show device boot «
1

REEET BT RMBEZRET S
REEENT 2 TREE%ZEXTET 2355, deviceboot A~ > FAEEITLET,
ROV FITIEH, T 4A=2—¢ LT, UTFOoWTnHrDEZIBEELET,

e 0: EETYT7H0DHE
o 1: EETYT7H 1 0HE
el

rms D) &= Sl

amnimo# device boot @ «




EHREEHTD

247 T ry—LTzT DNy —

':+:'5N [ [ Ay
%
Ryl r =Y DEFBEREZDMEL. BEFHIAH 2/ 5 =D X M EERRT ZICIE, firmware i
package update A~ > KA ETL XY, =
ARy L= R —Tld, AEEEFFIATEZ A, %ﬁ
T
2
=176 £
:
2
(EEE &
amnimo# firmware package update «
package name new version old version
amnimo-cli 1.2.0 1.1.0
libag-baes 1.1.0 1.0.0
libarchive 3.2.2-3.1ubuntu@.6 3.1.2-7ubuntu2
isc-dhcp-client 4.3.5-3ubuntu7.1 4.2.4-7ubuntul2
(BE)

248 Tr—LITTDONRYT—IHEHRTH

T7 =L T DNy = EFHRT SI2IE firmware package upgrade O~ > RAE{TL 7,
BHENB Ry Tr—2ld, 77—LT7xzT7ONRyT—VIEREEFLI-E ZICRREINE NNy r—
TTT, AT, AERRICK2BIHERE [EHFEH] LFUET,)

1247 77—L7zT7ORyr—2ERE2EHT 5]

=|7 @ Vr—LTxTONRy =Y EERICEE L TCEHRT DI LIETEE A,
= o THLEEIL, apt/Nw T —YEBEIRTFLEFERALTVWET,
Iy = DEFEEICIE [--force-confold] A7 a vAEAEENET, Thick-
TNy T =V EHTENY T =V DERET 7 ANDEEINIHETH, BERID
REZ7FANDERINE T,
o Ny T—VBEHKIZ. X2 T DBEESAEROBRESHEHELFT,
e IV/NRYU MIL—R—TlF, AERIIFATEEEA,

el

=1

amnimo# firmware package upgrade «
Downloading amnimo-cli..
Installing amnimo-cli ..




SEEH - EDFEHFICONT
LUTICEEEREEDEFOEWNIODWIEREH LT T, TNZTHOEFEICEL., FIRRRICIHE LT

FENDITEZ ENAEETT, 5
2
SREH =S =
oy | HRS SR A *
PR @R A MR INET) GBE7 74 MEREFINES) £
SREH £ T %
H BB ENB D, 1| Y TV A BATA YR b =
N \ rootfs —H—AMETA R b— | &l — L LRy — I3 RF $ﬂ
BEEE WLy r—Y bl ENES, i
nE+, F
userfs | Xy&4 PSETS)Y
A | TR SR
SSD | x4 SR
RETY 7OEH e ATAE e R
£y 0— FEOBE |+ I
aX b
£ 420
o LENEH & MESAE DM
BEIHEEEI A, @
AEHT 2541, BB
T 7RI EICH
Srnd V. TV 7RERICIEN 10
EHIE SREDBMABE L
DES,
0 ENNH BNy -
Lo Tl 2HFH &
UL EBEAND BBAD
HYES,

249 Tr—LTxTDONRyT—IERT 7AILEEIRT S

77 =Lz T DNy —=PER7 7 AV EHIBRT 5 (2IE. firmware package clean O v > R & E
TLET,
28 b= 2 =Tl REEERIATE A,

=174
wEE

amnimo# firmware package clean «

2 T7—LzT 0Ny —EEIBRLIEhEIC, BENNYy =B LIZWEEIE. /Sy
=N S —JBHREFFRL TSN,
247 77—L7xT70ONRyr—JIERAEHRTS]




25 Ny —=TURI L DB

Ry r—J YRS b YICET3BEEITWVET,
VR FL—R—TlE, AHEERFBETEE A,

251 RNy —=TURI MY OFEEREEMT S
Wy = )R R OFRIIEREBINT 5(21F. aptauth a~ > FEETLET,
25

apt auth hostname HOSTNAME username USERNAME password PASSWORD

REEH

I5H e

HOSTNAME Wy r—=P YRS PYDRRAZEANLET,

USERNAME Ny =2 URIMYDORIEICERT 21— -2 ANLET,

,, ® R A 32XFT.RFC1738 THREINTWLS "user” Hn"%"&"?
4 "EBRWXFEFERTEET,
o JEHH 1 NF RV | XFIERBFOAEMARETT

PASSWORD Ny —=PURS Y ORIEICERT 22T —REANLET,
® ZA32XFT.RFC1738 THREESNTWB user” #5"%"&"?
.'T_I "EHRWEXFEEFERATEES,

o X7 —RRFEXTRIFEINET,

el

amnimo(cfg)# apt auth hostname package.amnimo.com username testuserl password testpass
1 <

252 Ny —IURI MY OFREFEREAYIBRT S
HRAMZEIBEL CRALBHRZEIBRT 5I21L. noaptauth A~ > REETLET,
=550

no apt auth HOSTNAME

REEH

HOSTNAME BB ROTRA M2 E AN LET,

el

amnimo(cfg)# no apt auth package.amnimo.com «!

PHEES B o W8

s

e




253 RNy —TURI MY OFIAEFEREERTT S
Ny r = )Ry b ORIEEREFRT 5 121E, show config aptauth A< > FEETLET,

-]

g3 2
show config apt auth =
&

=474 =
mu]

BEEZE—RFELREE—FT, A Y FOADEEAIZFRILCTY, UTIC, BEEE— FOETH D
ARLET, =
s

&

(3

‘en D w = B

amnimo# show config apt auth ¢
# ---- Apt auth configure ----
apt auth hostname packagel.amnimo.com username testuserl password testpassil




26 A—Y—0DNRRT—-—FEEETH

% s oy gy v =
I—H—DNRAT—FZEEIZIFE, OTA Y L TWBR3aA—HY—HNEED/RXT—RKEZTBETIEHEE.
BEENMBOI—F —DNRRT— KEZESTIHENHY £7,

26.1 AOZAYLTWBRIA—YHY-—BEDNXXT—-—RKEZTET?

A4y LTWba—H¥—H,H BHEBEDOTHTY bDONRRT—REZEET 5I21E, account
password A< ¥ R#ETL X7,

PHEES B o W8

con
o

e

=174
IV RFOANEREADE, TRTCOE—-FTALTT, UTIC, 21—V —F— FDOETH %R
LEd,

a-v- D) wex D) &= G

amnimo$ account password «

ki

(current) password: SRED/NZXT— K% AL T Enter
Enter new password: <FHTL WX T — K% AL T Enter
Retype new password: <BEFHLWAIXT— K% AN LT Enter

passwd: password updated successfully

Iy’ FEEBEZLTVWEWEZDIINRT = REZBETCERL 2755, UTODIT7—Xyvt—

-

Ll xrinze
A4 Y LTWBT7HTY FDRRT—FKHEE> TWBIES

passwd: Authentication token manipulation error
passwd: password unchanged

FLOARRT—=FEBEAALLEFLLART - RFA—RLAWESES

Sorry, passwords do not match
passwd: Authentication token manipulation error
passwd: password unchanged

BED/NRZT—REFLLWIRT — AR LES

Password unchanged.
passwd: Authentication token manipulation error.
passwd: password unchanged.

HLWART— FHBET E 255

Bad: new password is too simple
passwd: Authentication token manipulation error.
passwd: password unchanged

, NRRT—=RIZIE, UTOXRBFICHTITEEIXFINEHREL TLEEI WL, XFHITIE
I RFC1738 THRE SN T L5 “password"HERETE X,

e 3 FUUE

& TANF, BINF, HF. BH502BEULEZET

T, LROZBEF I NNZAT—RFTH, UTOXHFITHTILE2HE. RETD

ZElETEEE A,

® HEIEFNDHHE (f : test)

° Tii?—’@?/lx77/\°‘y FDF—R—FE] (] : 1234, abcde, qwert) 7o & DFRA|]

Mh B S




o DA EHLE (f: test1234)
[ passwd: Authentication token manipulation error. ] [ passwd: password

N Unchanged.] . /S2 T — FANICRIEASD Y, K72 XIcRRaNET, =

2

262 A—Y—AHETLT/NRT—RELTETS =

BELII—Y—DRRT—FZEBELET, ﬁ

=

account password USERNAME ?

5

&

USERNAME NRRAT—FRAZTBELI-\WI—YHY—Z%EELFT,

£174)

amnimo(cfg)# account password usernamel ¢
Enter new password: <FHTL WX T — K& AL T Enter

Retype new password: <BEFLWAIXT— K% AN LT Enter
passwd: password updated successfully

5;; FEEBEZLTVWEWEZDIINRT = REZBTCERL 2785 UTOIT7—XyvtE—
= AERINET,

FLLWARRT—=REBEADLEZFLLARRT = A=K LAEWEGES

Sorry, passwords do not match
passwd: Authentication token manipulation error
passwd: password unchanged

HLWART— FHWBET E 255

Bad: new password is too simple

, WNRT =R, UTOREFICH T EDIXNFINEREL TS0, XFEHITIE
RFC1738 THRE I N TS “password"MWRETEE T,

e 3XFULE

0 HANF, WIhXF. HF. L5 2EHFULZED

¥, FROFGEEFE-IT/NRT—=RTH, UTOXRBICHTITEZHE. RETH

ZElFTEFHA,

® HEIIEFNDHHE (f : test)

& HFECTINT 7Ry bDF—KR—FEF) (] : 1234, abcde, qwert) 7 & DFRAY
MNHBHEE
LRoEAEHE (B test1234)




27 THOVFDOEFEET S
.:é:.sn [ Ay [ "::\‘\?’:\\

A—HY——BOFR, I—Y—/FIL—TEHREBBRDOER, 1—H =/ IL—TDREREEITVE
ERS

271 21—4HY——ExEXnT 5
I1—HY——EAHEKRTBIZIE. showaccount A~ KEETLET,
=174
BEEZEE—RFELZEE—FT, A Y FOADEEAIERLTY, UTIC, BEEE— FOETH
L ET,

G-+ EX )=+

amnimo# show account ¢
amnimo

usernamel

username2

(&)

BERNIA v LTWwWbda1—H—h BoEEOI—F—%FKRT 5T, show account now 3%
Y REERTLES,

176

AvY FOAREHAIE, TRTOE—FTRAILTY, AT, —R1—H—F— FOETHZR
LEY,

a-v- ) sl (u =

amnimo$ show account now +
usernamel

273 a1—Y-—-RBEEFKR~T D
REEHFINTVWA 1Y -0 1P -—FEBEREF T 5I21E. show config account a<w > F
EITLET,
23 (V1.7.0 LLgT)

show config account [USERNAME]

25 (V1.8.0 LU&)

show config account user [USERNAME]

HEEE
HH kS
USERNAME I-Y-RERELET,

HHh7+—~v b (V1.8.0 L)

# ---- account user USERNAME configure ----

)
2
=1
Vi
@%
e
D
5t
23
&
43




account user USERNAME
password secret ENCRYPT-PASWORD

group GROUP =
LOGOUT-SEC 2
EXPIRES-DAY =1
HHIEE ;—5
=<
EE Mok =
%))
ENCRYPT-PASSWORD EStaN/z/NAT—RKARREINE T, =
GROUP WTFOI—H— 2 — 75 L VRED S L — TREREECRES NS fi
N—FEARRENET, s
admin S —H—
user — - —
LOGOUT-SEC BAENGWIREETBEEIRN 7Y T 5 oM () A, 1~3600 D&
FCTRREINET,
RIE N
E=Eo) [auto-logout @272 FREE| ER/RTRENET,
i35 [no auto-logout] &FRRENET
EXPIRES-DAY N2 — FOBEZERE (B) A, 1~9999 n&HE TR RENET,
RIE FIN
E=Eo)| [password-expires RTHFE| LFREINET,
7 [no password-expires| &FRRENFT
@@,@" VY M L—Z—TRFRINE A,

=176 (V1.8.0 LIF%)
EEEE-—FEREE—FT, A FOANEHDIIRAL TS, UATFIC, BEEHEE— FOETH
ERLES,

L=+

amnimo# show config account user+

=

E

ke

# ---- transition to configure mode ----
configure
# ---- account amnimo configure ----

account user amnimo

password secret nlp5T84zojPAIbdoOsx/qw==
group admin

no auto-logout

no password-expires

exit

# ---- account usernamel configure ----
account user usernamel

password secret Kg/9EydlUSoHeZmB92RPVg==
group admin

auto-logout 60

password-expires 90

exit

# ---- account username2 configure ----
account user username2

password secret oksgDydlU9TdBHanqY1Skg==




group user
auto-logout 60
password-expires 90

exit

# ---- exit configure mode ----
exit
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274 1—HY—%HRETD
BEOLI—Y-—DREZZELLY, FHRTI-—Y—2EBMLIYT25HE 21— —DFMKRE

E—RIZBITL, BEIAT Y FEETLEYS, CITEELEARIE. BE7 7A4LICEEAEHN
EJCIN
23t (V1.7.0 LED)

account USERNAME

group <admin | user>

password

password secret ENCRYPT-PASWORD
auto-logout <1 - 3600>

no auto-logout

password-expires <1 - 9999>

no password-expires

exit

no account USERNAME

PHEES B o W8
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=234 (V1.8.0 L&)

account user USERNAME

group <admin | user> <7 /L — 7EREMBETIER L7z — T & HRIRAIBETT,
password

password secret ENCRYPT-PASWORD

auto-logout <1 - 3600>

no auto-logout

password-expires <1 - 9999>

no password-expires

exit

no account USERNAME

avw v R

account user USERNAME IC2—H¥—Z%iEEL T, 21—V —-DFREIT Y FEZETLET,
;1'7 BREE—FTCaAYY FERTTHEIEBELLI—Y—DFAZEET—FIC
=B BiTLET,
- A—H—FITIF, UTOEBICHTIIEEXFIEREL TLLEE L,
(I o 1 XFUULE, 32 XFUA
o LINF, HFELIL
o BFOADIFINIEEI, (NN—2 3> 2.0.0 LUK)

group UTFOaA—HF—2N—7TEBLO0BRDO I — TEFHEEE TR T INT - IL—T %
HETELET,
B AR
admin EEEI —H—
user — g2 —H—

ETRDIIN—T TN —TRERBETEBML IV — T4




password NWRT—RzeRELET,
IWNRT— NOEBICEINT 5 &, BEL LI/ ZAT—FMRESINET,
, WNRRT—=FIZiE, UTORBFICHTIEEAXFIEZHREL TLIZE W,
- RFC1738 THRE SN T 5 “password" A RETE£7,
® 8 FLLE
& LANTF, BNNF, HF. B502@BEULEZED
¥, LROFKEE/-T/XRT—=FTH, ULTOXHEICHTIEE 254,
RETDHZEIETEEF A,
o HEICEFINDEHE (f: test)
o HMFLTILT 7Ry bOF—K—FEF] (f: 1234, abcde, qwert) 7
EDORBIMENH D EE
o oA ELE (f: test1234)
password ENCRYPT-PASWORD (2, /8RR 7 — REBESIL L7=XFF%5EE L T, /XX T—F
secret ZEHLET,
auto-logout BENLWIRETEBHR S 7Y b T 5ETORB (W) %, 1~3600 0EFTHEE

LET,

no auto-logout

Beins 7o hEEMICLET,

password-
expires

N2 —RFDOEFERE (B) %, 1~9999 O&FHHETHEEL £7,

@@/@" AVRT PIL—Z—TREETE £ A,

no password-
expires

N — FOBEIERZ EFRICREL £

@@_’@ YR PL—R—TIIRETEL A,

show config 1I—-HY-0FREEFRRLET,

LI, 273 24 —%TEA2EXTT 2] 2BLTIEEN,
exit 1Y —DFMREE—FEKRTLT, RET—F~BITLET,
no account USERNAME ([C2—HV—Z%EEL T, 12—V —%ZHIBKRLET,

E1761 (V1.8.0 ARE)

BB userl ZEBMT 24 (BBIO STV b EEh. /XX 7 — FAZHHEBR © EHIBR)
amnimo(cfg)# account user userl «
amnimo(cfg-account-userl)# password ¢

Enter new password:
Retype new password:
passwd: password updated successfully.

«/XR 77— K% AFL T Enter
<HBE/NRT—RK%AHLTEnter
«/XZA T — R DEB IR

amnimo(cfg-account-userl)# group admin «
amnimo(cfg-account-userl)# exit «

— &I —H —guest ZBINT 5 A

amnimo(cfg)# account user guest «

amnimo(cfg-account-guest)# password secret jVh/Ewuxz8cuK1f4AmKOnA== «!

27— RERE

«BES/

amnimo(cfg-account-guest)# group user «

amnimo(cfg-account-guest)# auto-logout 300 «
amnimo(cfg-account-guest)# password-expires 3 «

<BHER0 777 k% 300 BIHKTE
«/X2 77— REHEAR %A 3 BICEKE

amnimo(cfg-account-guest)# exit «

— %3 —H —guest ZHIkR3 55

amnimo(cfg)# no account user guest ¢
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215 JTIL—TREHXFRRT D
REZHKINTWE AP -0/ IL—TELEBFREFRT 5I21E. show config group A~ > K%

ETL LT, f
zll_) o AiaElX GUI DIERDAXIIS L TH Y. CLi(amsh) DIRIEHERICIEXE L TLEH Ao =
= CLI LOREERITF L KHER L= N —T 13T 74 FRE LR UERICER Y £7,

o EWEHELSIL—TFThH?% admin ICOVTRHFREINEL A, -
=<

ZRX D

=
show config account group [GROUPNAME] ?LK
=

- ({3
X EIEHE
IBHH RE
GROUPNAME TN—TAEEELET,

HAZ7+—<v b
# ---- account group GROUPNAME configure ----

account group GROUPNAME
authorization scope SCOPE_ID

B S
GROUPNAME TIN—TahRRINET,

SCOPE_ID SN—TIEHLTHESN TV ER—EFUTO7 4 —<y b TRRENE
£

ACTION:SUBJECT:RESOURCE

BIEEREZRLET,

ACTION ? BRINTWBIHEEIE, TRTOREERIMTS
i nTWBZeERLET, FLEBINTVWEIBE
i, b EBRINEd,

BRIFERZNETHENTIVZRLET,

SUBJECT — LEEENTVBEAIE. TRTOMENT T 5
LET, FHLERINTWLBEEIF, ""HEKIN
ESE

RESOURCE BRIFERZNE T HEZRLET,

BISTA—RZ—DEEMIE. (277 VL —THER 7L —TEREEDEE/
TA—=—R—IZ2DOWT] BB,

E1THY
EEEET-—FEREE—FT, A9 FOAANEENIZAL T, UTIC, BEEE— FDOETH
Rl ET,

wns D nz ED

amnimo# show config account group

# ---- transition to configure mode ----
configure
# ---- account group user configure ----

account group user
authorization scope show:device:information




authorization scope show:device:firmware
authorization scope show:device:boot
authorization scope show:device:hostname
authorization scope show:device:timezone
authorization scope show:device:account_user
authorization scope update:config:account_user_password
authorization scope show:device:mobile_module
authorization scope show:device:mobile
authorization scope show:device:ppp
authorization scope show:device:interface
authorization scope show:device:routing_static
authorization scope execute:device:nslookup
authorization scope show:device:dns
authorization scope show:device:dhcp_lease_list
authorization scope show:device:ipsec
authorization scope show:device:ntp
authorization scope show:device:storage
authorization scope show:device:schedule
authorization scope show:device:poe
authorization scope show:device:usb
authorization scope execute:device:ping
authorization scope execute:device:traceroute
authorization scope show:device:arp
authorization scope show:device:cpu
authorization scope show:device:temperature
authorization scope show:device:voltage
authorization scope show:device:datetime
authorization scope show:device:dout
authorization scope show:device:din
authorization scope show:device:dip_switch
authorization scope show:device:dms
authorization scope show:device:nxwitness
authorization scope show:device:remoteit

exit

# ---- account group groupl configure ----
account group groupl

authorization scope show:device:information
authorization scope show:device:firmware
authorization scope show:device:boot
authorization scope show:device:hostname
authorization scope show:device:timezone
authorization scope show:device:account_user
authorization scope update:config:account_user_password
authorization scope show:device:mobile_module
authorization scope show:device:mobile
authorization scope show:device:ppp
authorization scope show:device:interface
authorization scope show:device:routing_static
authorization scope execute:device:nslookup
authorization scope show:device:dns
authorization scope show:device:dhcp_lease_list
authorization scope show:device:ipsec
authorization scope show:device:ntp
authorization scope show:device:storage
authorization scope show:device:schedule
authorization scope show:device:poe
authorization scope show:device:usb
authorization scope execute:device:ping
authorization scope execute:device:traceroute
authorization scope show:device:arp
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authorization
authorization
authorization
authorization
authorization
authorization
authorization
authorization
authorization
authorization
exit

scope
scope
scope
scope
scope
scope
scope
scope
scope
scope

show

show:
show:
show:
show:
show:
show:
show:
show:
show:

:device:
device:
device:
device:
device:
device:
device:
device:
device:
device:

# ---- exit configure mode ----

exit

cpu
temperature
voltage
datetime
dout

din
dip_switch
dms
nxwitness
remoteit
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276 JTI—THEFETSH
BEOIN—TDHREELTELLY, FFETINL—T28MLIY T2HE. JIL—TDFHMET
E—RIZBITL, ZEIAX Y FE2ETLEYS, ZITEHEELEABIE. BE7 74 LICEEAEN
E I

o AHEAEIX GUI DIERD AL TH Y. CLi(amsh) DEBEERICIEIIE LTV E A
4 CLI FDRIEHERIZHT L <HER L= —FdF 7+ FREERUIERICHE Y £5,
o BEEEIIL—TTHDadmin ITOVWTIIHRETEEH A,
o FHEEEIZ VISBOLED 7 7 —L 72 7 THISL TWET, CLI (BT 2 IRFERRRTE 135
#BDOYY - THIEFETT,

PHEES B o W8

=i

S

e

==

account group GROUPNAME
authorization scope SCOPE_ID
no authorization scope SCOPE_ID
exit

no account group GROUPNAME

avw v R
account group GROUPNAME (2 V=T &% EEL T, F V=7 OHREI~T Y FEELT
L9,
5}»%E%—PT:?VP%%HT%K\%Ebt7W—7®ﬁﬁ$
LN TE—FICBITLES,
TN—T2IZIE UTOEBICHTIIEBIXFIEREL TR
[ ] é Ly,
o 1 XFLE, 24XFLA
o LINF, HFELIL
o BFTOADNFINIEEL, (N—2 3> 2.0.0 LUE)
authorization scope TI—TII L TRHET 2ERZRELET,

SCOPE_ID 59 2HERJEEZTRLET,

SCOPE_ID FUTFD7 +—%v FTHREL £7,
ACTION: SUBJECT: RESOURCE

BIEEREZRLET,

'Ll, TEINTWEZEERLES, £/-E8KS
NTWaiGEIE, "HEBINET,

BIEERE 5T 2MEEN T T ERLET,
SUBJECT p— LI NTWRIBEE. TRTOMEEH T T
i

UaRLET, FLEBEBINTLDIHEII,
bAEBEINET,

RESOURCE | B#FER= N5 2HEEZ "L £7,

BNRS A —R—DFMIL. [2.7.7 7L— TR 7L — THEREZTE
DEIE/IRNTA—R—(ZDWT] #BBLLLE L,

no authorization scope | 4L — 73 L CH 5T 2 HERELIKBL £,

show config IN—TDERFEERRLET,
FLLE, RIS ITL-—TEREZFRRT 5] 2SR,




Exit TIN—TDHEMEREE—FERTLT, REE—F~ABITLET,
no account USERNAME (22 —H%—Z%EEL T, 7IL—7%BIBKRLET,
E1745

LIFORTHITIE, groupl Z8hIL. SSH ICBEIY 2REERZ(MES L. ENAILEY 2 —)LIZE
TORTERZHIBRLET,

amnimo(cfg)# account group groupl ¢
amnimo(cfg-acnt-group-groupl)# show config «
LR, 774V FEEE

authorization scope show:device:information
authorization scope show:device:firmware
authorization scope show:device:boot
authorization scope show:device:hostname
authorization scope show:device:timezone
authorization scope show:device:account_user
authorization scope update:config:account_user_password
authorization scope show:device:mobile_module
authorization scope show:device:mobile
authorization scope show:device:ppp
authorization scope show:device:interface
authorization scope show:device:routing_static
authorization scope execute:device:nslookup
authorization scope show:device:dns
authorization scope show:device:dhcp_lease_list
authorization scope show:device:ipsec
authorization scope show:device:ntp
authorization scope show:device:storage
authorization scope show:device:schedule
authorization scope show:device:poe
authorization scope show:device:usb
authorization scope execute:device:ping
authorization scope execute:device:traceroute
authorization scope show:device:arp
authorization scope show:device:cpu
authorization scope show:device:temperature
authorization scope show:device:voltage
authorization scope show:device:datetime
authorization scope show:device:dout
authorization scope show:device:din
authorization scope show:device:dip_switch
authorization scope show:device:dms

PHEES B o W8
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authorization scope show:device:nxwitness

authorization scope show:device:remoteit

amnimo(cfg-acnt-group-groupl)# authorization scope show:config:ssh < «SSH XEHIEHFK
HER D5

amnimo(cfg-acnt-group-groupl)# authorization scope update:config:ssh < «SSH %X EZFE
RO 5

amnimo(cfg-acnt-group-groupl)# authorization scope delete:config:ssh <« «SSH :%EH|KME
RD{T5

amnimo(cfg-acnt-group-groupl)# no authorization scope show:device:mobile < E/NA /L X
T — & AFRTHER D bR

amnimo(cfg-acnt-group-groupl)# no authorization scope show:device:mobile module < «¥&
NAIWEY 1 — )VIEEHRFRIER D HIR

amnimo(cfg-acnt-group-groupl)# show config

authorization scope show:device:information




authorization scope show:device:firmware

authorization scope show:device:boot

authorization scope show:device:hostname

authorization scope show:device:timezone

authorization scope show:device:account_user
authorization scope update:config:account_user_password
authorization scope show:device:ppp

authorization scope show:device:interface

authorization scope show:device:routing_static
authorization scope execute:device:nslookup
authorization scope show:device:dns

authorization scope show:device:dhcp_lease_list
authorization scope show:device:ipsec

authorization scope show:device:ntp

authorization scope show:device:storage

authorization scope show:device:schedule

authorization scope show:device:poe

authorization scope show:device:usb

authorization scope execute:device:ping

authorization scope execute:device:traceroute
authorization scope show:device:arp

authorization scope show:device:cpu

authorization scope show:device:temperature
authorization scope show:device:voltage

authorization scope show:device:datetime

authorization scope show:device:dout

authorization scope show:device:din

authorization scope show:device:dip_switch
authorization scope show:device:dms

authorization scope show:device:nxwitness

authorization scope show:device:remoteit

authorization scope show:config:ssh <«&ERXEAEBIMINTUL S,
authorization scope update:config:ssh <«iZXEIEBIMEINTWS,
authorization scope delete:config:ssh <«iREMEBIMEINTWS,
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277 JTIL—THEREZEDEE/NNTA—Z—IZDWT
authorization scope TRE T HIERBREDEZ /N7 A —KX—ICBAL CEREL £7,

%=
HERRE (CBIRT B MR IHEBIC S > TRATY £ 9, FIIE [122 SHRITHEL TS 2
& CLI DHEE] % THERL &L, =
181 1EIR i
LUF OB ORIEICEET 2ERZHE5T 52 LA AIBETT, HeehT IV, HeeIl&kFEL TIRET ?DZ
= BIRFERICED Y £ 7, =
show BHRAERRT DEREGSELET, 1
append REZBNT 2HEREZTEL £,
update RELXEHT HEREZ TS LET,
delete REZHIBRT 2ERZTELET,
execute A EITT EREZ(FES L £ T,

EEN TV
LUTOHENT T %ZETSH I ENARETT, WEICIREL THEETE 20HEHTTUHED
VET,

device HERRAIRICRE T 2HEN T IV A RLET,
config HREZ77ANCET 2HEHATIVARLET,
firmware 77 =Lz TICBETAEENTIVAERLET,

TI—THERRE—&
LRDRFEREEED T T 2 A EDE T, UTOERRENARERY £7,

execute:device:reboot K 2S T REEN 1)
execute:device:poweroff M 2R B R T Pl BE R BB BT
show:device:information e E TR R
GUI 2 (ER T 2 HE T RIRIFERLN HETT,
=
show:device:firmware TJr7—LT T N— 3 vRR
execute:firmware:file_check T7—=—LTxT7 77 AILFER
execute:firmware:file_delete T —LTxT 77 AIEIR
execute:firmware:area_update T7—LT T TEHR
execute:firmware:area_sync TTETY 7[EE
show:device:boot EETY 7RR
execute:device:boot EBT) TEE
execute:firmware:package_update apt /Sy 7 —IEREHR
execute:firmware:package_upgrade apt v —FEH
execute:firmware:package_clean apt /¢y o — JIEREIR
show:config:apt_auth_hostname apt /Sy =L UiRY b Y OFREFEHRET
append:config:apt_auth_hostname apt /Sy =Y URY b OFREEREN
update:config:apt_auth_hostname apt /Sy = URY b OFREHEHREH
delete:config:apt_auth_hostname apt /Sy =Y URY b DEREFERYI G
execute:config:initialize S TEIHBAL,




HKARILRE Y X FFRR

show:config:file

execute:config:file_save ki bR EEA f
execute:config:file_load kel R E HA =
execute:config:file_move KGR ELREE *
execute:config:file_copy KiFLRFEIE — %J
execute:config:file_delete KIGEALE% TE BB 3;'
show:device:file T ALY R NRR %
execute:device:file_move 7 7 A LB %
execute:device:file_copy 7 7 A L3 —#lH

execute:device:file_delete 7 7 A LB BRI

show:device:hostname KX FEER

show:config:hostname KA MEZEBEERR

update:config:hostname TR NREBREERE

show:device:timezone XA LY — VR

show:config:timezone 2A LY —VERERT

update:config:timezone ALY —VREEE

update:config:account_user_password A—HY =R —RKZE

show:device:account_user 04 yai1—H¥—%Kx

show:config:account_user a—H—FFRR

append:config:account_user I—Y—RTFEEM

update:config:account_user 1—-Y-RELEE

delete:config:account_user 31— —%TFEHIE

show:config:account_group TI—THERR

append:config:account_group 7L — T EREEBN

update:config:account_group TIN—TEREEE

delete:config:account_group 7L — T EREHIR

show:device:mobile_module ENAILEY 2 —IIVERER

execute:device:mobile_module ENAIED 2 —ILE|E
show:device:mobile ENAINRTF—RAFR
execute:device:mobile_connect ENA LSS (EEEET— F)
execute:device:mobile_disconnect FNA LIRS
show:config:mobile_module ENAILEY 2 —ILERFERT
show:config:mobile_peer ENRAILETERERT
append:config:mobile_peer ENRNALETEREEN
update:configimobile_peer ENAILETEHREEE
delete:config:mobile_peer ENALETETEYIR
show:device:ppp PPP X 5 — & X &R
execute:device:ppp_connect PPP it il e (FEhEskt)
execute:device:ppp_disconnect PPP )l 4140
show:config:ppp_peer PPP 5% E &~
append:config:ppp_peer PPP &% EEM
update:config:ppp_peer PPP A EZLH

delete:config:ppp_peer PPP =& & ik




INT A=K —
show:device:interface

AR
AV R —T A RART—RAKR

show:config:interface

A v B—T7 14 ABEFRT

append:config:interface

AR —T7 A REBEEEM

update:config:interface

A VR —T 1A REBELE

delete:config:interface

A8 =7 x4 AREHIBR

show:device:routing_static

=T 4 I TF—TIFKR

show:config:routing_static

=5 4 v RERT

append:config:routing_static

I—T 4 T EEBM

update:config:routing_static

}I/_7_— A V7 .&EEE

delete:config:routing_static

V=T 4 v TREHIBR

show:config:filter_input 7 4 LR —FZEFR(input)
append:config:filter_input 7 4 LR —FZEEM(input)
update:config:filter_input T AR —FHELZE (input)
delete:config:filter_input 7 4 LR —REHIBR(nput)
show:config:filter_output 7 4 L& —ZEF T (output)
append:config:filter_output 7 4 L& —3ZE B (output)
update:config:filter_output 7 4 LR —ZEZE (output)
delete:config:filter_output 7 4 L% —3RTEHIR (output)
show:config:filter_forward 7 4 LR —FZTE R (forward)
append:config:filter_forward 7 4 LR —ZTE e (forward)
update:config:filter_forward 7 4 IR —FBELZE (forward)

delete:config:filter_forward

7 4 L% —ZREHIRR (forward)

show:config:nat_snat_dynamic

NAT 2%7E & (dynamic-snat)

append:config:nat_snat_dynamic

NAT % fN(dynamic-snat)

update:config:nat_snat_dynamic

TiB
NAT X EZ & (dynamic-snat)

delete:config:nat_snat_dynamic

NAT =% E 8k (dynamic-snat)

show:config:nat_snat_static

NAT %5~ (static-snat)

append:config:nat_snat_static

NAT X800 (static-snat)

update:config:nat_snat_static

N

B
NAT R EZ # (static-snat)

delete:config:nat_snat_static

NAT =% E HlkR (static-snat)

show:config:nat_dnat

NAT % E = (dnat)

append:config:nat_dnat

NAT :%7E800(dnat

update:config:nat_dnat

delete:config:nat_dnat

( )
NAT % FEZHE (dnat)
NAT %7€ Blkk (dnat)

execute:device:nslookup

DNS (IE5| & - 5| X)aHR

show:device:dns

DNS R 7 —%& ZRFKR

show:config:dns

DNS REFRT

append:config:dns

DNS &2 xEEMN

update:config:dns

DNS B EZEE

delete:config:dns

DNS 2 HlIkR

show:device:dhcp_lease_list

DHCP U —2X—&%&R

show:config:dhcp

DHCP # — N —REHR

append:config:dhcp

DHCP #— /X —3%7EB 0
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INT A= —
update:config:dhcp

P
DHCP % — N—REZEE

delete:config:dhcp

DHCP #—/N—Z%EHIkR

show:device:ipsec

IPsec R T —4X AFKR

execute:device:ipsec_connect

IPsec 15 Hl 5 (F kT

execute:device:ipsec_disconnect

IPsec YR

show:config:ipsec

IPsec :REHR R

append:config:ipsec

===

IPsec FXEBN

update:config:ipsec

IPsec %€ il {E

delete:config:ipsec

===

IPsec s EHIBR

show:device:ntp

NTP X7 — & R&ER

show:config:ntp

NTP REFRT

update:config:ntp

NTP BREZEE

delete:config:ntp

NTP X EHIBR (77 4L FEXTE)

show:config:ssh

SSH |REHT

update:config:ssh

SSH R EZHE

delete:config:ssh

SSH X EHIBR (F7 4L FERTE)

show:device:storage_partition

S AL =

execute:device:storage_partition

X bL—=2—F 4> 5 EE

show:device:storage_format

A= 74—< v bR

execute:device:storage_format

AR =27 5—<y M

show:device:storage_mount

AbL—=Yx7 v bERR

execute:device:storage_mount

A b=y b

execute:device:storage_fsck

AL =UF v 7 HIH

show:device:storage_usage

A b L= PEARRRR

show:config:storage

2L —VREREXRR

append:config:storage

AL —UREEBM

update:config:storage

A RL—VHRELTE

delete:config:storage

2 kL —VRTEYIR

show:device:schedule_general_control

2 Y 2 —ILEMER IR R (general-control)

show:device:schedule_keep_alive

R Y a2 — VEIERIRER R (keep-alive)

show:device:schedule_user_define

24P 2 —ILBIfEIR IR R (user-devine)

show:config:schedule_general_control

24 Y 2 —IILEEESR T (general-control)

append:config:schedule_general_control

Y 2 —ILEREBN (general-control

update:config:schedule_general_control

AT a—IILEREEE

delete:config:schedule_general_control

)
(general-control)
2P a2 — LR TEHIRR (general-control)

show:config:schedule_keep_alive

2P a1 — LR TFEHR R (keep-alive

append:config:schedule_keep_alive

24P 1 —IILERTEEN (keep-alive

update:config:schedule_keep_alive

Ry a—ILR TR E (keep-alive

delete:config:schedule_keep_alive

NS BN BN N

R 2 —ILERTEHIR (keep-alive

show:config:schedule_user_define

append:config:schedule_user_define

Ry 2 —ILEREBIN(user-define

update:config:schedule_user_define

R T a2 —IIVERTEZ R (user-define

delete:config:schedule_user_define

(
(

24P 2 —ILEREFR T (user-define)
( )
( )
( )

R 2 —ILERTEHI kR (user-define

PHEES B o W8
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show:device:poe

PoE X 7 —4& X&KR

execute:device:poe

PoE 7 — h#l#HI (IR ON/OFF, )+ v k)

show:config:poe

PoE X E XK

update:config:poe

PoE SR EZE

delete:config:poe

PoE BREHIBR(T 7 # )L MBICET)

show:device:usb

USB 7/ 4 R —E &R

execute:device:ush

USB 7 /31 Z I (R ON/OFF,

Ut )

show:device:syslog_local

Syslog X vt — KR

show:config:syslog_local

Syslog & E& R~ (local)

update:config:syslog_local

Syslog R EZE (local)

show:config:syslog_remote

s

update:config:syslog_remote

(
Syslog &R E &~ (remote)
(

Syslog R EZ & (remote)

execute:device:amlog

amlog I/

show:device:amlog amlog FIx
execute:device:ping ping il
execute:device:traceroute TRACEROUTE #!J40

show:device:arp

ARP 5 &R

execute:device:arp

ARP 15 #R 1]

execute:device:packet_dump

IRy b Z v T

show:device:packet_dump_file

Ry W ET 774 ILERR

execute:device:packet_dump_file

Iy NE VT T 7 A ILEE

show:device:cpu

CPU BhfFxR

show:config:cpu

CPU B ERT

update:config:cpu

CPU Bh{FERE

show:config:temperature

BERRERERR

update:config:temperature

BB R R TE

delete:config:temperature BERFRELTHIR (T 740 FEE)
show:device:temperature EXRRNEERT

show:device:voltage EEXRT

show:device:datetime ESAESHN
execute:device:datetime_manual ESE A ES:)
execute:device:datetime_ntpdate R4 E (ntpdate)

show:device:dout DOUT KRExR

execute:device:dout DOUT #IJ]

show:device:din DIN JREEFR

show:device:din_logger DIN A A —%R

show:config:din_logger

DIN A # —&EFR

update:config:din_logger

DIN AA—REZSE

show:device:dip_switch

DIP R A v FIREEFRTR

show:device:dms DMS JrEEFR R
execute:device:dms DMS )1

show:config:dms

DMS EXEFRT

update:config:dms

DMS &% e fil ]

PHEES B o W8
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INT A=K —

execute:device:nxwitness

AR
Nx Witness #IJ4]

show:device:nxwitness

Nx Witness &/~

show:config:nxwitness

Nx Witness R EXRR

update:config:nxwitness

Nx Witness 3% i i)l

execute:device:nxwitness_save

Nx Witness 8 EZ1AH

execute:device:nxwitness_load

Nx Witness %€ 5tA H

execute:firmware:snap_shot

FW X+ v 73y FAER

show:config:gui

GUI B EF T

update:config:gui

GUI &% TE 18]

show:device:remoteit

remote.it JREER R

execute:device:remoteit

remote.it )£

show:config:remoteit

remote.it FBEF

update:config:remoteit

===

remote.it 3% € HJ4H

execute:device:application

T7Ur—varyavxy KEFT

show:config:dhcp_relay

DHCP U L —8&EXRT

append:config:dhcp_relay

DHCP U L —&& 80

update:config:dhcp_relay

DHCP U L —REZE

delete:config:dhcp_relay

DHCP U L —EHIkx

show:config:proxy

7a% - —RERT

update:config:proxy

TAFIY—N—REEE

show:config:proxy_listen_port

FOF Y- N—BREFLBIH - FESEF

update:config:proxy_listen_port

TAFIH -AN-REFLRIR - I ESEE

show:device:WiFi_ap_status

AR LAN 7 7 2 X R A v MREEERR

show:device:WiFi_ap_connect

IR LAN 7 7 £ XK A~ b EIKRER T

execute:device:WiFi_ap_connect

LS LAN 7 7 2 ZoRA > b EEHIAE

show:device:WiFi_sta status

AR LAN X7 —3 3 VIRBEERR

show:device:WiFi_sta_connect_select

s LAN X7 — 3 3 Y EHIHIRAER TR

execute:device:WiFi_sta_connect_select

SR LAN X7 — 3 3 )44

execute:deviceWiFi_wps

WPS I

show:config:WiFi_ap IR LAN 7 7 2 XRA v FERERT
append:configWiFi_ap AR LAN 7 7 2 R A > b ERTEEMN
update:configWiFi_ap IS LAN 72 RRA v hEEEE
delete:configWiFi_ap i LAN 7 2 2 RRA v FEREEIR
show:config:WiFi_sta AR LAN R 57— 3 VERER R
append:config:WiFi_sta AR LAN X7 —3 3 V3R EEN
update:config:WiFi_sta EIRIAN RT—> 2 VRELSE
delete:config:WiFi_sta R LAN R 7 —3 3 VR TFEHIR

show:config:WiFi_wps

WPS EEFRT

update:configWiFi_wps

WPS BREZE

PHEES B o W8
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show:config:simple_settings SR TR
P TRIERNHSEN TN Z L CRLARIS o
& EEFEE 2
=
show:config:mobile_peer
show:config:interface Z~
show:config:apt_auth_hostname %J
show: config:dms 3;
show:config:nxwitness H
show:config:remoteit Z
B
update:config:simple_settings BT E £
) TRIERSHSSNTLEZ L ERLARIS
= V£

append:config:mobile peer
update:config:mobile_peer
delete:config:mobile_peer
append:config:interface
update:config:interface
delete:config:interface
append:config:apt_auth_hostname
update:config:apt_auth_hostname
delete:config:apt_auth_hostname
update:config:dms
update:config:nxwitness
update:config:remoteit

show:device:equipment_information Mo E TR L R
;'7 TEERIMIE SN TS Z & ERUARICH
= B3

show:device:information
show:device:firmware
show:device:boot
show:device:mobile_module

show:device:storage 2 kL —YERERR
;7 THRERIMTEEINTWEZ EERICARICE
= 3

show:device:storage_partition
show:device:storage_format
show:device:storage_mount
show:device:storage_usage

execute:device:storage R kL —THE
;'7 THRERIMTEENTWSEZ EERICARICH
= B

execute:device:storage partition
execute:device:storage fsck
execute:device:storage format
execute:device:storage_mount




show:device:schedule XY 1 —ILFR

;'7 TRERMIEINTWSE Z L EALARICH i
L= WEEH 2
=

show:device:schedule_general_control
show:device:schedule_keep_alive N
show:device:schedule_user_define %
AR
execute:firmware:package T =L TNy —ENEHR ﬁ
(Y] TRIERNISSN TS L LRLARICE =
= Y £, e

e

execute:firmware:package_update
execute:firmware:package_upgrade
execute:firmware:package_clean

execute:firmware:area 77— LY TRERER
P TR S ShTIE L ERLRAIS
=B V£,

execute:firmware:file_check
execute:firmware:area_update
execute:firmware:file_delete

execute:device:datetime FBFZIERTE
P 2 TRERMMTEINTVD Z L ERLARICH
=

execute:device:datetime_manual
execute:device:datetime_ntpdate

execute:config:file_download KEARET7 7AINLDK 7> O— K&
execute:config:file_upload KELERTET7 7AILDT v 7 A — K&
=7 TEEEREAMTEINTWVWEZ EERLUARICH
= 3

execute:config:file_save
execute:device:reboot




e

BIE  REZT7AILDERE

AETIE, FEROREAREREFSDRE7 7ANVDEBIEICOVWTEHRALE T,

3.1 REZMMLT S

RE & TIHHERFOREICL £7,

3,'_) @ ROV FARITLTCHEREZ 7 A NI L ESNF LA, TDI=H, Ko~ FERLT
™~ LEHEICERE 7 7 ANMANDEZAAERITETICHBEEST 2. REAVHT HETD
HRETELFT,
@ BEED Linux ® CLI ZFERLTWABEEIE. UToa~xy FNTEREZMEBIT 522 £ AT
xF9,

sudo amcfg init

9 s = S

M B
AlZy T — b4, AV T PIL—RZ—%BFEVDIHE, UTOHIRBELAHY FT,
TNAZRBEE Y AT LATENMELENTWET N, RDEXREEZVALLBET N4 ABEY X
FTLICERT AL, —ET A REBY T LA SIEEME L. TN ZFELRICE
EEMtESBEOL £,

R1THY
EREE-—FELREE—FT, AV FOADEHAIERLTY, UTIC, BEEE— FOETH
ZrlLET,

amnimo# config initialize +

Do you want to initialize the settings? (y/n) « [yl ¥—IZH51F T Enter 2 A
Creating SSH2 RSA key; this may take some time ...

2048 SHA256:kCDYzetsJhvXc7L/+XPmLdQ7zsNnXCwdobed2jMyYGO root@amnimo (RSA)
Creating SSH2 ECDSA key; this may take some time ...

256 SHA256:icLKggm53e6Dvpds61+d5n7Ar0iZz12hM2nLetl/008g root@amnimo (ECDSA)
Creating SSH2 ED25519 key; this may take some time ...

256 SHA256 : CtWGK@BNYxgYwuZsnADJI3QX50czqC3N1nBTSsYpeQN4 root@amnimo (ED25519)
Would you like to save settings and reboot the system? (y/N): n « [yl #ZAAL Enter %
ANT B e, BITERICESRIVHES L X7,

Need to registration for new password.

Enter password for admin.

Enter new password: « #FLWLWIRT— K% AAL T Enter
Retype new password: « BE#FHLWLWIRXT7—FKAALTEnter
passwd: password updated successfully.

P d O~ FORTEF v AT BT [n] F—ITHU T Enter EAHLET.




3.2 WBE—E=FRID
BEDERE 7 71 IVDRE—EERRLET,

R171

L=+

amnimo# show config ¢
# ---- transition to configure mode ----
configure
# ---- hostname configure -----
hostname amnimo
# ---- account amnimo configure ----
account amnimo
password secret ENCRYPT-ADMIN-PASWORD
group admin
no auto-logout
no password-expires
exit
(&H8)
# ---- exit configure mode ----
exit
amnimo#

(e D

amnimo(cfg)# show config +

# ---- hostname configure ----
hostname amnimo
# ---- account amnimo configure ----

account amnimo
password secret ENCRYPT-ADMIN-PASWORD
group admin
no auto-logout
no password-expires
exit
(&8%)

amnimo(cfg)#




33 HET77AINDYRNEERRTS
BETT7ANZET7 7ANDREEHFAFZ RFC 3339 A TERLET,
=174
EEBEET—FLRBEE—FT, ARV FOAHEHADIEIRALCTT, UTIC, BEBEE— FOETH
ZrLET,

amnimo# show config file «

startup-config 2020-01-02T00:00:00+09:00
backup-20200101 2020-01-01T00:00:00+09 :00
backup-20200202 2020-01-02T00:00:00Z+09 :00

-FLI? [startup-config] (&, AERBOEHEFICSBINDE 7 7ML TT,

34 HWET77FAIICEZTAD
IV Y R CERELIENBREZRET 7 A IIVICEET AR T T,
=4

config file save [FILENAME]

REIEHE
1HH AR
FILENAME RET77ANZEANDLET,
@ BERTRNFDT 7 AILNLERETCETET,
e VrMILAZL LTHATE XTI}, [EHF| ( AXFE/NXFIZXFIL £
). - 7)) (EBESLORETOFRIITEELA) TY,
N e [Tab] ¥—%ANT 5L, BET 714 [startup-config] D AT
P d sEETs LhTEET,
0 RTET77ANEZDANEERT S &, [startup-config] MR EE N
9,
E174

EBEE—FLBETE—FT. ARV FOAHEHADIIALTY, UTIC, BEEBEE— FOETH
#RLET,

(EmE (e s

amnimo# config file save startup-config ¢«

AV PIL—Z—TIFESAANEBORENRRINET,

NE),

(@]
A,

amnimo# config file save startup-config ¢«

—BRRR
Nt~
-CR'-
N
'T? Linux @ bash Z{EA L TWAIBEIE. UTOOAT Y R CTLZEDREAHRE 7 7112
™= EIANL T ENTEET,

admin@amnimo:~$ sudo amcfg save [FILENAME]




35 BRETZ77ANLEFTAAD
BRETTANDOEREZEFTHAARET,
HFEEBHICOWTIE, [34 BEZ77AILIIEZAL] 28RBL LI 0,

=3

config file load FILENAME

HREEB
1BHH AR
FILENAME REZ77ANZEANLET,
@ RATRXNFD 77 ANZERECTEET,
® RFC1738 THRESINTUWLBIEFHXE (unreserved) 2XETEE T,
N @ [Tab] F—%ANY 5 & BRET 7 14 [startup-config] DA
Pd rr=vzcinrcxzd.
0 RTEV7ANEZDANEET S &, [startup-config) HEREE N
9,
E1741

EREE-—FNELREE—FT, AV FOADEHAIZRLTY, UTIC, BEEE— FOETH
=Rl ET,

rmslRD) & 2D

amnimo# config file load startup-config «!

5;? BEO® Linux @ CLI #FAL TW3HFEIF. UTOARY FTEREZ7 7ML EGAIAL &
=N ATEFT,

sudo amcfg load [FILENAME]




36 WEZ77AINDELEIZEET S
RETTANDEMELELET,

=

config file move SRC-FILENAME DST-FILENAME

=g kA

SRC-FILENAME EERIODERET 7ANZEANLFT,

® SRKT32XFETT,

® RFC1738 THRESINTUWLBIEFHXFE (unreserved) %RKETEE T,

:l? [Tabl ¥—%2AHT2E BETFANZDANEHRT DI ENT
= EFIN

DST-FILENAME EEBEDERET 7ANZEANLFT,
e EAT3I2XFETY,
® RFC1738 THRESINTUWLBIEFHXE (unreserved) 2RXETEE T,

3117 [Tab] ¥F—%2ANT2E, BETVF7AILEDANERBRET D ENT
I = F 3,

ESagtll
EREE-—FELREE—FT, AV FOANEHAIFRLTY, UTIC, BEEEE— FOETH
=Rl ET,

amnimo# config file move backup-20200101 backup-20200101-2 +

"'? o WRENARTE T 71 /1% [startup-config] DEZBZZLTEIZTE £ A,
Ll o BEODLinux D CLI ZERLTWAEEIE UTOAYY FTRE 7 74 VOEAR ZEE
TEHZENTEET,

sudo amcfg move SRC-FILENAME DST-FILENAME




37 BE77ALAEIE—9 5
BRE7 AN EIEC—L XD,
LFEEBICOWTIE, [3.6 BZE77AILDELFALET 2] #8BL LI,

=3

config file copy SRC-FILENAME DST-FILENAME

1761

EEBET—FELRBTEE—FT, O Y FOAHEHADIIALTT, UTIC, BEBEE— FOETH
L ET,

oD ux B

amnimo# config file copy startup-config startup-config 2 <

;17 BEO Linux @ CLI #ERA L TWaHEIF. UTOaX Y FTEREZ7 7422 -3 52
= ENTEET,

sudo amcfg copy SRC-FILENAME DST-FILENAME

3.8 HBEZ77ANLEHIBRT S
Tr7ANEEIBELTC, REZ77A L ZHBRLET,
REEBICOWTIE, [34 BEZ77ALICEZTAL] 2#5BL TS0,
=174

EEEE-—FELREE—FT, AX VY FOADEHAIERL T, UTIC, BEEE— FOETH
ZrlLET,

amnimo# no config file startup-config 2 «

;;b BE® Linux @ CLI #FAL TWaHEIF. ATOARY FTEREZ7 7ML EZHIBRT B &
=B pTEFT, L0, EBHART Y 71 /L [startup-config] #HIkrT 2L idTE XA,

sudo amcfg delete FILENAME




FAE X PL—TOE

AKETIE APL—=—YDORTY bOF vy FRHRAOERREEDI bL—U2BDOBRIE. BLU7
FANLDBRIEIZOWTHBEL 9,

41 RAbPL—=YTNAR%EFRRT B

A b= FNA ZDEREFRTT SIZ1E. show device storage partition I~ > KEZETL £ 7,

==

SN—=Y 7N i~ W

(con
Hen

e

show device storage partition [PARTITION]

HTEER
PARTITION TV MNREEERRLIEWSS—F 4> 3 vEZ58ELFEFT,
gy @ FATIREL/X—T 1 ¥ 3 »&lE mmcblk<1-9>p<1-9> sd<a-z><1-
¥ d 9T,
® 15 L7 PARTITION OERBRK IO AN FRRINET,
o /dev ®TFIZ mmeblk<1-9>p<1-9>, sd<a-z><1-9>D/¥—F 1 3
VHABFEETHHE. [Tab] ¥—%2ANT5& =T 423 vEZD
ANEBTT DI ENTEET,
® PARTITION %##&BEd 5 &, /dev D FIZHD mmeblk<1-9>p<1-9>
& sd<a-z><1-9>*DRENFKRINE T,
Al Ty 24— k7oA TIEE SICHRIC nvmeOnlp<l-9>A R £ 4,
HHh7+—<v b
# ---- DEVICE ----

- DISK-SIZE DISK-TYPE

NUMBER PARTITION-SIZE PARTITION-TYPE
(&)

# ---- DEVICE ----

- DISK-SIZE DISK-TYPE

NUMBER PARTITION-SIZE PARTITION-TYPE

HHIEE
DEVICE AL —=VFNA ZEINRRENET,
2 b L= F NS XL mmeblk<1-9>% sd<a-z>* & WS ERKICHY £9,
DISK-SIZE T A RIVDEOREAFANA FEATERREINET,
DISK-TYPE UTFTOWITNADT 4 XA A THhFRRrINET,
e MBR
e GPT
NUMBER 1I~9D/NR—F 4> avESHRRINET,
PARTITION-SIZE WN—TFT 4 a3 VRENTANS NEATRRINET,




PARTITION-TYPE | X—=TFT 1 ¥ a v @A THRRINET,

TARIEATITE > TERRENIABRLPERY T, -]

MBR D& i

e partition id AT DA, [fat(partition id)] & ERENES, =
Ox1, Ox4, 0x6, Ox7. Oxb, Oxc. Oxe. Ox11, Ox14, 0x16, Oxlb, Oxlc, =
Oxle. 0x24. Oxbc. Oxcl. Oxc4. Oxc6, Oxel. Oxe3. Oxef., 0xf2 [
B fat(0x1) L

® partition id NUTDIF AL, Tlinux(partition id)| ERRENET, [/
0x83 D
@) linux(0x83) 2

® L5 partition id UADHZE L. [partition id] EFRRINET, f
- 0x46

GPT &

e GUID YT IEEIE. [windows(GUID)| ¢FxRENET,
E3C9E316-0B5C-4DB8-817D-F92DF00215AE
EBDOAOA2-B9E5-4433-87C0-68B6B72699C7
5808C8AA-TE8F-42E0-85D2-E1E90434CFB3
AF9B60A0-1431-4F62-BC68-3311714A69AD
DE94BBA4-06D1-4D40-A16A-BFD50179D6AC
37AFFC90-EF7D-4E96-91C3-2D7AEQ055B174
E75CAF8F-F680-4CEE-AFA3-BO01ES6EFC2D
558D43C5-A1AC-43C0-AAC8-D1472B2923D1
% : windows(5808C8AA-TE8F-42E0-85D2-E1E90434CFB3)

® partition id AU T DI/ AL, Tlinux(GUID)] &RRENET,
OFC63DAF-8483-4772-8E79-3D69D8477DE4
A19D880F-05FC-4D3B-A006-743F0F84911E
44479540-F297-41B2-9AF7-D131D5F0458A
4F68BCE3-E8CD-4DB1-96E7-FBCAF984B709
69DAD710-2CE4-4E3C-B16C-21A1D49ABED3
B921B045-1DF0-41C3-AF44-4C6F280D3FAE
BC13C2FF-59E6-4262-A352-B275FD6F7172
0657FD6D-A4AB-43C4-84E5-0933C84B4F4F
E6D6D379-F507-44C2-A23C-238F2A3DF928
933ACT7E1-2EB4-4F13-B844-0E14E2AEF915
3B8F8425-20E0-4F3B-907F-1A25A76F98E8
TFFEC5C9-2D00-49B7-8941-3EA10A5586B7
CA7D7CCB-63ED-4C53-861C-1742536059CC
8DA63339-0007-60C0-C436-083AC8230908

) linux(OFC63DAF-8483-4772-8E79-3D69D8477DE4)
® | EC partitionid UADHZEIE. [GUID] AERRENET,
) 49F48D32-B10E-11DC-B99B-0019D1879648

X FTNRAZRINEELEZBEICOARTENET,
X AlZTyoT— b7z ATlE, IHICTHRISnvmednl »EX F T,




=174
vy ROAAEHEDE, TRTODE-RFTCRAILTT, UTFIC, — 21—V —F— FOETHIER

LET, %
4

a-v- D T2 D) &= B &
amnimo$ show device storage partition « A
# ---- sda ---- b
- 495104 MBR T

1 39936 fat(@xec)

2 39936 fat(@xec)

3 39936 fat(@xec)

4 39936 linux(0x83)

# ---- mmcblkl ----

- 1955840 GPT

51200 linux(@FC63DAF-8483-4772-8E79-3D69D8477DE4)
51200 linux(@FC63DAF-8483-4772-8E79-3D69D8477DE4)
1852399 windows(EBDOAGA2-BOE5-4433-87C0-68B6B72699C7)

w N R




42 RAPL—YDNN—FT 43R ETH

ponEa [
AbL =2 =T v avzafEi Lz, BIlRLW T 25KICOWTERABLET, =
421 N—FT4>a>EERTS =
k
IN—F 423 v EERT A1, device storage partition A< > REETL £, L
[
2
device storage partition DEVICE NUMBER [type <linux | fat32>] [size SIZE] E;
HTEEE
BH ES
DEVICE TNAREGHEAALET,
N @ (EATEERT /N A X&IE. mmcblk<1-9>, sd<a-z>& L
o TNARNEFET BHE, [Tab] ¥—%AhT2&. 7
WA REDAN TS DI e TEET,
Al TyD7— k7oA TIEE SITHRIC nvmednl AR
RN
NUMBER NR=TFT 43 VvESE1~-90HHTEEL T,
type UTFOWTNADN—T 4> a v A THIBELET,
linux Linux BEDNR—F 4 a v &4 7TT,
(F7 4L MME)
fat32 FAT32 (LBA) ®/X—F 4> 3 v & AT TT,
Windows TERY 235515, 2H 0L ERT
LRENDHY £,
size JlE. RN=T a4 vavREEFTONA PEMTADLET,
BETEE RFL=Y TR ZOBKEIMERINE T,
N—=F 13> DERIL 10Mbytes U EDBRENBETT,

E1THY
EEEET—FEREE—FT, AV FOAANEENIFAL T, UTIC, BEEE— FDETH
Rl ET,

amnimo# device storage partition mmcblkl 1 «

amnimo# device storage partition mmcblkl 1 type fat32 «

amnimo# device storage partition mmcblkl 1 type fat32 size 31166976 «
amnimo# device storage partition mmcblkl 1 size 31166976 type fat32 «
amnimo# device storage partition mmcblkl 1 size 31166976 ¢




422 N—=T14a3v=HIBKRT B
AhL—=YD/—F 4> 3 > &HIBRT %214, no device storage partition A~ > R&ZE{TL £ 9,

-]
25 4
. " =
no device storage partition PARTITION
A
REEE t
== RE I
o
PARTITION NR=FT 4 av&ZuEAHALET, 1)
® FRAFIAELR /X—F 4 ¥ 3 »4& (. mmcblk<1-9>p<1- 5
L, 9>, sd<a-z><1-9>& WS ERICHY £3, 1F
o RN—T 4 avhHEET BHE. [Tabl F—%2ANT 3
ENR=T A aVEBEDANEFBRIDIENTEET,
Al Ty P4 — b A TIEE SISHRIC nvmednlp<l-9>
HEZET,
175

EREE-—FELREE—FT, AV FOADEHAIERLTY, UTIC, BEEE— FOETH
ZrlLET,

EmE

amnimo# no device storage partition mmcblklpl «!




43 XhL—vHT7H—7v bT 5B

ol o
N—F 4 avhT7+—<v b9 5IC1%. device storage format A~ RZETL X T, =
2 2
k
device storage format PARTITION [type <ext4 | xfs | vfat>] [aes <256 | 512>] L
[
BEEE >
BE Hz s
PARTITION N=T 4> avEZuEELET,
.1,.? ERAEER/S—T 4 > a3 »v&lE., mmchlk<1-9>p<1-9>,
2B sd<a-z><1-9>T79,
Al Ty 27 —b7 A TIEEHITHRIC nvmeOnlp<l-9>H°
BXET,
type T7ANSATLRATEIEELET,
& =B
extd EXT4A 77 AN AT L (T7 4/ ME)
xfs XFS 7 7AWV RT L
VFAT 7 7 A IV RT L
,l? VFAT OB R/S—FT 4> arH A4 XE
vfat i 2TByte T¢, BHZRA TDIT Y5 —
bz AT 4TByte ® SSD # 7> 3>~
FRRAINDEEILTEECLET L,
aes N=T 4 avielBEStT255ICBELET,
EEALICEAT 28R (bit) & LT, 256 £7/21E 512 #FREL £ T,
fi& =tER
256 256bit ¥ X X —F —%=fERT 5,
512 512bit ¥ X X2 —F —%=fERT 5,
I @ aes ZIEE L7HA. a7y FOETRIC/NKR T — F%E&
Tl TTsENHYET
o X—F 443 AXH 100MBytes U EmEBIZHY £
ER
EXprdl

EEEET-—FEREE—FT, AV FOARNEENIZAL T, UTIC, BEEE— FDETH
R L ET,

(s D) & = (Sl

amnimo# device storage format mmcblkl aes 256 «
Enter password: «/SZXT —R%& AN L T Enter
Retype password: <BE/NRXT— &AL T Enter




A4 RPL—YDOYYIv MREEEZRT S

ol e = I
AhL—YDvy v MREZFRTT SIZIE. show device storage mount A~ > FAETL £, =
g A
k
show device storage mount [PARTITION] L
[
BEER o
. - -
PARTITION TV MNREEERRLIE-WSS—F 4> 3 v Z5BELFEFT,
@ FFRAAIAEAL/N—T 1 ¥ 3 Y H&lE. mmeblk<1-9>p<1-9>,
sd<a-z><1-9>7T7,
® 15 L7 PARTITION OERBRRADIZA N ERREINET,
® /dev ®TFIZ mmcblk<1-9>p<1-9>, sd<a-z><1-9>m /X
—T 4 arvhFEET BHE. [Tab]l F—2ANT5 &,
N=T 42 aVvEDANERMTT HIENTEET,
® PARTITION %#&8E¥ 5 &, /dev D FIZHD mmeblk<l-
9>p<1-9> & sd<a-z><1-9>D~ 7 v MREAKRTRIN
9,
AlTy o7 —F7 A TS SITHRIC nvmelnlp<l-9>7
B FET,
HA7x—<v b

Partition Type MountPoint
PARTITION VFSTYPE POINT

(mg)

HAHER

PARTITION NR—F 4 avEhRREINET,

VESTYPE T7ANTRTLRATHRREINET,
ext4 EXT4 7 7AW AT L
xfs XFS 774 I AT L
vfat VFAT 77 A4 IV AT L

POINT TV RRA Y IARRRENET,

E1741

AR Y RFOARNEREADE, TRTOE—-FTRALTT, UFIZ, — 2 —HY—F— FDETHER
L3,

(a—v— [y ey &

amnimo$ show device storage mount «
Partition Type MountPoint
mmcblklpl ext4 /media/sdcardl
mmcblklp2 vfat /media/sdcard2
mmcblklp4 ext4 /media/sdcard4




A5 RPL—=—YDNN—F 43Ty NREZHET S
AbL—=0OR=F4avEITIIBLIUOT YT M TEAEEICOWTEHRALET,

n AECSDE L TV BHEE TR, v MREEAE KB TE EHA,
vy MREEAEKE LT AEAIE. 48 R L —CARTEL CREBRZRGFT 2]
DEkEEE TR CZE 0,

451 R—=FTa4¥arvex7vbd5
ARL=YDNR—=F 43T T T 5I21E, device storage mount A~ > FEETLET,
£

device storage mount PARTITION [POINT [type <ext4 | xfs | vfat>] [options OPTIONS]]

REEH
HE S
PARTITION N=T4avEZeHRELET,

N e {HATFIAE/S—F 4 >3 &ld. mmcblk<1-9>p<1-9>,
?_,’ sd<a-z><1-9>T7,
® /dev ™I mmchlk<1- 9>p<1 -9>, sd<a-z><1-9>m/3
—T A4 avAGFEETDHE. [Tab)] F—ZANT B &,
NR=T A4 aVEBDANERHTETDHIENTEET,

Al Ty P — oA TS SISHRIC nvmednlp<1-954°

B2 Ed,

POINT BARXFOERFTIIY MRA Y M EEERELET,
® BN /NRDIFENARET Y,

:
Ll @ MAI/SZADBAIF ALY FF 4 L2 R UIZPOINT F
A L7 M) —=PERRENET,
type TFANVRATFLRATHEBELE T,
& AR
extd EXT4 77 ANV RT L (FT7 4L ME)
xfs XFS 7 7 ALY 2T L
vfat VFAT 77 A LS ZF L
options YUV N avEEELET,

77 # )L MBI [defaults] T9,

POINT, type. OPTIONS #%&B3 2 &, /X—F 4 a VHEFREINTWBFEEIZ. D

REIRSTY I FENET, =T 42 a3 VAEFEINTLWAEWEEIZ, T7—I2kK

WET,

® PARTITION £7 X POINT A9 Tl 7 ¥ FENTWBIBEIL, TF7—I2hY ET,
PARTITION £ 7z1% POINT A'8%E 7 7 A JL| hu_iiéﬂ’(k\f%\ Ty FEINTUWARWES
BlE~ 7> FAEIEETT,

® PARTITION HEES{LEINTWBH AL, ESLLE-bEIccT Y FENET,

R

eyl

BEEEET—NLREE—FT, AT FOAREHEAIER LT, UTIC, BEEE— FOETH

Rl ET,

(wz=LRD)

ki
it

B ON—C 7N i~ W

15
f
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amnimo# device storage mount mmcblklpl <

amnimo# device storage mount mmcblklpl /media/sdcardl +

amnimo# device storage mount mmcblklpl /media/sdcardl type ext4 <

amnimo# device storage mount mmcblklpl /media/sdcardl type ext4 options defaults «
Enter password: RN—FT 4 arvhHESLENTWBIBEIF/NZAT—REZ AN L T Enter

452 NR—F4>arvuarr7ry<YIvhbd5

AL =SDNR=F 4 a3>HT <7 T 35IT1E. no device storage mount A~ > K& E1T
LEd,

==

no device storage mount PARTITION

-]
4
=
=
]\
L
[ >
®

RTEEHE
BE AR
PARTITION N—F 4 av&EANLET,
gy ® (EATAIEE/L/N—T 4 ¥ 3 & E. mmeblk<1-9>p<1-
=.|._|, 9>, sd<a-z><1-9>¢& WS FERICHY £9,
o KN—F 4T avhEETIES. [Tabl ¥—%AHhT 3
ENR=T AT aVEDANEHRTZIENTEET,
Al Ty 5 — b A TIEE 5IZHRIC nvmeOnlp<1-9>
. MEZET,
Haif
17641

EREE-—FELREE—FT, AV FOADEHAIERAL T, UTIC, BEEE— FOETH
ZrlLET,

s

amnimo# no device storage mount mmcblkipl «




46 RAbL—2ZFzzvI9dB

ol e R
AhL—Y%F v 79 5IC1E, device storage fsck A~ RZ2ETLE T, =
# 2
k
device storage fsck PARTITION [type <ext4 | xfs | vfat>] [check | preen | customize CUS L
TOMIZE] 1
D2
I D
REIEHE 12
=S| N 1
PARTITION N=T 4> avZzEELET,
ey @ {EAFIAEL/X—T 4 > 3 »&IFE, mmeblk<1-9>p<1-9>,
sd<a-z><1-9>7T7,
o /dev ®FIZ mmcblk<1-9>p<1-9>, sd<a-z><1-9>m /X
—T 4 arvhEFEET IHE. [Tab] F—2ANT5 L&,
N=T 42 aVvEDANERMTT DI ENTEET,
Al Ty D% — koA TEESISHRIC nvmeOnlp<1-9>4°
BXET,
type T7ANTATLRZRATHRIBELET,
ext4 EXT4 77 AN AT L (F7 4L MME)
xfs XFS 77 A4 IWY X T L
vfat VEAT 7 7 AV RT L
check TRV Z2—%Fzv o LETH. TI7—3BELEZEA,
N @ fsck £7-13 xfs_repair A~ > FoF 73z [-n] Zi5
P4 ELrizoBfERALTT,
o AAEICHELTWET,
preen BMATS—%BELET, T74ILFTEHREESNTVWET,
N @ fsck A Y FOF T avic [-y] #IBEL-L E0HE
¥4 :tRALTT.
o ANAFEICHELTWET,
customize fsck £7/zld xfs repaira~ > FICH 7> a v a2 ET e TEET,
CUSTOMIZE fsck £7z1d xfs repair A~ Ko+ 7> 3~
I ANBETICHELTWES,
i
*,'7 ® PARTITION ABESIINTLRHEIF. BEZ 7 A NICBEHRINTWE/RT — R %&fE
= BLTESENET, RET 7 AL/ ZAT = RAEFINTOERWEE, /SR 7—F

TANT BRELNHY £T,
® fsck & xfs repair A7 &, CLIICHAESNET,




=174
EEET—FLRBTEE—FT, A Y FOAHEHADIEIRALCTT, UTIC, BEBEE— FOETH
#rLET,

EmE

amnimo# device storage fsck mmcblklpl type ext4 check +!

amnimo# device storage fsck mmcblklpl type ext4 preen «!

amnimo# device storage fsck mmcblklpl type ext4 customize -y +!

Enter password: N=T 4 aVPBSHEINTVT EBE 7 7 A ILIT/NRT — EHEERS
NTLWRWEE, /XX7—F% AN L TEnter

-]
4
=
=
}\
L
[ >
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A7 XbL—=—COFEBRREERRT S

ol = I
2 b L =Y DERKREZ KRS 5 I21E. show device storage usage A7 > KA ETL X T, =
# 2
k
show device storage usage [PARTITION] L
[
BEER o
BE Hz s
PARTITION BRI AERRLI-WSS—F a3 vE&aigELET,
N @ EAFIEER/N—T 1 > 3 Y 4AlE. mmcblk<1-9>p<1-9>,
=T_|, sd<a-z><1-9>T9,
® PARTITION Z&BET 2L, YUY FENTWB/NR—T 4
avORML—VERRINKREINET,
Z DR, /dev D FIZH B mmeblk<1-9>p<1-9> & sd<a-
><1->hFRRINET,
® PARTITION %$8E L 7=H&1E. £ D PARTITION ©OHD
FEARANRRINET,
® /dev ®TFIZ mmcblk<1-9>p<1-9>, sd<a-z><1-9>m /%
—T 4 avhEFEET BHE. [Tab] F—2ANT5 L&,
N=T42avEZDANEMTTHIENTEET,
AlTy V7 —F7 A TS SITHRIC nvmelnlp<l-9>7°
B FET,
HO7+—<vk
Partition Size Used Avail Use% MountPoint
PARTITION SIZE USED AVAIL PERCENT POINT
(&Eg)
HHIEE
PARTITION NR=—FT 4 avEhRRINET,
SIZE ERENVFKTRINET,
USED FERRENFRRINET,
AVAIL EERENKRINET,
PERCENT FRERSRREINET,
POINT XUV RRAY MR RREINET,
E1TH

AR Y RFOARNEREADE, TRTOE—-FTHALTT, UFIZ, "R —HY—F— FRDETHER
L3,

amnimo$ show device storage usage ¢

Partition Size Used Avail Use% MountPoint
mmcblkOpl 13G 637M 12G 6% /

mmcblk@p3 3.9G 20M 3.7G 1% /var/log
mmcblklp2 7.0G 4.0K 7.0G 1% /media/sd2
mmcblklpl 7.9G 36M 7.4G 1% /media/sdcardl
mmcblklp4 4.9G 20M 4.6G 1% /media/sdcard4




AhL—20

AhL—>0

=3

T RNT B

AN AN

%3FR9d 521k, show config storage A~ RZETLE T,

show config storage [PARTITION]

HEEE
HH AR
PARTITION ZARL—COREEERLEWNWS—TF 4 a v ZEEELET,
N e {FTAEA /S —F 4 > 3 > &lE. mmeblk<1-9>p<1-9>,
i’, sd<a-z><1-9>T%,
® PARTITION Z&BET HL, YUY FENTWB/NR—T 4
TarvDRML—VERRINEKRTRINES,
Z DR, /dev DTFIZH D mmeblk<1-9>p<1-9>¢& sd<a-
><1-9>hFRRINET,
® PARTITION %$EE L 7=3&H& . £ D PARTITION O HD
HREBRNTKRINET,
® /dev ®TFIZ mmcblk<1-9>p<1-9>, sd<a-z><1-9>m /<
—T 4 avhEFEET BHE. [Tab] F—2ANT5 L&,
NR=T A aVBEDANEHTTHIENTEET,
Al Ty 2T —F7 oA TIEESHITHRIC nvmednlp<l-9>H
B FET,
HA7x—<v b

storage mount PARTITION POINT type VFSTYPE options OPTIONS CRYPT
FSCK PARTITION OPTIONS

MONITOR PARTITION INTERVAL

FAILSAFE PARTITION RETRY INTERVAL2 REBOOT

HAHIEE
HH RN
PARTITION NR=T 4 avAhERRINET,
POINT T vbRA Y ERRREINET,
VFSTYPE TT7ANY AT LZA THhERREINET,
& K
extd EXTA 77 A RT L
xfs XFS 7 7AW RT L
vfat VFAT 7 7 AV RT L
CRYPT AL —=VHBEINTVIHEICRRINZERTT,
RE EGN
B [cryptsecret {lES{b & N7=/¥X 7 — F}] AHRRE
nNE9,
i3 FRINFEH A,
FSCK fsck "B,/ B RBEDBERIARRINE T,
BE Ex
a3h [storage fsck] &FxRENET,

) no storage fsck] & FTRENET,

SN—YT 7N it » W

15}
o!

— ek
A0




e K
OPTIONS fsck OF 7> a VEREARTRINE T,
FSCK %7 E:Zs
Bh FTavENRRENETS,
=3 FRINFEFHEA,
MONITOR read /write €= % —HBELEW,/ BN LHEOBEEISERRINE T,
BRE EX
B [storage monitor] &RRENET,
i) [no storage monitor] ¢FRRENFT,
INTERVAL read /write ¥ = v 7 ORI ERREINE T,
MONITOR %% | &%
B linterval {F = v 7 ORIk} LFRENET,
=5 KRINFHA,
e w(A), d(B). h(F). m(M)zHME L THRRINET,
12N o FREMEIF 1 HUm)~2BRECW)IZAY £7,
FAILSAFE 7 ANt —TRENEYN BN LSS DERIRRINET,
J— FMMENFEELAEWVGEE, T 74/ ME [true] NMERENET,
BE B
E=Eo) [storage failsafe] &&xRRINET,
Fiiigey) [no storage failsafe] & FT/RENET,
RETRY fsck,/mountread /write A L7z& EDHRKY b T A BN TRRINE
ERS
FAILSAFE %% | &=
B [retry (BRY FZARIEY] ERRENET,
£ KRENFH A,
INTERVAL2 fsck/ mount kB L7z D, U T4 OFEIFRREINET,
FAILSAFE %% | &=
B linterval {U + 7 A HkR}] &FRRSNET,
£ KRESNFH A,
REBOOT fsck/ mount,read /write KB L7-& ZDHRAY 77— FEEAFRRINE

ol

FAILSAFE %% | &=
B lreboot (A 7 — FEIFK}] LERRENET,
i3 FRENFH A,

QN =T TN~ W

15}
o!

i
f

_rﬂ~




=174 1
fsck, EZ X — 148210 DREFR). 7o ALt —7HEE(U b5 4 3[E. U S A R 108, |&KY
7 — bR 3 EN)DEMRIGEDETHELLTICRLET,

(D) &= Sl

amnimo(cfg)# show config storage ¢«

# ---- storage mmcblklpl configure ----

storage mount mmcblklpl /media/sdcardl type ext4 options defaults
storage fsck mmcblklpl preen

storage monitor mmcblklpl interval 10m

storage failsafe mmcblklpl retry 3 interval 10 reboot 3

=176 2
2 hL =Y DS, fsck, T % —#82(10 2MEkE). 7 = 1 )Lt — 7H#EEENEXRIGE DEITH
ZLTFISRL X9,

s D) & e D)

amnimo(cfg)# show config storage «

# ---- storage mmcblklpl configure ----

storage mount mmcblklpl /media/sdcardl type ext4 options defaults
no storage fsck mmcblkipl

no storage monitor mmcblklpl

no storage failsafe mmcblklpl

ki
it

£1741 3
2 hL =Y DS, fsck, EZ % —#82(10 2MEFR). 7 = /)Lt —7H#EE() h 54 3[E, U b
AR 107, BXY 7— R IE)HIEMNRBEOETHEZULTITRL T,

C = -

amnimo(cfg)# show config storage ¢

# ---- storage mmcblklpl configure ----

storage mount mmcblklpl /media/sdcardl type ext4 options defaults crypt secret TMrOPL®@
CE+4FWZ1B1lnwIoQ==

storage fsck mmcblklpl preen

storage monitor mmcblklpl interval 10m

storage failsafe mmcblklpl retry 3 interval 10 reboot 3

%
4
=
=
}\
L
[ >
)




48 RFL—VZHRELTREBRzREFT D

AN A~

2= I NS TURIVN T FAILY AT LDRE,EE. R L — D read S write
DF vy, fsck/ mount R EDEREZLEFT, TTITEELIARIE, BET7 7M1 ILICEZ AT
nx4,

481 XhL—YOYUV NEEETD

AhL—=—YD7TYy FEREET SICIE, storage mount A< REETLET,

B ON—C 7N i~ W

be
f

_I_H~

’,'7 RETIIBRASEE TEFRT S EHAIEETT,
i

=

storage mount PARTITION POINT [type <ext4 | xfs | vfat>] [options OPTIONS] [crypt [secr
et ENCRYPT-PASSWORD] ]

HTEEE
PARTITION N—FT4aryEEEELET,
e [FAAEER/N—T 4 > 3 »Y&lE, mmchblk<1-9>p<1-9>,
W4 sd<a-z><1-9>E LS FERICAY ET,
o NN—T A4 avHFEETIHE., [Tabl ¥F—%ANT 3
ELNRN=T U4 avBDANEHETT DI ENTEET,
AlTy D7 —F7 A TS SITHRIC nvmelnlp<l-9>7
BXET,
POINT XUV ERA VM EBELES,
type TT7ANTATLRATHRIBELET,
T 7 #I)L MBI [extd] T,
options OPTIONS (x> b A7 a v aIBELET,
T 7 4L MEIE [defaults] T,
crypt ES/N—T 4 avIiivUr b RBEICEELET,
secret ENCRYPT-PASSWORD IZlES b I N7/ XX T — FXFIZEEL
EJCEN
gy crypt ZI8E L. 7D secret ZIFE LB WHEIL.  [Enter
password:| RFRIA, /=T 1> a3 VORES/ILD/KZXT —
FOADIWERESNET,
E1761

crypt Z¥EE T 2B/ EDETHZLUTICRLET,

amnimo(cfg)# storage mount mmcblklpl /media/sdcardl crypt «
Enter password: =T 423 v DOEE/RR T — K% AH L T Enter

E176 2
crypt & secret ZIEET 2 HEDETH ZUATITRLET,

amnimo(cfg)# storage mount mmcblklpl /media/sdcardl type ext4 options defaults crypt s




ecret TMrOPLOCE+4FWZ1B1nwIoQ== «

)
482 RFL—YDTvTYy FEREET D 4
=1
AhL—=YDT YTy hEEHTSIZIE, no storage mount A< KEETL T,
e
=3 ?
no storage mount PARTITION \[/
i
HREEB &
~ 1E
HH AR
PARTITION N—F 4 av@ERELET,
I @ FERAAIREL/X—T 4 3 »4&lE. mmeblk<1-9>p<1-9>, sd<a-z><1-
Td  ooruomRcHY T,
o —F 4 avhAEETEEE, [Tabl ¥—%AHTBE, /—F 4
AavEDANEHTT DI ENTEET,
Al Ty 24—k 24 TIEE SITHRIC nvmeOnlp<l-9>AMEZ £9,
E1741

amnimo(cfg)# no storage mount mmcblkipl «!

483 TTFANLNVATLEBRE,/ (B1ET5
T ANV AT LERE /MEEKEEEBRNICT B ICIE, storage fsck av > FAEETL X,
25

storage fsck PARTITION [check | preen | customize CUSTOMIZE]

HREIEHE
PARTITION NR=TFT4avEuxEEeL 7,
I @ FEAAREA/S—T 4 > 3 4lE mmeblk<1-9>p<1-9>, sd<a-z><1-
Xl oS mRIHY £
o N—T 4 avhHBFEETRHEE. [Tabl ¥—%2ANT3&, =T+«
AVEDANERHTT B ENTEET,
AlTy 27—k oA TIRESICHRIC nvmednlp<l-9>HAEZ £,
check AR/ Z—%Fzyv 7 LEFTH. T7—13MBEL FEA,
preen BB IZS—%BELEY, (F7HLIFTEREINTVET, )
customize fsck A~ K (77 ALY XF LD xfs DIFE L xfs_repair A< > F) [TETH
TravERELET,
=174

REE— T, /¥=7 1 3> /dev/mmeblklpl OIRE/BEMEZBIMICL LT,




amnimo(cfg)# storage fsck mmcblklpl preen «

-]
4
=
=
7S
k
L
[ >
®




4.8.4 7AWV RT LERE /MEET DHEE ERIC

TT7ANY AT L%aRE /MEET DHERE = FESNICT 5 IC1E. no storage fsck O~ > RZEITL £
ERS

=3

no storage fsck PARTITION

HEEE
=S| ES
PARTITION WNe=Ty4avZeEELET,
I o [EATREAR/N—F 4> 3 v &ld. mmeblk<1-9>p<1-9>, sd<a-
Xl 19>t ERIAY £,
o N—T 4 avhAFEET BHEE. [Tab] ¥—%2AHhT5&. =T
A2 avEDANEHTT HIENTEET,
AlZy 25— b7 24 TIEE BITHFRIC nvmelnlp<l-9>AEZ £,
E1TH

JBEE—FT, /X—=T 4 > 3> /dev/mmeblklpl O&E/IEEM#EEE EHICLE T,

‘we ED

amnimo(cfg)# no storage fsck mmcblklpl «

485 X hL—YdDread write IKREEHNICFzvoT5

Z b L =D readwrite RN AETEHIICTF = v 7§ 521, storage monitor A~ > FAEFEITL
EJC N

2

storage monitor PARTITION [interval TIME]

REEB
1HH AR
PARTITION NR—=T 4 avZeEEELET,
I @ FEAAREL/S—T 4 > 3 4lE mmeblk<1-9>p<1-9>, sd<a-z><1-
Xl o-rvsmRHY £
o RN—T 4 avhHBFEETSRHEE. [Tabl ¥—%2ANT3&, =T+«
TaAaVvEDANEHTTHIENTEET,
AlTy 7 —F 7 24 TIEE SITHRIC nvmelnlp<l-9>HMEX £,
interval TIME (2. read/vvrlte FrzyvohkBLAZEZDY oM DREREIEEL T,
:'7 e w(A), d(B). h(F). m(m) & HEA L L TIEERIBE,
= 1ﬁ1m~2 BEQw)DEFE%, FROEEEL TIEER b,
E1741

HEET—RT, N—F 4> arv/dev/mmeblklpl oF =z v 7EfR% 10 0 &KX ELFT,

B ON—C 7N i~ W

15
f
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amnimo(cfg)# storage monitor mmcblklpl interval 10m
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486 X bFL—YdDread write IKADERN LT = v 7 HEEZ ERXIZT 5

Z b L =YD read/write % ERARIICTF = v 7 DHLRER ELHIZ S S (21E. no storage monitor
vy FEETLET,

=3

no storage monitor PARTITION

REIEH
=g=| AR
PARTITION N—F 4 avEERELET,
I @ EAAREL/S—T 1 a3 »4lE. mmeblk<1-9>p<1-9>, sd<a-z><1-
'1-_,, 9>EWSERICHY 27,
o KN—F A4 avhEETIES. [Tabl ¥—%#AHTDE. /N—F 4
avEADANERHTT DI ENTEET,
AlTy 27— b7 x4 TIEESICHRIC nmeOnlp<l-9>AHEZ £ 4,
17651

(e D)

amnimo(cfg)# no storage monitor mmcblklpl «

SN—YT 7N it » W

15}
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487 fsck/mount,/read /write VBLKEFED 7 A It —T7 2B T 5
fsck/ mount ALEBAEK L7z EIC7 24— T (U T A4 &Y 7—F)ZAIEES 5 (TIE, storage

failsafe a~ > F#ETL X9, éf
T At —THEEDEMICOWTIE [123 74t —7] 2#TSBLEL, =
25 A
storage failsafe PARTITION [retry COUNT] [interval TIME] [reboot COUNT] t
[
A== \\/\\
EXEIEE 02
EE oS E
PARTITION NR=TFT 4> avEZEREELET,
I @ FEAAREL/X—T 4 3 »4lE. mmeblk<1-9>p<1-9>, sd<a-z><1-
X d  o-rSERHY £,
0 N—T 4 arhFEETEHEE. [Tab] ¥F—%2AHTDE, =T+«
aAavEDANERTTHIENTEET,
AlZy 25— b7 24 TIEE BIHFRIC nvmelnlp<l-9>AEZ £,
otr COUNT (2. fsck/mount,/read,/ write ILEBNLBIL 7o & T D]RAKY kT 4 B
y RiEELET, BEGEE 1~10 ©F, F7 4 MEE [3) ©F,
interval TIME (2. fsck/mount LEBA LB Lz ED Y S/ DRIBE)ZIEL £,
HEEHHEIE 1~60 T, T 7 4 MEWX [10] TT,
reboot COUNT (2. fsck/mount,/read,/ write ILEBALBEL 7z & T D]RAKY 7 — FEIEK
ZELET, BTEHHEIT 1~10 T, T 74 MBI [3] TF,
175

HEE— KT, /dev/mmcblklpl 2L TY 54 3@, U SABBI0M. BV 7— FEIHK
3T ANt —TEERELET,

Sl T —

amnimo(cfg)# storage failsafe mmcblklpl retry 3 interval 10 reboot 3 «




488 fsck,/mount,/read,write LIBLIFD 7 = 4 L& — 7 ILIB A EZHIZT 5
X bL =D fsck/ mount LEBAKK LI EDT7 MLt —JUBAEFIZT SIZIE. no

storage monitor A< > RZETL X, gf
g =
no storage failsafe PARTITION A
]\
- L
REHEE [
HE e >
PARTITION R=F 4 avEERELET, 12
=N o (EFTHA/\—F (>3 &Ik, mmeblk<1-9>p<1-9>. s
T_,’ sd<a-z><1-9> & WH R Ica Y £9,
o X—T 4 arvhFETDHE. [Tab) ¥—%2ANT 3
ELNR=T U avBDANEHTTEIENTEET,
Al Ty 27— b7 A TIEEHICHHRIC nvmeOnlp<l-9>H°
B ET,
E1T70

no storage failsafe mmcblklpl «!




489 XhL—YOT7H—7v MNMEREEXERT S

AbL =07 =<y MERAERTT BEEIE. 5IEI/NN—FT 423 &Z%EIEEL T show

device storageformat A~ > FZZETL X9, 5IMZERELHEVWHEEETRTON—T 13D LS
EEAFRENET, 4
B
g
A
show device storage format PARTITION lt
[
HEEE >
D
BH AR 12
PARTITION NR=T 4 avEZzEELET, f
I @ EARTEEA/S—T 1 > 3 v &lE. mmeblk<1-9>p<1-9>,
"r_|, sd<a-z><1-9>¢& WS FEXICH Y £F,
o X—T 4 arvhFETDHE. [Tab)l ¥—%2ANT 3
ELNR=T U avBDANEHTT DI ENTEET,
Al Ty 27— b7 A TIEEHITHRIC nvmeOnlp<l-9>H°
B ET,
HAZ7+—%v b

Partition Type Crypt
PARTITION TYPE CRYPT

(&)
HAIEE
PARTITION N=T 4 avEhERRINET,
TYPE TT7ANV AT LRZA THERRENET,
& Bz
UFToEbohDREERLET,
- o BESILIREEA DT T ¥ h ENTULAEULREE
® 74—y hbINTULAELIRE
extd EXT4 7 7 AN RT L
xfs XFS 7 7 ANV AT L
vfat VEFAT 7 7 A IV AT L
CRYPT N—T 43 v ORESVREARRINE T,
& Bz
Disable JERES{LIREE
Enable ES{LIKRE
E1TH

1—HY—F— FCTIESILD extd T7+—< v b&Nfz/dev/sdal D7 +—< v MMERZRRL
9,

(a-v- D) wes D) &= D)

agl0-sy3$ show device storage format sdal «
Partition Type Crypt
sdal ext4 Disable




49  TrAILDEE

77 AND—EFK R BE), JE— BIRETVWET,

AR PIL—2—Tld, AEEERFBTEE A,

SN—Y7XN i~ W

oo

2
e

491 7T7r7ALERYRXNRTRT D
T7ANLEY X MKRRTBICIE, showfilea<w > FAETLET,
=5y

show file [PATH]

PATH PATH ICEEE LT A4 L7 MY —IZH D7 7 ALY X FFRREN
¥,

:}IMH%%%%?%t\Dﬁ%yl—f—®$—A?4v7b

-
-

Ll V= IZHBT7T7ANLDY R PRREINET,

HO7+—<vk

PERMISSION OWNER GROUP SIZE TIMESTAMP FILENAME

HAHIER
PERMISSION T7ANLDNR—I g ryhARREINET,
:? [s-1] O F#EFRTLIEZELERLELERATT,
%
OWNER 77 ANORBEEELLNFRINET,
GROUP T7ANLNDTI—TEZRRTENET,
SIZE T7ANLTFARX (NA +) NERENET,
TIMESTAMP TP AILPEBEINFR (A—AHLx 4 L) H, RFC3339 T
XRENFET,
FILENAME T AINENRTRENET,
E1745

EEEET-—FEREE—FT, A9 FOAANEENIFAL T, UTIC, BEEE— FDOETH
Rl ET,

EEE

amnimo# show file /etc/amnimo/config.yaml « «PATH IC7 7 A WA ZIRTE LT=HE
-rw-r--r-- root root 8325 2020-01-01T00:00:00Z config.yaml
amnimo# show file /etc/amnimo ! <PATHIZT 4 L7 b —%IBE L7-HE

-rw-r--r-- root root 762 2020-01-01T00:00:00Z amenv.conf
-rw-r--r-- root root 265 2020-01-01T00:00:00Z archive.list
-rw-r--r-- root root 8325 2020-01-01T00:00:00Z config.yaml
drwxr-xr-x root root 4096 2020-01-01T00:00:00Z default
-rwxr-xr-x root root 861 2020-01-01T00:00:00Z encrypt
drwxr-xr-x root root 4096 2020-01-01T00:00:00Z if-configured.d




drwxr-xr-x root root 4096 2020-01-01T00:00:00Z if-configuring.d
drwxr-xr-x root root 4096 2020-01-01T00:00:00Z if-down.d
drwxr-xr-x root root 4096 2020-01-01T00:00:00Z if-post-down.d
drwxr-xr-x root root 4096 2020-01-01T00:00:00Z if-post-up.d
drwxr-xr-x root root 4096 2020-01-01T00:00:00Z if-up.d
drwxr-xr-x root root 4096 2020-01-01T00:00:00Z service
-rwxr-xr-x root root 243 2020-01-01T00:00:00Z uvol-detection
drwxr-xr-x root root 4096 2020-01-01T00:00:00Z uvol-detection.d
-rwxr-xr-x root root 242 2020-01-01T00:00:00Z uvol-recovery
drwxr-xr-x root root 4096 2020-01-01T00:00:00Z uvol-recovery.d

-]
4
=
=
7S
k
L
[ >
®

492 T7r7ANLEBET S
T ANEBET BICIE, filemove O REETLET,
25

file move SRC-FILENAME DST-FILENAME

REEH
SRC-FILENAME BETTO 7 7 ALNEAEIEELET,
*1'7 [Tabl ¥F—ZANTBE BREZ7 7 AINVEBDANEHTT B LN T
e € E7,
DST-FILENAME BEGROT7 7 ANAEIBELET,

:.? [Tab]l ¥—%2AHT2E BET7FANLZDANZHRT DI AT
& EFEN

.-,—? ® SRC-FILENAME & DST-FILENAME (2, AL 7 7 A VB ZIHEET H I LT TEELA,
= ® SRC-FILENAME & DST-FILENAME (2, T4 L2 MU —%IEEIT DI LIETEEEA,

ESagtll
EEEE-—FELREE—FT, AXY FOADEHAIERL T, UTIC, BEEE— FOETH
Rl ET,

VR
IR
e
I

E

amnimo# file move /etc/amnimo/config.yaml.backup /etc/amnimo/config.yaml.backup2 «




493 T77ANZAE—F 5
T ANEIE—F5(2IE, filecopy av v REETLET,

%
3t 4
=
file copy <config | SRC-FILENAME> <config | DST-FILENAME>
78
HEEE lt
BE A l,
config [/etc/amnimo/config.yaml] ARESNET, D

SRC-FILENAME BHTO7 7 AILEGEIEELET,

;l? [Tab] ¥—%Z2ANT2E, RET7T7ANZDANE@HRT 52 EHT
= = F3,

DST-FILENAME Baho 7 s A LZERELET,

9 [Tab] ¥—%#AHT2E. BETV 7 AINVEZDANEBRTHTENT
=B = F3,

15
f

_I_H~

:_l? ® SRC-FILENAME & DST-FILENAME (2, AL 7 74 LB ZHRET H I LIEFTEELA,
= ® SRC-FILENAME & DST-FILENAME (2, TA L2 MU —%3EET DI LIETEEEA,

ESmgtll
EREE-—FELREE—FT, AV FOANEHAIZRLTY, UTIC, BEEE— FOETH
2R L ET,

(EmE (& x s

amnimo# file copy config /etc/amnimo/config.yaml.backup <

494 T 7AILEHIBRT D
77 ANVEBIBRT B0k, nofile aw Y FERTLET,

2

no file <PATH>

RTEE
PATH PATH ICHIBRE 2 7 7 A LAIEEL 9,
[y N
i‘/ PATHIZ, TALZ MY —%EETEIEIETEE L A

E1THY
EEEE-—FNELREE—FT, A FOANEHADIFRILTYT, UTIC, BBEE— FDOETH
Rl ET,

s D) & e D)

amnimo# no file /etc/amnimo/config.yaml.backup2 <!




FhE  ENAILDIRE

AETIE, ENALEY 2 —ILOBEROHHE, BERT — X XDFRR, FEITOER UM, ENA L
IR DBRER EEITVET,

5.1 ENAIEY 2 —ILHFRRT S
ENRAILEY 12— IILAEKRRT SI2IE, show device mobile A~ > FAETLET,

==

show device mobile [module MODULE-NUMBER] [sim [SIM-NUMBER]]

REEEB
BH ES
module MODULE-NUMBER |2, ERANLEL 2 —ILEBESHEIBELET,
? BEOENRANLED 2 —LEZEBHLTWRHEICEWMERY
% EX
sim SIM-NUMBER (2. SIM Zz@a v ~&%S (SIM : Subscriber identity
module : ZIERLHETEY 2 —L) ZIBELET,
HAZ7+—%v b
# ---- module MODULE-NUMBER ----
manufacturer MANUFACTURER
model MODEL
fw_version FW_VERSION
imei IMEI
# ---- sim SIM-NUMBER ----
pin PIN-STATUS
iccid ICCID
imsi IMSI

MSISDN

LA o W

N
P

SRR

(con
Hen

(3




HAEE
BH

P

MODULE-NUMBER ENANLEY 2 —ILEEARTEINET,
SIM-NUMBER SIMZX Ay FESHRRINET,
MANUFACTURER ENAILEY 2 —ILDA—H—EZDERRINET,
MODEL ENANLEY 2 —ILDETLEIPEREINET,
FW_VERSION ENRANEY 2—LDT 7—LT7zTNN=2arvhPRRINET,
IMEI ENAILEY 2 —1LD IMEIAFRRENET,
PIN-STATUS SIM £7-1Z eSIM @ PIN 23— FORELARRENET,
R RS
READY e SIM EAAREIRAE
PIN By 7 pMESAREE. & L <IZ PIN By 70 RI N
7o IRRE
SIM PIN e PIN O— FEFIREE
PIN B v 7 BBRFF 5 IRRE
SIM PUK e PUK O — REFZIRRE
PINaI—FOANZ—ERHBANEEREZ, O v 7 LI2KRE
ICCID SIM £ 7z1x eSIM @ ICCID (IC Card Identifier : {ERI#AIES) MRS
nNxd,
IMSI SIM F7-1Z eSIM @ IMSI (International Mobile Subscriber Identity : A0 A
EHHAES) PERRINET,
MSISDN SIM % 7=(% eSIM (Z MSISDN (Mobile Subscriber ISDNNumber : EiEE

=) NREINTWLEHE, [msisdn MSISDN] & FRRS N £d, 2ZHIC
£ > TMSISDN ABRE SN TWEWEEAH Y £7,

1,'? AR TERTRIND SIMIERIE. B TIELWATEREDH Y £9, &#H D SIM B (E. SIM
Ll BmMEEHL-HEICTHER S,
[5.2.3 SIMIEHR=EHY 5]

L i o

N
P

A

L




K176

E1761 1 -
RTHII~EFHIS ATy FOAREEAIEF, §RXTODE—-—FTRILTY, UATFIC, —fka—¥ 555
—E—-FOETFZERLET, =
-y D) T D) &t Bl =
/N
amnimo$ show device mobile « 4l
# ---- module © ---- i
manufacturer GOSUNCN %%
model ME3630-J2A s
fw_version ME3630J2AV1.0B18 [Sep 15 2018 17:04:51]
imei 123456789012345
# ---- module © sim @ ----
iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678
# ---- module © sim 1 ----
iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678
E1761 2

a-v- D) wex D) &= G

amnimo$ show device mobile module @ +

# ---- module 0 ----
manufacturer GOSUNCN
model ME3630-J2A
fw_version ME3630J2AV1.0B18 [Sep 15 2018 17:04:51]
imei 123456789012345
# ---- module © sim @ ----
iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678
# ---- module © sim 1 ----
iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678

£1741 3

N

a-v- D) wex ) &= G

amnimo$ show device mobile sim «

ki

# ---- module © sim @ ----

iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678

# ---- module © sim 1 ----

iccid 1122334455667788990
imsi 998877665544332

msisdn 07012345678




=174 4

(a-v- D w2z D) & = ) %
amnimo$ show device mobile module @ sim « _i
# ---- module @ sim @ ---- =
iccid 1122334455667788990 £
imsi 998877665544332 I8
msisdn 07012345678 A
# ---- module © sim 1 ---- s
iccid 1122334455667788990 ;?é
imsi 998877665544332 e
msisdn 07012345678
amnimo$ show device mobile sim module @ «

(ERRERLHEA)

51741 5

a-v- ) weED) &= EED

amnimo$ show device mobile module @ sim @ «

# ---- module © sim @ ----

iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678

amnimo$ show device mobile sim © module @ «

(EEREmLERD)




5.2 ENAILEY 2 —ILZH|EHT S

ENALEY 12— L OBROON/OFF, U+ v b, SIMIEROBHATLET,

521 ENAILEY 2—IILDEEA ONIZT 3

L i o

N
P

EOEEEE
ENAILEY 2—ILDER%E ON 29 5I21E, device mobile power I~ > FZEITL £,

==

A

L

device mobile power module <MODULE-NUMBER>

MODULE-NUMBER ENALNED2—LDESZIREL T, BRZONICLET,

ESagtll
EREE-—FELREE—FT, AV FOANEHAIZRL T, UTIC, BEEE— FOETH
=Rl ET,

rmslRD) = 2D

amnimo# device mobile power module @ « CENRAILEY2—IL0DERZONICLET

2.2 ENAILEY21—IILDERZY LY FT 3

AN AN A~

ENALNED2—IILDOEREEY Y bT5121%, device mobilereset A< FiZreset 7> 3>
T CEITLET,

2

device mobile reset module <MODULE-NUMBER>

REEH

MODULE-NUMBER ENANED 2 —LDESZEEL T, BRe Ly FLET,

E1THY
EEEET-—FEREE—FT, A9V FOAANEENIFAL T, UTIC, BEEE— FDOETH
Rl ET,

ens D wx O

amnimo# device mobile reset module @ « cENRALED2—L0AE VLY FLET




5.2.3 SIMIEHRAZFEHFHT 3 -]
SIM 155 % F#9 %1214, device mobile information I~ R&ZETL £, 5
) =
25
£
device mobile information module <MODULE-NUMBER> //f\
L
%)
£
3
module MODULE-NUMBER CENRAIILEL 2 —IILDESHIEEL T, SIM
BEREBFHLET,
=174

BEEET—FERET—FT, A FOAREHAIZRILC T, UTFIZ, sim0, siml &% (2 SIM
MEAINTWEIHEDEBREET - FOETHERLET,

ens D e O

amnimo# device mobile information module @ “E/NAILEY 12— 0 D4 SIM FER % EIT

# ---- module © sim @ ----

pin READY

iccid 1122334455667788990
imsi 998877665544332
msisdn 07012345678

# ---- module © sim 1 ----

pin READY

iccid 2122334455667788990
imsi 898877665544332

msisdn 08098761234




.24 ENAILEY 2—ILDOEREH OFF 12T 5
ENAILEY 2—I)LDOERE%E OFF (29 %I(21E. no device mobile power A< > FEETL £7,
=52y

no device mobile power module <MODULE-NUMBER>

L i o

N
P

A

L

MODULE-NUMBER MODULE-NUMBER IZCENRAIILEY 2 —IILDOESZIBTEL T, BN
ANEY 12— ILDER%E OFF (L ET,

E1781
EREE-—FNEREE—FT, AV FOANEHAIFRALTY, UTIC, BEEEE— FOETH
L ET,

EEE

amnimo# no device mobile power module @ < «ENAJLET 12— 0DEEFEZ OFF ICL FT




525 PIN OREREZHERT

PIN(Personal Identification Number) D% EIRRE %= HEFE§ 5 IC X, device mobile pin status 2 < >
FEzETLET,

ENANES 2 —LDA Y Z—7 24 Z(ecmO) HENTH 2B, Ao~ FFFEBETE £
o BRI

L i o

N
P

==

A

L

device mobile pin status module <MODULE-NUMBER> sim <SIM-NUMBER>

HEEE

JERE] ES

MODULE-NUMBER THROENAILES 2 —IILDESHEIEELET,

SIM-NUMBER WROENAIEY 2 —ILICERL TS SIM 0FSZEEL F

ERS

HAFER

IHE RS

READY: MT is not pending for any password PIN By 7 pESARE, 5 LLIEPINB Yy 7 A

BRBR X L7 IRRE

SIM PUK: MT is waiting phone-to-very first | PIN 3 — FODALhZ—FERHAHBEZ., Oy 7
SIM/UICC card password to be given L 7= 4KAE

SIM PIN: MT is waiting SIM PIN to be given PIN B v 7 fBRfF B IRRE
E170

ERNANEY2—LDA VR —T x4 Xecm0 HEZNTH DIRET. TN/ IILEY 2 —IL 0D SIMO
& SIM1 @ PIN ZREREZHER L ET, BEEBET—FEXREE—RFT, AV FOADEHDIZMAE
LTd, UFIC, BEBEE—FOETHERL T,

rms ) & = Sl

amnimo# device mobile pin status module @ sim © «

READY: MT is not pending for any password «PIN O v 7 WM EZNAIKEE. £ L < PIN B v 7 AYf#kR
I NTRRE

amnimo# device mobile pin status module @ sim 1 «

SIM PUK: MT is waiting phone-to-very first SIM/UICC card password to be given «PIN 31—
FOANE —ERZKADBEZ. Ay 7 LIREE




526 SIMAh—Fov 7 =k 5
SIMA— KOy 7 %9 %I(21%. device mobile pinunlock A~ > RZETL£d,

P d PINI— FEHELDSIM 2 ETLEEES v U 7L abe <L,

L i o

N
P

==

A

L

device mobile pin unlock <PIN-CODE> module <MODULE-NUMBER> sim <SIM-NUMBER>

REEHE
I5H nE
PIN-CODE PINO—FZEELET,
MODULE-NUMBER HWROENANLEY 2—ILDOEFESZIEBELET,
SIM-NUMBER MROENAIINEY 2 —LICERLTWD SIM OBFSZEEL £
ED
el

ENRAILEZ2—IL0DSIMODSIM A—FBwv 2% PINI—RFAAICKYERLES, BEE
EF—FREREE—FRT, A FOANERAIERLTY, UTIC, BEET—RFOETHERL
EJCIN

amnimo# device mobile pin unlock 1234 module © sim @ «




5.2.7 PINO—FZBZHZT 3
PIN 23— KA2B%IZ9 %I(21E. device mobile pin enable 3> FZETL £7,

P d PINI— FEHELDSIM 2 ETLEEES v U 7L abe <L,

L i o

N
P

==

A

L

device mobile pin enable <PIN-CODE> module <MODULE-NUMBER> sim <SIM-NUMBER>

REEHE
I5H nE
PIN-CODE PINO—FZEELET,
MODULE-NUMBER HWROENANLEY 2—ILDOEFESZIEBELET,
SIM-NUMBER MROENAIINEY 2 —LICERLTWD SIM OBFSZEEL £
ED
el

ENALEZ2—ILODSIMODPINI—FZBEMLES, EEBEE-—FEREE—FT, 07
YROAREHABELCTT, UTIC, BEEE—- FOETHERLET,

REER
PINa—F 1234

EEE

amnimo# device mobile pin enable 1234 module © sim @ «




528 PINI—FH#EMHIZTT S
PIN O — K& #E3%(29 %214, device mobile pin disable A~ > KA E{TL 7,

P d PINI— FEHELDSIM 2 ETLEEES v U 7L abe <L,

L i o

N
P

==

A

L

device mobile pin disable <PIN-CODE> module <MODULE-NUMBER> sim <SIM-NUMBER>

REEHE
I5H nE
PIN-CODE PINO—FZEELET,
MODULE-NUMBER HWROENANLEY 2—ILDOEFESZIEBELET,
SIM-NUMBER MROENAIINEY 2 —LICERLTWD SIM OBFSZEEL £
ED
el

ENALEZ2—)LO0ODSIMODPINI—FZEMICLES, EEBEE-—FEREE—FT, 07
YROAREHABELCTT, UTIC, BEEE—- FOETHERLET,

REER
PINa—F 1234

EEE

amnimo# device mobile pin disable 1234 module @ sim @ «




5.2.9 PINO—FAZLTET 3
PINO— K#A#Z®E |29 %(21E. device mobile pinchange A~ RZE{TL £ 7,

%
— e B e o 11— —pE A . 5
LI, PIN O— FIZHHELD SIM ZFHITLZBEF v U T7ICHVNEbE (LI, =
+
A
3t A
L
device mobile pin change <OLD-PIN-CODE> <NEW-PIN-CODE> module <MODULE-NUMBER> sim <SIM
-NUMBER>
HEEHB
ER RE
OLD-PIN-CODE WEDPINO—FZEELET,
NEW-PIN-CODE FLLERESTSBPINO—FZIEEELET,
MODULE-NUMBER HWROENAIWNEY 2—ILOBESEEEELET,
SIM-NUMBER WROENANLEY 2 —LICERLTVWS SIM OFESZIEEL X
E
E176

ENANLEY2—L0DSIMOD PIN I—F% 1234 75 9876 I(CEBL 9, BEEEE— N &K
EE—FT, Ay FOANEHAEBELTT, UTIC, BEBEE-FOERTHAZRLET,

WPINa—F 1234

HPINTI—F | 9876

s ) & E Sl

amnimo# device mobile pin change 1234 9876 module @ sim @ ¢«




52.10 PUKa—FIC&KVY PINAY 7 2T %

PUK(Personal Unbloking Key)aA— F(Z& Y PIN B v 7 %R 5 (Z1Z. device mobile puk 3=
Y RFEEITLET,

PIN3—F //PUK 23— FIEHEND SIM ZHTLABEF v U 7ICHLEbE LTI,

L i o

N
P

PUK 31— FOANE—EEHERT 5 & BV SIM h— FAERTE R A Y BRTT S
VED B BAEMSBY T, FLERITT BBOEBRITFRNRET 3T D 1
ETOTTERCLE L,

A

L

==

device mobile puk <PUK-CODE> <PIN-CODE> module <MODULE-NUMBER> sim <SIM-NUMBER>

REEH
I5H nE
PUK-CODE PUKO—FZ3ELET,
PIN-CODE FLCERET S PINI—FZIEEL X,
MODULE-NUMBER HWROENANLED 2—ILOEFEBSZBELET,
SIM-NUMBER HROENAILED 2 —LICERLTWD SIM OBFSZEEL £
EDS
el

ENANLEZ2—IL0DSIMOD PUK I—FIZ& Y PINO Yy ZIREEARBLFT, BEEE—F
CEREE—FT, O RFOAAEREDIZALTT, UTIC, BEBEET—-FOETHERLET,

REEE
PUK O—F 12345678

HPIND—F | 9876

s ) & E Sl

amnimo# device mobile puk 12345678 9876 module © sim @ «




53 ENANEROBERT—X X%k nd b
ENANLERROBERT — XA AEFRRT BI2IE, show mobile aw > FEETL £,

%
=5 5
=
show mobile [IFNAME] =
+
/N
A
L
(D)
IFNAME AV E—T7x A RBEHRELET, 2
IFNAME %#&B89 2 &, ENAILBEINTNETRTOA (3
1L 4 —T 2 ADFERIPRTENET,
HAZ7+—<v b
# ---- mobile IFNAME ----
number MODULE - NUMBER
module MODULE - NAME
peer MOB-PEER -NAME
session SESSION-NAME
sim SIM-NUMBER
apn APN
state STATE
rat RAT
ARFCN
UARFCN
EARFCN
band BAND
mcc Mcc
mnc MNC
TAC
cellid CELLID
LAC
PCI
PSC
BSIC
rssi RSSI
RSCP
RSRP
RSRQ
SINR
ecio ECIO

DURATION




HHIEHE

IEH naE

IFNAME Y R—7 oA REDETRENET, #
MODULE- ENALEY 2 —LEEPRRINET, i
NUMBER =
MODULE- ENAINEY 2 —ILENERRENFE T, =
NAME A
MOB-PEER- ENAIILEY 2 —ILDEREELINRTRINET, /|r/
NAME
SESSION- ENAINEYy Y avENRREINET,
NAME
SIM-NUMBER | SIM 2Oy FrESHARRINET,
APN APN (Access Point Name : 7 7 £ 2R A > b &) AERREINET,
STATE ENAIILEY 2 —IILDIRENRTREINE T,
dialing AR
connected B kR
disconnected TIMTIRRE
RAT %t RAT (Radio Access Technology : 87 7 & AT, ENAIL@ERER) A
FRINET,
& Z1ER
GPRS 2G
EDGE 2G
WCDMA 3G
HSDPA 3G
HSUPA 3G
HSDPA-HSUPA | 3G
E-UTRAN 4G
ARFCN ARFCN (Absolute Radio Frequency Channel Number) A& r&En £, 2G T
enTWBiHE, larfen (BUBE}] & FRRENETS,
UARFCN UARFCN (UTRA (Universal Terrestrial Radio Access) Absolute Radio Frequency
Channel Number) nF&/rENF 3, 3G TERINTLWBIHEE, [uarfen (EUEE]
EFRREINET,
EARFCN EARFCN (E-UTRA Absolute Radio Frequency Channel Number) A&k Rr&E N7,
4G TERESNTWEIBA, learfen (BSME)] L FRENET,
BAND EAT RAREEI’FRRINET,
MCC MCC (Mobile Country Code : #mEsE=EEDERMEI— F) ARRENET,
gy 0 —E(COVTIE, UToHA FESBL TS,
https://mcc-mnc-list.com/list
o LUTIHIERL X,
A7 : 440, 441
KE : 310~316
MNC MNC (Mobile Network Code : BRIBEBEEHANI—F) ARRINET,
N e —EBIIOWTIE, UToHA FESELTLEI,
https://mcc-mnc-list.com/list
o LUTIHIERLET,
NTT F3E :10
V7 kv 20
KDDI : 560, 51, 53, 54
TAC TAC (Tracking Area Code : BEIHARDAIBZ RT T 7DHF 11— F) HFRRE
NEJ, 4G TSN TWBHE, [tac (IUEBH tRRSInFET,
CELLID CELLID (Cell Identify : E#R ID) A&RRENET,




IEH RS
LAC LAC (Location Area Code : £E#FDT Y 72— F) AFRENF T, 3G TERES
nTnzBa, [llac (5B cRRENET,
PCI PCI (Physical Cell Id : 9B+ ID) AFRRINET, 4G TERINTWDEH
A, [pci (BUSE)] cRRINET,
PSC PSC (Primary Scrambling Code : W-CDMA AR O EMBHF] 2 — F) AFkRIh
¥9, 3G CERINTLWEHE, [psc (BBE}H cFRRINET,
BSIC BSIC (Base Station Identity Code : GSM AX O E#MB#FI I — F) AERREINZF
T, 2G TEHRINTWBIHBA, [bsic (BB} LRREINET,
RSSI RSSI (Received Signal Strength Indicator : R{EBKEE) MR RENET,
7T F L~ LED(ANT) RSSI L ~NJL
kA AR ] s#sT
£ [] #®LED &4 ~73dBm LUk
PR 0 % LED S8 (500ms RFE) -74dBm~-83dBm
h TL 4 LED &UM(125ms fK8) | -84dBm~-93dBm
X053 W 7% LED AUEi(125ms fEe) -94dBm~-109dBm
53 W 7% LED A (500ms k) -110dBm~-112dBm
R B 7 LED =T -113dBm L
RSCP RSCP (Received Signal Code power in dBm : #FZRZEESN) HERTENFT,
3G TEREINTWEHE, [rscp (BUSE}] CRRENFET,
7T L~ RSCP L ~JL
T8 -90dBm LU
s -90dBm~-100dBm
(P CE] -100dBm~113dBm
EEaN -113dBm UF
RSRP RSRP (Reference Signal Received Power : BBBEESZETH. SERE) HER
SNFET, 4G TERINTVWEHAE, [rsrp (BEN] tRRINFET,
TYTFL~NJL RSRP L ~JL
L8 -105dBm L E
H -105dBm~-115dBm
w5 -115dBm~-120dBm
EEAN -120dBm AT
RSRQ RSRQ (Reference Signal Received Quality : BBIESZERE) iR TRENET,
4G TERENTWBIBA, [rsrq (IUBME) L RRENET,
SINR SINR (Signal to Interference plus Noise Ratio : EBHICWT 2T HBEN +HE
BADOEE) AFRRINET, 4G TERINTWSRIHE, [sinr {BUSE}] & Fx
INEY,
ECIO EC/IO (Pilot Strength EC/IO=RSCP/RSSI : H#ZESBHNTHBEHLR) HFR
INEY,
DURATION ENANLMBICER L TV 2BEREFEARRINE T, BAIEHTT, NERE

—F CERRINET,
;1'7 AFRRIIN—2ar 2300V 7 b7 7 THIELTVET,
i%
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=174
vy ROAAEREDE, TRTODE—-—FTRILTT, UTIC. 82— —FE— FOETHZER
L*xd,

(a—v- ) wes LD & = Gl

amnimo$ show mobile ecm@ +

# ---- mobile ecm@ ----
number (%]

module ME3630-J2A
peer amnimo-mobile
session amnimo-session
sim 0

apn amnimo
state connected
rat E-UTRAN
earfcn 1850

band 3

mcc 449

mnc 10

tac 4633
cellid 49507893
pci 404

rssi -68.0

rsrp -95.0

rsrq -7.1

sinr 186.0

ecio 0.0

duration 4508.1 minutes
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5.4  ENA VAR E FENEEGT S
FEITENA NAEDEG A BAT 5 121E. mobile connect A~ REETL £,

%
g3 5
mobile connect IFNAME [session SESSION-NAME] =
€
REER P
IHH RS %
IFNAME AV E—T7 1A RZEIRELET,
SESSION-NAME ty i arvEEEELET,
=176

EBEET—FNLBTETE—FT, O Y FOALEHADIEIALTT, UTIC, BEEE— FOETH
L ET,

‘emslRD) &= 2D

amnimo# mobile connect ecm@ «

h.b ENRNAILEIRZE YIRS 5
REIAYICE /N A ILEERE TR 5 (21E. no mobile connect A% > FEETL £,
7=72L. BFERT— FOEE. BBNICEERSINET,

2

no mobile connect IFNAME

REEH

IBH e

IFNAME AVvR—T7 A XLERELET,
ESagtll

EBEE—FLHFEE—FT, O Y FOAHEEAZALTY, UTIC, BEEE— FOETH
#RLET,

(s D) & = (Sl

amnimo# no mobile connect ecmo «




56 ENAINEIRDREEFRTRT D

ENAILDERTEEFRRT I21E. show config mobile peer 3% > KEETL £,

)
g3 5
: : L
show config mobile peer [MOB-PEER-NAME]
£
/N
A
L
D
MOB-PEER-NAME ENAILERRLERELETS, 2
L MOB-PEER-NAME %###§ 2 &, T RTDENALFEA (3
=B RRINET,
HAZ7+—<v b
# ---- transition to configure mode ----
configure
# ---- mobile peer MOB-PEER-NAME configure ----

mobile peer MOB-PEER-NAME
verbose VERBOSE

module MODULE-NAME

FAILSAFE

# ---- session SESSION-NAME configure ----
session SESSION-NAME

ENABLE

priority PRIORITY

sim SIM

PIN

apn APN

USERNAME

password secret ENCRYPT-PASSWORD
connect CONNECT
authentication AUTHENTICATION
operator OPERATOR
attach-timeout ATTACH-TIMEOUT
call-timeout CALL-TIMEOUT
IDLE-TIMEOUT
CONNECTION-TIMEOUT
RECONNECT-TIMEOUT
DISCONNECT-DETECTION

RETRY

rat select RAT-SELECT

rat preferred RAT-PREFERRED
rat mode RAT-MODE
RAT-SERVICE-BANDS

exit

exit

# ---- exit configure mode ----
exit




HHIEHE

HH AR

MOB-PEER-NAME ENANERAAETENET, #

VERBOSE Xy t—VHALRAAEREINE T, i

MODULE-NAME EV 2 LEAETRENET, =

FAILSAFE 7z AN TERENEWN ENRIEEOEBEIRRINE T, j"c\
RE SN A
B [failsafe retry FAILSAFE-RETRY reboot FAIL -

SAFE-REBOOT] &&REINET,

) [no failsafe] &FRENFT,

FAILSAFE-RETRY

JxAlt—T70) FTAEEARTENET,

FAILSAFE-REBOOT

TJzALtE—T7D) T— b EHIARTRENET,

SESSION-NAME

Ty avENRREINET,

ENABLE oy a VvAEW/ R GEDFERNIFRINET,
RE FN
E=Eo) [enable] & FXREINFET,
= [no enable] &FRENET,
PRIORITY BEREFFRRENET,
0] EEEEE. (9] "RIEEXELRY ET,
SIM SIMZAay FESHARRINET,
PIN SIM @ PIN A= RAZESNTLNDE [pin {(BXEME}] cxRRanx
E
APN APN AR RSN E T,
USERNAME I—Y—ZHFBRESINTWVSIHE, Tusername (FREME}] L RRENET,
ENCRYPT-PASSWORD | /¥R 7 — FARREINTWBIEE, [password secret (S S N7/ %E
B} LFRENFET,
CONNECT ERAENFRINET,
RE AES
manual FEhES:
always BRI
AUTHENTICATION FIAARDNFTRINE T,
RIE AES
pap WEDEEH R IC PAP (Password Authenticatio
n Protocol) ZFEALEY,
chap W1E DR = IC CHAP (Challenge Handshake
Authentication Protocol) ZfERL £,
both WEDFEEHRIC PAP & CHAP ol AR &AL
9,
OPERATOR Iy N =0 ARL —ZOBIRARDPFREINET,
HRIE SES
automatic BE CH AREABERT ERL X7,
manual FAETEEZA PLMN(Public Land Mobile Network) % g
{PLMN f&} | EL. EEL ¥, HEEHIL 0~999999 TT,
manual- M FETEE% PLMN(Public Land Mobile Network) % 8
automatic L. BEL XY, HEHHEIL 0~999999 TY, EBELE
{PLMN f&} | PLMN ISR TE RN > 2HEd, BY 2 — LA TS
ﬂﬁgﬁ PLMN %‘:E@JE}] ? E?K%JLL/&TO




IEH
ATTACH-TIMEOUT

Pags
B bRRENEREINET,
Ty s oL i (R EBEARIE NS £ TORML T,

CALL-TIMEOUT

”?U‘Hj LEbiERREINE S,

PO LALBRE 1 (B BEARIL A LREIND
TORHE] TY,

IDLE-TIMEOUT FBERABEANEEIN TV SIHE, [idle-timeout (FREE}] & FRS
*Li’é'o
— i_.{; i:E/\\/f}[/:E\/\\:L_}I/%i_L’C 'fl:l L/f_/\b—/ [\% *E
L RNy FAREEINAEVIRRETY, 272 LBAT /T v b iE
ERWNRTIEHY) FHA,
® IGMP /X4y |
® LUTFDICMP /%4 b
destination unreachable, echo request
® LUFodUDP /X4y b
DNS, DHCP, NTP, SSDP
® SYN /%4 v b
® |Pv4 LIA D Ethertnet 24 7ES D /47y b
CONNECTION- RABERBENRESINTLSIEA, [connection-timeout {BREfE}H &
TIMEOUT FEREINET,
RECONNECT- BERSTOEMIRESNTWSHE, [reconnect-timeout {(FRE(E}] &
TIMEOUT FREINET,
DISCONNECT- PR EELREINTWEHE, [ disconnect-detection time
DETECTION DISCONNECT-TIME rssi DISCONNECT-RSSI| ¢ F®RRENF T,
BE S
DISCONNECT-TIME KREGRRERE #) PRSI NnET,
DISCONNECT-RSSI It RSSIfE (dBm) AFRREINE T,
RETRY E#RER Y b T AEBEOSRESNTWLGA, [retry (REE}H cRRS
nxy,
UrZ4%5RBELAWES. [noretry] ERRINET,
RAT-SELECT RAT (Radio Access Technology) ' —ERXARRENET,
RAT-PREFERRED RAT 7V 7 7 — RERELATRRINE T,
RAT-MODE RAT E— FORERNBLERTEINES,

RIE AR
auto ENAIIEY 2 —IHERRBER RAT % BRI HIBT L
9,

manual FRREER RAT #8EL 3, AT 5 RAT L. rat
service v FTHEELFFT,

RAT-SERVICE-BANDS

RAT H—E RNy RAZREEIN TV [rat service RAT-SERVICE
RAT-BANDS] ¢FRESNEd,

RAT-SERVICE

RAT U —ERXRDERERNBINFTRENET,

RAT-BANDS

Ny FBEESORERNBIFRREINET,

L i o
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=174
EEET—FLRBTEE—FT, A Y FOAHEHADIEIRALCTT, UTIC, BEBEE— FOETH
#rLET,

‘enxRD) & G

amnimo# show config mobile peer amnimo-mobile ¢

# ---- transition to configure mode. ----
configure
# ---- mobile peer amnimo-mobile configure ----

mobile peer amnimo-mobile

verbose informational

module ME3630-J2A-PORTO

failsafe retry 3 reboot 3

# ---- session amnimo-session configure ----
session amnimo-session

enable

priority @

sim @

apn amnimo

username user

password /ARnp8GLdLN3r5FFQ2BOyQ==
connect always

operator automatic

authentication both
attach-timeout 55

call-timeout 30

reconnect-timeout 30
disconnect-detection time 30 rssi -113
no retry

rat select 4G-3G

rat preferred 4G

rat mode auto

exit

exit

# ---- exit configure mode. ----
exit
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5.7 ENRNAINEIRERTET D
ENAIINERET DICIE. ENAILOFMREE—NICBITL, XEAVY Y FEERITLET, 22
TERELI-ARIZ, REZ7 7 A NMICEZTAENET,

=3

mobile peer MOB-PEER-NAME

verbose < emergencies | alerts | critical | errors | warnings | notifications | informa
tional | debugging >

module MODULE-NAME

failsafe [retry <1 - 10>] [reboot <1 - 10>]
no failsafe

session SESSION-NAME

enable

no enable

priority <@ - 9>

sim <@ - 3>

pin PIN

no pin

apn APN

username USERNAME

no username

password

password secret ENCRYPT-PASSWORD

no password

connect <manual | always>

authentication <pap | chap | both>

no authentication

operator <automatic | manual [0-999999] | manual-automatic [0-999999]>
attach-timeout <1 - 600>

call-timeout <1 - 600>

idle-timeout <1 - 3600>

no idle-timeout

connection-timeout <1 - 86400>

no connection-timeout

reconnect-timeout <1 - 600>

no reconnect-timeout

disconnect-detection [time <1 - 600>] [rssi <-113 - -51>]
no disconnect-detection

retry <1 - 9>

no retry

rat select <4G-3G-2G | 4G-3G | 4G-2G | 4G | 3G-2G | 3G | 2G | AUTOMATIC>
rat preferred <4G | 3G | 2G>

rat mode <auto | manual>

rat service <4G | 3G | 2G> BANDS

no rat service <4G | 3G | 2G>

exit

no session SESSION-NAME

exit

no mobile peer MOB-PEER-NAME
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AN

mobile peer MOB-PEER-NAME [ZENA LERLZIREL T, BEIY Y R2ET i
LEF, 5
9 BEE-—FTaAT Yy FERTTHE. BELLENALERED =
IEa SEEBREE— FICBITLEY, =
verbose Ay t—IHALNILERELET, //f\
— fEC 4. emergencies. alerts, critical. errors. warnings. L
TI'_II notifications. informational, debugging ®W\WIFhnHr%HEL £
ERS
module MODULE-NAME [CEY 2 —ILEHBELE T,
failsafe TxANE—TZBMILEST, T 74 MEEITEHTT,
RE SES
retry TJrxANt—T7DY FTAEEKE,. 1~10 D&
FCTEELET, 774/ MEREIL 3 TT,
reboot Tz ANt—TDY T— %, 1~10 OEH
TELET, 774/ MEEIF3 T,

T ANt —THREDFEMICOWTIE [123 74 Ltw—7] %
ZolBIEE N,

no failsafe JzANE—T7EEHICLET,

session MR EE— FT.SESSION-NAME (2t v 3 v&FIBE L TETT S
E. Ly a v OFHlBREE-NICBITLED,

enable tyrarvEBMILET,

no enable yvavEEMILET,

priority BRELR, 0~9DEHTHRELET,

sim SIMzZAay F&ES%, 0~3DHEEATHREL X7,

pin SIM®DPIN—F%%ELET,

;’? SIM @ PIN W EMLIHBIERERETT,
™=

no pin SIM®»PIN O—RF%HIBRL E7,
apn APN #:8E L £9,
username 1—Y—-2%KELET,

;1'7 A—YF—ZDTEL SIM % CHAOBREEROX T #LET 5
=l LS IcBBLWL T,
no username 1—-H—-2%HkRLET,
password N7 — REEREB) 2 ZEL T,
o 2EANTZHELHY £,
| @ HEINI/NRT— FIERES LI RETREINET,
® XX T —FAREL SIM % ZHBEOBRHLERDXTFIN %L H

THLIICHBBEVWLET,
password secret B/ XA T —RFAEREL XS,
no password N7 — RFzHIBRL 9,
connect BHRAEEERELES, 774 F&EEIE [always] TT,
RIE ES
manual FEhE

always R




authentication HAAREIRELES, T 74/ MKREIE Tboth] TF,
B —] b %
AX AE. AR 5
pap BIEDFEFAFIC PAP (Password Authentication P =
rotocol) #FERAL E£J,
chap WIEDREEAEIC CHAP (Challenge Handshake Aut T
hentication Protocol) #f{EAL 7, //f\
both WIEDRIARIC PAP & CHAP omARZERAL £ L
ERS
no authentication AR OREZHIBRL £,
operator Iy bT =0 FRL—ABIRAREEBELET, 774 /L FERE
[automatic] T,
RIE AR
automatic B CH B ABEREERLET,
manual FARREL: PLMN(Public Land Mobile Network) %
Sl ciEEL. BELET, HEHHEIL 0~999999 T
ERS
manual- FAAIBEZ PLMN(Public Land Mobile Network) % 5|

automatic HTREL.EEL £9, HESHHIE 0~999999 T,
F8E L7- PLMN (T E A h - 15 Ed, EXA L
EV 2 —)EAICEEMICHAREEABER T RIRL £
9,

attach-timeout ERSHERE ) %, 1~600 0&HETHREL T, T 74 MREIL
[55(#)] T,

:T_l? ERGHEREC 1L AR BEIEIIND F TORHE] TF,

call-timeout RO LB (1) %, 1~600 DBETRELET, 7740 M
ElE 130(8)] TF,
7 MO LELEME L TR BENEILIL THORITFINS

-
-

Ll ¥ TOKRE] TY,

idle-timeout EBERAERE (1) %, 1~3600 DHETREL 7,
IBE SN/HAR. MmBERENIIRE L725E. BIRZUML £9,
— EBELIEENANEY 2 -LEBLTCRELTy b2 ER
L. /&Ry FABRESNAEWRETT, 727 LULT/ Sy b
IFERERTIEHD Y A,
® IGMP /X4 |
® LIT®DICMP /Xy k
destination unreachable, echo request
® LITD UDP /X7y k
DNS, DHCP, NTP, SSDP
® SYN /X7 v |
o IPv4 LIA D Ethertnet 24 7&E D/ v b

no idle-timeout FERERAEEZENREL £,
connection-timeout RAEGERE () %, 1~86400 0EHETHREL T,

FBE SN -HAME. ERIREAR G L 72356, ERAUIL £9,
no connection-timeout BAEGHEZEMICKRELET,

reconnect-timeout BEFELER () &2, 1~600 0HETHRELET, T 74/ FERE
& 130(#)] ©9,

no reconnect-timeout BERSTOEMAEMICEKRELET,




disconnect-detection PR HHRE = BIC L £ 9,
RSSI A* DISCONNECT-RSSI fEL T DIREE% DISCONNECT-TIME fEi#k
HL-HA. BREURL £,

RIE AR

time FKEFGRHRRE () £, 1~600 OFHF THEE

LET, 774 MEEIL [308)] TF,

rssi RIEREEEH RSSI (dBm) %, -113~-51 D &HH

TIEELFEFT, T 74/ FEEILT-113(dB)m]

SER

no disconnect-detection | YIKTIRHIEEE R ENICRREL £,

retry AR ) A EHE, 1~ OHETEHELEFT, 774V MEEIR

5 (no retry) T,

no retry ElfRIERY b 7 A e ENICRELE T,

rat select RAT (Radio Access Technology) ¥ —EX%EIBELET,

:l? Bz, 4G-3G-2G. 4G-3G. 4G-2G. 4G. 3G-2G. 3G. 2G.

I8 AUTOMATIC OWINAhZREL £, FEATEIEY 2—LICE
STCHERATEEAREBEIRERY T, T740L KT
[AUTOMATIC] T95,

rat preferred RAT 77U 77 —F& LT, 4G, 3G, 2GoWInhr%IEEL X7,

;'7 FERTHEY 2 —LICE > TERAREREITERY £3,

=

L i o
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L

rat mode RATE—F%EELET, 7 74/ F&RTEIX lauto] TT,
RIE N
auto ENAIILEY 2 —LAIMERAEER RAT ZBH)
RICHIIT L 29,
manual fEFRTIEEZ RAT 2 8EL £9, AT S RAT
%, ratservice A~ FTEFEL T,
rat service 4G, 3G, 2GoWnWI A AEFEE L. BANDS ICHEA LWy FHESAIE

ELT, RATH—ERZHELFF, BANDS IZIF")(h v <)X Y THE

BD/NY FEBSZZREANETT,

:? @ FATHIEY 21— IILICL> CTEAAUEREIRERY £7,

=<8 o NVRESEREL. NV FESEHIRT 25E51F RAT £—
F%"manual”ICERE L TLZE 0y,

no rat service 4G, 3G, 2G DWIFNAZEIBE L T. RAT Y —ERN> R & E\HICERTE

LEd,

9 FRATZ2ES 12— NICE > TERATERREIRERY £7,

=

exit Ly avOFRREE-—FDBE, £ty a v OFlEREE— M2
TLT, HERET—R~ABITLET,

no session SESSION-NAME (2t vy > a v ZZHBELT. £y a vy EEZHIBRL £
ERS

exit FMREE— FOBE MR EE—NEZRTL T REET— FABITL
£9,

no mobile peer MOB-PEER-NAME [ZE/NAILAMREZEZIBE L T, E/NAILETE %= HIkk

LEY.




5.7.1 HBENRAIILEZRTFEBEOMHE
MR TEE— FCRES ABHCEHE RTERIC DLW, NECTEEL £,

T/ A L RIHR O Hefor ) 18]
FHREE— P oREARA [HERFbRE]. [TOE LEoRE]. [EfRERY 7 4 B
FEEPERERFOED LA IV T TEAINSINICOVTTRISRLES,

F=HA ap
»® sun oy bT—=T

L i o

N
P

A

L

Na# 72y FER
TRy FIBENET 5 X TNILEES e
1150
TRYFRTHS N, HEBLEIESS ey ——
EREBEFICTUH LERLEZTTS, W E
— rl
EHRZFFIIED ) + 51 B4,
— BRIHET LAD > 158,
N TRy FERDSH 5 BEEM.
BREN T LAShORELLSE ]
TN, BHEFEET 3.
REROREY 15 F N, Wil L/ 8E
(FEHFFFRT Y & ST IR,

ElfERDRAE | R (F—2EIEH)

I savy k B F7aLME
N, attach-timeout s b R % 55

N, call-timeout MO L1555 KA # 30

N, retry ElfRER Y b7 A B ] no retry

B T—F

amnimo(cfg)# mobile peer MOB-PEER-NAME

amnimo(cfg-mp-MOB-PEER-NAME)# session SESSION-NAME
amnimo(cfg-mps-SESSION-NAME)# attach-timeout N, < <ERFHER ZI5T
amnimo(cfg-mps-SESSION-NAME)# call-timeout Nes <  <FEONH LEF LR Z#I8E
amnimo(cfg-mps-SESSION-NAME)# retry Ny + <EfESY b7 A 2iEE




FORERAERER 712 £ 2 /A JLERR O UIRTHIEE
FHREE— Moo [EEERANE] 2RET 22T, BESINAHA., EEEREI ML

7B AICTHO®BY BN A VERROYIMTHIE A RIEE T, L]
5
=1

EH1 5
vy b7 =% €
[ ] 7 e

A

L

N

SEREBEANDEREL -I5S. B, —
# [noidle-timeout | FEFIZEBEHE
DOESIZL ST ERRTIRT L AL,

EHRIERRREE © Ul

;;b AHEEREIZT 74 F TIREMICEREINTWD 2D, BUICT 3BERFEFMABZTEE—FFL D
=l BEEToTLLE L,

FT L ME

spaw > R
N idle-timeout R E R AR ﬂ‘ no idle-timeout

amnimo(cfg)# mobile peer MOB-PEER-NAME
amnimo(cfg-mp-MOB-PEER-NAME)# session SESSION-NAME
amnimo(cfg-mps-SESSION-NAME)# idle-timeout N; SRBERAERE Z18E




0 SRR T 12 & 2 E /N4 L EHER O UIRTHIE
HHEREE— Moo [HAERKB] 2RET 5 2 & T. BEIN/HME, ERRERIKRE A L
7B AICTHO®BY BN A VERROYIMTHIE A RIEE T,

L i o

N
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A

L

FH&E _—
> i Fybr7-—2

[EigEER kAR © LR

N, %

IR N, 8 L 72 5 BRI, —
# [no connection-timeout] FZERIZE
MRIETL ALy,

R EERTIREE - Ul

AHEEREIZT 74 F TIREMICEREINTWD 2D, BUICT 3BEREFAZTEE—FL D
REHIT->TLIZE L,
M OEEREGVIE L, 74y FUEBRORIINESRL 7,

R

Hisa<w >y K =i 77 4 ME
N, connection-timeout B A B I ) # no connection-timeout

amnimo(cfg)# mobile peer MOB-PEER-NAME
amnimo(cfg-mp-MOB-PEER-NAME)# session SESSION-NAME
amnimo(cfg-mps-SESSION-NAME)# connection-timeout N ¢ <BRARERER 28T




E /A LRI D BEEGAT B HiIH
FHREE— Moo [BERGLRME] 28RETS LT BEHRHE—FNICBEL TE LB
0B —RITHVT, TROBY FRE L 7-KEA IZEHRUIMTE T 8k B x T 5 £ S ##D

AHE T,
AW
” !! arF
) 2R Yy bT7—4
~ EEWE S
N,y 1
N R E CRESTINE ThHT, i — ElREERR ARG « BefRALER
BESELET,
- ESEERE | EERT (F—2AEH)

AIEREIFERTE L 7o, [ERRERCIRREZ iR 9 2 & & TRIRRYIMTER. AR [EIfRiERT i (- 5
ETLEGULIBICH DDA —/N—~y P2 WA BEOLEMZBD 5 7HDEETT,

R)

RE LRAICERBESR D TEAD > 7GR TR EE 1TV £ J,

SHERTE T — F T noreconnect-timeout 28T T % 2 & T, EMFH & OBIEWTIR KR ICENE
BRI O E S 5 Z & HATEET T,

d5avwy R B F74LME
N, reconnect-timeout BERS LA % 30

‘w e
amnimo(cfg)# mobile peer MOB-PEER-NAME
amnimo(cfg-mp-MOB-PEER-NAME)# session SESSION-NAME

amnimo(cfg-mps-SESSION-NAME)# reconnect-timeout Ny <FERGFHREE ZEE

amnimo(cfg-mps-SESSION-NAME)# no reconnect-timeout « <MERe T LT 355
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YT HAREE 1C & 2 B /34 L [EHR O YIBT 61
HHEREE— Moo [UMRHEEE] 25ET 52 & T, TROBY . #5E S N7FFELL L IC RSS
EDEE S NIABUTIC A > 7 HBICRIRZ YIS 2 Gl A A 8ETJ

ARG a7
P ) £HR Fyr7—%

EIFERTIRAE - EEmhE

o
disconnect-detection
time Nyme ™ o
—— RSSIA BRELLT
RSSIA N, oo U T HREET . (Nyss; dBmMELT)
Niime 10328 L 72 355 (CERRYIHT,
N ——

[ElfREBIARE © kT

SEMIERTE T — K T nodisconnect-detection #¥8E T 5 Z & T, BN TH BRIk 2 1TH A
WEDICHIET 2 Z EARIBETT ., JDH/E. EITH 2. RITHI 3L S ICEH Y > a vk
EET>TLWTHEBYI Y BZIZIThEFE A,

[5.7.2 =171 ]

R

72 L. B/ ORAY — =D oUW H > 15 B EAEEONRATT, ZDIFE. B
BT b R ENICERBESR A TE 0D - BB R ARk ITHhN, Bty v 3 VRE
FrldEHR A Y B Y £,

ErERedS By F 74 ME
N, disconnect-detection PIMTiR H 3% E rssi: dBm | rssi:-113
N - rssi @ UIMTiRHE RSSI fE time : ¥ time : 30

- time © SIHTIR W Hikise A

(e D

amnimo(cfg)# mobile peer MOB-PEER-NAME

amnimo(cfg-mp-MOB-PEER-NAME)# session SESSION-NAME

amnimo(cfg-mps-SESSION-NAME)# disconnect-detection rssi Npssi time Neine <P W7 % H
Hae Z15%E

amnimo(cfg-mps-SESSION-NAME)# no disconnect-detection + <EEEE BT Bi5E
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PrA R bty a0l &z 44
RETFER EBEET IUMA R ML Y ZDRICTHhNE Yy > a VEINERY F9,

No. | §0#F A ~> K EETsREIYR 2y a I f
3_‘2 ;[ _ — \\_ _ .
ElfgEfE ) k5 A F— attach timeout RIBEEDS Ny g *
1 call-timeout e
e 3o
retry =
) B SR AN T idle-timeout RICEBEEDE N Y 3 vI(C N
Bl il
3 BB T connection-timeout RIZBEEODEWEZ Y a iC
it
A YITIR HBERE I & B disconnect-detection RICEBESLREDSWE Yy 3 vIC
B UIRTIE e
. EHFAH S D [BIHRET reconnect-timeout RIZBEEODEWEZ Y avic
it
E/NAIL[EHRUIMT schedule general-control . N
2 2 ,\:':'/ﬂ\i\i\ —E =
6 (R 2—VEE) action disconnect ecm0* BERRL (- E2EL)
E/NA IVEHRTIRT schedule keep-alive BRED—FESWt Y3
(F—7 774 7EE) action disconnect ecm0* | 125
ENRAINLEIRD A % —7 | interface ecm0 . .
Sz 4k 4 _ =
x 1 ZEZhL no enable BEHRL (F— B2 ML)
9 DMS OF =77 74 71 | - BREO—FBSVWEYy a3
BEIC K 2 U0 e
ZoMoT T — - BREO—FBSVWEYy a3
10 ©
it

No.1~5 DEEATY FETIEENRAILDOFEMBREE— A HEITTSav > R TT,
AE 5.7 ENANLVERERET 2] 2SBS0,

No.6~7 DEEATY FIERT Y 2 —IILOFEMEREE— A2 HETTSaY Y R TT,
[773 RUVa2a—ILERET D] #8BIIE0,

No.8 DEREATY FIEA v EZ—T7 2 A XDFEMBEE— A HETISaA~v > FTT,
[623 A Z—7 A RERTELTEREBEREFRET D] 2B,

R

REAY Y P OFMIINIST DHEEDR—2 % TR LT L,

vy aviERoERARE [FEER] [CRELBA.
TtA,

vy a vl VEAIFIHREL

XAV P L—R—TIEENAILEREDA v 2 —T7 =4 XlE, rmnet_data0 (274 Y £9,

5

(@]
A,
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5.7.2 =174

TR 1 BE—tvarDRE

®EEE RERRE
tyviavg amnimo-session
SIMzxAay bk sim0

SIMPIN 23— F 1234

BRE priority O

APN amnimo.net
FREE ID (=Y —%) | user

AV VAN pass

amnimo(cfg)# mobile peer amnimo-mobile ¢
amnimo(cfg-mp-amnimo-mobile)# session amnimo-session ¢

amnimo(cfg-mps-amnimo-session)#
amnimo(cfg-mps-amnimo-session)#
amnimo(cfg-mps-amnimo-session)#
amnimo(cfg-mps-amnimo-session)#
amnimo(cfg-mps-amnimo-session)#
Enter new password:

Retype new password:
amnimo(cfg-mps-amnimo-session)#
amnimo(cfg-mps-amnimo-session)#
enable

priority ©

sim @

pin 1234

apn amnimo.net

username user

sim @

pin 1234

apn amnimo.net ¢

username user «

password «
«1EB®D/$X 7 — K (“pass”) % AH L T Enter
«2EB®D/¥R 7 — K (“pass”) % AH L T Enter

enable «

show config «

password secret /ARnp8GLALN3r5FFQ2BOYQ== <«ANINT=/XX 7T — FHABBES({LS Nz TRR

connect always
operator automatic
authentication both
attach-timeout 300
call-timeout 300
reconnect-timeout 30

disconnect-detection time 60 rssi -113

no retry

rat select 4G-3G
rat preferred 4G
rat mode auto

amnimo(cfg-mps-amnimo-session)# exit «
amnimo(cfg-mp-amnimo-mobile)# exit «
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EiTH2 BBy arREQ Bz 3EER L CRBLALSE. BBNICEY 3 v zdY

B2 558)

Tﬁ%dﬁf‘ﬁfﬂﬁt’ viay A TEe 3EER L TRRLIGGE. BERNICEREBSEEREY >3

BICYIUER

1o 3 A
ERERY 54—
E#

-

tyvira B

nXEﬁiﬂitzfj_

v RT—0A

EEERnE

B EmALE

=R (BER)

ERErtEetya:

EHRELEEREE Y 33

tyiavg A B

SIM zavwy b sim0 siml
BrE priority 0 priority 1
APN amnimo.net amnimo.net
FEEID (—Y%—4) | user user
AVErESEN pass pass

Bele S b attach-timeout 55 (77 # /L &) attach-timeout 55 (¥ 7 # /L ~ME)
REONH L 1F B I call-timeout 30 (¥ 7 # /L MM&) call-timeout 30 (F7 # /L M&)
ElfREER ) b5 A E% | retry 3 retry 3

B bR reconnect-timeout 30 reconnect-timeout 30

(F7 4L MMb)

(F 7+ MMB)

L i o

N
P

NZISRSEN
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amnimo(cfg)# mobile peer amnimo + <ENAIVDOFERREET— N ISBT =
amnimo(cfg-mp-amnimo)# session A « «ty T ar ADFEMREE— FICET 5
amnimo(cfg-mps-A)# priority 0 « HERDOBIEELIEE e
amnimo(cfg-mps-A)# sim @ « «SIM ZHE =
amnimo(cfg-mps-A)# apn amnimo.net « =
amnimo(cfg-mps-A)# username user « A
amnimo(cfg-mps-A)# password ¢« A
Enter new password: «1EB®D/XX7— K% AJSL T Enter )Ol;
Retype new password: «2EBIED/XXT— K% AL T Enter 1
amnimo(cfg-mps-A)# attach-timeout 55 HERFBERZ 55 MICTRE (T 7 4L ME) 1
amnimo(cfg-mps-A)# call-timeout 30 « MPUH LFELREBZ 30 ICIBE (F 74 MB)
amnimo(cfg-mps-A)# retry 3 HEf) b7 A Bz 3EICHEE

amnimo(cfg-mps-A)# reconnect-timeout 30 < <HEFSFHRHE%Z 30 ICIBE (F7 4/ ME)
amnimo(cfg-mps-A)# enable «
amnimo(cfg-mps-A)# exit «

amnimo(cfg-mp-amnimo)# session B « «tviay BOFMEREE— FICBT
amnimo(cfg-mps-B)# priority 1 « FERDOBEEZIETE
amnimo(cfg-mps-B)# sim 1 « <SIM %¥5E

amnimo(cfg-mps-B)# apn amnimo.net «
amnimo(cfg-mps-B)# username user «
amnimo(cfg-mps-B)# password «

Enter new password: «1[EEBE®D/XR7— K% AJ L T Enter

Retype new password: «2[@B®D/XRT7— K% AJL T Enter
amnimo(cfg-mps-B)# attach-timeout 55 « SEHfFbRE%Z 55 WITIEE (77 4L MME)
amnimo(cfg-mps-B)# call-timeout 3@ « <O LFBERZ%Z 30 ICIEE (7740 ME)
amnimo(cfg-mps-B)# retry 3 « BtV b7 A ElI¥ % 3 EICHEE

amnimo(cfg-mps-B)# reconnect-timeout 30 < <BEHRHLIEM% 30 HICTRTE (577 4L ME)
amnimo(cfg-mps-B)# enable «

amnimo(cfg-mps-B)# exit «

amnimo(cfg-mp-amnimo)# exit+

amnimo(cfg)# interface ecmo « A V=7 4 ADFEMHREE— FICBIT
amnimo(cfg-interface-ecm@)# mobile amnimo +!

amnimo(cfg-interface-ecm@)# dhcpd <

amnimo(cfg-interface-ecmd)# enable «

amnimo(cfg-interface-ecmo)# exit «

amnimo(cfg)#

;,l? EHBEESORBAAEIDER M4 Ry ety a vty EZ4E%2S8) (2

1B L YkrE ., EHRELSEORBAERI R LI5E, EREEESORKRMEAEIRL T
LEBMNICRY XA, ENAILEY 12— LY ERELREORRICERENTWSERY ., B
FEASORBAOEIHEZRMNT 5 ENTERVEZDHTT,
EREBELCEEOEBAES THIHEICEREBLESOREA~BINICRTIHEIE. ERE
EEEELYS 3 VOREARICEH LT, connection-timeout DR EZITLN. FEERFEIERA
Bt ICRRE U L, ERELESORIBATIYBX 5 2 EHAEETT,

Bl LTRSSHZIGEC TEBMICE Yy Y a2 Y BEZ 3FETHEROR—JICHHLET,

AR PIL—Z—TIEENALAEDO A X —7 =4 X%, rmnet_data0 127 Y £9,
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R176 3

(RSSI) D& EE!

)

ACEIVEZET,

Bty ary&E® (RSSI

2T, RXE

SO

FromAERKEZ Y > 3~ BAICEE L. RSSI AEEMEL
ek, EREBEEOSVWEY Y a Y AICRLET,

RSSIH-93dBmLL F o
RETIOVEE

[
1
1
1
RSSIH-03dBmbLL F o !
FETI0NEE !
=7z !
ESERiEe0mEE |
1
1
A

L THBMICE Y 3 AR E
EREEESty>ar A &Tﬁ%}u'fﬁﬁﬁﬁﬂi‘t vay B HYIRRHEEE
PEREZRLET,
tyviav A oZEESRE (RSSI) ﬁ‘aﬁﬁfﬁi UK RGNS o= Nl
Bz, tvyiary B OZEESBRENKEEL VEL A7

S VEL B oRWES

HEIl. BB

2 5HE)
U X'Tl:l 1

ShRE

HEMIC £y 3> B
tyrarv

. —E R

ERERE (BEED)

< RSSIAESIELLT

EliRER (BEH)

HEEA ERELERtY Y 3V RERE ERELERL Y 3V RERR
tyavg A B

SIM zay b sim0 siml

BrE priority 0 priority 1

APN amnimo.net amnimo.net

BIMTAR AR time 30 rssi -93 time 30 rssi -93

307 (time) LU E#tfEL TREESE
E (rssi) A -93dBm UT & H~7-45
Bty raryrulEbLY £9,

ZBEF ID (2 —Y—4) | user user
/N — K pass pass
= A B R no connection-timeout

(F7 4L MMb)

connection-timeout 60
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'7 ZIEESRE IS LT LEDANT) O#I#EAZEDL Y £9,

T
= N 7 7+ LED RSSI L AL "
L ~JL (ANT) 5
5
wEME ([ ] B -
8 [ #®&LED suT ~73dBm Lk -
voE@E | f & LED A(500ms FIFE) -74dBm~-83dBm P
1z
& T % LED RiE(125ms RRR) -84dBm~-93dBm gg
2
X5 B 7~ LED RiA(125ms RRR) -94dBm~-109dBm 1E

55 W 7 LED & (500ms k) -110dBm~-112dBm

st B 7 LED =T ~113dBm LUF

(e D)

amnimo(cfg)# mobile peer amnimo « <ENAILDOFEREEE— FICBT
amnimo(cfg-mp-amnimo)# session A « ety ar ADFHRREE— FICRT
amnimo(cfg-mps-A)# priority 0 « JERDBEETIETE
amnimo(cfg-mps-A)# sim 0 « <SIM %¥5E

amnimo(cfg-mps-A)# disconnect-detection time 30 rssi -93 < <UIHTiR HELRERE
amnimo(cfg-mps-A)# apn amnimo.net «

amnimo(cfg-mps-A)# username user «

amnimo(cfg-mps-A)# password «

Enter new password: «1[EEH®D/YR7— K% AJL T Enter
Retype new password: «2[@BH®D/XRT7— K% AJL T Enter
amnimo(cfg-mps-B)# no connection-timeout < «RABEFREAZZELRL (77 4L HME)
amnimo(cfg-mps-A)# enable «

amnimo(cfg-mps-A)# exit «

amnimo(cfg-mp-amnimo)# session B « v ar BOFEEREE— FICBT
amnimo(cfg-mps-B)# priority 1 « JERDBEETIETE
amnimo(cfg-mps-B)# sim 1 < <SIM %i8TE

amnimo(cfg-mps-B)# disconnect-detection time 30 rssi -93 « <Gk HEEREERE
amnimo(cfg-mps-B)# apn amnimo.net «!

amnimo(cfg-mps-B)# username user «

amnimo(cfg-mps-B)# password ¢

Enter new password: «1EE®D/YX7— K% ASL T Enter
Retype new password: «2RBIHB®D/YRX 7 — K% ASL T Enter
amnimo(cfg-mps-B)# connection-timeout 60 < <EAEEGEREI% 60 #ICIEE
amnimo(cfg-mps-B)# enable «

amnimo(cfg-mps-B)# exit «

amnimo(cfg-mp-amnimo)# exit

amnimo(cfg)# interface ecmo « A VR—=T A ADFEMFREE— FICBAT
amnimo(cfg-interface-ecmd)# mobile amnimo +!

amnimo(cfg-interface-ecmd)# dhcpsd <

amnimo(cfg-interface-ecmd)# enable «

amnimo(cfg-interface-ecmd)# exit

amnimo(cfg)#

VR PIL—R—TIEENALAED A > X —7 =4 X, rmnet_data0 (24 Y £9°,

)




5.7.3 I BEFEEREE (V1.5.0 2 SRR
ENANERREFB L TWBIHE, [EIREGRRINERIC, EXNA Ly M7 =781 SR A BS L.
1HUES AT LBREEDRH DHEIE. EXNMILEy T =7 SEE LBZICHEELET,
E7o. NTPHEEENEIIC AR > TV EE D, AHEEEEIBEMICR>TLET,
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FO6E v hT—7DERE

RKEBTIE AVE—TzAZXRIL—FT 47 PPP, X4 v b7 4% & NAT, IPSec & Lo
TmAREREO Xy b T =R EICOWTERBAL T,

6.1 PPP O E % ¢ %

PPP Ot L VI, R T —X ADFKR, HEDFE AR E ZITVWET,
6.1.1 PPPDODRT—XR%EFKRT S

PPP DX F— & X %&HKRT SII%. show pppoe I~ REEFTLET,

=

show pppoe [IFNAME]

REEHE

IFNAME A 8—7 A REEEELET,

ppp<0-9>
HA7x—<v b

# ---- pppoe IFNAME ----

peer PPP-PEER-NAME

state STATE

HHIEE

IFNAME AV R —T x4 AEGHRREINET,
ppp<0-9>

PPP-PEER-NAME PPPRREZNRTRINET,

STATE ENAIILED 2 —IILDOREARTEINE T,
dialing AL
connected ETIRRE
disconnected YIKTIREE

E1745Y

AR Y RFOARNEREADE, TRTOE—-FTHALTT, UFIZ, BRI —HY—F— FDETHER
L3,

(a-v- ) wex D) &= G

amnimo$ show pppoe pppo «
# ---- pppoe pppd ----
peer amnimo-ppp

state connected

ks
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6.1.2 PPP%AFENTEHRT S
FE) T PPP 9 5121, pppoe connect v RAEITLET,

)

. ;K%ijj_/ff} FF%% RAS ?&%}L:E_ |‘J ’C% 5 7/ZJ_CI\ ﬁﬁ% i*l }Eﬁf 25 331’-_"/\10 f:
=1
%

pppoe connect IFNAME ;
[
4
D
'E_;i

IFNAME Ay E8—T7 A 2L5EELES, =

ppp<0-9>
=174

EBEET—FNLBETETE—FT, O Y FOALEHADEIALTT, UTIC, BEBEE— FOETH
L ET,

(EEE

amnimo# pppoe connect ppp@ <

6.1.3 PPP ZztIkr9 %
PPP ZtJ#73 % IZId. no pppoe connect A~ > FEFEITL £,

. Bl hED [fH5 RASERE— K] THZHE. AEERFIBTEEEA,

2

no pppoe connect IFNAME

HEEB

IFNAME AVER—T A RZEBELET,
ppp<0-9>

E1761

EEEET-—FEREE—FT, AV FOARNEENIZAL T, UTIC, BEEE— FDETH
Rl ET,

EEE

amnimo# no pppoe connect ppp@ «




6.1.4 PPP O EZERT 5
PPP MR E % &K Rd 5 IZ1F. show config ppp peer A< RZETLE T,

L]
g3 6
=
. 5
show config ppp peer [PPP-PEER-NAME]
3
REHEE ]f
IEH RS 7
- [
PPP-PEER-NAME PPPERELEIREL £7, 7
2
HA7+—<v b E'_g
E
# ---- transition to configure mode ----
configure
# ---- ppp peer PPP-PEER-NAME configure ----

ppp peer PPP-PEER-NAME
verbose VERBOSE

USERNAME

password secret ENCRYPT-PASSWORD
connect CONNECT
authentication AUTHENTICATION
PASSIVE

IDLE-TIMEOUT
CONNECTION-TIMEOUT

BSDCOMP

DEFLATE

ccp

PCCOMP

Vi

vicomp

VI-MAX-SLOT

PREDICTOR1

ifname IFNAME
MOBILE-TRANSPARENT - IFNAME
MOBILE-TRANSPARENT-DNS

exit
# ---- exit configure mode ----
exit
HHIEE
PPP-PEER-NAME PPPRREZNKRTREINET,
VERBOSE Avwvt—HALNILARREINE T,
USERNAME A—HF—EZAREINTWVWBIEFEA, [lusername (FREME)] EFRREINET,
ENCRYPT- N2 — RAPFEINTWBIEA, [password secret {lEES{L I N7-%FEE]]
PASSWORD ERREINET,
CONNECT EHRAENRRINET,
FEIEGETE—F manual
BRERET—F always
55 RAS #%=€— K (remote access service) | remote-access
> ENANIPEBBE— FifgEEE2ENICT 2HEIE. ENAMILIPEBEE—
2 FDENANAVEZ—T 1A RZLZEZZREST H2HELIHY £7,
m 5 RASHEEEIZN—2 3 > 240 LIBEDERNEZ A 727 bL—& —
DHRJHLTWET,




IEH

AUTHENTICATION

AR
AR FKREINE T,
authentication AUTHENTICATION

RIE ETN
SEALH [authentication AUTHENTICATION]| &FRENE T,
SRR [no authentication] &¢FXRENF T,

AUTHETICATION (FREEAH =) DIEEHIZ AT T,

B &R
PAP (Password Authentication Protocol) pap
CHAP (Challenge Handshake Authentication Protocol) chap
PAP/CHAP both
PASSIVE passive # 7> a3 VEEMNKRINET,
passive & 7' 3 VETE & IF. BERHBEFIC. BRI, OREN R LG
L & EREDSEMR LCP Ty FOBBEEEOLHDRENI LT
ED
RIE E-GN
B [passive] &FRRENET,
) KRINEHA,
IDLE-TIMEOQUT MBERAREANREIN TV SIGE, lidle-timeout (FXEME}] RSN ZE
ED
CONNECTION- BAEFRRENRESNTLSHE, [connection-timeout (BEE}] & &R
TIMEOUT INET,
BSDCOMP BSD-Compress Ax /X7 v MEMERENTKRINE T,
BE | &R
B3 [bsdcomp BSDCOMP-NR BSDCOMP-NT] &%
T~ENET,
Fiiigey) [no bsdcomp] &FRRENET,
BSDCOMP-NR BAI—FH¥ A4 X(Ey MARREINET,
BSDCOMP-NT BFANEES 237y FOBRRY A RX(Ey bM)ARREINET,
DEFLATE Deflate A=/ v M EfEREN T RINE T,
B | &%
B3 [deflate DEFLATE-NR DEFLATE-NT] & &RR&
nxd,
i3 [no deflate] &FRRENFT,
DEFLATE-NR BRARTA Y P A XBEEIRREINET,
A FyH A XL 2°DEFLATE-NR /1 b T,
DEFLATE-NT MFICEKETIRRAVA Y R A4 TREEIFTRINET,
A FoH A XL 2°DEFLATE-NT /XA kT3,
CCP CCP (Compression Control Protocol) 23> T —3 3 VEREIRRENET,
BE Ez
B fcepl ERRENFET,
Ei35) [noccpl EFRRINET,
PCOMP PCOMP (Protocol Field Compression) x> T —3 3 VEREARRENET,
BRE Ez
GE [pcomp) LERRENET,

i) [no pcomp] &FRREINET,

i o W
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Van-Jacobson A%, TCP/IP ~v & —EfRRELARTEINE T,

RE E
B3N [vji] &ERRENET,
5 nhovj] &EFRENET,

VJCCOMP

Van-Jacobson A= TCP/IP ~ v & — [EM&ICH 1T 2 8% ID [EfEA 7> 2 v D%
ENFRRENET,

RE | &R
B [vjccomp] &FRRENET,
i35 [no viccomp] &FRENET,

VJ-MAX-SLOTS

Van Jacobson Az TCP/IP ~v & —[EfE MBRICEIT2EERO Y FEDEK
EARRINET,

PREDICTOR1 Predictor-1 E#E(ERAZRENTRRINE T,
B B
B [predictorl] &FRRENET,
i35 [no predictorl] &FRENET,
IFNAME PPPoE 7R F OLUDMERT 2YEBA > X —7 24 ALHERRINET,
MOBILE- ENRAILIP BBE—FODENRANA Y EZ—T 24 RZDEREHNDH 555 1ZLL
TRANSPARENT- TOEATRRINET,
IFNAME . .
mobile-transparent ifname MT-IFNAME
,, ENANIPEBE— FEEEZBMIC Bl AREE & B ICEREA
=% [f3% RAS] | CEQE?’%)M\%%J‘%U i?'o
ENAINNIPEBE— FEHKIIN— 3 v 240 LIEOERX A 733
Q JRIL—R—DANIH L TWET, 41X —7 4 XL rmnet_data0 @
HTY,
MOBILE- ENRNAILIPEBE— RERERD PPPoE 7 74 7~ MAIIZCERET 5 DNS o IP
TRANSPARENT- T RLZABEDPUTORATERRINE T, RHEICL > TERITRREINE T,
DNS

mobile-transparent dns MT-DNS-ADDRESS

@ ENAIIPEBE— FERIZN—2 3 240 LIBEOERE A4 7O /3
I hIL—R—DAHAFIHLTWET,

i o W
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E176I 1. PPPoE 7 54 7> b & L T PPPoE #— N\ —~Efrd 255
EEET—FLRBTEE—FT, A Y FOAHEHADIEIRALCTT, UTIC, BEBEE— FOETH

L ET, %
REEHE i
Bl . B
PPP T4 amnimo-ppp
Ayt—IJHAL NI Informational 2
: b
PPP 2 —%—% pppoeuser S
(5D PPPoE #—/3—) 7
PPP /XX — K pppoepass ;
(s D PPPOE H—/3—) D
£ Vabis BEEHRE—F %
FEREA S
passive A7 3 VT B
BSD-Compress Az/¥7 v MEHRERE B
BAI—-FH¥A4X(Ey F) 15bit
MFRAIEET 2/ Y bOBRAYAX(EY H) 15bit
Deflate A=/X7 v b EHREZE B3
BRTVA Y R4 A4 XKEE 2B %4k
HFISKETI2ERAVA Y RUH A JREME 2B %4k
EBERANRR HERL
B A e s REHL
CCPAxIvT—> 3 vikE B
PCOMP x> T— 3 VikiE B3
Van-Jacobson Az, TCP/IP ~v & —LHEXTE B3
Van Jacobson A= TCP/IP ~v & —E#E BEICH T 53 | 15
Ay MK
Predictor-1 EHEERZTE B3
PPPOE 7 2AT7 v MBA VX —T7 A4 X eth0
(EEE
amnimo# show config ppp peer amnimo-ppp ¢
# ---- transition to configure mode. ----
configure
# ---- ppp peer amnimo-ppp configure ----

ppp peer amnimo-ppp
verbose informational

username pppoeuser
password pppoepass

connect always

no authentication

passive

bsdcomp 15,15

deflate 15,15

ccp

pcomp

vj

vjccomp

vj-max-slots 15

predictorl

ifname ethe

exit

# ---- exit configure mode. ----
exit




EITH 2. ENANIPEBE—FELTPPPOE Y —N—%RET 2HE
AC10 @ ethO IICHERE L TLWAHERRICENA LD IP 7 RL REMFEL £9, FEE— FOERITH
TR L ET, Bl TLWBH#81E PPPoE 7 24 7 b & LT, ACL10 (Z PPPoE H—/N—& L TH

ftL £9,

REEHE

PPP R E %4 amnimo-mobtp
Ayt —=THAL NI Informational
PPP 2 —% —%(PPPoE #+—/3—) mobtpuser
PPP /277 — K (PPPoE # —/3—) mobtppass
Ak 5 RAS it E— F
FREEA T PAP/CHAP
passive # 7> 3 VT E=Eo)
BSD-Compress Az/ ¥ v b EHEERTE E=Eo)
BRKI—-FH1X(Ey }) 15bit
BFRDEET 5/ Y FDERYT A X(EY F) 15bit
Deflate Fz/ %7 v FEMBRTE E=Eo)
BR7A Y R7H A XKEE AT
MFEISXETIERYA » FUH A XKEE DA N
MBS R AN BERL
BB R BERL
CCPAT¥IT—av&E B3
PCOMP 2T T —3 3 ViRE B
Van-Jacobson Az, TCP/IP ~v & —LHEXTE a3
Van Jacobson /7= TCP/IP ~v & —[E#&/#EIZH | 15
TRy b
Predictor-1 EMEERE a3
PPPoE 7 A7 v MYBA v 2 —T7 x4 R eth0
ENAIIPEBE— FERA >V X—72 4R rmnet_data0
ENAILIPEBE—FHEDNS 7 FL X RERTE

(% v U 7AF5 L1- DNS % ERT 3, )
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amnimo(cfg)# show config ppp peer amnimo-mobtp « 5
# ---- transition to configure mode. ---- 6
configure =
# ---- ppp peer amnimo-mobtp configure ---- =

ppp peer amnimo-mobtp

verbose informational

username mobtpuser

password mobtppass

connect remote-access
authentication both

passive

bsdcomp 15,15

deflate 15,15

ccp

pcomp

vj

vjccomp

vj-max-slots 15

predictorl

ifname ethe

mobile-transparent ifname rmnet_data®
exit

# ---- exit configure mode. ----
exit
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6.1.5 PPP DERE%®T 5

PPP %233 % (Z1Z. PPP MR EE—FICBITL, REA~T >V FEETLET, 2 THREL
AR BET7FANMICEERAETNE T,

=3

it o #

ppp peer PPP-PEER-NAME

verbose < emergencies | alerts | critical | errors | warnings | notifications | informa
tional | debugging >

username USERNAME

no username

password

password secret ENCRYPT-PASSWORD

no password

connect <manual | always | remote-access>
authentication <pap | chap | both>

no authentication

passive

no passive

idle-timeout <1 - 3600>

no idle-timeout

connection-timeout <1 - 86400>

no connection-timeout

bsdcomp NR,MT

no bsdcomp

deflate NR,MT

no deflate

ccp

no ccp

pcomp

no pcomp

vj

no vj

vjccomp

no vjccomp

vj-max-slots <2 - 16>

predictorl

no predictorl

ifname IFNAME

mobile-transparent ifname MT-IFNAME
mobile-transparent address MT-ADDRESS
mobile-transparent dns MT-DNS

no mobile-transparent dns MT-DNS

no mobile-transparent ifname MT-IFNAME
exit

no ppp peer PPP-PEER-NAME
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av > KR
ppp peer PPP-PEER-NAME IZ PPP B2 EX % 1EE L TEITL £,

9 REE—FNTPPPRELZIBELCEITT AL, IBELT:

=<8 PPP X FEDFHMFZREE—FICBITLET,

verbose Avt—VHALNLEEBELET,

"7 fE1Z1Z. emergencies. alerts, critical. errors, warnings,

ii.af@ notifications. informational, debugging ® W& N H % ZE
LEd,

username aI—-HY-2EHRELET,

no username a1—HY-2%HIKRLET,




password W27 —FEFEBS)ZREL£9,

o 2EANTZLENHY £T, =

bl @ BTSN/ RT— RIS LA RETRESLE 6

ERS =

password secret B /AT —FAERELET, 2
no password N7 —FZHBRLET, >
connect ERALERELE T, ,;
manual FEIEE D

always B IR %

remote-access | 5 RAS i€ —F
(remote access service)

m 55 RASIERE— FIgN—3 v 240 IEOBRE A7
AV R ML= —DOHRE L TWET,

authentication REAAREIRELET, 7 74/ FEREIL both TF,
B RS
pap WBIEDEREIAIC PAP (Password Authenti
cation Protocol) #{EHL £7,
chap WIE DR A IC CHAP (Challenge Hands
hake Authentication Protocol) #{#ER L £
ERS
both BIEDFRILAZIC PAP & CHAP ofiA%(E
BLEY,
no authentication REAEAARDBREZHIBRL £7,
passive passive # 7> a v ERELET,

A ]

Fe N passive & 7' 3 VERTE &I, BERRARE IS, B D DI
Wl =54 EEE, DAY LCP /<4 v | OB &
DIZHDEREDZ LT,

no passive passive A 7> 3 VEREZEHIKRL T,
idle-timeout EBERAMEBE ) 2. 1~3600 0EETREL £7.

IBE SN-HIME. EEEREN MG L7255, BEiREUL £9,
T 74 PREIRENTT,

no idle-timeout BRI A ENICREL £,
connection-timeout BAREGER () %, 1~86400 0&EETHEELE T,

EE S /-HAME. ERIREEA G L 72356, EiREUITL £9,
T 74 FREIREDTT,

no connection-timeout BAERBEEEMICKRELE T,
bsdcomp BSD-Compress A=/ v FEMRREEZBMLL £,
RIE AR
nr BARI—FKHA4X (Ev k) &, 9~15 D&

HETRELET,

T 74 MEIEZ 15 TT,

nt HFERNEETE/0y gAY A4X (B
v k) &, 9~15 0EETHREL X7,

T 74 MEIL 15 TT,

no bsdcomp BSD-Compress AZ/87 v MEFEREZENMLL £9,




deflate Deflate A=/ v FEfEREZ BN L £,
RE AES
nr BRARVA Y 7Y A XZBEBEE., 8~15 DE
ECTHELET,
TA Y R YA XL 2" NRA FTT,
77 #I) MEBIX 15 T,
nt MFEICEETIHRATA >V P74 XEEME
T, 8~15 DEHETHRE L £7,
TA Y KoY A XL 2" NS FTT,
77 #) MEBIX 15 T,
no deflate Deflate A=/ v EfEREZ B L £,
cep CCP (Compression Control Protocol : EfE&#I 70 FaL) + 3
PI—YavEETEWLLET,
T 7 EEIFEHTT,
no ccp CCP (Compression Control Protocol : EfE##I 70 FaL) + 3
IV avERETEMLLET,
pcomp PCOMP (Protocol Field Compression : 7B b3l 7 4 —JIL FE
) FAVIT—>avREEEMLLETS,
T 7 EEIFEHTT,
no pcomp PCOMP (Protocol Field Compression : 7B b7 4 —IIL FE
B FAVIT—>arvREEEMLLETS,
vj Van-Jacobson A3 TCP/IP N X —EHEREEZEMLL T,
T 7 #IPREFEMTY,
no vj Van-Jacobson A= TCP/IP ~Nv X —EHERTEEENLL T,
vjccomp Van-Jacobson A= TCP/IP ~v & —EHEICH \F B #ekt ID EHEF
TravoEREEENMLLET,
T 7 #I FREFETT,
no vjccomp Van-Jacobson 5= TCP/IP ~ v & —[EfEI- 5 1F 2365 ID EfEA

ToavoREEEDLLES,

vj-max-slots

Van Jacobson A= TCP/IP ~v & —EfE,/HBEICH T 2K RO
v A, 2~16 THRELF T,
77 A MEIX 15 TT,

predictorl

Predictor-1 EMRERRZREZBMLL £,
T 74 NEEIFEHTT,

no predictorl

Predictor-1 EMRFERREZENLL £,

ifname

PPPoE 7’0 F JUDMERT 2YWBA v 4 —T7 2 AL %ZHREL £
ERS

ifname IFNAME

IFNAME | DHCP EXk#%# U v RV F2A4 Vv Z—T7 x4 A%H
ELET,
e AlTyysr—tuzA
wan0, br<0-9>_ tun<0-9>, tap<0-9>
e Ty —bFrUxA
eth0, br<0-9>, tun<0-9>, tap<0-9>
® loT/L—%—
eth<0-1>, br<0-9>, tun<0-9>, tap<0-9>
e IRy fL—&R—
eth0
o MR LANBH I /o bL—&—
lan<0-1>

i o W

2
V2
}\
7
[
%
(D)

=ik

'E_‘%

E




e N
mobile-transparent ifname

AR
ENAIIL P EBE—FODENANA VR —T A XL % MT-
IFNAME (258 L £,

mobile-transparent ifname MT-IFNAME
*, :E/\/f)l/ IP&EBE— FHEREZBMIC Hli, KEEL
HICERAEE (85 RAS] | unxiﬁ“éz\%h‘ VEJ,
@ Tc/\% VP EBE— FERIE/NN—2 3> 240 LIEOERN
BAT AN P L—=R—=DHHELTWET, 41X —

7 = A R|E rmnet_data0 A T,

mobile-transparent dns

ENAILIPEBE—FRERD PPPoE 7547 >~ FANCERET
ZDNSDOIPT7RLZ%ZREL T, EHECRED T—a“o

mobile-transparent dns MT-DNS

ENAINIPEBE— FERKIZN—2 3> 240 UBEOER
RATAVNRY PIL—R—DHHELTWET,

no mobile-transparent dns

ENAILNIPEZBE—FBERED PPPoOE 754 7> FENICERET
BDNSOIP7 RLZZEZYIBRL 9,

no mobile-transparent ifname

ENAIL P EBE—FDENANA VY R—T 24 XEHIBRLE
ER

exit

FHREE—FERTLT, REE—F~ABITLET,

no ppp peer

PPP PEER NAME %Z#57% L T PPP BREZHIFRL £,

i o W
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E17H) 1. PPPoE 7 7 A4 7> b & L T PPPoE #+ =/ N—~Ei J 5355

LUFIZ, chap F2EET ppp #EHcd 5

REEHE

REPZRLET,

PPP % E 4 amnimo-ppp

Aytv—IHADL NI Informational

PPP 21 —H%—% pppoeuser Z\
(Befe e D PPPOE % —/3—) r/
PPP /XX — K pppoepass 7
(Befe e D PPPOE ¥ —/3—) é
SRS BEHEGET— P O
PRI A chap Eﬁ
passive A7 3 VT B

BSD-Compress AZ/¥7 v MEHRERE B

BAI—-FH¥ A4 X(Ey F) 15bit

MFRHEET 2/ Y bOBRAYT A (Y H) 15bit

Deflate A=Y v b EHEERTE B3

BRT7A Y R4 A4 XZKEE 2B R4k
HFISKETI2ERAVA Y RUH A JREME 2B %4 R

B (SR AN HREMRL

BB R REMRL

CCPAXTvT— 3 VRTE B3

PCOMP x> T —3 3 V& E=Eo)

Van-Jacobson Az, TCP/IP ~v & —LHEXTE B3

Van Jacobson A= TCP/IP ~v & —E#E HBEICHE T 53 | 15

2Oy b

Predictor-1 EHEERZE B3

PPPOE 7/ Z A7~ MBA VX —7 24 R eth0

amnimo(cfg)# ppp peer amnimo-ppp +

it o #

amnimo(cfg-pp-amnimo-ppp)# username pppoeuser <  <FREFI—Y —ZEHRE
amnimo(cfg-pp-amnimo-ppp)# password ¢

Enter new password: <ERAE/SA T — R (1[EB)ZAAL T Enter
Retype new password: <FBEE/XR 7 — R (2[EB)%Z A7 L T Enter
amnimo(cfg-pp-amnimo-ppp)# authentication chap < <«chap FBiEEEHICT S
amnimo(cfg-pp-amnimo-mobtp)# ifname etho « «PPP H—nR—7%EHRLTWE (a2 —7
T RERE

amnimo(cfg-pp-amnimo-ppp)# show config «

verbose informational

username pppoeuser

password pppoepass

connect always

authentication chap

bsdcomp 15,15

deflate 15,15

ccp

pcomp

vj

vjccomp

vj-max-slots 15

predictorl

ifname etho

amnimo(cfg-pp-amnimo-ppp)# exit <

amnimo(cfg)#




ETH 2. ERXAILIPEBE—RKELTPPPoE U —NN—%%ET H5E
AR PIL—Z—D ethOICEEHE L TOWBHEERICERMNILDIPTFLREZMAHELET, RKEE
—FOETHERLET, Bl L TWABHEESE (T PPPOE 2547 h& LT, Oy bILl—&—

I PPPoE#r—N—& LTERRL £9,

@ ENAILIPBBE— FEHEIIN—3 Y 240 IEOBREXA 73/ PIL—R—D IR

mLTWET,

PPP B8E DR E

REER

PPP R E %4 amnimo-mobtp
AyE=—THAL~NIL informational
PPP 21— —4 (PPPoE #—/3—) mobtpuser
PPP /¥ X7 — F(PPPoE #—/3—) mobtppass
Biak 5 RAS it E— F
FREEA T PAP/CHAP
passive # 7> 3 VT E=Eo)
BSD-Compress A3/$7 v b EMEERE E=Eo)
BRARI—FHAX(EY F) 15bit
MFERIIKET /57y FOBRYAX(EY ) 15bit
Deflate A=/¥7 v b EMBERTE B3
BRRK7AY R H A4 X&HEE DA N
MFEISXETIERYA » FUH A XKEE DA N
MBS R AN R HRERL
BB R HRERL
CCP Oy T —> 3 V&TE a3
PCOMP x=Z>T—3 3 ViRE B
Van-Jacobson Az, TCP/IP ~v & —LHEXTE a3
Van Jacobson A= TCP/IP ~v & —[E#E,#HEIZH | 15
TR Ay b
Predictor-1 EfEFEREE a3
PPPOE 7 2 A7 v MBA VR —T7 24X eth0
ERNANIPEBE—FERAVX—T7 4R rmnet_data0
ENAILIPEBE— FFE5DNS 7 FL X RERTE

(FvUT7HSE L7 DNS 2EFT 5, )

ENAIEEEEDERTE

tyavg amnimo-session
SIM zavy bk sim0

SIMPIN O—F 1234

BRE priority 0

APN amnimo.net
FREEID (=Y —%) | user

IRAT—F pass
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(RE

amnimo(cfg)# ppp peer amnimo-mobtp « «PPP D& E % Bith =
amnimo(cfg-pp-amnimo-mobtp)# username mobtpuser < <FREFIL—Y —Z%EHEE 6
amnimo(cfg-pp-amnimo-mobtp)# password < e
Enter new password: <FEE/ 27— F(1[EB)%Z AN L T Enter -
Retype new password: <FRAE/S AT —F(2[EB)ZASL T Enter
amnimo(cfg-pp-amnimo-mobtp)# connect remote-access +! f83 5 RAS B4 3L E
amnimo(cfg-pp-amnimo-mobtp)# ifname ethe « «PPP 7547 b ERRLTWLWB A &R

— 71 RERE

amnimo(cfg-pp-amnimo-mobtp)# mobile-transparent ifname rmnet_data® < «E/NA /L IPFEEE
—FTENRALDIPTRLREPPP 0547 MIEIWIRDZENANA Y R—T A REGEHKTE
amnimo(cfg-pp-amnimo-mobtp)# show config +

verbose informational

username mobtpuser

password mobtppass

connect remote-access

authentication both

passive

bsdcomp 15,15

deflate 15,15

ccp

pcomp

vj

vjccomp

vj-max-slots 15

predictorl

ifname ethe

mobile-transparent ifname rmnet_data®

amnimo(cfg-pp-amnimo-mobtp)# exit «

amnimo(cfg)# mobile peer amnimo-mobile « «E/NA I DEKTE %= A
amnimo(cfg-mp-amnimo-mobile)# session amnimo-session ¢
amnimo(cfg-mps-amnimo-session)# sim @

amnimo(cfg-mps-amnimo-session)# pin 1234

amnimo(cfg-mps-amnimo-session)# apn amnimo.net «
amnimo(cfg-mps-amnimo-session)# username user +

amnimo(cfg-mps-amnimo-session)# password ¢«

Enter new password: «1EB®D/SR 7T — F(“pass”) & A L T Enter
Retype new password: «2[EBD/SR 7 — F(“pass”?) & AH L T Enter
amnimo(cfg-mps-amnimo-session)# enable «

amnimo(cfg-mps-amnimo-session)# exit «

amnimo(cfg-mp-amnimo-mobile)# exit «
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amnimo(cfg)# interface ethe « «eth0 1 VX —7 =4 RDFTE
amnimo(cfg-interface-eth@)# no address 192.168.0.254/24 <« «IP 7 F L X% Hlfk
amnimo(cfg-interface-eth@)# enable ceth0 1 > X —7 = 4 ROE
amnimo(cfg-interface-etho)# exit «

amnimo(cfg)# interface pppo + «PPPOE 4 > % —7 = 4 ADFHTE
amnimo(cfg-interface-ppp0)# pppoe4 amnimo-mobtp < <«PPPoE @ _E&E peer &% KiE
amnimo(cfg-interface-ppp@)# pppoe4 route 30 b= bD A Y 7B 30 ISEEEX
amnimo(cfg-interface-ppp0)# pppoe4 dns 30 «DNS D X kU v 7 & 30 IZFRE™
amnimo(cfg-interface-ppp@)# enable « «PPPoE 4 > Z—7 = 4 DB

amnimo(cfg-interface-pppo)# exit «

amnimo(cfg)# interface rmnet_datae «

amnimo(cfg-interface-rmnet_data@)# mobile amnimo-mobile « «TE /XA JLHEBED peer &% XTE
amnimo(cfg-interface-rmnet_data@)# enable cENAINAYR=T A ZDEML
amnimo(cfg-interface-rmnet_data®)# exit «

amnimo(cfg)#

MPPPOEA v X —T7 2 A ALY ENAILAR—T A X rmnet_datal B &BEE T 57286, PPPOEA/ > Z—T 1 R
DAYy JEFENANA YR =T 2 ART7HILEXRY v IfE20 L) RECERELTVWET,




BERE) Ty —b 74 DethQEERIA /T FIL—K—D PPPoOEH—/N—D I 547~
bETBBE
amnimo(cfg)# ppp peer amnimo-ppp «

amnimo(cfg-pp-amnimo-ppp)# username mobtpuser < <A1 —Y—ZEHXE
amnimo(cfg-pp-amnimo-ppp)# password

Enter new password: <EREE/S A7 — R(1[EE)ZAAL T Enter
Retype new password: <FRAE/S AT — F(2[EB)ZASL T Enter
amnimo(cfg-pp-amnimo-mobtp)# connect always « < R
amnimo(cfg-pp-amnimo-ppp)# ifname etho < «PPP Hr—N—pER L TWB A 2 —7
T A%HRE

amnimo(cfg-pp-amnimo-ppp)# show config +
verbose informational

username mobtpuser

password mobtppass

connect always

authentication chap

bsdcomp 15,15

deflate 15,15

ccp

pcomp

vj

vjccomp

vj-max-slots 15

predictorl

ifname ethe
amnimo(cfg-pp-amnimo-ppp)# exit «

amnimo(cfg)# interface ethe < «eth0 1 VX —7 =4 RDFEE
amnimo(cfg-interface-eth@)# no address 192.168.0.254/24 < <P 7 F L X & Hfx
amnimo(cfg-interface-etho)# enable «eth0 1 > X —7 = 4 ROE
amnimo(cfg-interface-etho)# exit «

amnimo(cfg)# interface pppo «PPPOE A > & —7 = 4 RDETE
amnimo(cfg-interface-ppp@)# pppoe4 amnimo-ppp + «PPPoE @ k&2 peer &% % 7E
amnimo(cfg-interface-ppp@)# enable « «PPPoE A > & —7 =4 ADEINE

amnimo(cfg-interface-ppp0)# exit «
amnimo(cfg)#

it o #
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62 AVE—T7IARDEEETD
AVE=T7 1A ZADRAT —RAPKERNBTDRR. REZITLET,

621 AVE—TIARDAT—RR%FKRNT D
A VR =T AADAT—R A% FKRT 5I21F, show interface A~ > RERTLET,
EF2

show interface [IFNAME]

IFNAME AR —T7 x4 RL%EEELET,
;;bIHMME%%%iéa\%Eéﬂrv%¢&r®4y&—7
1%

T ADRAT—RXANRREINET,

HAT7x—<v b

IFNAME: state LINK-DETECT mtu MTU
mac MAC-ADDRESS
ipv4 IPv4-ADDRESS/IPv4-PREFIX
ipv6 IPv6-ADDRESS/IPv6-PREFIX

HAHIEE
IFNAME AV R—T A REGNTRRINET,
LINK-DETECT Uy RENARIREINET,
o )Ly REE DOWN
o UL T v RRE: UP
MTU MTU (Maximum Transfer Unit) fEARTREINE T,
MAC-ADDRESS LT, MACT7 FLZAAFKRENET,
XX XX IXX P XX XX P XX
xx 1 16 EHTT,
|Pv4-ADDRESS IPvd 7 R L ZAFRRENE T,
IPv4-PREFIX IPvd L7 4y RARPFRENET,
|Pv6-ADDRESS IPv6 7 R L ZAAFRENE T,
IPv6-PREFIX IPv6 'L 74y RARAFRENET,

zlr—) ® ipvd & ipvb l&. EBEITRREINET,
L e HAOXNBEIF. REZ 7 ALALEELETIHALC, ERICREINTVWAETT,

i o W
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E1745
IV RFOAREREADE, TIRTCODE—-FTHALTT, AT, v F—hrT7 24 TO—KRI—
Y—FE—FOETHERLET,

a-v- D wes D) &= Bl

amnimo$ show interface «
etho: state UP mtu 1500
mac e8:1b:4b:00:30:01
ipv4 192.168.0.254/24
ipv6 fe80::ealb:4bff:fe00:3001/64
lan@: state UP mtu 1500
mac e8:1b:4b:00:31:01
lanl: state DOWN mtu 1500
mac e8:1b:4b:00:31:01
lan2: state DOWN mtu 1500
mac e8:1b:4b:00:31:01
lan3: state DOWN mtu 1500
mac e8:1b:4b:00:31:01
br@: state UP mtu 1500
mac e8:1b:4b:00:31:01
ipv4 192.168.1.254/24
ipv4 172.16.0.1/16
ipv6 fe80::ealb:4bff:fe00:3101/64

it o #
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6.22 AVE—T1AADEKEEFRT D
AR =T x4 ADEREEFKRT 5I21F. show configinterface A~ > REETL T,
£

show config interface [IFNAME]

REIEHE

IFNAME AV R —T A RELEIBELET,
:7 IFNAME %#&IET 2 &, BRESNTWVWETRTDAS v E—7
I8 = ADHFENFTRINET,

HH7+r—<v b (ZvPT—bozA, loTIL—%—)

# ---- transition to configure mode ----
configure

# ---- interface IFNAME configure ----
interface IFNAME

ENABLE

BRIDGE

MAC-ADDRESS

PMTU

MOBILE

PPPOE4

PPPOE4-DNS

PPPOE4-ROUTE

ADDRESS

DHCP4

DHCP4-DNS

DHCP4-NTP

DHCP4-MTU




DHCP4-ROUTE
GATEWAY4
GATEWAY4-VIA
DYNAMIC-SNAT4
mtu MTU

MRU

MODE
PROXY-ARP
OPTIONAL

exit

# ---- exit configure mode ----
exit

HAOZ7x—<v bk (A¥7 br—%—)

# ---- transition to configure mode ----
configure

# ---- interface IFNAME configure ----
interface IFNAME
ENABLE

BRIDGE
MAC-ADDRESS
PMTU

MOBILE
MOBILE-DNS
MOBILE-ROUTE
PPPOE4
PPPOE4-DNS
PPPOE4-ROUTE
ADDRESS

DHCP4

DHCP4-DNS
DHCP4-NTP
DHCP4-MTU
DHCP4-ROUTE
GATEWAY4
GATEWAY4-VIA
DYNAMIC-SNAT4
mtu MTU

MRU

MODE

PROXY-ARP
OPTIONAL
WIFI-AP
WIFI-STA

exit

# ---- exit configure mode ----
exit

it o #
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HHIEHE

IEH naE

IFNAME AV E—T A RENETRRINET,
BEFARELRA Y E—T 24 2%, BRICL-TERYET,
e @ Y —EHES - A
lan0. lanl, br<0-9>, ecm0. ppp<0-9>
e AlTy’hr—twzA
wan0. lan<0-3>, br<0-9>, ecm0O. ppp<0-9>
e Ty r—FryzA
eth0, lan<0-3>, br<0-9>_ ecm0. ppp<0-9>
® loT IL—%—
eth<0-1>, br<0-9>. ecm0. ppp<0-9>
e I/ MIL—&R—
ethO. rmnet_data0
o EMZ LAN #BHFH /%0 bl—&—
lan0, lanl. rmnet_dataO. wlan0. wlanl
ENABLE AV R—=7 x4 ADEN/ BN EIGEDBERIRRINE T,
BT | &%
E=Eo) [enable] & FTXREINFET,
39 [no enable] &FRENET,
BRIDGE TV PROERENRRINET,

MAC-ADDRESS

MAC 7 KL 2#* [mac {38 EME}] ¢ERRSNFT,

PMTU

NZMTU DRELFRRINES,

BE | &R
auto [pmtu auto] &FRENET,
manual [pmtu manual {FXEE}] &FRREINFT,
MOBILE ENALVERTERTIENMLETRELDNTRRENE S,
BE EZ
B [mobile (FXEE}] LFTRRINET,
LEMEICIE MOB PEER NAME (BN L ET
BEA) DAY ET,
E:i3) FRINEHA,
MOBILE-DNS E/NAILHEEED DNS REDRRSINE T,

o ENAILETERENBNEHE

HE | &R
=R [mobile dns {REME}] EFRRENET,

REMBICIEERE (B8) L7z DNS H—n—7
FL ZOBRENAY £T,
35 [no mobile dns| &FJXREINET,

o ENAILETEHRENENLIHE
KRINEH A,

[CfR—? _@ Oy /XY bIL—&—®D rmnet_datal0 d
NA AV R—T A ROFKFADAEETT,

i o W
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IEH
MOBILE-ROUTE

EA
ENAIIBEBEDIL— FEREDPRREINET,

o ENAILETERENENRIEE

BRE | &%

B [mobile route (FAEME}] & FRESNET,
REMEICISEE (BB LT 74/ bIL—F
DA RYy JENAY T,

S [no mobile route] &FREINFET,

o ENAILETHRENENRIGE
EREINFEFHA,
a7 MIL—&Z—® rmnet_data0 @
A R—7 A4 ZDOHFBEAAETT,

PPPOE4 PPPoE (IPv4) #EfiCERT % PPP B 7R EZARTEINE T,
HE | =%
B [pppoed (FXEME}] LR RINFET,
ZTE(EICITZ PPP PEER NAME (PPP E7E%E
2) PAYFT,
Fiiigy) KRENFH A
BARXA T3/ b)L—&Z—®D rmnet_data0 oA v &X—7 24 X
Tld. PPPoEBSERTEIZFBTE £ A,
PPPOE4-DNS PPPoE (IPv4) @ DNS B ENRTRENE T,

e PPPOE4 nEMAIES

BE | &R

B3 pppoed dns {(FREME}] ExRRENET,
REMICIFEME (BE) L7 DNS ¥—nR—7
FL ROBRENALY T,

) [no pppoed dns] & RRENFET,

e PPPOE4 HEMLIGE
KRINFEFH A,

PPPOE4-ROUTE

PPPoE (IPc4)® Route SRENRRENE T,
® PPPOE4 A EXLIBE

RE | &%

B [pppoed route (FXEME}] L FRRENET,
REMBICIEERE @) LT 7+ bb—F
DAYy JEHNAY ET,

5 [no pppoe4 route] EFRENET,

o PPPOE4 AEMRIGE
KRINEH A,

ADDRESS

IP7RLRESL T 4wy 2REN [address (REME}] EFRRENET,

DHCP4

DHCP (IPvd) OBEENERRINET,

BFE | &R
B dhepd) EERENET,
i) ERENEE A

BRXA 73/ h)L—&—0 rmnet_data0 oA v &—7 x4 X
TlE. dhepd BHERTE IZFBATE £H A,
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IEH AR
DHCP4-DNS DHCP (IPv4) @ DNS®EIFRREINET,
e DHCP4 WE#hAGE
BRE EZ
[dhcp4 dns (BAEME}] LFRRINET,
B REMBICIZRE (ES) L7z DNS H—n—7
FLZADEBEELAY £,
| [no dhepd dns] &EFRRENET,
® DHCP4 AN HE
EREINFEEA,
DHCP4-NTP DHCP (IPv4) o NTP OB /B ENTKRINE T,
o DHCP4 hE#HHE
BRE EZ
B3h [dhepd ntp) &FRENFET,
|3 [no dhepd ntp) &FRESNE T,
o DHCP4 WEZhRIGE
KRINFHA,
DHCP4-MTU DHCP (IPv4) o MTU OF%h / EERENFKRINE T,

e DHCP4 " E#hmEe

BE | &%

B [dhcpd mtul &ERRENET,
Fiiigey) [no dhcpd mtu] &/RTENZET,

e DHCP4 NEZNLIHH
KRINFH A,

DHCP4-ROUTE

DHCP (IPv4) ORREEFRENTRRINET,
o DHCP4A W"BEMRIHE

GATEWAY4

GATEWAY4-VIA

DYNAMIC-SNAT4

BE E=
[dhcpd route (FREE} LFRREINET,
B REMBICIEEE @) LizT 7+ bb—h
DAYy IENAY ET,
Fiiigey) [no dhcpd route] &FXRTREINET,
o DHCP4 WEWMLRIGE
FRINFEH A
T—br7 x4 (IPv4) OXFY v JENRREINET,
B | &%
B3 [gateway4 (FREME}] LRRSNET,
Ei39) KRENFH A,
T—rox4 (IPvd) OT7 RL ZRENFRRENET,
R Ez
ESE) [gateway4 via (R EE}] LFRRINES,
g FRINFEFHEA,
B9 SNAT (IPvd) OBEMBRENKRRINET,
BE EZ
a3h [dynamic-snatd] &FRRENFT,
g FRINEFHEA,

MTU

MTU (Maximum Transmission Unit) 84" [mtu (FREB}] & FRENET,

i o W

2
V2
}\
1
%
D

B

iE




IEH

PagE

MRU MRU (Maximum Receive Unit) fEAFRREINE T,
MODE Yo E—FZRES [mode (BREME]] EFRRINFT,
RIE R
10BASE-T = —E[EE £ 10baseT-Half
10BASE-T & — SB[ Tl 10baseT-Full
100BASE-T BEhER: 100baseT-Auto
100BASE-T ¥ EEE#i 100baseT-Half
100BASE-T &= S [E F#Ef 100baseT-Full
1000BASE-T B&hZH: 1000baseT-Auto
1000BASE-T & E[@E E %t 1000baseT-Full
p g, I/ MIL—&Z—TI&
@ @ ﬁ [1000baseT-Auto] , [1000baseT-Full] i&
FREINFEHEA,
PROXY-ARP 7a* > ARP OBX EERENKRINET,
BE E=
E=Eo) [proxy-arp] &FRRENET,
L) [no proxy-arp] & R/RENET,
OPTIONAL HEBREEBFDA 2 —7 oM ARBHHENEEZ BN,/ EHREDLERR
INE9d,
BE B
B [optional] &FRRENFET,
E:i3) KRINFHA,
L? ® 1V /XY ML—R—TIFRRINELA,
1 o —T =2 300LBETIHETENE LA
WIFI-AP AVR=T A RIT IV LREA Y FDRENSNTLRHEIE, LITOR
A TERRINET,
access-point AP-NAME
FREEE
AP-NAME T ERRA Y+ DOHRIASSID) A ERIRE
nxd,
= v EELANEH IV Y bL—%—0
@ —@— wlan0, wlanl DARRENF T,
WIFI-STA AVR =T A RIRT = a YRELINTWLWEHEIE, AToATE

RENET,
access-point STA-NAME

REEH
STA-NAME AT —vavoEpEarRRENET,

= v BRLANEHI /X7 bL—%2—0
CIRCR

7

R
~  wlan0, wlanl OAFRRENE T,

i o W

2
V2
}\
1
%
D

B
iE




=176
UFIZ, Ty 2T — b7/ TOEEEE- FBLUFHREE—FOETHZRLET,

L=+

amnimo# show config interface +

# ---- transition to configure mode. ----
configure

# ---- interface eth@ configure ----
interface etho

enable

pmtu auto

address 192.168.0.254/24

mtu 1500

mode 10@baseT-Auto

proxy-arp

exit

# ---- interface lan@ configure ----
interface lan@

enable

pmtu auto

mtu 1500

mode 1@@baseT-Auto

proxy-arp

exit

# ---- interface lanl configure ----
interface lanl

enable

pmtu auto

mtu 1500

mode 1@@baseT-Auto

proxy-arp

exit

# ---- interface lan2 configure ----
interface lan2

enable

pmtu auto

mtu 1500

mode 1@0@baseT-Auto

proxy-arp

exit

# ---- interface lan3 configure ----
interface lan3

enable

pmtu auto

mtu 1500

mode 10@baseT-Auto

proxy-arp

exit

# ---- interface br@ configure ----
interface bro

enable

bridge lan@

bridge lanl

bridge lan2

bridge lan3

mac lan@

pmtu auto

address 192.168.1.254/24

mtu 1500
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proxy-arp
exit
# ---- exit configure mode. ----
exit

amnimo(cfg)# show config «
amnimo(cfg-interface-ethe)# show config «
enable

pmtu auto

address 192.168.0.254/24

mtu 1500

mode 1@@baseT-Auto

proxy-arp

it o #

b
k
i
7
2
Bl
TE

T
= AV E—=T7 A RADFEAREE—FIIBITTH LN TEET,

LR 1623 A4 —T7x M REREL TREBRERET 2] 28RL L
YA

? UTDLESIC, BEE—FTA v 2—7 24 X%EEL Tinterface Iv > FEETT B &,

amnimo(cfg)# interface etho
amnimo(cfg-interface-etho)#




623 AVE—T1AREERTEL TCEREBEREFRET D

AV R—T A REZRETHICINE A VvE—T7 24 ROEMEZTEE—FICBTL, BFI~Y %
ETLET, TITEECLIZANBIE. BE7 7 AMILICEZRAEFNET,

it o #

B3 (Tyoh—bozA, loTL—g—)

interface IFNAME

enable

no enable

bridge BRIDGE-IFNAME

no bridge BRIDGE-IFNAME

mac <auto | MAC-IFNAME | MAC-ADDRESS>
no mac

pmtu <auto | manual [MSS]>

no pmtu

mobile MOB-PEER-NAME

no mobile

pppoe4 PPP-PEER-NAME

no pppoe4

pppoe4 dns [PRIORITY]

no pppoe4 dns

pppoe4 route [PPPOE4-ROUTE-METRIC]
no pppoe4 route

address ADDRESS/PREFIX

no address ADDRESS/PREFIX
dhcp4

no dhcp4

dhcp4 dns [PRIORITY]

no dhcp4 dns

dhcp4 ntp

no dhcp4 ntp

dhcp4 mtu

no dhcp4 mtu

dhcp4 route [DHCP4-ROUTE-METRIC]
no dhcp4 route

gateway4 via GATEWAY4-ADDRESS
gateway4 GATEWAY4-METRIC

no gateway4

dynamic-snat4

no dynamic-snat4

mtu <576 - 9676>

mru <576 - 9676>

mode <1@baseT-Half | 1@baseT-Full | 1@@baseT-Auto | 1@@baseT-Half | 1@@baseT-Full | 1@
@obaseT-Auto | 10@@baseT-Full>
proxy-arp

no proxy-arp

optional

no optional

exit

no interface IFNAME
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2 (a7 bL—&—)

interface IFNAME

enable %
no enable 6
bridge BRIDGE-IFNAME =
no bridge BRIDGE-IFNAME 5

mac <auto | MAC-IFNAME | MAC-ADDRESS> f?
no mac S
pmtu <auto | manual [MSS]> 7
no pmtu |

mobile MOB-PEER-NAME 07)
no mobile =
mobile dns [PRIORITY] E

no mobile dns

mobile route [MOBILE-ROUTE-METRIC]
no mobile route

pppoe4 PPP-PEER-NAME

no pppoe4

pppoe4 dns [PRIORITY]

no pppoe4 dns

pppoe4 route [PPPOE4-ROUTE-METRIC]
no pppoe4 route

address ADDRESS/PREFIX

no address ADDRESS/PREFIX

dhcp4

no dhcp4

dhcp4 dns [PRIORITY]

no dhcp4 dns

dhcp4 ntp

no dhcp4 ntp

dhcp4 mtu

no dhcp4 mtu

dhcp4 route [DHCP4-ROUTE-METRIC]
no dhcp4 route

gateway4 via GATEWAY4-ADDRESS
gateway4 GATEWAY4-METRIC

no gateway4

dynamic-snat4

no dynamic-snat4

mtu <576-1500>

mode <1@baseT-Half | 1@baseT-Full | 1@@baseT-Auto | 1@@baseT-Half | 1@@baseT-Full | 1@
@obaseT-Auto | 10@@baseT-Full>
proxy-arp

no proxy-arp

optional

no optional

access-point AP-NAME

no access-point AP-NAME

station STA-NAME

no station STA-NAME

exit

no interface IFNAME




AN

interface

A 2—=—T7xARZ%ERELTEITLET,

IFNAME AV R—=T7 A R%EEELET,

HEE—PFTAVR—T A RE/ELTCERITT 5L, BELAA
YR—=T7 A ADFHREE—FICBITLET,
REAIRELA v 2 —T7 24 Z%1E HRICL-TERYES,
o Y- —bUA
lan0. lanl, br<0-9>. ecm0. ppp<0-9>
e AlTy’hr—twzA
wan0, lan<0-3>, br<0-9>, ecm0. ppp<0-9>
e TyUh—bFrUxA
eth0. lan<0-3>, br<0-9>. ecm0. ppp<0-9>

® loT IL—%—
eth<0-1>, br<0-9>, ecm0. ppp<0-9>
e I/ MIL—&R—
ethO. rmnet_data0
o G ANEH /Y bL—&—
lan<0-1>, wlan<0-1>, rmnet_data0

44:

NE

ENAILEY 1 — LA SR TlE ecm0 £3IZ LTH. R
=l CEXFHA,

enable

AVE—T A REBHZLET,

no enable

AvE—T A REEMLET,

bridge

Ty vR—T7 A RELEEBMLET,

BRIDGE- TVyoDA V=724 RER/ELET,
IFNAME

REARERA VY R—T 24 Z4&1F, BRCE->TEARY £T,
L @ YRS A
lan0, lanl, br<0-9>, tap<0-9>. tun<0-9>
e Al_yohr—twzA
wan0, lan<0-3>, tap<0-9>, tun<0-9>
e Ty —FryzA
eth0, lan<0-3>, tap<0-9>, tun<0-9>

® loT/L—%—
eth<0-1>, tap<0-9>, tun<0-9>

o iR LANFEH I/ bIL—&—

lan<0-1>. wlan<0-1>
KAy RlE A 2—7 24 XL br<0-9>DIHEEICOHREZET
BT ENTEET,
BARLZA 7O LAN B> /80 FL—&—F, wlan0 iR T
—YavEETHIEEE. TV PDAVER—T A RELTE
JTEEHA,
B@jEW&%f@:yN7hw—ﬁ—u7Uv9%%ﬁ%UiﬁAo

NN

no bridge

TV DA Y R—=7 1A RZERELTC. 7V vy POXREEHIBRLET,

BRIDGE- TV v R—T7 A REEELET,
IFNAME
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avw vk A

mac JVyYDOMACT FLRERELET,
B NE L
auto MAC 7 F L2 £ BB 5 L £ T, s
MAC-IFNAME | #3824 > & —7 = 4 REAIBEL. LA v & =
—T7zARDOMACT FLREMELET, =
MAC- EBEDOMACT FLZEMHEL T, h/
ADDRESS 7
AY&—=7 A4 R%H br<0-9>0i5 REBET D LHTTHE l
<7, 2
REREIF, AR 77— bEICKRESNE T, 2%
i% E
no mac MAC 7 FL ZDXEXHIKBL £,
pmtu Path MTU(Path Maximum Transmission Unit) Z3%E L ¥4,
RE RE
auto Path MTU Zz BEIEEEL £9,
manual MSS(Maximum Segment Size) %% E L £,
536~1460DEHHE THREL £,
no pmtu PMTU ORE=HIBRLE T,
mobile :E/\/fllx%yl—)l/@axm%%?ﬁﬁ LEd,
MOB-PEER- ENAILEY 2 —ILORELEIEELET,
NAME HELIE. [5.7 ENALEFERET

5] T& El,tﬁ%ﬁ\ SR ET,

, A ‘/é?—714;<%75\l‘y D=k A, loT L—&—TlZ
il ecm<0-9>DFBE,. a2 /87 FIL— KX —TlE rmnet_data0 DHBED
HEET D <‘:fJ_J £ETd,

no mobile ENRAIIEREZHEBRLET,

—'E/\/f}l/ %E D DNS 7& SELFT,

PRIORITY DNS OBEEA#REL £,
mobile dns 0~ &EETHREL X,
T 74 ME [20] ©F,

. :CR @_:1//\7 fJL— % —® rmnet_data0 @
AR —T A XDHFBIAEETT,

no mobile dns ENAILEEDDNS Z#FERAL £ A,

%A4w E@ﬁ%%ﬁ% SELET,

MOBILE- AUy I EERELET,
mobile route ROUTE- 7__\\7 L blE |—20_] T9, 1~254 @%ﬁf;ﬁi
METRIC LF¥Fd,
. 7 /Y FL— & —® rmnet_data0 @
L] /r/& 7z A RDHFAIABETT,
no mobile route ENAIILEREOREIERZFEALEZEA,
pppoed PPPoE (IPv4) %aﬁibiﬁ'o
PPP-PEER- PPP @Eﬁi%%?bibiﬂ'
NAME HmTEZIE. [6.15 PPPOZE#T 5] T
EQE L7=&frica ) i”g*
,, A 8—7T x4 ZXELH ppp<0-9>DiF HETET B
i%




no pppoe4 PPPoE (IPv4) FZEZHIBRLET,

PPPoE (IPvA) 0 DNS £ L £ 4. L

6

pppoe4 dns PRIORITY DNS DBEEZHXREL £7, =

0~990EF THE L £ 7 2

F7 4 k& [20] T, o

no pppoed dns PPPoE (IPv4) o DNS Z#{#ER L £t A. .;

PPPoE (IPvd) OEBIBHREZZELET, ;

D

PPPOE4- XMy o EEZELET, AX

pppoed route ROUTE- 1~254DEFETHEL £ T, =
METRIC F7 4 k& [20] ©F,

A =]

_‘? Ty —brTzA 0T I—Z—D/NRX—2 3> 1xx CTIEEHEHEE
il (3 0~255 (12K Y £5,

no pppoe4 route PPPoE (IPv4) ORREEIBERZFERL A,
BEEIP7RLZAAEEBMLET,

ADDRESS/PREFIX | IP7 KL X/ L 74 v 7 XA%IBELET,
_'? AV R=T 2 A RGP UTIZCH T EBHBEICOARET DI EN
il TEETY,
o try -y —bUA
lan0. lanl, br<0-9>

e Al —twuxA

address wan0, br<0-9>

e TyTr—bt7xA
eth0. br<0-9>

® loT /L—&—
eth<0-1>, br<0-9>

@ VN FIL—&R—
eth0

o IR LAN #H >/ bL—%&—
lan<0-1>, br<0-9>, wlan<0-1>

no address BEFEIP7RFLX%ZYIBRLET,




DHCP (IPv4d) 7 547 v baRELET,

I A2 R8—7 2 A ZEHPUTICHTIHEBBAICOHRET 22 LA =
il FHETT, 6
o trH—HHRT— bV A =
lan<0-1>, br<0-9>, ecm<0-9>, tun<0-9>, tap<0-9> .
® AlTy Y —kzdg 3
wan0, lan<0-3>, br<0-9>, ecm<0-9>, tun<0-9>, tap<0- k
9> 7
e Ty h—brUxA |
eth0. lan<0-3>, br<0-9>, ecm<0-9>_ tun<0-9>_ tap<0-9> 7
® loT IL—%— 2
dhcp4 eth<0-1>, br<0-9>, ecm<0-9>, tun<0-9>. tap<0-9> %
e VN FIL—&R—
ethO

o iR LAN BHEHav /o bL—%&—

lan<0-1>, rmnet_data0, wlan<0-1>
AV /XY bIL—&—® rmnet_data0 A X —7 =4 X TlZ.
dhcpd BEREISFBTE XA,

no dhcp4 DHCP (IPv4) 2 247> b&HIBRLET,

DHCP (IPv4) 2 547> FDDNS Z#ZHEL £,

dhcpéd dns PRIORITY DNS OEHREA#REL £7,
0~99#EEA THREL £,
F7#)LME [30] TF,

no dhcp4 dns DHCP (IPv4) 2 247> F®D DNS ZERL A,
dhcp4 ntp DHCP (IPv4) 7547 DO NTPA2ZELET,
no dhcp4 ntp DHCP (IPv4) 247> b NTP2ERBL £ A,
dhcp4 mtu DHCP (IPv4) 254 7> D MTU Z%ZEL X7,
no dhcp4 mtu DHCP (IPv4) 2 247> b MTU 2ERL £H A,

DHCP (IPv4) o754 7> M ORFEEREHEL 9,

DHCP4- ARy oEEHRELET,
dhcp4 route ROUTE- 1~254D&ETHRELE T,
METRIC T 74 ME [20] TF,

J? Ty — b7z oTIL—X—D/NN—2 3> 1xx CIZEERTE
S | (3 0~255 (2 Y £,

no dhcp4 route DHCP (IPv4) 254 7> FORBIEREEAL T A,




T—hrI92ADIPT7FLREZHRELET,

GATEWAY4- T—r7zADIPT7FLRZEELET,
ADDRESS

:7 X hUwyofE (10) PRKICRESNET,
i

i o W

=lu—,- AV R=T7 A RGN UATICHTIEEDHRICORRET 5T LD
=<8 FIEETYT,
o Ly —HEHRyT— bV A

gateway4 via lan<0-1>, br<0-9>, tun<0-9>, tap<0-9>
e AlTy Y —twzA

wan0, br<0-9>_ tun<0-9>, tap<0-9>
e TyUh—brUxA

ethO, br<0-9>, tun<0-9>, tap<0-9>

® loT IL—%—
eth<0-1>, br<0-9>, tun<0-9>, tap<0-9>

e ENXATaAV/INy bL—&—
eth0

0 ENXAT/BNZATEIFLAN 2>/ bL—&Z—
lan<0-1>, wlan<0-1>, br<0-9>
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T—hr7zADAN) Y IV EBEZEELET,

GATEWAY4- T—br7zADA Yy J{EZEBELET,
METRIC 1~254DEHETHE L X7,
*1'7 AV R=T7 A RGP UTICHTIZEDHEICORKET HT LN
=8 RIRETY,
o trH—HHRT—bU A
lan<0-1>, br<0-9>, tun<0-9>, tap<0-9>

e Al_yohr—FrwzA
wan0, br<0-9>_ tun<0-9>, tap<0-9>

gateway4 N
e Ty hy—bhuxA
ethO, br<0-9>, tun<0-9>, tap<0-9>
® loT IL—%—
eth<0-1>, br<0-9>, tun<0-9>, tap<0-9>
e BERNZRA TSIV FIL—&—
eth0
_'r? o ERNXAT/BAXATELLAN O/ fL—& —
i lan<0-1>, wlan<0-1>_ br<0-9>
Ty —hrTzxA loTI—F—D/NR—2 5> 1xx CTIXEEERTE
| 0~255 (27 W) £
no gateway4 Tz A DEREZEKRLET,
B SNAT 25 EL £9,
dynamic-snat4 ,l? AR =714 R 1an<0-3>FRETEEF A,
4

no dynamic-snat4 E)HY SNAT O EXHIBRL £,




MTU(Maximum Transmission Unit) 282 E L £,
Lfd, 774/ M1 [1500] T,

ppp<0-9>DiBA. F7 4 kit [1454] ©TF,

576~9676 D #FH TEHRE

\

® 5 MTU 5% &0 F

AVR—=—T7x4R
ethO

- MTU ZEsiE
o V2.6.2 LUK
576~1500

br<0-9>,

® V2.5.2 LIH]

i o W

S 5 _ _ 1500 &
mtu CR @ lan<0-1>, wlan<0-1>
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B
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~ = _ ~
. R @'Q_ rmnet_data0, ppp<0-9> 576~1500

(<R
@ __ wan0, lan<0-3>, ppp<0-9>

lan<0-3>, ppp<0-9>

- s eth0, br0<0-9> 576~9668
GW | J-GW)- ' '

lan<0-9>, ppp<0-9>

N—23>2.1.0 L&

MRU (Maximum Receive Unit) 25 E L £ 9,
576~9676 D& CTHREL T, T 74/ ML [1454] T,
AV Z—T 14 REH ppp<0-9>DHBEICDOHRET 5 2 & A ATHE
T,
AVE—T72ARD) VI E—FEZELET,
RIE RN
10baseT-Half 10BASE-T ¥~ EE FEH
10baseT-Full 10BASE-T & EE Tk
100baseT-Auto 100BASE-T BEh:25
100baseT-Half 100BASE-T 3 & [&E FE it
100baseT-Full 100BASE-T £ - EHE Tkt
1000baseT-Auto 1000BASE-T B#hFH:
1000baseT-Full 1000BASE-T &~ E[E F#H
7 AV R—=T A RGP UTICHTIEEZHEBICDOARET DD

i BEae
o VYRS —b A
lan<0-1>
mode e Al yohr—FrwzA
wan0, lan<0-3>
e Ty S —FyzA
eth0, lan<0-3>

® loT/L—&—
eth<0-1>

e ENZA T/ bL—&—
eth0
o ENLAT/ENZA TR LANEBH I /XU bl—Z—
lan<0-1>
ERZA 73>/ bb—%—"7I(& [1000baseT-Auto |
[1000baseT-Full] IZERETZE £ A,
C;'r:"«‘ ERNZAT/BAZA TEE LAN BE a7 bL—&—Tlk
l& [100baseT-Auto] BEEICHY 9,

R

mru




proxy-arp A¥ ARPEZRELET,

no proxy-arp 7RaF¥> ARP ZHIBR L £ 9, #
BEEBED (> 4 —7 = { ARBEbENRELEEL £7, s

optional I * = VY P L— 2 —TEFIATEE A, =
2 o N—T 3300 UETIIEEENETEEEA,

MBS D A > & — 7 = 1 AREFHEMEEEEHIBRL £,
no optional ? ® IV NRY MIL—X—TIEAATEZELA,

Il o N—U 5300 UETIRAKEFATE A,
MBS D A > X — 7 = 1 AREFHLEMEREERTEL T,
Ec?ﬁ AR LANBBH O /80 PL— 2 —DHRZENFTRETT,

-@-

no access-point HREHED A v X —7 o { ARBFELEMEEEEIRL T,
HEFEEFD A v X —7 4 RAEBFLEMEEAREL £ T,
G?%ﬁﬁMN%ﬁ:yNﬁ&w—&—mﬁﬁiﬁﬂ%?To
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access-point

station

A

@_
no station MBI D A > & — 7 = 1 REFH EMEEEEHIB L £ 9
exit FHEREE—FZRTLT REE—F~BITLET,

no interface IFNAME IZH8EL7=A v 2 —7 =4 X %HIBRL £7,




=174 1
ethODIP7RFLXZDHCP 2547 M (74 M) ASREEIP 7 KL X 192.168.254.254/24
ICZBLET,

amnimo(cfg)# interface ethe «
amnimo(cfg-interface-eth@)# no dhcpd «
amnimo(cfg-interface-ethe)# address 192.168.254.254/24 «

it o #

=176 2
TT7HIPEEIRET, brOIZ7 Y v AR —T7 A XELTethOZEML XY,

amnimo(cfg)# interface etheo +
amnimo(cfg-interface-etho)# no dhcpd < «eth0 DF 7 4L b RTEH DHCP TH % 7= EML T %
amnimo(cfg-interface-etho)# exit «
amnimo(cfg)# interface bro «
amnimo(cfg-interface-bre)# bridge etho «
amnimo(cfg-interface-bre)# show config «
enable

bridge lane

bridge lanil

bridge lan2

bridge lan3

bridge ethe

mac lane

pmtu auto

address 192.168.0.254/24

mtu 1500

proxy-arp

no optional

b
k
i
4
2
Bl
TE

:? @ Ty AU ER—T A RIZEMTREAVEZ—T7 A RIENLTEIRLEAHY £9,
= @ Tyl A v R—T A RIZEBMT DA X —T7 x4 RZDHCPREX/-IZEE IP 7 K
L ZDEREDLH ZHEITEM L TS0,




=174 3
IZHh->T, ERAILDAEZ—T7 24X % ecm0 IZREL 7

amnimo(cfg)# interface ecm@ +
amnimo(cfg-interface-ecm@)# mobile amnimo ¢
amnimo(cfg-interface-ecm@)# dhcpd «
amnimo(cfg-interface-ecmd)# enable ¢
amnimo(cfg-interface-ecmd)# show config «
enable

pmtu auto

mobile amnimo

dhcp4

dhcp4 dns 30

dhcp4 ntp

dhcp4 mtu

dhcp4 route 30

mtu 1500

proxy-arp

no optional

it o #

2
V2
}\
7
[
7
(D)

=ik

'EL%

E

R1TH 4
[6.1.5 PPP DERE%ET 5] @




EITHNTHR>T. PPPOE DA > 2 —7 24 X% ppp0 ICERE L £,

CwE S %
: : 6
amnimo(cfg)# interface pppo —
amnimo(cfg-interface-ppp0)# pppoed4 amnimo-ppp .
amnimo(cfg-interface-pppO)# enable « >
amnimo(cfg-interface-ppp0)# show config «! v
enable i3
pmtu auto '[7
pppoe4 amnimo-ppp Vi
pppoe4 dns 20 )
pppoed route 20 X
mtu 1454 E
mru 1454
proxy-arp

no optional




6.3 IIL—TFT 4T DEEETH

.:é:.sn A Ay A f':\"‘\\? J
=T AT T—=TARN—T 4 YT OERERNBRDOFRR, BIIN—T 1V ITOEREEZITVWET, =
6.3.1 IN—TFTAVIT—TILEFRT D =
e
N—F 4 T F—T I EFKRT SIZIE, showrouting a3~ > FEETLET, k
7
£ !
Z
show routing Q
aXx
ha
HAZ7+—<v b
T0 VIA METRIC INTERFACE ey B—1T
) VIA METRIC IFNAME
(&Rg)
HHIEE
TO WXy T —0DhRRENET,
VIA F—=b 724 T FLADNRREINET,
METRIC XUy JEIAFREINET,
IFNAME AV R =T REHNRREINET,

ETH (YT —b Tz R=Yarv 1% loTI—%— "= 3v1%)
avY FOAREREDE, TRTOE-FTEALTT, UTFIZ, K1 —F—F— FOETH AR
L3,

a-v- D) wes D &= D)

amnimo$ show routing «

TO VIA METRIC INTERFACE
default 192.168.0.1 (<] ethe
192.168.0.0/24 0.0.0.0 (<] ethe
192.168.1.0/24 0.0.0.0 (<] bre

EITF (A7 bL—=&— ATy IF— by Ly H—Er— YA, Ty P —+
YA N—=3 2R, loTIb—&— =32 2 ZLUE)

XY FOARNEREADEF, TIRTCOE—-FTHALTT, UFIC, 82— —F— FDETHER
L3,

(a—v- D) w2l &= )

amnimo$ show routing «
Status: K - kernel route, C - connected, S - static,
> - selected route, * - FIB route

STATUS TO VIA METRIC INTERFACE

S>* 0.0.0.0/0 172.16.0.1 10 ethe

C>* 127.0.0.0/8 0.0.0.0 lo <A MUy ZEIPBERTEDS
BlEFRINELEA,

C>* 172.16.0.0/24 0.0.0.0 ethe <X U v 7ELNBIEREDS

BIEFRTRINELA,




6.3.2 =T 4 VI DEREEFRTT D

IN—TF 4 v T DHRFEHEFRTT SIIE, show config routing static A~ > FEETL £,

%
g3 6
show config routing static [STATIC-ROUTE-NAME] =
b
k
i
STATIC-ROUTE-NAME BN —TA v/ aEEELET, 7
D
HA7+—<v b X
A
# ---- transition to configure mode ----
configure
# ---- routing static STATIC-ROUTE-NAME configure ----
TO-ADDRESS
VIA-ADDRESS
INTERFACE
METRIC
# ---- exit configure mode ----
exit
HAHIEE
STATIC-ROUTE-NAME BRI —T a4 v TADERRINET,
TO-ADDRESS BoEFy FT—0 T FLRAARREINET,
VIA-ADDRESS BEPDOT— T4 IPT7RLAPRRENET,
INTERFACE BENE) B TONEA Y E—T7 24 ADFRINET,
METRIC REEDOX MY v 7 EARTINET,
E1701

CrmslRD) &= 2D

amnimo(cfg)# show config routing static default «
# ---- routing static default configure ----
routing static default

to 0.0.0.0/0

via 192.168.0.1

metric 0

exit

ke




633 N=—TAVIT—TNDREET D
=T A YT ERES BITE, BV —T 4 7 OFMREE— PICBTL, REAYY FEET
LET,
CITRELIARE, REZ 7ANVICEETAINET,

=3

it o #

routing static STATIC-ROUTE-NAME
to TO-ADDRESS/PREFIX

via VIA-ADDRESS

interface IFNAME

metric METRIC

exit

no routing static STATIC-ROUTE-NAME
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=ik

'EL%

E

N

routing static STATIC-ROUTE-NAME | STATIC-ROUTE-NAME (2RI —T 4 v & %IBEL T
EITLET,
5}%%H%+%%mwj%4zﬁ%?%ibr£ﬁi
W 5L EBELIA—T 4 Y TEOFERBZREE— FIC

BITLET,

to Iy FT—0 T FLRAERELET,

via BREPOS— 74 IP7RLREZHRELET,

interface AVE—TARERELET,

metric Ay o EFZELET,

exit HFMEREE—FZRTLT, REE—FABITLET,

no routing static B —T 1 v RETHIBRL ET,

‘1'7 N=2a Vv 2RLEIO77—L7xT7THE. T—bI 24 IPT7RLREAVEZ—T 214 RIT
= RIFFICERETE EH A,

=174
LUTOBEIZEITZL—FT4 v ITEHEDAERLET,

eth0 192.168.0.254/24 (BEE IP)

T7ANML—bETF—F7 24O (192.168.0.1) BEAD/L— FEE
amnimo(cfg)# routing static default +
amnimo(cfg-rts-default)# to ©.0.0.0/0 +
amnimo(cfg-rts-default)# via 192.168.0.1 <
amnimo(cfg-rts-default)# exit «

F—bv 4@ (192168.0.2) DEIERSNTLDE Ry F7—2 A (172.16.1.0/24) ~DJIL— bERTE
amnimo(cfg)# routing static network _a «

amnimo(cfg-rts-network_a)# to 172.16.1.0/24 «

amnimo(cfg-rts-network_a)# via 192.168.0.2 «

amnimo(cfg-rts-network a)# exit «

Fv b7—=2 A (172.16.1.0/24) ~DJL— b ETE % Bk
amnimo(cfg)# no routing static network_a «




6.4 Ny brTA4NLRYVITDEEET D

.:é:.sn A Ay A f':\"‘\\? J
NIy R 7400 T DERES LU EUD%T’ETTL\iT =
NIy R T 4R Y v TTIE, STy I\UJJ\jJ (input), H7 (output), i (forward) (ZxfL
T, Ty FOEREBEE, BRELIEGEICRT Y F2EDLHIT/EHIDE R —E LTETEL
9,

AHMEBBLIVEY L —DEIEDED I EEIL—ILEFENET, EHDOIL—IILEZTE LA,
INDEX /NS WBICHERENET, HDEIL—ILAEAINIEBE. ZNUUED INDEX DJL—ILF
EREINFTA, WVTNDOIL—ILICHBERINGEDSTBE. T 74/ MRS —AEREINET,

6.41 Ty bT74NRYVTDEREEFRT D
Ny 74 EY T DEREEFRNT BICIE. show config filter A~ > FEETLET,
£

b
k
i
4
2
Bl
TE

show config filter < input | output | forward >

HEEB
15H RE
, AN (input) D37y k74L& > TREERTT HHEICEE
input L=,
77 (output) DTy b7 4R v TRERRRT DHEICIEE
output e
ik (forward) /X7y b7 4R v IREERRT HIHEICIE
forward .
ELEY,
HA7x—<v b
AA (nput) DTy k74 LRY >V TREEERRLIEBE
# ---- transition to configure mode ----
configure
# ---- filter input configure ----
filter input default-policy DEFAULT-POLICY
# ---- rule INDEX ----
filter input INDEX
ENABLE

policy POLICY REJECT-CODE
(AT ey FEBREDRENRRIND)
exit
# ---- exit configure mode ----
exit

(LUF&)

H7 (output) DTy b7 4L Y Y TREEZRRLIZGE
# ---- transition to configure mode ----
configure
# ---- filter output configure ----
filter output default-policy DEFAULT-POLICY
# ---- rule INDEX ----
filter output rule INDEX
ENABLE
policy POLICY REJECT-CODE

(A7 Ty FABRHORENRREIND)
exit
# ---- exit configure mode ----




exit

gk (forward) /%47y b7 4 &Y v TEREEFRLIZHE

# ---- transition to configure mode ----
configure

# ---- filter forward configure ----

filter forward default-policy DEFAULT-POLICY
# ---- rule INDEX ----

filter forward rule INDEX

ENABLE

policy POLICY REJECT-CODE
(BT ey FEBEREDERENTRRIND)
exit
# ---- exit configure mode ----
exit

9 A7 ENRTy FEBEEDERERTICOWVWTIE, UTOR—VHESIBLTLIEE WL,
= [6.6.1 /34y FABEMHDORELFTRT S
[6.6.4 OJHNZEAZRT )

HHIEE
DEFAULT-POLICY T7HINERY—PRRENET,
INDEX IW—NDA YT v REENRREINET,
ENABLE T ANR—DE/ BN EIGEDRRARRINET,
BE | &R
B [enable] EFRRENET,
gy [no enable] &FRESNET,
POLICY R —BEINFTRINET,
REJECT-CODE POLICY (Creject #3BE L 7-3HE. T7—RENKRTINET,

i o W

Y
]\
7
[
%
D
=
E‘%
A




=174
EEET—FLRBTEE—FT, A Y FOAHEHADIEIRALCTT, UTIC, BEBEE— FOETH
#rLET,

el td=—r

amnimo(cfg)# show config filter forward ¢
# ---- filter forward configure ----
filter forward default-policy accept
# ---- rule 100 ----

filter forward 100

enable

policy drop

match protocol udp dst-port 137:138
exit

# ---- rule 110 ----

filter forward 110

enable

policy drop

match protocol udp src-port 137:138
exit

# ---- rule 120 ----

filter forward 120

enable

policy drop

match protocol tcp dst-port 137
exit

# ---- rule 130 ----

filter forward 130

enable

policy drop

match protocol tcp src-port 137
exit

# ---- rule 140 ----

filter forward 140

enable

policy drop

match protocol tcp dst-port 139
exit

# ---- rule 150 ----

filter forward 150

enable

policy drop

match protocol tcp src-port 139
exit

# ---- rule 160 ----

filter forward 160

enable

policy drop

match protocol tcp dst-port 445
exit

# ---- rule 170 ----

filter forward 170

enable

policy drop

match protocol tcp src-port 445
exit

it o #
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642 RNy RTALNRYITDTTIAHILEIRY S —%EBET D
F7 4IRS —ZFFESTBICIE filter 2= > FIZ. AH (input) . A (output) . Ex3% (forward)

DUFNDEEEL TETLET, pt
=R =
filter < input | output | forward > default-policy < accept | drop > 8
V2
B} }\
X EIEHE 7
BH P "
input AA (nput) OF 74 bRY S —2KRETDHHEIIEELET, D
output HH (output) DF 7 AL FRUS—2ZBETIHEIIEELET, %
forward gk (forward) OF 7 # )L b RY > — %% FETIHBEICIETEL T,
accept Ny beZBELET,
drop Ny b EELET, TT-REEBLEEA,
EX7l
amnimo(cfg)# filter input default-policy accept « «input 77 # L bRY > —IC

accept =% E




643 NXTYRTANRY VY TDIL—ILEZERFET S

Wy b7 4NR) Y TDIV—ILERET HICIE, L—ILOFMEREET— FICBITL, HEIT YV

RERTLET, JITRELLARIR, BEZ7 7 A LICEBEAENET, f
=R =
filter <input | output | forward> INDEX
enable
no enable
policy < accept |

drop |
reject [icmp-net-unreachable |
icmp-port-unreachable |
icmp-host-unreachable |
icmp-proto-unreachable |
icmp-net-prohibited |
icmp-host-prohibited |
icmp-admin-prohibited] >
match .. (X7 v FEBEFGOREFECERIN-AYY & I I CTHRITAIAE
log .. (A7 HADHKRETERSNI-OAT Y NE 2 Z TRITAIRE
exit
no filter <input | output | forward> INDEX
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E

avw v R

filter input INDEX JL—ILDBINS & L T input. output, forward D WLWF A% FEE L. INDEX
filter output INDEX ICRT Y b7 A4LRY Y TDIL—ILDA Ty RAESHIEELT, I~
filter forward INDEX Y REETLET,
e T v U REFICTIE, 1~1000 0FEE T, L —ILORERIERF &
Fd EELET. EEEETHILBEDY EEAN, BHAS VIE
ICHERRENE T,
0 XEE—FTIL—LDAVT v RESERELCIAY Y F%Z
ETTEE, FBELAL—LOSEMEEE— NICBITLED,
enable = z=BWELET,
no enable == ENLET,

policy R —%H/ELETS,

BHE FN

accept Ny b EZELET,

drop Ny b EEELET, T7-RNEELETA,
reject Ny b EESLET, TT-RELET,

reject #REL7ZHE. EDEIBITT—5EETHHhEBELET,

IEH e

icmp-net-unreachable Iy T —7ICEETEEF A,
icmp-port-unrechable AR — MIRETETET A
icmp-host-unreachable | 38%c7K X MZEETE EH A,
icmp-proto-unreachable | 7’0 f 2JLICEHRETET EH A,

icmp-net-prohibited

BREAY b T — I ADEENFELEI N T
£,

icmp-host-prohibited

BHAA MADIEENZIEINTWET,

icmp-admin-prohibited

BEEICL > THEAZILEENTVWET,

match Ny FOEBREHERELES,

[6.6.2 /%4y FEE

M ERET 2]




log RoENEHRELET,
[6.65 DoHNEBRET 2] %
exit HEBRET—FERT LT, BET—F~BITLET, s
no filter input INDEX INDEX 24 VT v I RABESHBELTC. Xy b7 40LE ) TDIL—IL -
no filter output INDEX | ZHIBRL £, =
no filter forward INDEX Vi
}\
E£174) (GUI ICK 2SR EICLYBEBNICREIND 7 4 LE—RE) 7
ITyIH— T2 ADENAILWAN) AIDSDT 7R AE2EETHZE5BEL-HERETT, 7
D
7 4 L% —TERl 1Ty I RES B
AH FIAN LYY~ | = &
10 BEOEFICE L TWLWb /347 v |k (established) ¥ BE7E
AR DEHTICBIE I S nFc/ 7 v b (related) & #FA]
(LAN I sk L. WANRIASDRY /Sy F 7R E)
AP 20 WERD BIEEFR]
AH 30 BE7F DHERT & (ZEBRD /Ny A E
A 21 Av8—7 x4 R ethOfllHoH0BEZFA (LAN {8)
A 22 A Z—=7 x4 Zbr0 N S0BEEZHA (LAN )

amnimo(cfg)# filter input default-policy drop < «/%7 v FAD DT 7+ bKRY > —% drop
IZERE

amnimo(cfg)# filter input 10 «

amnimo(cfg-fin-10)# policy accept «
amnimo(cfg-fin-10)# match conntrack state related,established «
amnimo(cfg-fin-10)# enable «

amnimo(cfg-fin-10)# exit «

amnimo(cfg)# filter input 20 <

amnimo(cfg-fin-20)# enable «

amnimo(cfg-fin-20)# policy accept +
amnimo(cfg-fin-20)# match in-interface lo <
amnimo(cfg-fin-20)# exit

amnimo(cfg)# filter input 30 «

amnimo(cfg-fin-30)# enable «

amnimo(cfg-fin-30)# policy drop ¢
amnimo(cfg-fin-30)# match conntrack state invalid «
amnimo(cfg-fin-30)# exit «

amnimo(cfg)# filter input 21 «

amnimo(cfg-fin-21)# enable «

amnimo(cfg-fin-21)# policy accept +
amnimo(cfg-fin-21)# match in-interface etho +«
amnimo(cfg-fin-21)# exit «

amnimo(cfg)# filter input 22 «

amnimo(cfg-fin-22)# enable «

amnimo(cfg-fin-22)# policy accept «
amnimo(cfg-fin-22)# match in-interface bre «
amnimo(cfg-fin-22)# exit «

amnimo(cfg)#




6.5 NAT DEETE®T 5

B9 SNAT, 3%A9 SNAT. DNAT DX EHS L UVRERTEZITVLWET,
6.5.1 NAT ORTEZFRR~T S

NAT O EAFTT 5ICIE, showconfignat <> RAEETL X,

==

it o #

show config nat < dynamic-snat | static-snat | dnat >

b
k
i
4
2
Bl
TE

HEEH
dynamic-snat Y SNAT (dynamic-snat) OFREZFRRT 2HAICIEEL T,
static-snat 19 SNAT (static-snat) DFREZFRT 2HEITIEEL X7,
dnat DNAT (dnat) OFRExFRR~T HHEICIEEL T,

HO7+—<v b

#)#J SNAT (dynamic-snat) DFRE%EF R L7=HE
# ---- transition to configure mode ----
configure
# ---- nat dynamic-snat configure ----
# ---- rule INDEX ----
nat dynamic-snat INDEX
ENABLE
OUT-INTERFACE
TO-PORT

(AT Ty FEBEGDORENKRTIND)
exit
# ---- exit configure mode ----
exit

B8 SNAT (static-snat) DEEZFRL7HE
# ---- transition to configure mode ----
configure
# ---- nat static-snat configure ----
# ---- rule INDEX ----
nat static-snat INDEX
ENABLE
out-interface OUT-INTERFACE
to-ip TO-IP
(A7 &gy FPEBERHEORENRREIND)
exit
# ---- exit configure mode ----
exit

DNAT (dnat) OREZFRLIHE
# ---- transition to configure mode ----
configure
# ---- nat dnat configure ----
# ---- rule INDEX ----
nat dnat INDEX
ENABLE
in-interface IN-INTERFACE
to-ip TO-IP
(A7 &gy FABERBDORENRREIND)
exit




# ---- exit configure mode ----
exit

%
7] Ry b ASREORERTIOL T, MTOR—YEBRL TR, Bl
= [6.6.1 /<7y FEBEHEOBRELEERT 3] =
[6.6.4 RATHENZREERRT D] 2
9
HAOEE ;
|
INDEX NAT BBEDA VT v 7 AESHERRINET, 07)
ENABLE NAT L— LB E%,/ RS A OBEARRINE T, %
BE |
B [enable] & FXREINET,
= [no enable] &FRENET,
OUT-INTERFACE HAA Vv Z—T7 24 RDEBENTRTINE T,
IN-INTERFACE ANAVE =T 2 A ADEBEINERREINE T,
TO-PORT to-port AREINTWLWBIFE., [to-port {ZEkKR— F}] £FREN
F 9, to-port AREINTLAWES, lnoto-port] IE., JR&N
FH A
TO-IP BHIP 7 RL AWK RENET,
E176

EREE-—FELREE—FT, AXV FOADEHAIERALTY, UTIC, BEEE— FOETH
Rl ET,

G o S

E)#J SNAT (dynamic-snat) DREEF R L7-HE
amnimo# show config nat dynamic-snat ¢

# ---- transition to configure mode. ----
configure

# ---- nat dynamic-snat configure ----

# ---- rule 100 ----

nat dynamic-snat 100

enable

exit

# ---- exit configure mode. ----

exit

&9 SNAT (static-snat) DFREXFRLHE
amnimo# show config nat static-snat «

# ---- transition to configure mode. ----
configure

# ---- nat static-snat configure ----

# ---- rule 100 ----

nat static-snat 100

enable

out-interface ethe

to-ip 234.192.0.10

exit

# ---- exit configure mode. ----

exit

DNAT (dnat) 0% E%F£RL7125E
amnimo# show config nat dnat ¢




# ---- transition to configure mode. ----

configure

# ---- nat dnat configure ---- %=

# ---- rule 100 ---- 6

nat dnat 100 =

enable

in-interface ethe jﬁ

to-ip 234.192.0.10 ]f

exit 7

# ---- exit configure mode. ----

exit 7
(D)
B
TE

6.5.2 BH)SNAT ZRET %
B SNAT £3ET 5101, BMBEE— FICBTL. BEIYY FERTLET,
IITRELEARE, RE7 7 ALICEERENET,
e

nat dynamic-snat INDEX
enable

no enable

out-interface [not] IFNAME
to-port PORT[-PORT]

no to-port

match .. (X7 v FEBFGOREFECERINIYY P& 2 2 THRITAIEE
log .. (O 7HNDERETCERSIN/-O~TY RE T T THRITARE

exit

no nat dynamic-snat INDEX

avw >k
nat dynamic-snat INDEX (ZBhH9 SNAT DIL—IL DA T v AESHIBEL T, I~
Y FEEITLES,
e VT v RESICIE, 1~1000 OEET, L—ILORER
IEF%EEL X9, BIETEFTHILEIELHY £FBADN
EANS WEICHERINE T,
@ REE—FNTL—ILDA VT v I/ RESEZRELCIY
Y REETTEEEELELL-—LOFREREE—FICE
TLES,
enable L=z BMELL X9,
no enable W=z ML £ 9,
out-interface B SNAT 2 BRI AEETTA VX —T7 A REZBELET,
BE EZ
not UTFTRELZHERELET,
IFNAME EETA VR —7 A XZBELET,
to-port B SNAT OZER— PAEELET (7> a3 V&E)
PORT[-PORT] | ko R— M EELZIEELET,
no to-port ZT]ER—FDREZHIRLE T,
match Ny b OEBERHERELE Y,
[6.6.2 /%47y FEABEHEAZRET ]
log AJHNZERELET,
[6.6.5 BJ7HN%HRET 5]




exit MR EE—FZRTLT, BEE—F~ABITLED,
no nat dynamic-snat 67 L 7= INDEX DR SNAT L—ILZHBIRL £,
E1761 1

LUFIZ IP 7 R LR 192.168.0.x/24 Diegsh HXES NI/ v b OXEETT FL X 192.168.0.x
% eth0 ® DHCP IC L WEIMICEIBE L= IP 7 R L RICE XX T ethO BlICEET B ETHI AR L
EJC I

Av2—7z42  IP7FRLZ

eth0 (DHCP 547> })

br0 192.168.0.1/24

= E

amnimo(cfg)# nat dynamic-snat 101 < IJL—ILVESIETE
amnimo(cfg-dsnat-101)# out-interface ethe « GREA VR —T 4 REIRE

amnimo(cfg-dsnat-101)# match src-ip 192.168.0.0/24 < «XETLry b7 —07 L R%ZIEE
amnimo(cfg-dsnat-101)# enable «
amnimo(cfg-dsnat-101)# exit «

T3 2

UTFIC, ¥#ExT (v b7—2 7 FL X :192.168.0.0/24) HoH. 5Bk (v bF7—2T7 KL X :
172.16.0.0/24) ITFEEESND /Ty hEXEETIP 7RLANS > Z—T7 24 X (eth0) ICHREX
NTWBIP 7 KL ZXAZEHET S dynamic-snat L —ILEERET 2 ETHIZRLET,

amnimo(cfg)# nat dynamic-snat 102 « JL—ILESIETE
amnimo(cfg-dsnat-102)# out-interface etho « EEA VR —T =4 R%EI/E
amnimo(cfg-dsnat-102)# match src-ip 192.168.0.0/24 < <X{Exry b 7—27 KL R%ZFRTE
amnimo(cfg-dsnat-102)# match dst-ip 172.16.0.0/16 < <&X{Ekry 7 —20 7 KL X%ZI8E
amnimo(cfg-dsnat-102)# enable «

amnimo(cfg-dsnat-102)# exit «

v R—7 x4 REEEED dynamic-snatd”EREIC DL T
[623 4> 2—T7 A REREL CEREBFTREZHFRGFT 2] OFREICHS dynamic-snatd #ee%H
T2z &Ik, BENICHR SNAT 2R ET DI LA AJBETT,
E174
ethO LIAMCES L TWARETEIP %R E LA X —7 4 X (Ex. brO A 192.168.0.254/24 |Z5%

EINTWDS) AHNIE, ZDOXy b T =T h R/ v bt SNAT OG5 E LT, eth0 @ IP
7R L ZAAEY 2ERTHERL XD,

‘e @D

amnimo(cfg)# interface ethe+ GEEA VR —7 4 X eth0 ZI87E
amnimo(cfg-interface-eth@)# dynamic-snat4 « <B)F) SNAT % 8%E
amnimo(cfg-interface-etho)# exit «
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6.5.3 FHYSNAT ZRET 5
B SNAT ZRET 21013, BEMBEE— FICBITL. HEIVY FERFLET,

_ _ . L]
CITHRELIZARIE, REZ7 7ANMIETAENE T, 6
= ®
nat static-snat INDEX Z/‘
enable S
no enable 7
out-interface [not] IFNAME [
to-ip ADDRESS[-ADDRESS][:PORT[-PORT]] 07)
match .. (N7 v FERFEOREFE CERINAEZITY FE T 2 THRITABRE =
log .. (BN DBRETERSNAITY RE Z Z THRITAR) T
exit

no nat static-snat INDEX

av > kR
nat static-snat INDEX INDEX (28 SNAT DIL—ILDA > T v 7 ABSHIEEL T, a<
v REETLET,
= ® T v IRESITIE 1~1000 DFET, L—ILOFHER
IEFZEELEFT, BILEETHILEITHY FHAD.
EA/NE WEICHERSNE T,
o HEE—FNTIL—LDAVTy I/ RESAREELTCIY
Y REETTDLEEELLL-ILOFERREE— FICE
TLET,
enable L=z BMELL X9,
no enable W=z ML x9,
out-interface EHSNAT 2 BAJT 2 XETA VX —T7 A A%EEBELET,
HE e
not UTCTHELZFEREBELET,
IFNAME RETAVEZ—T7 A X%EEBELET,
to-ip B SNAT OZHIP P RL ZB L UR— FEIBEL £,
ADDRESS[-ADDRES | Z#:%® IP 7 L X O & K — b &
S][:PORT[-PORT]] SOHEZRELET,
match Ny hOEREHEERELET,
[6.6.2 /%7y FEBEHEFZRTET S
log AJHENZEHRELET,
[6.65 ATHN%ZFZRET 5]
exit HHREE-—FERTLT REE—F~BITLET,
no nat dynamic-snat F7E L7z INDEX D89 SNAT D L— L ZHIBR L £ 9,




R171
LUFIZ IP 7 R LR 192.168.0.x/24 D#EZEH 0XESI NI/ FDEETT F L X 192.168.0.x

%Z eth0 D IP 7 KL X10.0.0.1 (CEEZHR T ethOBIXKET 2EITHIZRL T, L]
Av&—7x4& IP7FLZ i
eth0 10.0.0.1/24 =
br0 192.168.0.1/24 T

b

_ h
(xS 7
[

amnimo(cfg)# nat static-snat 100 « L= ILESIEE 7
amnimo(cfg-ssnat-100)# out-interface etho g;)b
amnimo(cfg-ssnat-100)# to-ip 10.0.0.1 « %

amnimo(cfg-ssnat-100)# match src-ip 192.168.0.0/24
amnimo(cfg-ssnat-100)# enable «
amnimo(cfg-ssnat-100)# exit «




6.5.4 DNAT #iZET 5
DNAT 2% FE T 5 IId, FHMHETE— FICBITL, BEa~Y Y RERTLET,

_ _ . %
CIZITHRELIZARIE. REZ7 7ANMCEZTAEFNET, 6
£t ®
nat dnat INDEX Z\/‘
enable k
no enable Ly
in-interface [not] IFNAME [
to-ip ADDRESS[-ADDRESS][ :PORT[-PORT]] é;
match .. (X7 v FEBEHEORESHTCERIN/ZOYY P& 2 2 THRITATRE =
log .. (AHNDRETERSINITY REZ 2 THRITAR) &
exit

no nat dnat INDEX

N
nat dnat INDEX [ DNAT DIL—IDA »F v o ABSHIEEL T, A~v > FEETLET,
p— @ VT v RESICIE, 1~1000 OHE T, L—LOERIBFEIEE L
F9, BIIEZETHINBIEHY FBAN, EP/NSVEICHERSINE
@ RXEE—FTIL—ILDAVTy I RAESHEELTCIAT Y REETTS
ECHRELLILV—ILOFFEREE— FICBITLEY,
enable =B LES,
no enable =T ENWLET,
in-interface DNAT # BB T A3XETA Vv Z—7 x4 A&EELET,
BRE E TN
not UTCEEL&GZREBELET,
IFNAME EETAVXR—T A RZBELET,
to-ip DNAT OZ# IP 7 FLZBLUOR—F2IEEL X T,

ADDRESS[-ADDRESS][:PORT[-PORT]] | &5 IP 7 F L R D& &K —
PESOHEEZEELET,

match Ny b OEREGERELET,
[6.6.2 /%7y FEBEHEERET ]
log AJHNEZRELET,
[6.65 RIHAN%EZET ]
exit HMEREE—FZRTLT, EEE—F~BITLEY,

no nat dnat $8E L7=- INDEX ® DNAT o/L—IILEHIBBL X9,




E1745
LUFIC, eth0 @R— b 11080 [CMEL 7=/ v b Z brO OB TO T Z7AR— b2y b7 —0 DiE

Frikes 0 192.168.0.200 MK — b+ 80 IC#5x 3 2 ETHIZRL £9, -]
)
(e D &
amnimo(cfg)# nat dnat 101 « <L—IILHESIETE
amnimo(cfg-dnat-101)# in-interface ethe « “REA VR —T A A%EIETE

amnimo(cfg-dnat-101)# to-ip 192.168.0.200:80 « <BRRSE IP 7 F L REFR— L ERRE
amnimo(cfg-dnat-101)# match protocol tcp dst-port 11080 < «/¥7 v FEEEHEEIEE
amnimo(cfg-dnat-101)# enable «

amnimo(cfg-dnat-101)# exit «
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6.6 Ny bT7a&YTENAT OHBEREEXT S

.:é:.sn A Ay A f':\"‘\\? J
N R TANRY YT ENAT TR, AT ENTy FABEHOREEEAEBEL TV ET, =
6.6.1 Xy bEHEHEOREERTT D =
5%
Ry PEBEHEDRES LTRREINZEBEBHEZUTIORLET, N
7
HAO7+—<v b ]
7
SRC-IP P
AX
DST-IP ha
IN-IFNAME
OUT-IFNAME
MAC-ADDRESS
PKT-TYPE
ICMP

TCP-SRC-PORT
TCP-DST-PORT

TCP-FLAG

UDP-SRC-PORT
UDP-DST-PORT

AH-SPI

ESP-SPI

PROTOCOL -NUMBER
CONNTRACK-STATE
CONNTRACK-PROTO
CONNTRACK-ORIGSRC-IP
CONNTRACK-ORIGDST-IP
CONNTRACK-ORIGDST-IP
CONNTRACK-ORIGDST-IP
CONNTRACK-ORIGSRC-PORT
CONNTRACK-ORIGDST-PORT
CONNTRACK-REPLSRC-PORT
CONNTRACK-REPLDST-PORT
CONNTRACK-STATUS
CONNTRACK-DIRECTION
HASHLIMIT-UPTO
HASHLIMIT-ABOVE
HASHLIMIT-BURST
HASHLIMIT-MODE
HASHLIMIT-SRC-MASK
HASHLIMIT-DST-MASK
LIMIT-RATE

LIMIT-BURST

HHIEH

SRC-IP EETIP 7 FLAARRINET,
DST-IP EEFLIP 7 FLAATRREINET,
IN-IFNAME ANAVR—=T 2 A REDNTRRINET,
OUT-IFNAME HAA Y Z—T7 24 AEHERRINET,




IEH nE

MAC-ADDRESS MAC 7 K L AN FRRINET,

MAC-ADDRESS[ /MAC-MASK ]

MAC-ADDRESS | MAC 7 F LR TRREINE T,

i o W

XX 3XX $ XX 3 XX § XX 8 XX
xx £ 16 EH T,

MAC-MASK MAC-ADDRESS R THAIT By b &~
X% MACT7 FLRER TR RENET,

_g? MAC-MASK DIgEIZ/X— 3> 2.6.0
Ll LETHELTWET,
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PKT-TYPE Ry b ZATHRREINET,
ICMP [match protocol icmp] AFREINTWBIHAE, [match protocol
icmp IGET7—}] HERREINET,

===

[match protocol icmp] ARESNTWAWES ( [no match
protocol icmp] DETH) &, BRENF A,

TCP-SRC-PORT [ match protocol tcp src-ipl ARE SN TWBIHB S, [match
protocol tep src-ip {TCP /X4 v FDXETTIP 7 KL R}] AFRRE
nE9,

[match protocol tep src-ip] AEREINTWWARWIEE ( [nomatch
protocol tcp src-ip) DEITH) X, TREINFH A,

TCP-DST-PORT [ match protocol tcp dst-ip] AFREINTWLWBIHBE, [match
protocol tep dst-ip {TCP /%47y F MIXIEHK IP 7 R L X} HNERE
nE9,

[match protocol tep dst-ip] AEEE SN TUWA WSS ( [nomatch
protocol tcp dst-ip] DEITE) &, RREINFHE A,

TCP-FLAG [match protocol tep flags | A 3% E & LT UL %354 [match protocol
tep flags {TCP /%4y FORERHRD 7 7 7} (FERNRE LT Z
TDIBLREINTWDE T F7Y] BERRENET,

[match protocol tcp flags] AERE SN TWLAR WSS ( [no match
protocol tcp flags| DEITH) X, RREINFEHA,

UDP-SRC-PORT [ match protocol udp src-ip] AREINTWBHE, [match
protocol udp src-ip {UDP /%4 F MIXIETTIP 7 K L X}] HERE
nEd,

===

[match protocol udp src-ip] AF&E & N T LR WiEE ( [no match
protocol udp src-ip] METH) I, XRINEFFA.

UDP-DST-PORT [ match protocol udp dst-ip] A'FRE SN TWBIHE, [match
protocol udp dst-ip {UDP /¥4 k DIX(ESE IP 7 KL R}| HERE
nE9,

[match protocol udp dst-ip| A E I NTULWARWEE ([nomatch
protocol udp dst-ip) OEITH) &, BRINF A,

AH-SPI [match protocol ah] A'BE SN TW%3HAE,  [match protocol ah

{SPI 7 4 —L FDfE}] HFERENET,

=L

[match protocol ah| A E%E & LT WA WIHE ([no match protocol
ah] OETE) . BREINEHA.

ESP-SPI [match protocol esp] DE&RE SN T UL 53545, [match protocol esp
{SPI 7 4 — L FOfE}] H&RRENET,

['match protocol esp | AE&E & 11T L 7 L 53A (Tno match protocol
espl EfTH) . RRINFHA,
PROTOCOL-NUMBER [match protocol] ABE SN TWLWBEE. [match protocol {70
FaLES) PERRENET,

[match protocol] MR E XN T4 WLIEE ( [nomatch protocol |
DOETH) . TREINETA,




IEH nE

CONNTRACK-STATE

[match conntrack state | Y38 & LT L3355 [match conntrack
state (L DIRRE}] AR INE T,

[match conntrack state] A E SN TULARWEE ( [no match
conntrack state] MEITH) 1§, BRENFE LA,

CONNTRACK-PROTO

[match conntrack proto | A 5% E & LT WL 5354 [match conntrack
proto {7’00 b 2 LES} HERRINET,

[match conntrack proto] AFEE SN TULAWEES ( [no match
conntrack proto] MEITH) &, TREINFEHA,

CONNTRACK-ORIGSRC-IP

[match conntrack origsrc-ip] AREINTWBHE. [match
conntrack origsrc-ip {FE/ X7y FDEETIP 7 F L R} AFRRE
nEd,

[match conntrack origsrc-ip| 23 E & LT UL AW IHE ([no match
conntrack origsrc-ip] DEITH) 13, TRINEFH A,

CONNTRACK-ORIGDST-IP

[match conntrack origdst-ip] AR E SN TWBHE,. [match
conntrack origdst-ip {F&15/%7 v b DXEFK IP 7 F L R}] AFRRE
nEY,

[match conntrack origdst-ip| A 5% E & LT UL A LW I5FE (Tno match
conntrack origdst-ip] DEITH) X, TREINFEH A,

CONNTRACK —REPLSRC-IP

[match conntrack replsrc-ip] AR E SN TWBHE. [match
conntrack replsrc-ip {l6&/%7 v FDXETIP 7 K L X} AFRRE
nE9,

[match conntrack replsrc-ip] A3 E & LT LA WIFE (Tno match
conntrack replsrc-ip] OETH) 1. TRINE A,

CONNTRACK —REPLDST-IP

[match conntrack repldst-ip] P'ERE SN TWBHE. [match
conntrack repldst-ip (J&& /%7 v F DEREFK IP 7 F L R} HRRE
nE9,

[match conntrack repldst-ip| 235 & N T UL W EE ([no match
conntrack repldst-ip] DOEITE) &, RRSINFHE A,

CONNTRACK-ORIGSRC-
PORT

A ]

[match conntrack origsrc-port] A'3&RE SN TL DA, [match
conntrack origsrc-port {FIE/%7 v FDEETHR— b} HEREH
E N

[match conntrack origsrc-port] AR E=NTULAE WSS ( [no
match conntrack origsrc-port] DEATH) X, BRINF LA,

CONNTRACK-ORIGDST-
PORT

[match conntrack origdst-port] A'3&E SN TL23HE,. [match
conntrack origdst-port {F&1E/%7 v F DEEFLKR— L] HEREH
¥9,

[match conntrack origdst-port] AT N TWLWAWLWEE ( [no
match conntrack origdst-port] ME{TH) . RSN T A,

CONNTRACK-REPLSRC-
PORT

=L

[match conntrack replsrc-port] AR EINTWLWBHE, [match
conntrack replsrc-port {J&&/S7 v FDEETHR— ] HEREHN
9,

[match conntrack replsrc-port] AFRESNTULARWESE ( [no
match conntrack replsrc-port] OETE) &, RRENFFA.

CONNTRACK-REPLDST-
PORT

[match conntrack repldst-port] A EINTWLBHE, [match
conntrack repldst-port {J&&/S7 v FDIEEFLKR— L] HEREHN
9,

[match conntrack repldst-port] AR E SN TWLWAWESE ( [no
match conntrack repldst-port] MDETE) (. XREINE A,

CONNTRACK-STATUS

[ match conntrack status] 'R E SN TWBHE. [match
conntrack status (D X T — 4 X}] ARREINET,

[match conntrack status] A3 E SN TULWAWES ( [no match
conntrack status] DEITH) &, BRENE LA,

CONNTRACK-DIRECTION

[match conntrack direction] A':F&RE SN TWBHE, [match
conntrack direction (=D /47 v D AMEY] ARRENET,

[match conntrack direction] A E%E &1 T WA WHE ([no match
conntrack direction| DRITH) (X, BRINFEH A,
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HASHLIMIT-UPTO [match hashlimit upto] A& E SN TW3HA. [match hashlimit
upto (F8ERFM}] HERRENET,

[match hashlimit upto] A'FRE SN TWWA WEE ( Tno match
hashlimit upto] OETE) 1Z. TRENFEHA,

HASHLIMIT-ABOVE [match hashlimit above] 1% E & N T WL 2354, [match hashlimit
above (e ERfE}H AERRINET,

[match hashlimit above] AEREINTULARWEE ( [no match
hashlimit above] DEITE) 1. RRINFH A,

HASHLIMIT-BURST [match hashlimit burst] & E & LT WL 3355, [match hashlimit
burst (E# L TEEAIEER /ST v MY ARRENE T,

[match hashlimit burst] 3R E &N TWAEWEE ( [no match
hashlimit burst] OR{TH) &, RRINF A,

HASHLIMIT-MODE [match hashlimit mode] A28 € & 41T WL %35E. [match hashlimit
mode {hashlimit mode Ok} ARRENFT,

[match hashlimit mode| A E XN TULWAWIEES ( [no match
hashlimit mode] METH) &, BRENFEFH A,

HASHLIMIT-SRC-MASK [match hashlimit src-mask] NEEINTWBHBAE. [match
hashlimit src-mask] (HASHLIMIT-MODE (Z srcip #3585 L 72354
12 BHETIP P RLARZEICIL—EVTTETRLRATL 74y
U R) BERRINET,

[match hashlimit src-mask] A E N TUL AR WLIEE ([no match
hashlimit src-mask] DORITE) &, RRSINFHE A,

HASHLIMIT-DST-MASK [match hashlimit dst-mask] AR EENTWBHE. [match
hashlimit dst-mask] (HASHLIMIT-MODE (C dstip #3&5%E L 7354
I, REXRIPTRLRIEICIN—EVITBTRLRATL 74y
JR) BEREINET,

[match hashlimit dst-mask] A8%E S N T W WEE ([no match
hashlimit dst-mask] DOE{TH) 1. RSN ET A,

LIMIT-RATE [match limit rate] /B EEINTWBIFEE. [match limit rate {5
EREAO/ Ty MU AERRENET,

[match limitrate] AR EI N TLARWIES (nomatchlimitrate]
DETE) F. TRENEEA,

LIMIT-BURST [match limitburst] AEREIMNTWLBHBAE,. [match limit burst (&
Bl CEEAIBEA/ Ty MY AERRENE T,

[match limit burst] AREENTULAEWIEE ( [no match limit
burst| OEITE) &, FRINFFA,
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6.6.2 /Xy FEREBHEERTET D
Iy NABSHEOBR T RICOWTEHRAL T,

=3

it o W

match src-ip [not] ADDRESS[/PREFIX]

no match src-ip

match dst-ip [not] ADDRESS[/PREFIX]

no match dst-ip

match in-interface [not] IFNAME

no match in-interface

match out-interface [not] IFNAME

no match out-interface

match mac [not] MAC-ADDRESS[/MAC-MASK]

no match mac

match pkt-type < unicast | broadcast | multicast >

no match pkt-type

match protocol icmp < any |
destination-unreachable |
network-unreachable |
host-unreachable |
protocol-unreachable |
port-unreachable |
fragmentation-needed |
source-route-failed |
network-unknown |
host-unknown |
network-prohibited |
host-prohibited |
TOS-network-unreachable |
TOS-host-unreachable |
communication-prohibited |
host-precedence-violation |
precedence-cutoff |
source-quench |
redirect |
network-redirect |
host-redirect |
TOS-network-redirect |
TOS-host-redirect |
echo-request |
echo-reply |
router-advertisement |
router-solicitation |
time-exceeded |
ttl-exceeded |
ttl-zero-during-transit |
ttl-zero-during-reassembly |
parameter-problem |
ip-header-bad |
required-option-missing |
timestamp-request |
timestamp-reply |
address-mask-request |
address-mask-reply >

no match protocol icmp

match protocol tcp src-port [not] PORT

match protocol tcp dst-port [not] PORT

match protocol tcp flags [not] < syn,ack,fin,rst,urg,psh,all,none > < syn,ack,fin,rst,

urg,psh,all,none >
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no match protocol tcp src-port

no match protocol tcp dst-port

no match protocol tcp flags

no match protocol tcp

match protocol udp src-port [not] PORT

match protocol udp dst-port [not] PORT

no match protocol udp src-port

no match protocol udp dst-port

no match protocol udp

match protocol ah [not] [SPI[-SPI]]

no match protocol ah

match protocol esp [not] [SPI[-SPI]]

no match protocol esp

match protocol NUMBER

no match protocol NUMBER

match conntrack state [not] < invalid,new,established, related,untracked,snat,dnat >
match conntrack proto [not] NUMBER

match conntrack origsrc-ip [not] ADDRESS[/PREFIX]

match conntrack origdst-ip [not] ADDRESS[/PREFIX]

match conntrack replsrc-ip [not] ADDRESS[/PREFIX]

match conntrack repldst-ip [not] ADDRESS[/PREFIX]

match conntrack origsrc-port [not] PORT

match conntrack origdst-port [not] PORT

match conntrack replsrc-port [not] PORT

match conntrack repldst-port [not] PORT

match conntrack status [not] < none,expected,seen_reply,assured,confirmed >
match conntrack direction < original | reply >

no match conntrack state

no match conntrack proto

no match conntrack origsrc-ip

no match conntrack origdst-ip

no match conntrack replsrc-ip

no match conntrack repldst-ip

no match conntrack origsrc-port

no match conntrack origdst-port

no match conntrack replsrc-port

no match conntrack repldst-port

no match conntrack status

no match conntrack direction

no match conntrack

match hashlimit upto NUMBER< /second | /minute | /hour | /day >
match hashlimit above NUMBER< /second | /minute | /hour | /day >
match hashlimit burst NUMBER

match hashlimit mode < srcip | srcport | dstip | dstport >
match hashlimit src-mask PREFIX

match hashlimit dst-mask PREFIX

no match hashlimit upto

no match hashlimit above

no match hashlimit burst

no match hashlimit mode

no match hashlimit src-mask

no match hashlimit dst-mask

no match hashlimit

match limit rate NUMBER< /second | /minute | /hour | /day >
match limit burst NUMBER

no match limit rate

no match limit burst

no match limit

no match

it o W
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avw > R
aw > K

match src-ip

match dst-ip

match in-interface

EN
PEETT KL XA ADDRESS/PREFIX @ 84 v MZAEL £,
E | W7

not LUTFTHEL-ZARELET,
ADDRESS HEETIPT7RLRERELET,

PREFIX TV T4y ARZIELET,

FE(EHT KL ZH ADDRESS/PREFIX @/¢7 v MZHEEL £,
RE | W7

not UTCHRELE& G ZREBELET,
ADDRESS HEELIPTRLRERELET,

PREFIX TV T4y ARTIRELET,

ANA v Z—=7 24 XD IFNAME TH B /857 MZEBL ET,
BE | WA

not UTPCEL& G ZREBELET,
IFNAME AAA VY ER—=—T A REE/ELET,

,l? HREARERA V-7 24 R4, BE
i CESoTERYET,
e Ty —t+yxA
eth0. lan<0-3>, br<0-9>, ecm0,
ppp<0-9>, tun<0-9>, tap<0-9>
® loT IL—%—
eth<0-1> br<0-9>, ecm0, ppp<0-
9>, tun<0-9>, tap<0-9>
e BERNZRA TSIV bIL—&—
eth0

match out-interface

HOAY2—7 24 XHNIFNAME /37y MCEEL 9,

BE | AR
not UTFTTHRELIZZGERELET,
IFNAME ANA Vv E—T7 24 RELEEELET,

,17 REABERA YV R—T 24 R&E, &5
i CEoTERYET,
e TS —bruxA
eth0. lan<0-3>. br<0-9>. ecm0.
ppp<0-9>, tun<0-9>, tap<0-9>
® loT/L—%—
eth<0-1>, br<0-9>, ecm0. ppp<0-
9>, tun<0-9>, tap<0-9>
e ENRA TSIV /RU bIL—&—
eth0

match mac

MAC 7 K L 2 A" MAC-ADDRESS & /X7 v MIZEHL £9,

not

UTTEELZHZRELET,

MAC-ADDRESS

UTFToFATMAC 7L RZEELET,
XX XX e XX i XX XX XX

xx (£ 16 EH T,

MAC-MASK

MAC-ADDRESS o THAI T2y h &~
2% MACT7 FLAERXTIEELEY,

:l? MAC-MASK DigEIE/N—2 3~ 2.6.0
B DR TS L TWET,

i o W
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match pkt-type

BWELINTy b 2ATICERLET,

E | 7

unicast A=-F v RMIEBLET,
broadcast 7A—FFr X MIEERLET,
multicast TILFFYXMIERMLET,

match protocol icmp

ICMP Xy =224 THUTTHZ /7y MICEHLET,

RIE EN
any ICMP X vt —Y %4 7%IEFE
destination-unreachable LEY,

network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-unreachable
TOS-host-unreachable
communication-prohibited
host-precedence-violation
precedence-cutoff
source-quench

redirect

network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request

echo-reply
router-advertisement
router-solicitation
time-exceeded
ttl-exceeded
ttl-zero-during-transit
ttl-zero-during-reassembly
parameter-problem
ip-header-bad
required-option-missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

Xy v— 84 TDEHMIC
2L TlE, RFC 792 # &3
LTLEEE N,

match protocol tcp src-port

EETHR—FA PORT O TCP /X7y MZHEL £,

match protocol tcp dst-port

E | W&

not LT CIEL-R&EERELET,
PORT F— FESEIEEL T,
EEXRR— A PORT @ TCP /X7y MMZEHL X,
HE | IR

not T CIEE L&t RELET,

PORT R—hESZHEELET,

i o W
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aw > R

match tcp protocol flags

nE

UTD7 77 D&ME%wT-9 TCP /Xy MZEEL £,

E | 7

not UTFTELZZMFEREGLET,

MASK sync. ack. fi, rst. urg. psh. all. none @
hoWERTE 777 %BELET,
BHO7 70 %BET2HEE hv~ () T
XY £,

COMP MASK TIEELT7=7 77 D5 b, 1 THBERE

777 %EELET,
sync. ack. fi, rst, urg. psh. all. none

match protocol udp src-port

KETHR— A PORT @ UDP /37w MIZEEL £9,

match protocol udp dst-port

match protocol ah

match protocol esp

E | %

not UTPCEL-& G ZzREBELET,

PORT R—IrESZEELET,

PEIESHR— A PORT @ UDP /847y MCAEKL £,

BE | B

not UTFCEL& G ZREBELET,

PORT R—rESEEELXT,

AH /%%y b @ SPI 7 4 =)L KA SPI TH BB EICERL T,
BRE Naks

not UTFCEELE&GZREBELET,

SPI SPI 74— RDEEIEELET,

ESP /%4y h®D SPI 7 4 =)L KA SPI THEBJEICEEL £ T,
BRE Maks

not UTFCEL&GZRELET,

SPI SPI 74— L FDEREELE T,

match protocol NUMBER

70k aLESHNUMBER @847y MICERLET,

NUMBER

7AbPILESERELET,
7O raLBEZITOVTIE, UTFD Web
R=IrSBLTIEEN,
https://www.iana.org/assignments/prot

ocol-numbers/protocol-numbers.xhtml

match conntrack state

BERORAT—MIEHL £,

BE | AR

not UTCRELA-ZEZRELET,

new Hi-REREREB LI/ STy FTY,

established WAERD /Ty b ZFERLIZERELD /Yy
LT

related iR A BRR L /- DY ELTE OB (C RS E (T
IFonTWwWas oy FTY,

snat Ry FDEETT LR E, BBy bD
EEXRT FLANELDRETT,

dnat NIy FDEEFXT FLRERERT Y bD
FETT FL AHNER BDIRETT,

invalid BIFOEGEEBBRL LAWY FTT,
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https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

aw > R

match conntrack proto

SES
Ny bo7okaIcERLET,

E | 7
not UTFTHRELZHZRILET,
NUMBER L4 7o baLESERELET,

match conntrack origsrc-ip
match conntrack origdst-ip
match conntrack replsrc-ip
match conntrack repldst-ip

FBELARESTy FOXETIP 7 KL X (origsrc-ip) « FE/7
v P DXEIEL IP 7 FL X (origdst-ip) . &4y FDFEET IP
7 KL X (replsrc-ip) « &/ v F DFEESK IP 7 KL X (repldst-
port) ICEEL £,

RE | W7

not UTCEL&ZzREBELET,
ADDRESS IP7RLRAEERELET,
PREFIX T4y ARTIRELET,

match conntrack origsrc-port
match conntrack origdst-port
match conntrack replsrc-port
match conntrack repldst-port

B L7=FIE/%7 v b DEIETT IP K— b (origsre-port) | FE/87
v b D%IESL IP R— b (origdst-port) . JS&/4 v FDFEETT IP
HR— b+ (replsrc-port) . JS&/XT v b DEREFK IP K- (replsrc-
port) (ZEEL 9,

BE Nats
not UTcHEL&EREBLET,
PORT R—bESEZEELET,
match conntrack status BERORT—Z2RIZEBMLET,
BE | %
not UTCcHELZZERELET,
none LFoOWTNIZHEH T E SR WIRETT,
expected FHEINERTT,
seen_reply KAED Ty FHERINTIREETT,
assured WAMRD /Ty FHFER I N, HRTINICA S
7% WVRRE T,
confirmed BRI BR I NIIRETT,
match conntrack direction Ny FOFAICERLET,
BE Nats
original FIENTy MIZERLET,
reply &7y MZEBLET,

match hashlimit upto
match hashlimit above

RERBRARO/ Ty MO EREZEEL £7,

® upto DIFHIE, TDLERETD/Ty bHEHLET,
® above DFEIE. TDERZEBZ /3T v FHEEL£T,

Xy B ERRIZ. match hashlimitburst] THE L7757 v k
BICL->TREINE T,

NUMBER/second | I8 EREAN D /STy PO ERZIBEL £
NUMBER/minute | 97,

NUMBER/hour

NUMBER/day
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match hashlimit burst

BATRE R /Ny FEOWEEEIEEL £,

ZONRTy MUE, Ny R TEIZTOUX Y REN, 0T B &L
D/ y MIZIZERLAWESICHRY £9, [match limit rate]
TIRELEBEERI S IC/Ty FIAA o U X bEnET,
Tl A7 UX Y DOERIZ, ST TREL/NT Yy ey
9,

NUMBER EERBRANICERAIREL /T v PO ER%
EELET,

match hashlimit mode

match hashlimit TRE L7=#HIRIE. AT TRE LB TERIN
9,

BE Nats

srcip EETIP7RLREEELET,
dstip EEFLRIPT7RFLREEELET,
srcport KETHR-FESZEELXT,
dstport KEEF-IESZEELXY,

match hashlimit src-mask

HASHLIMIT-MODE (Z srcip #$8%E L7=#HB&I1C. FETIP 7 FL X
TEIC N —E T BT RLRSL T 4y A& _0~32 OFEET
BELET,

match hashlimit dst-mask

HASHLIMIT-MODE |Z dstip #3187 L 72355 1C. EEXIP T FL X
TEIC SN —E T BT RLRSL T 4y R & _0~32 OFEET
BELET,

match limit rate

IEERENICERT 2FE /Ty MRERELET,
/%4y k. [match limitburst] TIEE L7237 v FIZEZHAH
DBEIFEHL., BEABRWGEIEEEL FE A,

NUMBER/second | 6 ERFMANICEENRIGEAR TG/ v b D%
NUMBER/minute | 8 L £,

NUMBER/hour

NUMBER/day

match limit burst

EEAIRER /Ny PO WEMEERTEL £7,

TNy NG Ty R ZEICTIUX Y R ERN, 012 B ELL
D/ FICIFBAELAWESIZARY £9, [match limit rate]
THREL-EFEER I I/ Ty MDA v U XY ENET,
P22l AV I UAYRDOERIZ, ZZTERE L/ y bELERY
9,

NUMBER RERBANICERATREL /STy MO ER%
BELET,

el

amnimo(cfg-fin-100)# match
amnimo(cfg-fin-100)# match
amnimo(cfg-fin-100)# match
amnimo(cfg-fin-100)# match
amnimo(cfg-fin-100)# match
amnimo(cfg-fin-100)# match
amnimo(cfg-fin-100)# match
amnimo(cfg-fin-100)# match
amnimo(cfg-fin-100)# match
amnimo(cfg-fin-100)# match
amnimo(cfg-fin-100)# match

src-ip 234.192.0.1/24 +

dst-ip 234.192.0.1/24 +
in-interface etho «

mac ©0:00:5E:00:53:FF <!
pkt-type multicast «

protocol icmp destination-unreachable «
protocol tcp dst-port 80 «
protocol tcp flags all syn,ack «
protocol udp src-port 5353 ¢«
protocol ah 500 «

protocol esp 500 ¢«
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amnimo(cfg-fin-100)# match protocol 51 «

-

6.63 /<7y b OEBEMEBIRT S s
=3

Sy R EBREHOBIBROTY RISOWTHBELET, \
25t v
no match '[7

2

ELey] P
AX

e

amnimo(cfg-fin-100) # no match «




6.6.4 RAJTHANREZRTT D

AJHADERTEE L TERRENDZBEEAUTICRLET, -
-1
Hh7+—<v b 6
=1
LOG
F
HHIEE ]f
i
LOG log MREINTWBHA, log{R I L~WHTY 74w IR} N 4
TREINET, :@b
log NEREINTWAWES ( [nologl OEITH) . BRan X
A, s
H 151

log informational

6.6.5 AJHNZHRTET S
R/HADHREITY FICDOWTEBBAL £7,

=

log LEVEL [PREFIX]

avw v R

log AJHADEEEL X,
®E | B
LEVEL LFoWsSnhrZEELET,
emergencies . alerts . criticals. errors.
warnings . notifications . informational .
debugging
PREFIX A7 OFEICHMT 2XFIaEELE T,
no log R7ZHALEFEA,
E170

log notifications prefix «




6.7 IPsec DERTEAXT 5
-:é:-SN [P A [ ’f::\?’:\\
IPsec DR T —R A LEBEDERR, FHTOESR UM, IPsec DEREETWVWET,
6.7.1 IPsec DRAT—XA%KRT 5
IPsec DR T —R A%FKRT 521, show ipsec I~ KIZ, status £7/-ld xfrm F 7> 3 v &
T TERITLET,
=5y

show ipsec status [SA-NAME]
show ipsec xfrm state
show ipsec xfrm policy

REIEE
1HH AR
status IPsec RT— X RIBEREXRT HHEIHBELET,
:ll—) SA-NAME #8B3 2 &, §XTDHSART—XANKTEIN
= B3
xfrm xfrm AF—+rERRY P —2FRRTIHE. UTOWLWITIHhOF
T avERELET,
BE | IR
state xfrim R 77— b2 RRT D2HEIIEELE T,
policy xfrm R ¥ —%ZRRT HGEICIEEL T,
HA7x—<v b

show ipsec status aA~¥ > F&ETLEEE
IPSEC-STATUS

show ipsec xfrm state A~ RZETL-HE
IPSEC-XFRM-STATE

show ipsec xfrm policy A% FZETL1HE

IPSEC-XFRM-POLICY

HHIEH
IPSEC-STATUS IPsec 27 — X XIEHARREINET,
IPSEC-XFRM-STATE xfrm 27— kARRENE T, BETERINATWS 7O oLy
SPIEH A ENRRINE S,
IPSEC-XFRM-POLICY xfrm KU —HWHERRINET, EOBETEDRT— FHEAIN
TWBDODERRSNET,
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=174
vy ROAAEREDE, TRTODE—-—FTRILTT, UTIC. 82— —FE— FOETHZER
L*xd,

amnimo$ show ipsec status «
Status of IKE charon daemon (weakSwan 5.6.2, Linux 4.19.93-02926-g51250a@eff3c, aarché
4):
uptime: 14 seconds, since Feb 28 06:34:04 2020
malloc: sbrk 2572288, mmap @, used 639760, free 1932528
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: ©/0/0/0, scheduled: 5
loaded plugins: charon aes rc2 sha2 shal md4 md5 mgfl random nonce x509 revocation co
nstraints pubkey pkcsl pkcs7 pkcs8 pkcsl2 pgp dnskey sshkey pem openssl fips-prf gmp ag
ent xcbc hmac gcm attr kernel-netlink resolve socket-default connmark stroke updown ea
p-mschapv2 xauth-generic counters
Listening IP addresses:
172.16.1.13
192.168.1.254
Connections:
sa@l: 192.168.1.254...192.168.1.10 IKEvl, dpddelay=5s
sa@l: local: [test2.test2.test2] uses pre-shared key authentication
sa@l: remote: [test.test.test] uses pre-shared key authentication
sa@l: child: 192.168.0.0/24 === 192.168.10.0/24 TUNNEL, dpdaction=clear
sa@2: child: 192.168.0.0/24 === 192.168.20.0/24 TUNNEL, dpdaction=clear
Security Associations (1 up, © connecting):
sa@l[1]: ESTABLISHED 10 seconds ago, 192.168.1.254[test2.test2.test2]...192.16
8.1.10[test.test.test]
sa@l[1]: IKEvl SPIs: dce80832e5e9fe43 i c707f12f9adcf6@c_r*, pre-shared key rea
uthentication in 2 hours
sa@1[1]: IKE proposal: AES_CBC_128/HMAC_SHA1l 96/PRF_HMAC_SHA1/MODP_2048
sa@l{1}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: cee4939e_i ca99e852_o
sa@1{1}: AES_CBC_128/HMAC_SHA2 256 128/MODP_2048, © bytes i, © bytes_ o, rekeyi
ng in 43 minutes
sa@l{1}: 192.168.0.0/24 === 192.168.10.0/24
sa@2{2}: INSTALLED, TUNNEL, reqid 2, ESP SPIs: c7a43d8d_i c9545378_o
sa@2{2}: AES_CBC_128/HMAC_SHA2 256 128/MODP_2048, © bytes i, © bytes_ o, rekeyi
ng in 45 minutes
sa2{2}: 192.168.0.0/24 === 192.168.20.0/24
amnimo$ show ipsec xfrm state «
src 192.168.1.254 dst 192.168.1.10
proto esp spi @xc9545378 reqid 2 mode tunnel
replay-window @ flag af-unspec
auth-trunc hmac(sha256) ©x27c4dbbddf858753e42d10b5850119173fb55dd3e88a23864eel
7c8fac3b62cl 128
enc cbc(aes) ©x1523a3ad8abe4cla743a660c7c549clf
anti-replay context: seq 0x0, oseq 0x0, bitmap ©x00000000
src 192.168.1.10 dst 192.168.1.254
proto esp spi ©xc7a43d8d reqid 2 mode tunnel
replay-window 32 flag af-unspec
auth-trunc hmac(sha256) ©x8f9347ele732351f0d26bdec4024e6b2803bf77404701e97efb7
08f931d14eab 128
enc cbc(aes) 0x22eb34273c78e5b81791200ccd6de3b8
anti-replay context: seq 0x0, oseq 0x0, bitmap ©x00000000
src 192.168.1.254 dst 192.168.1.10
proto esp spi @xca99e852 reqid 1 mode tunnel
replay-window @ flag af-unspec
auth-trunc hmac(sha256) ©xe6c59c4464bb741a58071b44329e6292dd4119613d988ac05d30
3056c9e54e66 128
enc cbc(aes) 0xdd5c0a0654002853119cd9648d876213
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anti-replay context: seq 0x0, oseq 0x0, bitmap ©x00000000
src 192.168.1.10 dst 192.168.1.254
proto esp spi Oxceed4939e reqid 1 mode tunnel
replay-window 32 flag af-unspec
auth-trunc hmac(sha256) ©x733709c60f1d312e7c5199b8057550bc5896b19ac96aeb97f7e3
c34620f96ef3 128
enc cbc(aes) 0x5201ae28eb579c9f08b06a4f511ed97e
anti-replay context: seq 0x0, oseq 0x@, bitmap 0x00000000
amnimo$ show ipsec xfrm policy +
src 192.168.0.0/24 dst 192.168.20.0/24
dir out priority 375423 ptype main
tmpl src 192.168.1.254 dst 192.168.1.10
proto esp spi Oxc9545378 reqid 2 mode tunnel
src 192.168.20.0/24 dst 192.168.0.0/24
dir fwd priority 375423 ptype main
tmpl src 192.168.1.10 dst 192.168.1.254
proto esp reqid 2 mode tunnel
src 192.168.20.0/24 dst 192.168.0.0/24
dir in priority 375423 ptype main
tmpl src 192.168.1.10 dst 192.168.1.254
proto esp reqid 2 mode tunnel
src 192.168.0.0/24 dst 192.168.10.0/24
dir out priority 375423 ptype main
tmpl src 192.168.1.254 dst 192.168.1.10
proto esp spi @xca99e852 reqid 1 mode tunnel
src 192.168.10.0/24 dst 192.168.0.0/24
dir fwd priority 375423 ptype main
tmpl src 192.168.1.10 dst 192.168.1.254
proto esp reqid 1 mode tunnel
src 192.168.10.0/24 dst 192.168.0.0/24
dir in priority 375423 ptype main
tmpl src 192.168.1.10 dst 192.168.1.254
proto esp reqid 1 mode tunnel
src 0.0.0.0/0 dst 0.0.0.0/0
socket in priority @ ptype main
src 0.0.0.0/0 dst 0.0.0.0/0
socket out priority @ ptype main
src 0.0.0.0/0 dst 0.0.0.0/0
socket in priority @ ptype main
src 0.0.0.0/0 dst 0.0.0.0/0
socket out priority @ ptype main
src ::/0 dst ::/@0
socket in priority @ ptype main
src ::/0 dst ::/@0
socket out priority @ ptype main
src ::/0 dst ::/0
socket in priority @ ptype main
src ::/0 dst ::/0
socket out priority @ ptype main
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6.7.2 |Psec #FENTEHKT S
FH T IPsec DEFfiE AT 5121E. ipsecconnect A~ > REETL X7,

=3

i o W

ipsec connect IPSEC-SA-NAME

IPSEC-SA-NAME B9 5 IPsec SARY v —Z&#IBFEL F3,
,l? [Tab] ¥—%ANT3&. IPsec SARUL—ZDAN%EH
1%

TIBHIENTEET,

2
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=ik

'E_‘%

JE

=176
EBEET—RFNELBTEE—FT, Oy FOADNEHRAIZRILCTY, UTIC, BEEE— FT IPsec
SA sa0l (C¥ERT 2 ETHIERL £,

wasED wx B

amnimo# ipsec connect sa@l «

6.7.3 IPsec Yk 3 %
IPsec #tJWrd % (Z1d. noipsecconnect A~ > RAEETL X,

2

no ipsec connect IPSEC-SA-NAME

REEH

|IPSEC-SA-NAME YIWr3d % IPsec SARY > —ZAEEL I,
:_l? [Tab] ¥F—%# AT B &, IPsec SARUS—ZDAN%E
=B EFHZEATEET,

=174
EBEE—FNELBTFTE—FT. O FOANEHAIZRIC T, UTIC, BBEE— FT IPsec
SA sa0l =43 2 E£THIERL £3,

EEE

amnimo# no ipsec connect sa@l «




6.7.4 |Psec DEREAFRRT S

IPsec METE#F T 5ICIE. show configipsec A< FIZ, log-level, ike, sa DL FNHDF

TravERFITEFTLET, f
= =
show config ipsec log-level %
show config ipsec ike [IKE-NAME] v
show config ipsec sa [SA-NAME] ;
show config ipsec extension
7
®EIEE 2
HE gk E
log-level IPsec TERAINTWLWBEMEEOR I L NLakrL £,
ike IKE-NAME (Z IPsec IKE 2 E &% 8E L T, IPsec IKEEREZ#FRL 9,
:'7 IKE-NAME Z#&B&5 5 &, 3 _TD IPsec IKEZEEZFRL X7,
=
sa SA-NAME (Z IPsec SA SR ELZIEE L T, IPsec SAZREZFRLET,
:'7 SA-NAME # &8T5 &, TTD IPsec SAREERER L ET,
=
extension IPsec DILRMEREDREEZFRRL £9,
HAZ7+—%v b
log-level + 7> = v & {FIF TETLHE
# ---- transition to configure mode ----
configure
# ---- ipsec log-levle configure ----

ipsec loglevel
asn LOGLEVEL
cfg LOGLEVEL
chd LOGLEVEL
dmn LOGLEVEL
enc LOGLEVEL
esp LOGLEVEL
ike LOGLEVEL
imc LOGLEVEL
imv LOGLEVEL
job LOGLEVEL
knl LOGLEVEL
lib LOGLEVEL
mgr LOGLEVEL
net LOGLEVEL
pts LOGLEVEL
tls LOGLEVEL
tnc LOGLEVEL
exit

# ---- exit configure mode ----
exit

ike & 7> a v Z{HFCRIT LB E

# ---- transition to configure mode ----
configure
# ---- ipsec ike IKE-NAME configure ----

ipsec ike IKE-NAME

local address LOCAL-ADDRESS
LOCAL -IDENTIFY

remote address REMOTE-ADDRESS




REMOTE-IDENTIFY

version IKE-VERSION
MOBIKE

AUTHENTICATION

IKE-MODE

FLAGMENTATION

retry RETRY-COUNT
IKE-TRANSFORM-RESTRICTION
IKE-TRANSFORM

lifetime IKE-LIFETIME
DPD-ACTION

dpd interval DPD-INTERVAL
dpd timeout DPD-TIMEOUT
exit

# ---- exit configure mode ----
exit

it o #

b
k
i
4
2
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TE

sa#A 7 arvEMIFTESLESS

# ---- transition to configure mode ----
configure

# ---- ipsec sa SA-NAME configure ----
ipsec sa SA-NAME

ENABLE

key-exchange ike USE-IKE-NAME
NEGOTIATION-MODE

REKEY

type SA-TYPE

mode SA-MODE

IPCOMP

SA-TRANSFORM-RESTRICTION

SA-TRANSFORM

lifetime SA-LIFE-TIME

LOCAL -SUBNET

REMOTE-SUBNET

exit
# ---- exit configure mode ----
exit
HHIEE

HH AR
LOGLEVEL KEeZ L DO L REKRENRRINET,

R | IR

silent AR7IEHAINET A,

audit EXNZATHAHAINET,

control fE7o—oosPHAhENnET,

controlmore HMAHEO—oRsARbDINE T,

raw NAFY—BFROO7TEFTHAENET,

private o LOEBBEROOSEFTHAINET,
IKE-NAME IPsec IKE DR EZNTRREINET,

;Il_) o RXENTWEEIE., BREINFEFA,

Ll @ LTENEHD ZHEIE. TRCOBFELIERINETS,
LOCAL-ADDRESS A—AIAOT FL A, BREEICHL T UToER TERRINE

ERS

any

ipvd X.X.X.X

ipv6 X:X:X:X




IB5H
LOCAL-IDENTIFY

nE
H—ALEND OFRED. REMEICIHL T ATORATRRINE
ERS

BRE |

IPvd local id ipv4 ADDRESS

IPvb local id ipv6 ADDRESS
FOQDN local id fqdn FQDN
UserFQDN local id userfqgdn USERFQDN
key id local id key KEYID

[P SEh LB, BRENE A,
%

REMOTE-ADDRESS

JE—FIDT7 FLZAARTENXT,

REMOTE-IDENTIFY

UE— M ID OREHD. REMBICIGL T, U TOATERRINE
ERS

BE | et

IPv4 remote id ipv4 ADDRESS

IPv6 remote id ipv6 ADDRESS
FQDN remote id fqdn FQDN
UserFQDN remote id userfqdn USERFQDN
key id remote id key KEYID

? gﬁiiﬁ?’; k\i%él\tj:\ %ﬂ_—\é ﬂi‘d—/\/o
4

IKE-VERSION

IKE D/X—=2 3 UAKRRINE T,

MOBIKE

Mobike 7'A ~ LBIEAE R EHLBZBEDFERI KR RINET,

BE | &%
B [mobike] &FERENET,
Fiiig) [no mobike| &¢FRENET,

AUTHENTICATION

R THEAINIRENERSINET,
’,'7 REDPTWEEIL. BREINFEFA,

-

IKE-MODE

=

IKE E— FARRSINET,

FR | AR

main XA vE—F
aggressive TILyyTE-F

FLAGMENTATION

770X T =2 a v BN EEISEDERNRTRINET,

BE B
B [flagmentation] &FRENFT,
) [no flagmentation| &&XRRSNFE T,

RETRY-COUNT

Uk ZMEHDRENERINET,

IKE-TRANSFORM-
RESTRICTION

IKE D T Y274 —L%ERET 2BENEH/ EHRIBEOER
MNERREINET,

BE Bz

B [transform restriction] &FxRENET,

=3 FRINFEFHA,
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IEH
IKE-TRANSFORM

Pz

IKEDFZ VRT3 —LDRED. UTFORXTCERREINET,

transform encryption ENCRYPTION integrity INTEGRITY prf
PFS dh-group GROUP

A =]

7

MEWHERIEE, RRENELA
BRENMERD 2HEE. TXTDRELDFRREINET,

IKE-LIFETIME

IKEDZA 784 LHKRTRENET,

DPD-ACTION

DPD (Dead Peer Detection) THIliEI iz & EDEBMEAFRTREINE

ED
E | 7
clear [dpd action clear] & RRENET,
hold [dpd action held] ¢ FRENET,
restart [dpd action restart] &FrEnxd,
none FRINEFHE A,

DPD-INTERVAL

DPD A v & —NIARRENET,

DPD-TIMEOUT

DPD & A LT 7 b WRRINET,

SA-NAME

IPsec SA DERELAFTREINET,

A —]

MNEWEEIF. TRINFE A,

:l? ® EXiE
Il o HENERDZBEE. TATOBRERLVFRINET,

ENABLE

IPsec @ SAREN AR/ BB HZBEDIBFEARTEINET,

A ]

X AE

GE

E
[enable] &FRRENET,

3

[no enable] &RRENFT,

USE-IKE-NAME

£AT% IKE&ZHARRENET,

NEGOTIATION-MODE

IPsec DEHREMELNERENET,

®E | B

initiate [negotiation-mode initiate] & X r&Eh 7,

ondemand [negotiation-mode ondemand] & ®BR&E L £
ERS

hold [negotiation-mode hold] & ERRENFT,

REKEY rekey 2’83 EWNRIBEDIBHRIATREINE T,
RE | ®R
Z=gy)| [rekey] &FRRESNET,
39 [norekey| EFRENFET,
SA-TYPE ZObraLEATHRREINET,
EZ) | AR
esp ESP 7O koL
ah AH 7B k3
SA-MODE BEE—FPERREINET,
EG) | AR
tunnel by ZILE—F
transport FZ v RR—FE—F
passthrough INZZI—F— R

™=

:l? INZAZI—F— KR IPsec /SRR I —HEBETIZH Y T A,
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IEH nE

IPCOMP IPComp W"E%)/ESNRBHEDEBRIEREINET, "
R ES pt
B [ipcomp] &FRRENET, =
w3 ERENELA, \
ANTI-REPLAY )7 LA BEREN BN EN B A O WA RRENE T, 5
e B= o
E=R) lanti-replay] &ERRENET, [
| [no anti-replay] & FRENET, 07)
SA-TRANSFORM- SA®D £ 5> 27 4 — LERET B BIFNED BHEHE OBRN =
RESTRICTION FREINET,
BE B
B3 [transform restriction] &FRENF T,
i3y KRINFtA,
SA-TRANSFORM SADFZVRT7A—LDOEREDN. UTOEXTCRREINET,
transform encryption ENCRYPTION integrity INTEGRITY pfs
PFS

o LENHBVEEIL. BRINEFA.
Ll o HENEHD DB TRTCOZENRRINET,

SA-LIFETIME SADZAT7RALDFRRINET,
LOCAL-SUBNET WFofRAT, B—hLElY 72y bARRINET,

local subnet LOCAL-SUBNET
o BENHWBAIE, BRENEFA,
Ll 0 RENEHDHZHEAIE. TRNTORENTRREINET,
REMOTE-SUBNET LTt VE— MYV 72y FARRENET,
remote subnet REMOTE-SUBNET

o LENBVEEIT. BRINEFA.
1B o LENEHD ZEEIE. TRTCOZENERRINET,

E1THY
FIC, BEBEE-FEREE—FTIPsecEfid 2ETHZRLET,

(EEE

amnimo# show config ipsec log-level « <EHEED O J L NI & FRIR
# ---- transition to configure mode ----
configure

# ---- ipsec log-levle configure ----
ipsec loglevel

asn contro

cfg contro

chd contro

dmn contro

enc contro

esp contro

ike contro

imc contro

imv contro

job contro

knl contro




lib contro

mgr contro

net contro

pts contro

tls contro

tnc contro

exit

# ---- exit configure mode ----

exit

amnimo# show config ipsec ike ikeel + <IPsec IKE B2E % FR
# ---- transition to configure mode ----
configure

# ---- ipsec ike IKE-NAME configure ----
ipsec ike ike@l

local address 192.168.0.254

remote address 192.168.0.253

version 2

mobike

authentication pre-shared-key secret dGVzdA==
mode main

fragmentation

retry 3

transform encryption aes128 integrity shal prf shal dh-group 14
lifetime 3h

dpd interval 150s

dpd timeout 30s

it o W
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exit

# ---- exit configure mode ----

exit

amnimo# show config ipsec sa sa@1 « <IPsec SA RE % Fx
# ---- transition to configure mode ----

configure

# ---- ipsec sa sa@l configure ----

ipsec sa saol

enable

key-exchange ike ike@1

negotiation-mode initiate

rekey

type esp

mode tunnel

transform encryption aes128 integrity shal pfs 14
lifetime 1h

exit

# ---- exit configure mode ----

exit

amnimo# show config ipsec extension « <IPsec HLARMEREDERTE &
# ---- transition to configure mode ----

configure

# ---- ipsec extension configure ----

ipsec extension

no rekey-before-break

exit

# ---- exit configure mode ----
exit




amnimo(cfg)# show config ipsec log-level « <EMEBED O 7L NI % KR
# ---- ipsec log-levle configure ----

ipsec log-level

asn contro

cfg contro

chd contro

dmn contro

enc contro

esp contro

ike contro

imc contro

imv contro

job contro

knl contro

1lib contro

mgr contro

net contro

pts contro

tls contro

tnc contro

exit

amnimo(cfg)# show config ipsec ike ike@1l « <IPsec IKE & & Fx
# ---- ipsec ike IKE-NAME configure ----
ipsec ike ike@1

local address 192.168.0.254

remote address 192.168.0.253

version 2

mobike

authentication pre-shared-key secret dGVzdA==
mode main

fragmentation

retry 3

transform encryption aes128 integrity shal prf shal dh-group 14
lifetime 3h

dpd interval 150s

dpd timeout 30s

it o #
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exit

amnimo(cfg)# show config ipsec sa sa@l + <IPsec SAFRE % FR
# ---- ipsec sa sa@l configure ----

ipsec sa sa@l

enable

key-exchange ike ike01

negotiation-mode initiate

rekey

type esp

mode tunnel

transform encryption aes128 integrity shal pfs 14

lifetime 1h

exit

amnimo(cfg)# show config ipsec extension ¢ <IPsec HLARMEREDERTE & TR
# ---- ipsec extension configure ----

ipsec extension
no rekey-before-break
exit

:l__? IPsec DEEMRTEE— KT show config A~ FA2ETT B &, BEE— F ERABEOEFERN
== TRENET,




IPsec MEFMREE— NICBITT BI12IE, ipsec A~ K2, [log-leve] [ike] [sal dou
INHOA T a v EMFIFTETLET,
LIRS, BEMERET— N T IPsec REBHREFRRT 202 RL T,

amnimo(cfg)# ipsec log-level <
amnimo(cfg-ips-log)# show config <
asnh contro <LUTF. BEE—FERAL
cfg contro
(&E)
amnimo(cfg)# ipsec ike ike@l+!
amnimo(cfg-ips-ike-ike@1)# show config¢
local address 192.168.0.254 <LUF, REE—FERL
remote address 192.168.0.253
(&88)
amnimo(cfg-ips-ike-ike0@1)# exit «
amnimo(cfg)# ipsec sa sa@l «!
amnimo(cfg-ips-sa-sa@l)# show config «
enable <LUF, REE—FERL
key-exchange ike ike@1

(HB&)
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6.75 |IPsec #:&ET 5
IPsec £ BET 504, BMHET— FIBAL. REIVY FAEFLET.
IPsec (Z1&, B L~ IKE, SADEREET H7HODFMBEE—FHHY £9, ZNTNDEF
MEREET— FICIE, ipsec ATV RICH T Y a v A MNITTETTEIETEITTLZEATEEY,
CITHERELIZARIE, REZ7 7ANMICEZTRAENET,

it o #

AJLANIILVEHRET S
HEeZ R/ L NILEZRFET SI21E, ipsec log-level A~ > FEETLET,
=54

ipsec log-level
asn LOGLEVEL
cfg LOGLEVEL
chd LOGLEVEL
dmn LOGLEVEL
enc LOGLEVEL
esp LOGLEVEL
ike LOGLEVEL
imc LOGLEVEL
imv LOGLEVEL
job LOGLEVEL
knl LOGLEVEL
lib LOGLEVEL
mgr LOGLEVEL
net LOGLEVEL
pts LOGLEVEL
tls LOGLEVEL
tnc LOGLEVEL

%
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exit
avw >R
N AR
ipsec log-level IPsec DAL RNULEHRET H7-00aY Y FEERITLET,
:1'7 REE—RTaT Y REETT B & FMRET— NICBIT
T2 =S
asn LOGLEVEL Iz, EL N> a—F /53— F (ASN.1. X.509 %
E) ORTLRLERELET,
BE | AR
silent R7EHALEEA,
audit EAWAEO7ZHALES,
control HEyo—ons2HHL £,
controlmore HMasE o —on s 2 HALES,
raw NAFY—FRoO7ETcHALET,
private B COBEBEROOSETHALET,
cfg LOGLEVEL 2, O> 74 ZL—3 a v BEOOILNAEEEL £
I, IBEETESDIL, silent, audit. control. controlmore, raw,
private TY,
chd LOGLEVEL (2, CHILD_SA/IPsecSA a7 L RILZIEEL X7,
feETE DML, silent, audit, control, controlmore, raw. private
T3,
dmn LOGLEVEL IZ, XA ¥ T—=FE> Dty bTv 7 7U=2T v
ERBLEORTLRLEEELET, IEETEHDIE, silent,
audit, control, controlmore, raw. private T9,




enc

LOGLEVEL (2, =T~ a—R/Fa—F (et / @Exkfe) ons
LRILEIEELET, IBEETE S DL, silent, audit, control.
controlmore, raw, private T9,

esp

LOGLEVEL (2, IPsec 2477V O L RILEEELET, BE
TZBDIL, silent, audit. control. controlmore, raw, private T
ERS

ike

LOGLEVEL (2. IKE SA/ISAKMP SA B 7 L RNILAEIEEL FT,
FEETE DD IE. silent, audit, control. controlmore, raw. private
<1,

LOGLEVEL (2. IMC (Integrity Measurement Collector) ® 0 'L~
LNEIBELET, BETE % 0IE, silent. audit., control,
controlmore, raw, private T9,

LOGLEVEL (2, LMV (Integrity Measurement Verifier) o' L~
LEETELET, BETE B DL, silent, audit. control.
controlmore, raw, private T9,

job

LOGLEVEL I2, Fa—A 7 /EBYRLy K —ILEBOOS L
NLEIRELEFT, IBETE 2 DIF, silent. audit. control,
controlmore, raw, private T9,

knl

LOGLEVEL (2, IPsec *Y b7 =20 DHh—FNA >V RZ—T 24 RAD
AJLNLERELET, IBETE DD, silent, audit, control,
controlmore, raw, private T9,

lib

LOGLEVEL (2. strongswan 54 75U DO L RILEEELET,
IEETZ B2 ML, silent, audit, control, controlmore, raw, private
<97,

mgr

LOGLEVEL (2, IKE_SA 7 7 t R D[EHE# BT 3 IKE_SA v —>
v—DATLNLERELET, BETE 2DIE, silent, audit,
control, controlmore. raw. private T9,

net

LOGLEVEL (2, /X7y b RBORA T L NILZIBELEFT, IBETE
5 D%, silent, audit, control, controlmore, raw, private T9,

pts

LOGLEVEL iz, PTS (Platform Trust Service) B 7 L RILEZIEE
LEd, IB8ETE S04, silent, audit, control, controlmore. raw,
private T,

tls

LOGLEVEL (2, TLS 74772V 0O/ LRILEEELET, IBEET
T 5D, silent, audit, control, controlmore, raw. private T9,

tnc

LOGLEVEL (2. TNC (Trusted Network Connect) #gEn o /'L ~
LEIBELEFT, IBETE B DL, silent, audit. control,
controlmore, raw, private T9,

exit

HMREE—RFZRTLT, REE—FABITLET,

it o #
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R171

amnimo(cfg)# ipsec log-level ¢«
amnimo(cfg-ips-log)# asn controlmore
amnimo(cfg-ips-log)# cfg controlmore
amnimo(cfg-ips-log)# chd controlmore
amnimo(cfg-ips-log)# dmn controlmore
amnimo(cfg-ips-log)# enc controlmore
amnimo(cfg-ips-log)# esp controlmore
amnimo(cfg-ips-log)# ike controlmore
amnimo(cfg-ips-log)# imc controlmore
amnimo(cfg-ips-log)# imv controlmore
amnimo(cfg-ips-log)# job controlmore
amnimo(cfg-ips-log)# knl controlmore
amnimo(cfg-ips-log)# lib controlmore
amnimo(cfg-ips-log)# mgr controlmore
amnimo(cfg-ips-log)# net controlmore
amnimo(cfg-ips-log)# pts controlmore
amnimo(cfg-ips-log)# tls controlmore
amnimo(cfg-ips-log)# tnc controlmore
amnimo(cfg-ips-log)# exit
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IPsec IKE #3%E ¥ %
IPsec IKE #E%E 3 %14, ipsecike av> FEETL XY,

=3

ipsec ike IKE-NAME

local address <any | LOCAL-ADDRESS>

local id <ipv4 ADDRESS | ipvé ADDRESS | fqdn FQDN | userfqdn USERFQDN | key KEYID>

no local id

remote address <any | REMOTE-ADDRESS>

remote id <ipv4 ADDRESS | ipvé ADDRESS | fqdn FQDN | userfqdn USERFQDN | key KEYID>

no remote id

version <1 | 2>

mobike

no mobike

authentication pre-shared-key [secret PRE-SHARED-KEY-DATA]

mode <main | aggressive>

fragmentation

no fragmentation

retry <forever | <1 - 255>>

transform restriction

no transform restriction

transform encryption <aes128 | aes192 | aes256 | 3des> integrity <md5 | shal | sha256 |
sha384 | sha512> prf <md5 | shal | sha256 | sha384 | sha512> dh-group <1 | 2 | 5 | 14
| 15 | 16 | 17 | 18>

no transform encryption <aes128 | aes192 | aes256 | 3des> integrity <md5 | shal | sha25
6 | sha384 | sha512> prf <md5 | shal | sha256 | sha384 | sha512> dh-group <1 | 2 | 5 |
14 | 15 | 16 | 17 | 18>

lifetime <1081s - 86400s | 19m - 144em | 1h - 24h>

dpd action <clear | hold | restart>

no dpd action

dpd interval <1s - 86400s | 1m - 144@m | 1h - 24h>

dpd timeout <1s - 86400s | 1m - 1440m | 1h - 24h>

exit

no ipsec ike IKE-NAME

avw v R
ipsec ike IKE-NAME (Z IKE 2% 6F LT, IPsec @ IKE 23ZET 5 7/-HD O

v REERTLET,
:l? REE—FTAYYFZEERTID L. IKE OFMREE—F

=l CBITLES,

local address LOCAL-ADDRESS (2, A—ANLBIDOT7 L R%ZHRELET, T
OT FLR%EZHRAT 55E1E. Tanyl IBEL 7,
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local id A—A/LENID DEREHLET,
B | IR
ipvéd ADDRESS |2, IPVAFER DT FL X %ZRE L
£7,
ipv6 ADDRESS (2, IPVE FER D7 FL X %&XE L
9,
fqdn FODN iZ. FQDN 07 KL 2 %% L %
ERS
userfgdn USERFQDN (2. USER FODNFEHD 7 KL
2B ELET,
ID N4 =K &4 F7RH
1=« RFC822 ADDR @ ID T4,
key KEYID (2. KEYIDFER®D ID 2% EL £7,
IDAAfB—R&47H KEY_ID @ ID
2 <.
no local id A—A/AID OFREEHBKRL ET,

remote address

REMOTE-ADDRESS 2, U E— b (BEftk) BMO7 FLX%Z®E L
£9, IRNTOTFLREFHAT 2H51E. [any] BEL XY,

remote id

DE—FEIDDEZREELET,

BRE Maks

ipvd ADDRESS 2, IPVAFEH DT KL 2 & %E L
EEN

ipv6 ADDRESS 2, IPV6 FEH DT KL 2 & %E L
EEN

fqdn FQDN (2, FQDN 07 FL 2 & HREL &
R

userfqdn USERFQDN I, USER FQDN RO 7 R L
2ERELET,
ID U = N S S G A )
12« RFC822 ADDR @ ID T%,

key KEYID 2. KEY IDEZo ID 2R EL £9,

=l7 IDRABE—F&A4THKEY_ID D ID
=N =7,

no remote id

UE—MUID DEREZHIBRL £,

IKED/N—2 3 v %&J/ELET,

version
BE | IR
1 IKE version 1 #38E L £9,
2 IKE version 2 #38E€ L £9,
mobike Mobike 7’0 b 2 /LBIEABHIZL T,
— IKEV2 DIBFEIZDAEZNTT,
i
no mobike Mobike 7’0 b 2L BIEA EHIZL T,

i’ |[KEV2 D35

BIZOIRBEHNTT,
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aw > R

authentication

RE

RAEDREE L £T,

RE RS

pre-shared-key™ | PRE-SHARED-KEY-DATA (2. ZHrita#
(PSK) ##EEL X9,

secret EpiHARE (PSK) 2BES1 L 71-XFH T
ET5HEIFERLET,

KN=2av 16 1UEIOT Yy T —rT oA, loT Ib—&—
TIFBEDAREESD /-8, "pre-shard-key"IC>TWET,

mode

IKEE—FAEELET,
;17 IKEvl DIBEIZOABEZTT,

=

RIE ES

main AAE—-FIZRELET,
aggressive TIOLy Y T7TE—RIZKRELET,

fragmentation

T3 TATF—avEEMIZLET,

no fragmentation

TITA VT = a v EEMILET,

retry

UrSAE#%E, 1~255 0FEETHEEXZLET, Y T/ BHD L
BB L nigs. [forever| #EFEL £,

transform restriction

BEDI I VA7 —LDKRIREST ZEMEXZFMICLET,

no transform restriction

EEDN TV R 7+ —LDIRIBET 2ENELEHICLET,

transform

p=ITl}
Xa

MO VRTA—LDEEZ LEFT . XATADECHRECTCEE T, ;&
FENEIC index Z{FIIL TWE E T,
BRE Naks
encryption LFoWThhrDESHT7ILITY XLEETE
L£d,
® aesl?8
AES-CBC 128bits
® aesl9?
AES-CBC 192bits
® aes?2b6
AES-CBC 256bits
® 3des
3DES
integrity UFOWTNADORITLITY XLEZIBEL
9,
® mdb
MD5 HMAC
e shal
SHA1 HMAC
® sha2b6
SHA2-256 HMAC
® sha384
SHA2-384 HMAC
® shabl?
SHA2-512 HMAC
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aw > R

prf LTFTowdF s o PRF (Pseudo-Random

Functions) #38E L £,
' | KEV2 DS EICOHEHTT,
e mdb5

MD5 PRF
e shal

SHA1 PRF
® sha2b6

SHA2_256 PRF
e sha384

SHA2_384 PRF
® shabl?

SHA2_512 PRF

dh-group LIFouwdna o Diffie Hellman Groups %15

ELET,
o 1

DH Group 1 (MODP768)
® 2

DH Group 2 (MODP1024)
® 5

DH Group 5 (MODP1536)
o 14

DH Group 14 (MODP2048)
e 15

DH Group 15 (MODP3072)
e 16

DH Group 16 (MODP4096)
e 17

DH Group 17 (MODP6144)
e 18

DH Group 18 (MODP8192)

no transform

FS v R T+ —LEREXHIBRLET,
HETEDLAF 7> 3k, transform a~x > FERL T,

lifetime IKEDZ A7 XA LERELES ., B, 9. BETEET 22 DT
EIEIE
Bify | IR
» 1081s~86400s DEETIRE L £ 7
AN 19m~1440m OFEHEATIHE L £ 7,
(=351 1h~24h OBETIEEL 9,
dpd action DPD (Dead Peer Detection) TUIia N7z & EDOBIEEIEEL £,
BRE | IR
clear SABHEEKRLET HBRLI-HEIF. BBT
EHLEFTA
hold SAIBRAEHIR L/=H &I IPsec BREICT Y T
TEHIBENH-HE, IKExT>T—> 3>
MEBAITWET,
restart SA BHRZBIBR LB &I, IKE 2oy —3
avERBLET,

no dpd action

DPD DXEZHIBRL £7,
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dpd interval DPD DA > & —NILERELET, B 2. BETHEETSZ&h
TEET, %
(7 mR s
» 15~86400s D HIFECHE L £ 7, -
N 1m~1440m QFETIRE L £ 7 T
B Th~24h OB CIEE L £ 7 4
dpd timeout DPD 044 L7 baBELET, B, 4. BETEET 5 En [
cEET, 5
i wE 2
# 15~86400s DEFETIRE L £ 7. E
PN 1m~1440m OEETIRE L £,
BE5R 1h~24h DEFE TIRE L £ 7,
no ipsec ike IKE-NAME (2 IKE &2 Z#E L T, REZHIBRL £7,
exit FHBREE—FEZRTLT, REE—F~ABITLET,
E1TH

BUFIZ, IPsec it 9 2720 D IKE AIRREDEITHIZTRL £95

amnimo(cfg)# ipsec ike ike@l «

amnimo(cfg-ips-ike-ike@1)# local address 192.168.0.254 «
amnimo(cfg-ips-ike-ike@1)# remote address 192.168.0.253 +
amnimo(cfg-ips-ike-ike@1l)# version 2 <

amnimo(cfg-ips-ike-ike@1)# mobike «!

amnimo(cfg-ips-ike-ike@1)# authentication pre-shared-key secret dGVzdA== +!
amnimo(cfg-ips-ike-ike@1l)# mode main «!

amnimo(cfg-ips-ike-ike0@1)# fragmentation ¢

amnimo(cfg-ips-ike-ike0@1)# retry 3 «

amnimo(cfg-ips-ike-ike0@1)# transform encryption aes128 integrity shal prf shal dh-grou
p 14 <

amnimo(cfg-ips-ike-ike0@1)# lifetime 3h

amnimo(cfg-ips-ike-ike0@1)# dpd action restart «
amnimo(cfg-ips-ike-ike0@1)# dpd interval 150s «

amnimo(cfg-ips-ike-ike01)# dpd timeout 30s «!

amnimo(cfg-ips-ike-ike0@l)# exit «




IPsec SA 23X E ¥ %
IPsec SA #%F 3 % (214, ipsecsa v FAEETLET,

=3

ipsec sa SA-NAME

enable

no enable

key-exchange ike IKE-NAME

negotiation-mode <initiate | ondemand | hold>

rekey

no rekey

type <esp | ah>

mode <tunnel | transport>

ipcomp

no ipcomp

anti-replay

no anti-replay

transform restriction

no transform restriction

transform encryption <aes128 | aes192 | aes256 | 3des> integrity <md5 | shal | sha256 |
sha384 | sha512> [pfs <1 | 2 | 5| 14 | 15 | 16 | 17 | 18 | none>]

no transform encryption <aes128 | aes192 | aes256 | 3des> integrity <md5 | shal | sha25
6 | sha384 | sha512> [pfs <1 | 2 | 5| 14 | 15 | 16 | 17 | 18 | none>]
lifetime <1081s - 86400s | 19m - 144em | 1h - 24h>

local subnet <X.X.X.X/XX | X:X::X:X/XX>

no local subnet [<X.X.X.X/XX | X:X::X:X/XX>]

remote subnet <X.X.X.X/XX | X:X::X:X/XX>

no remote subnet [<X.X.X.X/XX | X:X::X:X/XX>]

exit

no ipsec sa SA-NAME

avw vk
ipsec sa SA-NAME |2 SA £ %#38E L T, IPsec ® SA 2K ET BN~
Y FEEITLES,
5}‘%@%—PT:?VV%%ﬁ?%&SA@%%%E%—PE
=<8 BITLET,
enable IPsec @ SARBREZBMICL £,
no enable IPsec ® SABREZBNICL £,
key-exchange ike IKE-NAME (2, B TERT 2 IKEZZEELET,
negotiation-mode IPsec DEmBIEZHREL £9,
IPsec #fitid. UTDIETEMEL £9,
1= e initiate BNF%1TS
o IL—FEEBIMT S (BIEICL - Tinitiate BIE%1TH)
® SAHREDHEITS (initiate BIFEIZITHALY)
BE, TRTOHRET, BFEHILHOD Initiate BEEZ T35
4. e THNIE Responder il & L TEMEL £ 9,
BE Naks
initiate Initiate Z1T O BIFZIEEL £9,
ondemand — hZBNT 2EMEEEEL £9 (BEICK
> Tinitiate BIE%1T5) »
hold SABREDHEITIEELIBEL £7,
rekey rekey ZEMICL 9,
no rekey rekey #EMICL £7,
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type ZAabangATEEELET,
E | W7
esp ESP 7O baL%xiEEL £,
ah AH 7O baLEELET,
mode BEE-—FEEELET,
BE | W
tunnel P> LE—FEBELET,
FRAM-RRME, AR MY T2y MED YT
v b-B 7%y FEITIPsec BEEITTVWET,
transport o ZR—FE—FEETELET,
RRAR-RR FEITIPsec BEXITTVWET,
passthrough WNRAZNL—F—F%EEELET,
WELEY 72y ML TIPsec@BEAITWL
FH A
,? IRXZN—F— FlF IPsec /XA XIL—HEBETIEH Y £H A,
19
ipcomp IPComp (IP Payload Compression Protocol) Z&%hiZL £4,
no ipcomp IPComp = fESHIC L £,
anti-replay UL ABFEREEBMNICLES,

no anti-replay

U7 LA BHEHREE EMICLET,

transform restriction

BELIE SV RT7A—LORIBETHEFEEZBMCLET,

no transform restriction

BELEEN I VAT A—LDORIBET 2EEEEMICLET,

transform

I VRT7+—LDBREEZLEST EAKTADETHRECEE T, &
FENEIC index Z{FIIL TWE F T,
BRE Naks
encryption UFoWwWInhroBShET7TILITY X LZIEE
L£d,
® aesl?28
AES-CBC 128bits
® aesl9?
AES-CBC 192bits
® aes2h6
AES-CBC 256bits
® 3des
3DES

integrity UFOWTNADRITNLITY XLEZIBEL
9,
e mdb
MD5 HMAC
® shal
SHA1 HMAC
® sha256
SHA2-256 HMAC
® sha384
SHA2-384 HMAC
® shabl?
SHA2-512 HMAC
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aw > R

pfs HUTFowdnhrao PFS (Perfect Forward
Secrecy) #EEL £,

e 1

DH Group 1 (MODP768)
®?

DH Group 2 (MODP1024)
e 5

DH Group 5 (MODP1536)
e 14

DH Group 14 (MODP2048)
e 15

DH Group 15 (MODP3072)
e 16

DH Group 16 (MODP4096)
e 17

DH Group 17 (MODP6144)
e 18

DH Group 18 (MODP8192)
e IEEXAL

PFS #fEAL € A,

no transform

FIURTA—LERELTHIBRLET,
RETEDLF T g3 viE, transformavw > FERLE T,

lifetime SADTZAT7RALERELET, B, 9. BETEETS 2 &M T
xFd,
B | AR
s 1081s~86400s NEHETIEE L £ 7
o 19m~1440m OEHE TIHEL £,
S35 1h~24h OFHETIEEL 7,
local subnet A—ALEY 7%y &, LTOERTEREL £,
XXX X/XX
XX XX/ XX

:'? BRATADETHRETETET, /Ll BHERETZ 2013,
L=l IKEv2 DA e Y £9,

no local subnet

BELEO—DIWVREY T2y FZ8IBRL£T,

remote subnet

DE—-FEY 7Ry bE, UTORATERELET,

XXX X/XX

XX XX/ XX

'7 RRKTADETHRETEET, 7272 L. BEERETZ 50T,

-
-

LB KEv2 R &) £9,

no remote subnet

BELLVE- MBS T2y bZHIBRL £7,

exit

HMEREE—RFZERTLT, REE—F~ABITLET,

no ipsec sa

SA-NAME IC SA %z E L T, REZHIFRL £7,
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=176
BUFIZ, IPsec #fitd 570D ISARIEREDEITHIZRL £,

amnimo(cfg)# ipsec sa sa@l «

amnimo(cfg-ips-sa-sa@l)# enable «
amnimo(cfg-ips-sa-sa@l)# key-exchange ike ike@l «
amnimo(cfg-ips-sa-sa@l)# negotiation-mode initiate «
amnimo(cfg-ips-sa-sa@l)# rekey +
amnimo(cfg-ips-sa-sa@l)# type esp <
amnimo(cfg-ips-sa-sa@l)# mode tunnel «
amnimo(cfg-ips-sa-sa@l)# anti-replay +
amnimo(cfg-ips-sa-sa@l)# transform encryption aesl128 integrity shal pfs 14 «
amnimo(cfg-ips-sa-sa@l)# lifetime 1h «
amnimo(cfg-ips-sa-sa@l)# local subnet 192.168.10.0/24 +
amnimo(cfg-ips-sa-sall)# remote subnet 192.168.20.0/24
amnimo(cfg-ips-sa-sal@l)# exit <
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IPsec #LaRIEBEZ BRE T 2
IPsec HLsRHERERERTE T 5 (21, ipsec extension A< RZETLET,

%
=
=7 6
ipsec extension =
rekey-before-break .
no rekey-before-break Z/\
k
N 7
’
ipsec extension IPsec DILEIEEEA R TET /-0~ FEETLET, =
gzb%%H%+%GVVP%$HT6K\ﬁ%%i%—PE%ﬁLi E
= B
rekey-before-break IKEv2 BERiET BBRIC. HHLy SA ZHIBRT 2R1ICRAICH L L IKE SA,

Child SA #BERR L £,
i’V @ BRI OERY vy 7OEBIERIBLETA ETICLDE
9 B SA DY R—FHIRETY, ERESFAIOTKRT R
Ty,
o IKEVI BEEET 2RICH rekey/BiSEESNE T, 7272 L. &
#ZF5 DL IKESA DA TT, IPsec SA (ZHT L L IKEASA (C
Lo TEAIN, BIERSINEE A,
0 REFEIETTNTHOSAEREICFELFT, (SAFXEFITMERIC
BETEEHA, )
no rekey-before-break IKEV2 BFERRE T 2BR (1S, UL SA ZHIBR L7=%. #TL WL SA ZB1ERkL %
T, T7AHILIERETT,

=174
BUFIC, IKEv2 BBEREET APRIC. U SA ZHIBR T 2EIICRMICT N TOHFz LWL SA ZBIEKRT 2
REDETHARLET,

G E—F

amnimo(cfg)# ipsec extension ¢
amnimo(cfg-ips-extension)# rekey-before-break ¢
amnimo(cfg-ips-extension)# exit «




6.8 MR LAN OREZT 5

IR LAN HEEICBI T 2 3. REBOFRR, fIEZITVES,

6.8.1 HEIELAN 772 XRA v b DOREERRT

LR LAN 7 71 2R A > hDIRAER FRRT S (21X, show wifi access-point A~ > REEITL E
T AVE—7x AR %5 LTBML, #BET 2L HAETT,

==

show wifi access-point [WIFI-IFNAME]

WIFI-IFNAME ERLAN A > 2—7 24 R%ZHEELTERTTH5EICHALET,
o ERNXAT/ENZA TERLANEH IV /XU bl—&—
wlanO, wlanl
WIFI-IFNAME %284 2 &, §RTOER LAN 772X HA ¥ b
2B (2 —T A ADERHAFTREINET,
HAZ7r—<v b
WIFI-IFNAME

state STATE

ssid SSID

bssid BSSID

channel CHANNEL

rx bytes RX-BYTES

rx packets RX-PACKETS

tx bytes TX-BYTES

tx packets TX-PACKETS

tx errors TX-ERRS

tx dropped TX-DROP

connected stations STATION

H7JIEE

== SFS

STATE BELIZERIAN A X—T7 A ZDOREEAFTRLET,
=R | IR
COUNTRY_UPDATE | v r 7 —7 OEER (AFEEECT v FILREIC
BT 2\HIER) OFEHEIT-> TLBIREE,
HT_SCAN 2T = a VR E RF v v L, WIGT B ERIRIE.
F v FIVIER % EHUNE L TL B IREE,
ENABLE T RRRA v MEEF, AT avERIET /&
ARA YV bDFRy b T =027 74 RATEEIIREE,
STOP TV RRARA Y~ OBEEEEIL L TULBIREE,
SSID E LR LAN 4 > % — 7 = 4 XD SSID(ServiceSet Identifier)Z#&Rx L £
ERS
BSSID FE LR LAN A4 >~ &% — 7 = 4 20D BSSID(Basic ServiceSet Identifier) & 3
~LET,
CHANNEL EELAEHRIAN A VX —T7 A ADF v 2 IILESERRLET,
RX-BYTES EELEERILAN A V2 —T 24 ADRENA b ERRLET,
RX-PACKETS FELERLAN A VX — 7 1A ADZENT Y b ERRLET,
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IEH naE

TX-BYTES 57 L7688 LAN 1 > % — 7 = RORIEAA FEERRLET,
TX-PACKETS JEE LT8R LAN A > R — 7 = 4 ADEEAST v MERRLE T, =
TX-ERRS JEE L7 JER LAN £ > % —7 2 4 R0 CRC T 5 —ABAIE N, MMETE A s
SRy MR RRLET, E
TX-DROP R LB LAN 1 >~ 2 — 7 = 4 R OBENICHEL 7k H— F 708 LA 9
DREEST Y FEERRLET, ¥
STATION JRIE L7808 LAN 1> % — 7 = £ AITBRE N B RBRERR L £ 7. ;
)
1T 2
ARV FOADEENIE, $RXTDOE-FTRAL T, UTIC, wlan0 @7 7 XK A >k DIKRE =

T EBEE-FCRRIDETOERLES,

a-y- D wn+ B2 ux B

amnimo# show wifi access-point wlane

wlano
state ENABLED
ssid amnimo-2G-123456
bssid 34:69:87:12:34:56
channel 12
rx bytes 24792964
rx packets 198437
tx bytes 68585289
tx packets 89658
tx errs %]
tx drop %]

connected stations 1




6.8.2 HIELAN 77 ERRA >V MIERLTLWOEBO—EELRRT S

IR LAN 772 RRA > MCERL TWAHER(R T 3 v)0—8%xFRd 5121E, show wifi
connect AW FEEFTLET, AV X—T A A% HELTEMTINELRHY T,

=3

i o W

show wifi connect WIFI-IFNAME access-point

WIFI-IFNAME BIRLANA > RX—T7 A RDOEEICFIAL £,

>
%
h
i
%
D
o ENXA TR LANEHI /X bL—4— %

wlan0, wlanl

HAZ7+—<v b
MAC-ADDRESS
MAC-ADDRESS

HIEE

MAC-ADDRESS BEHRLTWERT—3 D MACT FLADUToOREATRRINET,

XX IXX XX XX XX D XX

xx 1% 16 EH T,

E1TH
AXY FOADEHAIEE, TRTOE-FTHRLTY, LUFIZ, wlan0 D7 7 XK A > b DIk
EEBEE-FCERRIBZETOZRLES,

a-v- ) weslmD v =

amnimo# show wifi connect wlan® access-point
e8:1b:4b:00:45:ea
00:00:5e:00:53:5a
00:00:5e:00:53:60

3

)
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G




6.8.3 MR ILAN 77 RHRA > MCEHKL WA T 2
IR LAN 772 ZRA > MCERL TWBEER(RT—2 a3 ») &Y 5 121E. no wifi connect

AV RZETLET, GREBBRAVR—T7 24X, HREERD MAC 7 R L X%Z5|#& L TE #
mezLELRHY 9, 6
=
=5 3
s
no wifi connect WIFI-IFNAME access-point MAC-ADDRESS K
- 7
REHEE [
%
1HH AR D
WIFI-IFNAME IR IAN A Z—T A RDEEICHBLET, %
o ENXAT/BHNZATHEE LANBH IV /X7 bL—&2—
wlan0, wlanl
MAC-ADDRESS EHELTWERT—=23vDO MACT FLZAALITOERTIREL £7,
XX § XX 3 XX 2 XX 2 XX $ XX
xx 1 16 EH T,
E176)

BEEZE—RELEREE—FT, Ay FOADEHAIFRALTY, UTIC, BEEE— KT wlan0
DT VEARA Y MEHELTWARXT— 3> 00:00:5e:00:53:4c #YIKid %R~ T 2ETH%
~LEd,

rmslRD) &= 2D

amnimo# no wifi connect wlan® access-point 00:00:5e:00:53:4c




6.8.4 EIRLAN 77 RKA >V FDREERTT 5
HIRLAN 7 7 2 RRA > F DREZZFRTRT SI2I1E. show config wifi access-point A~ > F&%

TLET, TO/ERBA Y hEBIKE L TBML, EETSZEHARTT, f
e =
show config wifi access-point [AP-NAME] %
b
k
v
l
- %
AP-NAME REEFTT DEBMLAN 77/ RKA > b RERELET, D
AX
X
HAZ7+—<v b 42
# ---- Transition to configure mode ----
configure
# ---- access-point AP-NAME configure ----
wifi access-point AP-NAME
ENABLED
band BAND
SSID
channel mode MODE
NUMBER

channel width WIDTH
SHORT-GUARD-INTERVAL
transmit-power TRANSMIT-POWER
max-station MAX-STATION
STEALTH

PRIVACY-SEPARATOR

dtim-period DTIM-PERIOD
beacon-interval BEACON-INTERVAL
RTS-THRESHOLD

security type TYPE
SECURITY-KEY

REKEY

MAC-ADDRESS-FILTERING
MAC-ADDRESS

exit

# ---- Exit configure mode ----
exit

H7JIEE

== SES

AP-NAME REEHRTTHEELAN T 72 RKA v ek L7,

ENABLED TR RRA v MERROBENOREEFRRLE T,

RE EGN

B [enable] &FEREINET,

i3 [no enable] &FRRENFT,
BAND FREARMEEREN R RINET,

®E EGN

2.4GHz [24GHz] &FRRENFET,

5GHz [6GHz] &FxREINET,

SSID SSID AR ENET,




== AR
MODE F—brFrriltlL s b E—RBEAFTTRINE T,

S =R %
F—bE—F [auto) & RRENET, s
v a7ILE—F [manual] &¢FRRENFET, -
W52 £— R [wh2] &FRENET, *

P RS 56Hz DBEDHTT, (

= 7
W53 £— R [wh3] &FRENET, é

FEIREEA 5GHz DBADHTT, D

14 AX

e

W56 £— R [wh6] &FRENET,

,1'7 BELEREEA bGHz DIBEEDATT,

19

NUMBER BT v 2LESY R IRENEFRTREINET,
UTFoTtRranExd,

channel number CHANNEL_NUM

CHANNEL_NUM | ¥ v :LESHRRINE T, ERHDHEIE. ") T

XYoo TRREINET,
,.7 F—bFrrlEL 7 P E—FHRED [vZ2aT7LE—F]| LADBEIEE
el RENEHA,
WIDTH HIEEREN T RENE T,
RTE TR
20MHz #3582 7 L [20MHz] &FERENET,
40MHz #3818 2 7 L _
(HT40+. 754 <Y F v 2L T [40MHz+] EERFENZT,
40MHz #3818 2 7 L _
(HT40-, 754 < U F )b Eif) AOMHz-) EFmEnET .
SOMHz &g 2 7 L _
(VHT80) [80MHz] & ERENET,
SHORT- Sa— A= FA Vv R—NLBELNFRINET,
GUARD- BE ELTN
INTERVAL B [channel short-guard-interval] &Fz RN E9,

Fisigoy)| [no channel short-guard-interval] &&RINET,
.,l? HIEHIERED [80MHz EIES X7 L] OFEIE. HhITEBICAY £,
19

TRANSMIT- FEEEDRENFTREINET,
POWER e R

EEHT 10%

[10] &£xREINES,

EEHT 25%

[25] LRREINES,

E{EHA 50%

[50] &FRRENET,

EEHT 75%

[75] &EFRRENES,

EE 7 100%

[100] &FRENET,

MAX-
STATION

RARRAT =¥ a VERBEGREN R RSINET, B@HEIE [1~10] 125V £7,




HH AR
STEALTH SSID AT AKENFRRSNET,
RIE EGN
B3N [stealth] & FRRENET,
5 [no stealth| &FREINET,
PRIVACY- TI3ANRY — R —RBENRTRENET,
SEPARATOR ey e
B [privacy-separator] & ERRENET,
EHE0) no privacy-separator] &¢&RRENFT,
DTIM- E—aviZ& 5 DTIM(Delivery Traffic Information Message) D EEAA R R E
PERIOD £, @A [1~255] ©F,
[1] OF/FEIE. BEPXETDH2E—aICDTIMAEENET,
BEACON- b — 2 > RfR (kus B{=1.024ms) REAFRENET, HEIE [20~1024] 1275 Y
INTERVAL 9,
RTS- RTS L 2 WMERENFRINE T, &L [1~2347] (22 Y £7,
THRESHOLD
TYPE X2 )T A RATERENRRENET,

B

X AE
F—T AT LEREE
(BES1ttiL)

=R
[open] &FREnZET,

F =7 X7 LFREE 128bit WEP

[open-wepl28] &Fr&En T,

7.!— 7//ZTA|:L4|:E 64b|tWEP

[open-wepb4| EFRREnEd,

HEHITEE 128bit WEP

[shared-wepl28] ¢ FRENF T,

HBFREDEE 64bit WEP

[shared-wepb4] &FRRENFET,

WPA-PSK (B&=1t : AES-CCMP)

[wpa-psk-aes] &EFRRENFET,

[wpa-psk-mixed] &FRRENFET,

WPA-PSK (BS54t : mixed E— F)
WPA-PSK (551t : TKIP)

[wpa-psk-tkip] &FRRESNET,

WPA-PSK/WPA2-PSK 523
mixed €— K (BES1t : AES-CCMP)

[wpa-wpa2-mixed-psk-aes| &FRREN
9,

WPA PSK/WPA2-PSK F2EE mixed
— F (51t : mixed €= F)

[wpa-wpa2-mixed-psk-mixed] & F/R&
nE9,

WPA-PSK/WPAZ—PSK FEE mixed
— F(ES1L : TKIP)

[wpa-wpa2-mixed-psk-tkip] & FRREN
9,

WPA2-PSK (#&51t : AES-CCMP)

[wpa2-psk-aes] &FRRENET,

WPA2-PSK (B&S1t : mixed €— F)

[wpa2-psk-mixed] &FRRENET,

WPA2-PSK (Fg21t : TKIP)

[wpa2-psk-tkip] & R/RENET,

WPA2-PSK/WPA3-SAE 23
mixed € — KBSt : AES- CCI\/IP)

[wpa2-psk-wpa3-sae-mixed-aes] & &
RENET,

WPA2-PSK/WPA3-SAE &3
mixed € — F(BES1L :mixed €— F)

[ wpa2-psk-wpa3-sae-mixed-mixed] &
TREINET,

WPA3-SAE R :if (BB 51t : AES-
CCMP)

[wpa3-sae-aes| &FRENFT,
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IEH naE

SECURITY- WEP/PSK/SAE /XX 7 — RERENRRINE T,

KEY UFToERTRRINET, %=
#security key raw RAW_KEY :6=

security key secret ENCRYPTED-KEY 5

=

‘

RAW_KEY R — RRENRRENET, )
ENCRYPTED-KEY | BB{bE N SR 7 — FREAZRENE T, .

REKEY KEY EFE (W) RELRRSNES, 2
aXx

ha

UTofATcRRINET,
channel rekey REKEY-PERIOD

REKEY-PERIOD KEY Bk ()
,.7 X AUTARATEBEICL>TEERINGEVWZ EEHY £9,

-

=
MAC- MAC 7 FLZR7 42 Y v ITERENFRRINET,
ADDRESS- | | -
FILTERING E=Eo) [mac-address-filtering] &FxRRESNE T,
= [no mac-address-filtering] &¢FXRRENET,
MAC- BEHZFT MAC 7 FL RRENTREINET,

ADDRESS UTFoEATRREINET,
mac-address ACCEPT-MAC-ADDR

REEE

ACCEPT-MAC-ADDR EEral sz MAC 7 R L X




=174
BEEET—NLREE—FT, ATV FOABEHAIERLC T, UATFIC, EEEE— FTwlan0

DT IERABEAY FOREERTT HETHERLES, g
BEER BENE s
Ehrest 5GHz =
SSID # amnimo-5G-000000 i
S bFr ALY FE—F | vZa7AE—F {
EEF v FLESY XL 36,52,100,116 7
e 80MHz p
Sa—bH—RAYE—NLEE | B o
EEHDEE (=1 100% T
AT — 3 SRR KB 8 &

SSID & 7L R #EE =

TITANY — L — R iR B3h

B — R 50kus

DTIM & H 2

RTS L & LM# 2347

X2 UTFARAT WPA2-PSK/WPA3-SAE 2:F
mixed €— K (BE21t : mixed E— F)

ttxaUTq4F— amnimoAC15

MACT7 RFLRZ740% T B3

EfEFal MAC 7 KL X 00:00:5e:00:53:01
00:00:5€:00:53:02

e v B

amnimo# show config wifi access-point amnimo-5G
# ---- access-point amnimo-5G configure ----
wifi access-point amnimo-5G

enable

band 5GHz

ssid amnimo-5G-000000

channel mode manual

channel number 36,52,100,116

channel width 80MHz

channel short-guard-interval

transmit-power 100

max-station 8

no stealth

privacy-separator

beacon-interval 50

dtim-period 2

rts-threshold 2347

security type wpa2-psk-wpa3-sae-mixed-mixed
#security key raw amnimoAC15

security key secret jjaAf/TE9Dd3NbApwgvDXg==
mac-address-filtering

mac-address 00:00:5e:00:53:01

mac-address 00:00:5e:00:53:02

exit




6.85 MGEIANT7 VA RAY FOKRTEET S

IR LAN 772 RRA Y FZRETHICIE, REE—F2oFMREE—FMIBITL, REAY

channel mode MODE

channel number NUMBER

channel width WIDTH

channel short-guard-interval

no channel short-guard-interval
transmit-power TRANSMIT-POWER
max-station MAX-STATION
stealth

no stealth

privacy-separator

no privacy-separator
dtim-period DTIM-PERIOD
beacon-interval BEACON-INTERVAL
rts-threshold RTS-THRESHOLD

no rts-threshold

security type TYPE

security key

security key secret ENCRYPT-KEY
no security key

security rekey REKEY-PERIOD

no security rekey
mac-address-filtering

no mac-address-filtering
mac-address ACCEPT-MAC-ADDR

no mac-address ACCEPT-MAC-ADDR
exit

no wifi access-point AP-NAME

YREERTLET, CITRELARRE,. BEZ7 7/ LICEERAENET, f
=3 =
wifi access-point AP-NAME %
enable M
no enable ;
band BAND [
ssid SSID 4
(D)
B
E

avw v R
wifi access-point AP-NAME (T LAN 772X RA > b &EIEFE L. SFHEREE— NI
AP-NAME BITLET,

AP-NAME TIORRRA b EERELES,

—7 x4 X% Twlan0] [wlanl] (& 12DAERY £,

enable IR LAN 77 RRA b EBHIZLES,
no enable IR LAN 77 RRA v FEEHICLES,

@ TORREA v P OREITERIERTEETT A, BFARELA V&




band BAND

BAND ICfERT 2 AR HEZHZELET,
24GHz | 24GHz &
® 1~13ch

R E AR AR LAN 4 > 2 — 7 2 4 XiE Twlan0] @
HTY,

5GHz | 5GHz &

o W52(36/40/44/48ch)

e W53(52/56/60/64ch)

® W56(100/104/108/112/116/120/124/128/132/136/140ch)

@ LEARAER LAN 4 > 2 — 7 2 A4 2% Twlanl] @
HTF,

ssid SSID

TORARA Y D3y b7 =0 ZSSID)EZRELE T,
SSID IZid. UTOREICHTITEDZ XTI EHREL TLIZE L,
® RFC1738 THREINTWLWB“xchar" "R ETEE T,
abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0@
1234567891 7#$%8&° () *+,-./:;<=>2@[¥]*_"{|}~

® 1XFLE. 32XFLUT,

channel mode
MODE

MODE Iz — b F vl L Y P E—RAEHZRFELET,
RIE AR
auto BHRIRE—F (F74/L ME)
manual F v RILVFEEIRE— K

wb2 W52(5.18GHz:36ch ~5.24MHz:48ch) ® &5 ¢ H 81 IR 4
2E—F
@ o FKHE L 5GHz DEDIBE DA, EIRATBE,

W53 W53(5.26GHz:52ch ~5.32MHz:64ch) ® £ F < B 8587 5
% E— K
o FEREUE L 5GHz DHEDIHZFE DI, FEIRFIEE,
0 (VEA—TxARUDEEICKRT 72 RKA >
FDEREDBHDBD, KT 7EARA v FDREE
M ->TWBHBEIR, BIRTEEHA,
W56 W56(5.50GHz:100ch~5.70MHz:140ch) o &5 [ < B 813# R
TBHE—FR
@ o FIRHE I 5GHz DHE DA DI, BIRATLE,
0 (VEA—TxARDEEICART 72 RKA >
FDERELDH DD, KT 7 ERARA Y FDREE
BT > TWBIBAIE, BIRTEEH A,
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channel number NUMBER (C#ftF v XL E SV X M AEZRELEFT,
NUMBER @ F—hrFvxitlL s bE—FA [manuall OFEIZERENT] 21
7" it :
e ‘XYY TEEIEEN R TT, =1

o [FEIR#H (band) & HHEIEERE (channel witdh)(Z & V) 5% A BE

BF v I ADERY T, *
B RETRET v AL ES 0
2.4GHz 20MHz 1,2,3,4,5,6,7,8,9,10,11,12,13 7
40MHz+ 1,2,3,4,5,6,7,8,9 ;
40MHz- 5,6,7,8,9,10,11,12,13 g
80MHz (ZER) E
5GHz 20MHz 36,40,44,48,52,56,60,64,100,104,108,1
12,116,120,124,128,132,136,140
40MHz+ 36,44,52,60,100,108,116,124,132
40MHz- 40,48,56,64,104,112,120,128,136
80MHz 36,52,100,116
channel width WIDTH ICH BBz EL £,
WIDTH -
XTE SES

20MHz 20MHz BIgiES X T L& FERAL £,
40MHz+ | 20MHz, 4A0MHz Bi8Ig> X T L% ERL ¥,
tHVE)F v NET T4 FrrillYEEESN
ESCHN
B1.36ch(tH v &Y F v 2x)=240ch(ZT54 < U F v %
L)
40MHz- 20MHz, 40MHz &g X T LA ERAL Y,
tHVEF v NET T4 FrvrILELYELRESH
ECIN
B.40ch(ZZ 4 <Y F v x)=36ch(Eh> &) Fvx
)
80MHz 20MHz, 40MHz, 80MHz &HIE> A T LA FERAL £,
(F 7+ MMB)

@ Va—brH=FAVEZ—=/NILEELRFIZED

(Z74 ) F9,
o FRHEH [2.4GHz] ©FEIL. 4A0MHz FZE T
BELE T,
channel short-guard-i | & 5 — F H— F A v 4 —NLBEAEBEMICLET, 77 40 FEEHTT,
nterval ABRFEEEMCTEE, T—REDH— FA v 2 — LERHE <

wY, TRORXMERHERBET 2 LA TEETD, BROTH
1255 <A FITDT, TEBLLE W,

no channel short-guar | > g —FH— KA v Z—NLEBTFEEERNZLET,

d-interval HIIEA [80MHz] ICRE SN TV EEAIL. EHCTE A,
transmit-power TRANSMIT-POWER (23X {EHHAHZTFEL 7,
TRANSMIT-POWER s R

10 EIEHF 10%

25 EIEH T 25%

50 A5 HH 50%

75 EIEHT 75%

100 EEHT 100% (77 4L hME)




max-station

MAX-STATION (CR T —2 3 VRO R ARERBEZREL £9, @EIE[1

MAX-STATION ~10] 2RV FT, T74+) MBI [10] (Z2HY FT,
:,l? BRI Re e D wlan0,wlanl OO SEHEIZT10] & &) .
e EERAEELBEOHEEIL 8] T,

stealth SSID R F I ZAHEEEBMIC L T, T 74/ MZESTT,

no stealth SSID 2 7L RBEEEAEINIC L T,

privacy-separator

TIANY =R —EEEEMLET, T7HLNIENTY,

no privacy-separator

TIAN—t L — gt EESICLE T,

dtim-period
DTIM-PERIOD

DTIM-PERIOD (ZE—a > IiZ& F 15 DTIM(Delivery Traffic Information
Message) DEIHRA SR TE L £ 9, #HEL [1~255] T3, T 7 # /L MEIZ 2]
IZY) £9, [1] oFalE BRXEET 2 E—a VI DTIMAEENE T,

beacon-interval
BEACON-INTERVAL

BEACON-INTERVAL (Z &' — 2 > fkE(kus Hf7=1.024ms)IRE L £9,
#HHIE [20~1024] 12V £9, T 74/ MEIE [100] TF,

rts-threshold
RTS-THRESHOLD

RTS-THRESHOLD % RTS LZWMEZREL ¥, &HEIE [1~2347] (C

Y Ed, T7AHILNMEIK [2347] TF,

@ BETLEAIE. BRENICEEL Ry kT —2 75— > D
DEF-TLE N,

no rts-threshold

RTS L & \MEREZEMICL £,

i o W

2
V2
}\
7
[
%
(D)

=ik

'EL%

E




e N
security type TYPE

Pags

TYPEICEFaUT A XA T%#EZBELET,
T 7 # )L ME®IZ Twpa2-psk-wpa3-sae-mixed-aes] (274 £,

A~

Ax AE
open

EGN
F—T7 v RTF LEEE
(BEsfehiL)

open-wepl28

F =7 X7 LFEEE 128bit WEP

open-wepb4 *—7 > 27 LFRAE 64bit WEP
shared-wep128 HAERREE 128bit WEP
shared-wep64 HAEPREE 64bit WEP
wpa-psk-aes WPA-PSK

(FE=1t : AES-CCMP)
wpa-psk-mixed WPA-PSK

(BE=1L : mixed €— F)
wpa-psk-tkip WPA-PSK

(BE=S1t : TKIP)

wpa-wpa2-mixed-psk-aes

WPA-PSK/WPA2-PSK 583
mixed E— K
(=1t : AES-CCMP)

wpa-wpa2-mixed-psk-
mixed

WPA-PSK/WPA2-PSK ZBiF mixed €
—F
(BE=1t : mixed E— F)

wpa-wpa2-mixed-psk-tkip

WPA-PSK/WPA2-PSK F2&E mixed €
— K

(BS1t : TKIP)
wpa2-psk-aes WPA2-PSK

(BES1L : AES-CCMP)
wpa2-psk-mixed WPA2-PSK

(FE=1t : mixed €— F)
wpa2-psk-tkip WPA2-PSK

(BS1k : TKIP)

wpa2-psk-wpa3-sae-
mixed-aes

WPA2-PSK/WPA3-SAE 23
mixed E— K
(BS54t : AES-CCMP)

wpa2-psk-wpa3-sae-
mixed-mixed™

WPA2-PSK/WPA3-SAE 523
mixed E— K
(=1L : mixed E— F)

wpa3-sae-aes

WPA3-SAE 83
(8551t : AES-CCMP)

@ HN—=2 3> 1120 LIETO T 7 4 )L MMEIE [wpa2-psk-wpa3-sae-

mixed-mixed] T3,

SHOT v 7T — L CHIRFETT,
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security key

X277 — K (GERES1) %
o 2HANTIHELHY £7,
® RESN//NRT—FRIES{LLIRETREFESINKT,

RELET,

o tXalT 4 AT ICLYFBAAAAIEAANTRH, XFEH.
MEONRGY £,

¥alUT~g
247

open

FAAEL ANTTR, XFER HT

(ETR)

open-wepb64/
shared-wep64

® XFAN 1 5XF
XFOEMEIILLT,

abcdefghijklmnopqrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVIWXYZ0123456789

o 16 EHAN 1 1017
XFDOBEEIFLLT,

abcdefABCDEF0123456789

open-wepl28/
shared-wep128

e XFAN 13 XF
XFEOEEIZLLT,

abcdefghijklmnopgrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ0123456789

® 16 EH AN : 2647
XFEOEEIZLULT,

abcdefABCDEF0123456789

wpa-psk-aes/
wpa-psk-mixed/
wpa-psk-tkip/
wpa-wpa2-mixed-
psk-aes/
wpa-wpa2-mixed-
psk-mixed/
wpa-wpa2-mixed-
psk-tkip/
wpa2-psk-aes/
wpa2-psk-mixed/
wpa2-psk-tkip/
wpa2-psk-wpa3-
sae-mixed-aes
wpa2-psk-wpa3-
sae-mixed-mixed

® XFAS 1 8~64XF

abcdefghijklmnopgrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ0123456789 ! #
$%8° ()*+,-./15<=>2@[¥]"_"{|}~

® 16 EHAN : 6417
XFOEEIZLLT,

abcdefABCDEF0123456789

wpa3-sae-aes

o XFAH :8~128 XF

abcdefghijklmnopqrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ0123456789 ! *#
$%8 ()*+,- ./ 15<=>2@[¥]"_" {|}~

i o W

Y
]\
7
[
%
D
=
E‘%
A

security key secret ENCRYPT-KEY 2, /XX 7 —FZBE L 7-XFINEIBEL T, /XX T —
ENCRYPT-KEY FzEFHLET,

no security key HELNSRXT—FEHIBRLED,




security rekey
REKEY-PREIOD

REKEY-PREIOD (= KEY E#fEIfE (#) 2% E L £9 ., #EIE [0-86400]
I2hY£ET,

X2V TF A RATEEICLE>TEERNBHIEDLY £,

i

X2l g

N
Q’f7° nX}:EWﬁ
open (FREARR])

open-wepb64/
shared-wep64/ p
open-wepl28/ ;T_ll
shared-wep128
Wpa-psk-tkip/
wpa-wpa2-mixed-
psk-tkip/

7 7 #J)L ME : 300
[0] #5%ETHELEMHRY T,

T 7 #J)L ME : 600

wpa2-psk-tkip/

N [0 (FEREARTA,

Wpa-psk-aes/
wpa2-psk-aes/
wpa-wpa2-mixed-
psk-aes/

7 7 4L ME : 86400

N [0 (FEREARTA,

wpa2-psk-wpa3-
sae-mixed-aes/
wpa3-sae-aes

Wpa-psk-mixed/ (R EART)
wpa-wpa2-mixed-
psk-mixed/
wpa2-psk-mixed/
wpa2-psk-wpa3-
sae-mixed-mixed

no security rekey

KEY B8R (7)) nREEEMICL T,

mac-address-filtering

MACT FLRZA MR UV IREEEMILES, 7741 L3,

no mac-address-filteri
ng

7
MACT7 RLRT74 LAY VITEREEZEMCLET,

mac-address
ACCEPT-MAC-ADDR

ACCCEPT-MAC-ADDR |Z###t7FAl 9% MAC 7 F L RZREL £7,

no mac-address
ACCEPT-MAC-ADDR

ACCEPT-MAC-ADDR IZHIBR L 7z Eefeafrl L7c MAC 7 L R ZERTE L
£,

exit

#EiR LAN 772 XRA Y FOFMREE— PO OREE-—FICBITLE
EE

no wifi access-point
AP-NAME

EIpR LW LAN 722X BRA > &% AP-NAME IC3EEE L. EEFEL
FR LAN 72 ZARA > P RDOEBRTEELEIBT 5,
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R171

UTORDEEISHSTEIRLAN 7 7L RRA > FDREEZBMCLET,

HEIER BEAR =
e 5GHz ;
SSID £ amnimo-5G-000000
F— R ForFAEL FE—FR | F—FE—F .
e 80MHz 0
Ya— b H—FAva—ruE | B 7
AT = 3 SRR KERE 105 7
TSN~k L —% % %
E—a B 100kus E
DTIM /I 2
RTS L &= L ME 2347
txaUFqR4T WPA2-PSK/WPA3-SAE 222

mixed E— F(BEE4t : mixed E— F)
tF¥FalTFagF— amnimoAC15 XSt E— K TAN
MAC 7RKLR74IL&Y VT =

AR —7 4 RANZATO®EY .

HEEHE

AVR—=—T7xz4R wlanl
5GHz 3% I wianl D& AT8E,
=

TIRARA YV FE amnimo-5G

IP7 KL X 192.168.0.254

(e D

amnimo(cfg)# wifi access-point amnimo-5G +!

amnimo(cfg-wifi-ap-amnimo-5G)# band 5GHz «

amnimo(cfg-wifi-ap-amnimo-5G)# ssid amnimo-5G-000000 ¢

amnimo(cfg-wifi-ap-amnimo-5G)# channel mode auto ¢

amnimo(cfg-wifi-ap-amnimo-5G)# channel width 80MHz <!

amnimo(cfg-wifi-ap-amnimo-5G)# channel short-guard-interval <
amnimo(cfg-wifi-ap-amnimo-5G)# transmit-power 100 ¢

amnimo(cfg-wifi-ap-amnimo-5G)# max-station 10 «

amnimo(cfg-wifi-ap-amnimo-5G)# no stealth !

amnimo(cfg-wifi-ap-amnimo-5G)# privacy-separator «

amnimo(cfg-wifi-ap-amnimo-5G)# beacon-interval 100 «

amnimo(cfg-wifi-ap-amnimo-5G)# dtim-period 2 «

amnimo(cfg-wifi-ap-amnimo-5G)# rts-threshold 2347 «

amnimo(cfg-wifi-ap-amnimo-5G)# security type wpa2-psk-wpa3-sae-mixed-mixed «
amnimo(cfg-wifi-ap-amnimo-5G)# security key secret jjaAf/TE9Dd3NbApwgvDXg== <«
amnimo(cfg-wifi-ap-amnimo-5G)# no mac-address-filtering «
amnimo(cfg-wifi-ap-amnimo-5G)# enable +

amnimo(cfg-wifi-ap-amnimo-5G)# exit «

amnimo(cfg)# interface wlanl +« — A Z—=7 A A wlanl Z#E LAN 77 £ RHBA > ~Td
%, (5GHz ’RE X wlanl DHTH B 728)

amnimo(cfg-interface-wlanl)# access-point amnimo-5G < <—ZEEIRE L 72ERR LAN 77 & 2R
A 2% ANT B,

amnimo(cfg-interface-wlanl)# address 192.168.0.254/24 « < #EiR AN 772 RKRA > bD IP
7 RLREHRET B,

amnimo(cfg-interface-wlanl)# enable <« <A > X —7 A X%EBMITT 5,
amnimo(cfg-interface-wlanl)# exit <

amnimo(cfg)#




6.8.6

IR LAN X7 —3 3 v OREEA RIRT B

IR LAN R 57— 3 > DIRBEEA KRRT 5 I21%. show wifi station I~ FAZETLET, 41 &
— 7 AR%EB|HE L TEML, IBET AT L HABETT,

=3

show wifi station [WIFI-IFNAME]

WIFI-IFNAME FIRLAN A V2 —T7 2 A XEZ/E L TERRTHHEICHALET,
o ENLAT/ENZA TERLANEH IV /XU bl—&—
wlan0
9 WIFI-IFNAME %#&B3 25 &, TXRTOER LAN /1 >V Z—T7 21 XD
< FE®RAKRTRINET,
HAZ7+—<v b
WIFI-IFNAME
state STATE
ssid SSID
bssid BSSID
channel CHANNEL
security SECURITY
pairwise cipher PAIRWISE
group cipher GROUP
rx bytes RX-BYTES
rx packets RX-PACKETS
tx bytes TX-BYTES
tx packets TX-PACKETS
tx retries TX-RETRIES
tx failed TX-FAILED
signal SIGNAL dBm
tx bitrate TX-BITRATE
HAHIEE

IBH e

STATE BRELERIAN AV X—T A ZADOREEAFRLET,
E-GN S
SCANNING 77w RRA v MEFRT
COMPLETED 77w RRA v N ERST
SSID 8 L7-F4E LAN 4 > 2 — 7 = 4 XD SSID(ServiceSet Identifier) &= L £
ERS
BSSID EE L7 LAN 14 > % — 7 = 4 XD BSSID(Basic ServiceSet Identifier) & 3
~LET,
CHANNEL BELEERIAN A V2 —T 1A ADF v 2 ILESERRLET,
SECURITY ELERLAN f v 24— 7 24 RADESREERTLET,
PAIRWISE ELEERLANA Y X—T7 242D =% v X MBERAOES/HFRDES
aFRRLET,
GROUP BELEEZRIANA VY R—TJ A RO78—FF v X bEAIFTILFF v X b
BERAOES{AROEEEZRTL T,
RX-BYTES FEELERLAN A VX — 7 24 ADREN b ERRLET,
RX-PACKETS BELEERILAN AV X —T7 2 A ZADZENT Y MERRLET,
TX-BYTES FEELERLAN A > X — 7 24 ADEENA b ERRLET,
TX-PACKETS FBELIERIAN A Z—T7 24 ADXENRT Yy FEERTLET,
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IEH

PagE

TX-RETRIES ELEEGIAN AV X—T7 24 ZADFEEY FSAEHEAEFRLET,
TX-FAILED ELEEGELAN A > & — 7 4 ADOXRELMEHMEETLET,
SIGNAL EELAFEHLAN AV X —7 24 RCDEEEHREWABM) AR RL 9,
TX-BITRATE ELI-EE LAN A V24— 7 o4 RIFEERE(BRE)*F =L 9,
=174

vy ROAAEHEAE, TRTOE—FTCRAILTT, UTDTIEARAS v MIIEHELIZAT —
>3y wlan0 DREAZBEEBEE— FTHRRITLIETHERLET,

o TV IUERNRA v MIKRE

SSID amnimo-5G
ES5{E—F WPA-PSK/WPA2-PSK £23F mixed £— K (BE=E1t : AES-CCMP)
BRI W52

(a-v- ) wex ) &= G

amnimo# show wifi station wlan@

wlane
state
ssid
bssid
channel
security
pairwise cipher
group cipher
rx bytes
rx packets
tx bytes
tx packets
tx retries
tx failed
signal
tx bitrate

ki

COMPLETED
amnimo-5G
1c:bl:7f:26:68:2f
44
WPA2-PSK
CCMP

CCMP
7838829
23595

4730

7]

7]

7]

-21 dBm
54.0 Mbit/s
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6.8.7 EFELAN RT—> 3 VDEGIRDT IV ARA vV 2P VEZS

IR LAN RTF—2 3 LT BERLTWA T 7ERARA v b EYYEZ 3545, wifi connect
AV Y RAFETLET, WRELDZAN VX —T 2 A X% ELTEMTEIHNENHY FT,

=3

wifi connect WIFI-IFNAME station select

WIFI-IFNAME HRILAN A V2 —T7 A XDIBEICHBLET,
o ENXATERILANEBH IV /U FLl—&—
wlan0
HAZ7+—<v b
network-id ssid bssid flags
NW-ID SSID BSSID
NW-ID SSID BSSID FLAGS
select network-id: INPUT-NW-ID — AHIEH
RESULT
AHAHIER
1BEH AR
NW-ID HRESNTWBIERIAN T 7 RRA YV FULTF. 2y b7 =070y 7)DEBEH
SEFRLET,
,, Iy bT7=070y I DERTEICLY, VR LTEHRERENDZZELD
W Ed,
SSID v b7 =278y 2 ® SSID(ServiceSet Identifier) =&z~ L £9,
BSSID v b7 —2 70wy 2o BSSID(Basic ServiceSet Identifier) # &R~ L £9°,
FLAGS Iy hT7—=070v I DREERRLET,
£ | AR
(zZH) By b7 =070y 7 (RKER)
CURRENT BEIR
DISABLE E IRy b7 —o 7Oy o
TEMP-DISABLED N2 — FA—HETERICKKRL., —HrICE
> TWD
INPUT-NW-ID | #R$ 21y b 7—2 70y /7 0EBESE2RELEY., (ANHER)
RESULT P BEREREFORLET,
FIR | AR
OK BxZh
Failed to select WiFi LA LTI ML BEREEABREKR3ID)
connection destination.
Invalid number selected. | Eha Yy b7 =270y 7 DEBES AN
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R171

BEEEET—FNLREE—FT, AV FOAREHAERL T, UTFIC, EEEE— FTwlan0
DFAS LAN R T —> a3 UG L TWAELR LAN 727 2 XFR A > F(amnimo-5G-1)H 5 Bl D 4G
LAN 77 7 & 2K A > k (amnimo-5G-0)#Ef Al B ICIEfR T 2 =170 %2~ L £ 9

amnimo# show wifi station <amnimo-5G-1 (ZHEftl TWAIREAFRRT S

wlano

state

ssid

bssid

channel

security

pairwise cipher

group cipher

rx bytes

rx packets

tx bytes

tx packets

tx retries

tx failed

signal

tx bitrate
amnimo# wifi connect
network-id ssid

COMPLETED

amnimo-5G-1

1c:bl:7f:26:68:2f

44

WPA2-PSK

CCMP

CCMP

391647

1181

5864

0

0

0

-27 dBm

54.0 Mbit/s

wlan@ station select —#E#ELAN 727t RRA > b2PYEZD
bssid flags

0 amnimo-5G-0  any —amnimo-5G-0 (¥1Y) & 4. %ER)
1 amnimo-5G-1 any CURRENT <—amnimo-5G-1 (GR7E#EskET)

Select network-id: ©
OK

—%v k7—72 1D #» 0(@amnimo-5G-0) % 2% &

amnimo# show wifi station <amnimo-5G-0 (C#E#%: L T2 KkEZFKTT 3

wlan®
state
ssid
bssid
channel
security
pairwise cipher
group cipher
rx bytes
rx packets
tx bytes
tx packets
tx retries
tx failed
signal
tx bitrate

COMPLETED
amnimo-5G-0
le:bl:7f:26:68:2f
44

NONE
WEP-104
WEP-104
393483

1186

6590

0

0

0

-30 dBm
54.0 Mbit/s
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6.8.8 fEIRILAN RT—> 3 vOREEFRT D
BIRLAN 772 AR A > b OREEAFRT 5 IZ1E, show config wifi access-point A~ > K% =E

TLES. T/RRHA > bEFIHELTENL, BET S ZEDATRETT, f
=5 =
show config wifi station [STA-NAME] %
b
N
7
l
%
STA-NAME REERRNT PEREIANRT—av&EEELET, 2
AX
HO7+—<v b =
configure
# ---- station STA-NAME configure ----
wifi station STA-NAME
ENABLED
band BAND
SSID
BSSID

priority PRIORITY
max-inactivity-1limit MAX-INACTIVITY-LIMIT
dtim-period DTIM-PERIOD
beacon-interval BEACON-INTERVAL
SHORT-GUARD-INTERVAL

security type TYPE
SECURITY-KEY

scan-channel mode MODE

NUMBER

exit

# ---- Exit configure mode ----
exit

HJIEE

IBH nE

STA-NAME BREZERTT DEBELANRT =2 avAaRRLET,

ENABLED AT—2a VOB ENOREEFRLE T,
RE E-GN
B [enable] &FRaNFET,
|3 [no enable] &FRRESNET,
BAND FRARBEEEREN R TRINET,
RE EGN
2.4GHz [24GHz] ¢FRRENET,
5GHz [6GHz] L&RRINET,
2.4GHz/5GHz R [both] &&FRRENET,
SSID BERAOER LAN 77 2 RRA > b SSID AARREINET,
BSSID BEREDER LAN 77 2R KA > b0 BSSID AR RENET,
PRIORITY AT—2avOBETIN—TERHENFRINE T, BEIF [0~9] (T4 Y EH /N

SLWANMEREINET,




HH AR
MAX- RT—=2arvn3kET VT4 THIRRE®) AR RSINET, BEIE [1~2347] (T4
INACTIVITY- | Y &9, %
LIMIT ATF—=2avhET T4 7H| IKEH%FT%W SAHEELAWVEE, £HEHE 6
P d hicnanE s hERRT 2B, ZOF—K 7L — LHRT =23l =
EEINEFT, 2OT7L—LHMNACK SNBEWEE, RT— 3 v IZEEMS \
ﬁ“ﬁ#ﬁfé#’b\ AN EBR SN E T, ZOMEEEIL. STA P ERENMBEIL /L i
B, AWIV N —DRF—vavyTF—TLESUTETEEHIEREN ﬁ
9, 7
DTIM- E—a>iZ& £ N5 DTIM(Delivery Traffic Information Message) D AN FRR S N ;
PERIOD £9, %B. i |—1~10J T9, @D
(2] Bld, BERETZ2E—aVICDTIM A EENET, =
Z‘\‘/F'7—77D/7’C7r—/\—74 FehTuhwigs, ERENE T, E
i
BEACON- E— 3 Rk (kus Er=1.024ms)iRENFRINE T, #HE L [20~1024] (1T/H Y
INTERVAL 9,
,? Fy N7=0 70y I TH=N=F4 FEINTLWEWEE, FERINET,
-4
SHORT- Sa— b A—FAVER—NULEBELNRTRINET,
GUARD- B FR
INTERVAL E=Eo) [channel short-guard-interval] &R REINE T,
i35 [no channel short-guard-interval] & &R RENET,
Il SHEIEREN [8OMHz HiEiE X7 L] OFAIE. HTEMIHRY £T,
i
TYPE X T4 A TERENKRINET,

RIE EGN

F—7 v RTF LEREE [open] &FRRENET,
(Bsal)
F =7 X7 LFREE 128bit WEP [open-wepl28] &FR&ENFT,
F =72 X7 LEFPEE 64bit WEP lopen-wepbd| &FERENFT,

B DAL 128bit WEP [shared-wepl28] &FZRRENET,

H AR 64bit WEP [shared-wepb4] &FZRREINET,
WPA-PSK (=1t : AES-CCMP) [wpa-psk-aes] &FRRSNET,
WPA-PSK (BE =1t : mixed E— F) [wpa-psk-mixed| &¢FRTRENET,
WPA-PSK (B§51t : TKIP) [wpa-psk-tkip] &FRENET,
WPA-PSK/WPA2-PSK £33 [wpa-wpa2-mixed-psk-aes| &FRREN

mixed T— K (FES1t : AES-CCMP) | £,
WPA-PSK/WPA2-PSK 523F mixed | [wpa-wpa2-mixed-psk-mixed] & RR&

T— F(EES1L : mixed T—F) nEd,
WPA—PSK/WPAZ—PSK REE mixed | [wpa-wpa2-mixed-psk-tkip] & RIS
— F(EES1L : TKIP) 7,

WPA2-PSK (FES1t : AES-CCMP) [wpa2-psk-aes] &FTRREINET,
WPA2-PSK (B&51t : mixed €— F) | [wpa2-psk-mixed] &EZRENET,

WPA2-PSK (FES1t : TKIP) [wpa2-psk-tkip] &FzREINE T,
WPA2-PSK/WPA3-SAE £33 [ wpa2-psk-wpa3-sae-mixed-aes] & &
mixed €— F(BES1t : AES- CCI\/IP) RENET,

WPA2-PSK/WPA3-SAE 23 [ wpa2-psk-wpa3-sae-mixed-mixed | &

mixed E— K (B2t :mixed E— F) | RSN £,

WPA3-SAE 2 :F (BS54t : AES- | [wpa3-sae-aes] &FRRENET,
CCMP)




IEH naE

SECURITY- WEP/PSK/SAE /XX 7 — RERENRRINE T,

KEY UFoEATcRRaNES, L]
#security key raw RAW_KEY f:
security key secret ENCRYPTED-KEY 5
=
BE ) 4
RAW_KEY IR — RERENRRINET, 7
ENCRYPTED-KEY | BB ILE N/ S AT — FRENFRENE T, 5
MODE F v RVBERENERENET, 2
BE £ =
FAMgEAETF v | [all] EFRREINET,
FEIERTE [manual] & FRESNET,

TZaTIILE—RDFEE, REOF v RLESRENRTRINET,
i

NUMBER FRF v 2V ESKREY X bHERRINET,
UFOEATRREINET,

channel number CHANNEL_NUM

CHANNEL_NUM Ty LBESHRREINET, ERHDHE
i TR s TERREINE T,

RENEHA,

I T — FFrxlltL 7 bE-FRED [vZaTLE—F] DADBEIEE
i




=174
BEEEET—FNLREE—FT, AV FOAREHAERL T, UTFIC, EEEE— FTwlan0

DRT—2avDOREERRT HDETHERLET, %
HEEE SERR s
Ak 5GHz -
SSID £ amnimo-5G 0
BSSID % (BEmL) {
AF—avnBEEISIL—TRE |0 7
ET T 4 7R 300 # 7
DTIM &R 2 @
E—a /iR 100kus i‘%
X2 UF 4 RAT WPA2-PSK 22z

£24p, : AES-CCMP
tt¥xaUTq4F— amnimoAC15
F v FIVEMERRTE FERTE
BEETF v 2 LESY Z R 1,2,3,4,5,6,7,8,9,10,11,12,13,
36,40,44,48,
52,56,60,64,
100,104,108,112,116,120,124,128,132,136,140

amnimo# show config wifi access-point amnimo-5G
enable

band 5GHz

ssid amnimo-5G

priority ©

max-inactivity-limit 300

dtim-period 2

beacon-interval 100

security type wpa2-psk-aes

#security key raw amnimoAC15

security key secret jjaAf/TESDd3NbApwgvDXg==
scan-channel mode manual

scan-channel number 1,2,3,4,5,6,7,8,9,10,11,12,13,36,40,44,48,52,56,60,64,100,104,108,
112,116,120,124,128,132,136,140

exit




6.80 MIBZILANRT—> a3 vDHREET S

IR LAN RT—> a3 v ERTETHICIE. ZET— R SHMREE— NICBITL, REaI~Y VK

bssid BSSID

no bssid BSSID

priority PRIORITY
max-inactivity-1limit MAX-INACTIVITY-LIMIT
dtim-period DTIM-PERIOD
beacon-interval BEACON-INTERVAL
short-guard-interval

no short-guard-interval
security type TYPE

security key

security key secret ENCRYPT-KEY
no security key

scan-channel mode MODE
scan-channel number CHANNEL-NUM
exit

no wifi station STA-NAME

EETLET, CTTRELEABIE, BREZ7 74 LICESZRAENES, f
e =
wifi station STA-NAME >3
enable Y
no enable .;
band BAND [
ssid SSID 4
@D
=L
AX
JE

avw v R

wifi station STA-NAME | STA-NAME (R LAN X7 —2 a3 VA% EE L. FHlEREET— FICRIT
LEd,

STA-NAME S IAN RT—> a3 v &R ELET,
enable IR IAN RT—> a3 v &EICLETS,

no enable IR LAN RT—> a3 v &EICLET,

band BAND BAND ICfERT 2 AR HEHZHZEL XY,

RE S

24GHz | 24GHz &

® 1~13ch

5GHz 5GHz &

® W52(36/40/44/48ch)

® \W53(52/56/60/64ch)

e \W56(100/104/108/112/116/120/124/128/132/136/140ch)

ssid SSID i DER LAN 722K bDxy b 7—24(SSID)#FEL £
ERR
@ SSIDIC1E. UTOEEICHTIZFEFDAIXFINAERTELTLIEE L,

® RFC1738 THREINTWLWAB“xchar" MR ETEET,
abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWX
YZ0123456789 1 “#$%8& () *+,-./:;<=>2@[¥]*_ " {|}~

o 1 XFLE, 32XFUT,

bssid BSSID EHREDERILAN 772 ZRA > FDOBSSIDZ# A TFTOEATHRELET,

XX XX IXX XX XX XX

xx (£ 16 EH T,




aw > R

no bssid

Pags
HIE L7 O/R LAN 7 72 R4 >~ b BSSID ZHIBRL £9,

priority PRIORIY

ATF—=avDBEERTI—THRER PRIORITY IZEREL £,
gEIE [0~9]) (2R BEINSWADELINE T,
T 74 MEWE T0] (24 3,

max-inactivity-limit
MAX-INACTIVITY-LIMIT

AT —=2avDIET I T 1 THIBRER ()% MAX-INACTIVITY-LIMIT (Z
HRELET, @EIE [1~2347] (/Y 9,
T 7 4+ MEIX T300] (274 £3,
AT = avhET T 4 THIRBEUAISMAEEE LB WSE.
FRHEEANICHINEINEERT 5701, ZOT—KT7L—L
NRTF—aVIEFESNET, TDOT7L—LA ACK SnhaLig
B, AT = a vIFBEEMIIASBEBREI N, RIAPEBRINET, 2
DHEEElE, STADESEEMC BB LA-E XTI, FVWI VY ) —DRT
—>avF—TJLEJYTTEIBIERENET,

dtim-period
DTIM-PERIOD

DTIM-PERIOD (ZE—a > iZ& 15 DTIM(Delivery Traffic Information
l\/lessage)d)ﬂﬁﬂ’&ﬁibi? AL [1~255] TF,

1] oFEE. BEEAXRETIE—aVICDTIMAEENET,

T 7 FI) Hl_ & 2] iy £9,

beacon-interval
BEACON-INTERVAL

BEACON-INTERVAL (Z & — 3 > fkE(kus Bf7=1.024ms)iRE L £9,
#EHIL [20~1024] 1S/ £T,
77 # )L MEIE 1100] T,

channel short-guard-i
nterval

Ya—bH—=—RAVZ—=NILEEEZENLET,

T7 4 MEESTT,
AEREEBTDE, T—RBEDOH— KA > ZNA—ILEBHEL
Y, T—ROXREBEEEHET I ENTEETH, BROTH
IR ETOT, TEELLEI L,

no channel short-guar
d-interval

Ya—bH—FA VR —NILEEEEHCLET,

wigiEA [80MHz] ICEREIN TV BIHEIE. EMICTEEHA,

i o W

2
V2
}\
7
[
%
(D)

=ik

'EL%

E




security type TYPE

TYPEICEF2UT 4 XA T%2BELET,

7 7 4 ME*IZ Twpa2-psk-wpa3-sae-mixed-aes| (27 £7, -
6
RE B =
open F—7 VY RT LR g
(BES{il) o
open-wep128 F—=T VT RT LFEE N
128bit WEP '[7
open-wepb64 F— P AT NE 5
64bit WEP gé
shared-wep128 HEHRE E
128bit WEP
shared-wep64 HAE R
64bit WEP
wpa-psk-aes WPA-PSK
(551t : AES-CCMP)
wpa-psk-mixed WPA-PSK
(FE=1t : mixed €— F)
wpa-psk-tkip WPA-PSK

(BES1t : TKIP)

wpa-wpa2-mixed-psk-aes

WPA-PSK/WPA2-PSK 583
mixed E— F
(B=1t : AES-CCMP)

wpa-wpa2-mixed-psk-
mixed

WPA-PSK/WPA2-PSK 523
mixed E— F
(521t : mixed E— F)

wpa-wpa2-mixed-psk-tkip

WPA-PSK/WPA2-PSK 583
mixed E— F
(B =1t : TKIP)

wpa2-psk-aes WPA2-PSK

(FES1t : AES-CCMP)
wpa2-psk-mixed WPA2-PSK

(FE=1t : mixed €— F)
wpa2-psk-tkip WPA2-PSK

(FE21 : TKIP)

wpa2-psk-wpa3-sae-
mixed-aes

WPA2-PSK/WPA3-SAE 23
mixed E— F
(BE=1t : AES-CCMP)

wpa2-psk-wpa3-sae-
mixed-mixed™

WPA2-PSK/WPA3-SAE 523
mixed E— K
(F5=1t : mixed E— F)

wpa3-sae-aes

WPA3-SAE 523
(B&=1t : AES-CCMP)

@ HN—=2 3> 1120 LIETO T 7 4 )L MMEIE [wpa2-psk-wpa3-sae-
mixed-mixed| T3, SHDOT7 v 7T — F THIBRFETT,




security key N7 — RGBS ZERELET,
;'7 e 2EANTEILENHY £T,
Ll @ BZEAN//SRT— RIFEES{L LIRETRESNET,
o tXxaVUT 4 A7 ICKYABRBREREANAR, XFER.
WA RERY £,

i o W

XLl Tg

XA

open

FAATBE L
AATBH. XFER. H7E
(FRERT)

open-wepb64/
shared-wep64

® XFAN 1 5XF
XFOEMEIILLT,

abcdefghijklmnopqrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVIWXYZ0123456789

o 16 EHAS 1 1017
XFDOEEEIFLT,

abcdefABCDEF0123456789

open-wepl28/
shared-wep128

o XFAN 13 XF
XFEOEEIZLULT,

abcdefghijklmnopqgrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ0123456789

® 16 EHATS 1 2617
XFOEHIFLT,

abcdefABCDEF0123456789

wpa-psk-aes/
wpa-psk-mixed/
wpa-psk-tkip/
wpa-wpa2-mixed-

® XFAS 1 8~64XF

abcdefghijklmnopqrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ0123456789!"
#3%8" ()*+,-./15<=>200¥]"_"{ |}~

psk-aes/

wpa-wpa2-mixed-

psk-mixed/ o 16 HEHAT 1 647
wpa-wpa2-mixed- | XFOELEITLLT,
psk-tkip/

wpa2-psk-aes/
wpa2-psk-mixed/
wpa2-psk-tkip/
wpa2-psk-wpa3-
sae-mixed-aes
wpa2-psk-wpa3-
sae-mixed-mixed

abcdefABCDEF0123456789

wpa3-sae-aes

® XFAS 1 8~128F

abcdefghijklmnopqrstuvwxyzABCDEF
GHIJKLMNOPQRSTUVWXYZ0123456789!"
#$%&" () ¥+, -/ 15<=>2@[¥]"_" { |}~

Y
]\
7
[
%
D
=
E‘%
A




aw > R

Pags

security key secret
ENCRYPT-KEY

ENCRYPT-KEY (2, /SR 7 — FZHESL L XFINEREL T, /XX 7T —
FEEHRLES,

no security key

RELI/RZT—FZHIBRLET,

scan-channel mode M
ODE

T v rNVEFREEREL £9,

RIE AR
all FATIgERETF ¥ L
manual FERTE

_‘l_l—) Y= aTILE— RDIGFE.

Ll RIEDF v 2 NESRENAREICAY £,

scan-channel number
CHANNEL-NUM

FRFvANESHRE) XA P ZRELET,
LTFDOEATHREL £,

scan-channel number CHANNEL-NUM

CHANNEL-NUM Ty rLBESHRREINET, ERHDHE
. U TRYIsnTERREINET,

F v AN BERED [T LA DELEEr SN E A,
i

exit

R LAN RT—2 3 VOFHREE—FDOoREE—FMIIBITLET,

no wifi access-point
STA-NAME

HIBR L7z WEERR LAN X7 —> 3 %% STA-NAME (CFEE L. HBE L7- &
#LAN 27— 3 Y ZDRTE=2HIRT %,

i o W

2
V2
}\
1
%
D

B
iE




E1745
UTDOERDETFEICAST-HZE LAN RT—> 3 Vv OHREEBHLET,

REEE SR =

BN 2.4GHz ;

RS SSID & amnimo-2G

BSSID % (L) 2

ATF—avOEBERTIN—TERE 1 N

727 1 7 HIRES 300 % 7

DTIM EEA 10 7

c— 1> B 1024kus 2

X2 UF 4 RAT WPA2-PSK 22z E
E=1t : AES-CCMP

X2 UT4F— amnimoAC15

F v L EERE FIFIAIE AR T + 7L

amnimo(cfg)# wifi station amnimo-2G «
amnimo(cfg-wifi-sta-amnimo-2G)# band 2.4GHz «
amnimo(cfg-wifi-sta-amnimo-2G)# ssid amnimo-2G «

You must fill in the following required fields:
security key

amnimo(cfg-wifi-sta-amnimo-2G)# security type wpa2-psk-aes ¢
Wifi security type values changed,

So deleted Wifi key related settings.

You must fill in the following required fields:
security key

amnimo(cfg-wifi-sta-amnimo-2G)# security key

Enter new key: </¥X 7 — F”amnimoAC15”% A7)

Retype new key: </¥X7— F*?amnimoAC15*% B AN

key: key updated successfully.
amnimo(cfg-wifi-sta-amnimo-2G)# priority 1 «
amnimo(cfg-wifi-sta-amnimo-2G)# beacon-interval 1024 +
amnimo(cfg-wifi-sta-amnimo-2G)# dtim-period 10 «
amnimo(cfg-wifi-sta-amnimo-2G)# enable «
amnimo(cfg-wifi-sta-amnimo-2G)# exit

amnimo(cfg)#




6.8.10 WPS#gE%{ERAL CEHKT 2
WPS #égEA{FE-> T, BOERR LAN 72O RXRA Y b PRT— gy T HB(IC. wifi connect

wps OV RERFLET, AMRIET v KLY ARE PINARICHISLTLET, MRELS #
{2 8—7 x4 REBIRE LTEMT 5 BEHBY £7, s
B
X 2
25 iy
k
wifi connect wps <pbc | pin-get | pin-set> [wait WAIT] '[7
} 7
HREEB D
== RE =
pdc AR AERILAN 772 ARA Vb LTy vaRlRg BRI LV ERR LAN 8
iR T (WPS-PBC) A IR LAN R T —> a VIZRET D2 ENTEET,
o FHEBDRENERLAN 2T —2 3> THHBERBELE A,
=<1 @ WPS R"&>% 5 MUUERLIBELRLMRICAYET, (BX1UF
1EEDzD YEBRZIFESNE L. CLI AR CEEZEITLZWE
HIZBATY, )
pin-get WPS ®7-® PIN — FA4KTA3RIERBLET, RA—2 3 HISFE)

LIS A IR LAN R T —> 3> & LTHIAL, PIN O— FoAER., & LAN
TORRFEA vk EDEEEITIBAIL. 6812 WPS #EEDZTE T 2
CEBENTLD PINER I Y REERTEET,

pin-set AR AR IAN 772 ZRA > FELTPINARICE YERLANRF—> 3~
AERR LT PIN O—FAFHTE L. FELR LAN 255 T (WPS-PIN) & 42 LAN X7
— A VIIBRET B LA TEET,

o FHRDBEAES LAN ZF—> 3> ChHBBAEEEL A,

=

WAIT AR LAN OEHETTA2SHEEZ2RELET, BEIE [10~3600)] 14y %
T, 774/ MEIE [60)] TF,

HAT7r—<v T v 2Rz WPS)

............................................................

HA7+—<v ~(PIN A= WPS)

Input pin: PIN-CODE

RESULT
AHHIEE
PIN-CODE EfScEE o PIN O—F (BHTETE) #%ELFT.
RESULT EhmERETRRLET,
OK B3h

Invalid Pin-Code. PIN O— FEHEWL




EIH1 (v aRg AR WPS)

HFEE—FICBEWLT, wlan0 oL LAN 727t X3R4 > F(@amnimo-2G)Ic 7y ah&k AR

WPS ZEHE L., MR OER LAN X7 —> 3 v 28T 2R T0lZRL £,

amnimo(cfg)# show wifi access-point wlan@ < <amnimo-2G [ZHf: L TWLWBIREEZERRT 5

wlano
state
ssid
bssid
channel
rx bytes
rx packets
tx bytes
tx packets
tx errs
tx drop
connected stations

ENABLED
amnimo-2G-004600
e8:1b:4b:00:46:00
12

© 0 o O® o ®

0 <—amnimo-2G ICEEFEL TLWAEMR LAN X T—> 3 v IZ 04

amnimo(cfg)# wifi connect wps pbc < <7 v aR& AR WPS 2279 5

......................

...................................... <7 7 AL FERE(F 60 PR

. TOMICER AN RT—> 3 v EEHEEIT,
amnimo(cfg)# show wifi access-point wlan@ < <—amnimo-2G [ZEf: L TWBIREEZERTRT 5

wlano
state
ssid
bssid
channel
rx bytes
rx packets
tx bytes
tx packets
tx errs
tx drop
connected stations

ENABLED
amnimo-2G-004600
e8:1b:4b:00:46:00
12
48527
519
20741
143
0
0
1 <amnimo-2G ITEEE L TL A ERR LAN RT7—> 3 A% 1 B

it o #

b
k
i
4
2
Bl
E




6.8.11 WPS#gEDIREZFRRT D
WPS HEE DR TE A R 51212, show config wifiwps A~ > RAEETLET, EHRLAN 77t

2HA v b TEALET, f

=R =
show config wifi wps 3
V2

k

HA7+—<v b Ly
l

configure 7

# ---- wps configure ---- D

wifi wps B
ENABLED =

PUSH-SWITCH
EXTERNAL -REGISTRAR

PIN
exit
# ---- Exit configure mode ----
exit
HAHER
EE ES
ENABLED WPS #sED BB DR EEZ RN L E T,
RE FR
B3 [enable] & J/TRENET,
Fiiigo)| [no enable] &FRENET,
PUSH- WPS B8R X VBRIEOBNENOREEZFRRL T,
SWITCH s —
B [push-switch] &FR/TEINET,
Fiiigo)| [no push-swich] & FRRENFET,

EXTERNL- | jwan) o2 | SHpenEMEHOREEERL T, ARENENTHBEE. ER
REGISTRAR | | AN 25—+ 5 vt €% 2 UF 4 F—ldEA <. PIN O— Rk 264 A4

27 £9,

BHE E OGN

% [external-registrar] &&R/TRENE T,

Fiiigey) [no external-registrar] &Fz RN E9,
PIN WPS #ge T2 PINO—FAEFRRLE T,

# pin set XXXXXXXX

? X FEFTY, 8HTFRRENET,

-
-

=




=174
EEEET—FLRBTEE—FT, a9y FOABNEHRAERAILC T, UTIC, BEE— FT WPS #

RREERTTH2ERTAZRLET, %
=EER REANE i
WPS H8E a3 =
WPS B 7 v > 2 A A v FHHE B3 2
& s — gn " b
HERL PR+ T iRE B k
PIN2—F 12345678 7
%
D
=ik
eaRD) & S =

amnimo(cfg)# show config wifi wps

# ---- wps configure ----

wifi wps

enable

push-switch
external-registrar
#pin set 12345678
exit




6.8.12 WPSHEBEDREZT S

WPS #EEZERES 5 I121d. REE— P OFFMAREE— FICBITL. wifi wps I~ > FZETL

¥9. CICHELEARIE. BE7 7ALICEESRAENET, f
g =
wifi wps %
enable Y
no enable ,;
push-switch [
no push-switch 7
external-registrar Q
no external-registrar %

pin generate

exit
N

wifi wps WPS BEEESEMIREE— FICBITL 9,
enable WPS #gex BT L £ 9,

no enable WPS ez EhIC L £,
push-switch M WPS RZ AREEBMLETS,
no push-switch Y3 WPS R & R B|AIC L £9,
external-registrar NABLP X b THEEEZENICL XS,

L? KEERENBITHDBE. ERLAN RTF—2 3 VEITIE, 2%V

-

Ll 7 F—TldA <, PIN O— FICk 2B, AIRICAY £,
no external-registrar ABBL X b THEBE R EANICL £,

pin generate PINO—FZ%ERKL X9,
amnimo(cfg-wifi-wps)# pin generate
XXXXXXXX
E;bxﬁﬁ%ﬁ7°8mﬁﬁéﬂi7o
]
exit WPS #RED MR EE— FALEREE— FMICBITLEY,

E1TH5Y
UTDERDODETEICAST-EELAN R T—> 3 v ORTEEBNZLET,

WPS #5E B

WPS B v aXxAy FHpe L

AERL Y X b T Ee B

PINa—F 98765432 (BB ERIER)
5% F Rl

amnimo(cfg)# wifi wps «
amnimo(cfg-wifi-wps)# enable «
amnimo(cfg-wifi-wps)# no push-switch «
amnimo(cfg-wifi-wps)# external-registrar ¢«
amnimo(cfg-wifi-wps)# pin generate «
98765432

amnimo(cfg-wifi-wps)# exit «

amnimo(cfg)#




6.8.13 MR IANMEREE /1 > X —T7 24 RICEET 2R
BARZXA TERLANEZEEH I /7 b= —d, 2 DO0FHA v Z—7 A4 X (wlan0, wlanl) »*

BELETHA. UFORCTRTHRLS Y ET0OT, THEECEEL, =
AL wlan0 ‘ wlanl ;
SRR LAN 7 2 £ 284 > b gge™ M= M= .

St B 2.4GHz 5GHz*? &
Ty A v Z—7 x4 Z(brX) DB Bh0A] i
wlan0,wlanl & Bk I EIT SR - '[7
WPS #gE wlan0 o A {EFEEE GlE PO - 07)
wlanl @& {EH K - HIEXI SR =%
FH LAN 27— 3 > Mg =R e e
I E3b € G 2.4GHz/5GHz -
Ty A v Z—7 x4 Z(brX) DB BHNARA] -
WPS #5E FEXF NG -

X1 77 RRRA v MEREE R T —> 3 Vi DHEABIZTEE B A,

X2 2.4GHz,5GHz #RIBICEAT 235414, 5GHz &1x W52 ICES> N £ 9, 5GHz T W53,W56 AL, 2.4GHz [£F)
BATERL<RYET,

X3 FERHBFETT,




18 Y- —ORE

RETIE, KR MG, 24 LYV —»%KRZ SSH, DNS, DHCP, X7 ¥ a—, Y AT LATRE,
AEmEFERT S ETCEELRY —N—REICOVWTHAL T,

11 RRANEBZHRET D

FRAPNZORREREZITVET,

711 RRbMHEXRTTD
R N &%EFINT DIC2IE, show hostname A~ > RAETL T,
e

IV RFOADNEREADE, TRTCOE—-FTCALTT, UTIC, 82—V —F— FDOETH %R
LEd,

a-v- D) weslmD) wE

amnimo$ show hostname «

amnimo <R R MEADFREIND
amnimo$

712 KRAMZDEBEERRKT D
RANEZDEREEFRRT 5I21E. show config hostname 3~ > FEEFTLE T,
£

show config hostname

HAO7+—<vk

# ---- transition to configure mode ----
configure

# ---- hostname configure ----

hostname HOSTNAME

# ---- exit configure mode ----

exit

H7JIEE

HOSTNAME RANEDERRENET,

el

amnimo# show config hostname «

# ---- transition to configure mode ----
configure

# ---- hostname configure ----

hostname amnimo

# ---- exit configure mode ----

exit




amnimo(cfg)# show config hostname !
# ---- hostname configure ----
hostname amnimo

713 FRAMNEEEET S
FRAMEAEZEES AI2IE. hostname I~ F2ETLET,
=5y

hostname HOSTNAME

HTEEE
BH ES
HOSTNAME KA MEBEEBELEY,
AR NBICIE, UTOEHIIHTIEEBXTIERELTL
(B 72Xy,
o 1XXFU L, 32XFURN
0 HINF, BFELIL- (N TY)
o -(NATV)DKHE - KETOERIFRL
o .(Fy MIFEIE(N=2 3> 2.6.0 UE)
E176)
amnimo(cfg)# hostname amnimo2 « RRNZEER
amnimo(cfg)# show hostname « <R R N T RER

amnimo2




1.2 RALY—VDREET D
BA LY =Y DFREBREZITVWET,

721 gL LV —>EERTTD
XA L/ —>%FRRT 5I21E, show timezone A~ > REETLET,
=174)

vy ROAAEHREDE, TRTODE—-—FTCAILTT, UTFIC, — 21— —F— FOETHZET
L*xd,

(a-v- D) w2 D & = Gl

amnimo$ show timezone +!

uTC R ALY =P UTCICRESNTWVWBIEE
amnimo$ show timezone «
Asia/Tokyo «Z A L/ —h Asia/Tokyo ICBE I NTLBRHBE

722 BRALY—VODEREZXFZRRT D
KA LY —>DHREHFRRT SIZIE. show config timezone I 7> RAZETL £7,

2

show config timezone

HA7x—<v b
# ---- transition to configure mode ----
configure
# ---- timezone configure ----
timezone TZ-AREA TZ-LOCATION
# ---- exit configure mode ----
exit
HAHIEHE
TZ-AREA ALY = OHEARRENET,
Iy’ e Mgz, XA LY —ED [/] LYVEIDEHTT,
Ll’ #l Asia
TZ-LOCATION BA LY — v OHZNRREINET,

_'? o MEIZ, XALY/—VED [/] KVEBADEDSTT,
1< @ XA LY/—rDOHgIC UTC 2#%XEL7I5E. HEIZZ2HE
ERYET,




R171

(EEE
amnimo# show config timezone «
# ---- transition to configure mode ----
configure
# ---- timezone configure ----
timezone Asia Tokyo
# ---- exit configure mode ----
exit

amnimo(cfg)# show config timezone «
# ---- timezone configure ----
timezone Asia Tokyo

723 RALY—2V%FBETH
RA LY —>HEBESTS21E, timezone A~ F2ETLE T,
=54

timezone TIMEZONE

REEE
HE AR
TIMEZONE RALY—VEEELET,
EXprt
(e
amnimo(cfg)# timezone UTC ¢« <R ALY —>% UTCICZEE

amnimo(cfg)# timezone Asia Tokyo <& A L/ — % Asia/Tokyo I[CZEE




7.3 WBA%=&KET S
FETHAARETSAEE. NTP H—N"—2FAHL EBLUEZHbHESHEICOWNTHRALET,
731 FETHAZEXRET S
XY FBEICE > TFETHRRAEZRET 5. WD DHEENHY £7,

S NC )
WEZREINTWEELZFRTT BIC1E, showdate a~v > FEETLE T,

.., FZIIE RFC3339 7+ —~v v FTHRRENFE T, 7272 L. BRI ERZDOMIE. T Tldh <H54
AR=ZTRYPOLNTWET, BRI TEA LY =V DHRRINES,
BIZ X, UT0FE, +09:00 £' 9 BFREEA TV S BARRERERL TWET,

2020-05-20 17:30:53+09:00

=174
v RFOADNEREADE, TRTCOE—-FTALTT, UTIC, 21—V —F— FDOETHET
LEd,

(a-v- D) wex D) &= D)

amnimo$ show date +«
2020-05-20 17:30:53+09:00

ki

B2 # 3 ET 5
% ANL CFETRZAERES 5I21E, date manual I~ FEERTLET,

J
SADFREBMLEL SIS, RFC3339 74—~y FTHRAERELET, XA LY —VEIEETD
WMEIIHY FHEA,

RALYS—VDETEIZOWTIE, 7.2 ALY —vOZREET D] 28BLTLLEE L,

IS

I

s

ESagtll
FrZ B E IR OEBFIEIC O DD D7, — AV —FE—-—FTRETSHI L TEEEA,
HFIc, BBEE-FOETHZRLES,

(wzxLED)

amnimo# date manual 2020-05-20 17:40:00 <
amnimo# show date L = HERRT B
2020-05-20 17:40:10+09:00

ks
it




MNEED NTP H—N—[CRWAbhE TR ZHbhE 5
ntp 7O FaLEFEAL T, BAEREBETEZENATEET,

=3

date ntp NTP-SERVER

NTP-SERVER NTP H—nR—DIPT7FLXE7-IZTFQDN Z$8E L £9,

=176
2R E IR DRFEICH I DD /-0, I —F—F—RFTCHRETDIEIFTEEEA,
LTI, BEEE—FOETHERLET,

(s D) & E Sl

amnimo# date ntp ntp.nict.jp <
amnimo# show date « R =R T B
2020-05-20 17:40:10+09:00




732 NTP X7 —ZRXR%&HRRT 2
NTP Y —Z  NTP 7 547> b NTP A7+ =< RHEDNTP RTF—2 R FRRLET,

NTP vV —X%&FEKRT D
NTP DR F—X X %&ZF KT %21k, show ntp sources A~ REETLET,

NTP 2S5 A7 v bABEETIESOERRIZOWVWTIE. XD INTP 2547 h4aEkRd 3]
#SBLTLIEEL,

==

show ntp sources

HAZ7+—<v b
MS Name/IP address Stratum Poll Reach LastRx Last sample
MS NAME-IP STM PL RCH LRX LAST-SAMPLE
HHIEH
BH RE
M NTP vV —ZXDE— FATKRINE T,
F | m&
N H—n— (RE9 2 LIkksR)
- 7 (BEWICERT 2#28)
# O—ALEERL cWwWaEEsD Y -7 (GPS EY
=R E)
S NTP vV —ZMERRINET,
F | &
* EHR
+ ZATAIRETR Y — R
- ZATRER Y — A DBRAINIZH D
? Ny FAEALEVLY — X
X KENZRT 7 —"RET S
~ BEOZEENBRAEY — X
NAME-IP NTP Y —ZDEARTE/-IZIP7RFLR, O—HILERL TWEEES
Ay (GPSEY 22—k E) PERENET,
STM Stratum OFYEHLFRINE T,
PL K= v IHERhrERRINET,
RCH Y —ADEERIBEMEN 8 EETRRINET,
[377] DiFE. RED 8EIDBELETENLRENZEINL T
taFRLTOVET,
LRX V=R oREDONTy FERELTHLOFEERESKRRINE
Jo
LAST-SAMPLE A—AhlloBy o emBEOY—REOF 71y FEED. LLFTORE
A TRRINET,
xxxx [ yyyy | +/- zzzz
® XXXX ! B{EF Ty ME,
® yyyy: SHARSEA 74 MM,
® 77277 RiERE




E1745
IV RFOAREREADE, TIRTODE—-FTHALTT, AT, ZTvdF— Tz 4ATO—KRI—
Y—FE—FOETHERLET,

(a—v- D) wzaED) &= )

BEODNTP ¥ — " —(ZEK L TWE5E
amnimo$ show ntp source «
MS Name/IP address Stratum Poll Reach LastRx Last sample

A% 192.168.0.203 1 6 377 38 -1397us[-2217us] +/- 201ms

GPS £ 2 — A FEHET 5355 (Stratuml @ NTP % —/—DiFE
amnimo$ show ntp source «
MS Name/IP address Stratum Poll Reach LastRx Last sample

#* GPS1 o 4 77 25 -1130Qus[+3785us] +/- 200ms

:} ® 0T IL—&— ERNZATDaY/Y bLb—&—|F GPS IS L TWhaRWhizo, [GPS
EV 2 -ANFEAET DHE] ORTHIERRINEE A,
o GPS F| B0 LS DELE
GPS @ Stratum (£ 0 D7z, GPS TOBLEEBIARESLINET,
¥7-. GPS COBMEEEL M v &2 —F v FZN L7 NTP Y —\—ToOFEEISDELIE
RAEFTHIELIETEE A,
® GPS : StratumO
® NTP %—/Y— ! Stratum1 ~16

I:Hi




NTP 2247 v %ExRRT S

NTP 7 54 7> b FEET 235814, showntpclients A<v > RA2ETT 5L, —BHhHDEINZE
ERS

=3

show ntp clients

HAZ7+—<v b

Hostname NTP  Drop Int IntL Last Cmd Drop Int Last
HOSTNAME NTP DP1 I1 IL LST1 CMD DP2 I2 LST2
HHEH

HOSTNAME NTP 547> FDFERMENFRREINET,

NTP NTP 27 247 v b oRELINTP /STy MEAKRRENET,
DP1 NTP 24TV b oDRERALT 7 DI, ZIETEEL -
7o NTP /Xy MEARRENET,

11 NTP /X7y b DFHHERIRTEINE T,

IL ISERZA LTI LB EDNTP /Ny b OFREEAKRRINE
ERS

LST1 FERICNTP 7y FEREL TH o DRBKEAKRRINE T,

CMD NTP 2247 v rhoRfELIZavy F/7ry MK RREINE
ERS

DP2 NTP 24TV b ODRERALT 7 DI, ZIETEEDL -
feawy KTy PSRRI NE T,

12 av > Ky hESERARRINET,

LST2 REICOYYFAATy bEREL T OREBFHEARRINE
ER

el

v RFOANEREDE, TRTCOE—-FTALTT, UTFIZ, 82— —F— FOETHET
L3,

(a-v- D) wes LD & = Gl

amnimo$ show ntp clients ¢
Hostname NTP  Drop Int IntL Last Cmd Drop Int Last

192.168.0.106 79 e 6 - 14 (<] 0 - =
172.16.0.2 0 e - - = 1 0 - 2




NTP EHB/ X7 + —< v REKRRT S
NTP BIHA/N 7 + —< > R & FKRT %I21E, show ntp tracking A~ > RZETLET,
NTP 7 24 7> bAFEET 25EIE. BRIV —EFRINET,

=3

show ntp tracking

tHAIEHE
Reference ID AVE1—R—HRERPINTVE Y ——0 refid &L UVEH
(FIFIPT7 RLR) pERRENET,

Stratum BEE/ Oy /AEREINTVWA IV E 1 —R—DLDRy THAE
~ENET,

Ref time SBY — A 5L ORBOAEHNLE S N/-EZ (UTC) ARRENZE
ERS

System time RTLBIDNERRENET,

Last offset REBEICZOY VDB INRKIOHEER—HILF 7y FAFRR
SNET,

RMS offset F7ty MEORIFFON R RINE T,

Frequency VARTLDYZ Ay EEEREICKRLIZGEIC. YRATLDB YD
MHHEE->TWB L — PAERREINET,

Residual freq HEY - L OREEN RS BAREKEBEFERA SN TLSRAKK
EDENFREINET,

Skew FRBOHEEREHREINRTINE T,

Root delay A1 —Z—DREPICERRINS stratum-1 a1 —&%—~
Dxy b T—IRABIEOENTRRINET,

Root dispersion AV 21— —DRENICAEINS stratum-1 a2 —&—I(C
R2IRCOAVE1—R—%2BL TREINLZEFTIEHNERRS
nE9,

Update interval RED2O07 0y JEHORBEIAFKRINET,

Leap status 5 %O WOREBIRENRREINE T,

EGN RS

Normal IEEIRRE

Insert Second 5 % 5O AIREE

Delete Second D % 5 W OHEIBRIREE

Not synchronised | RN T AL 5 % 5 KEE




R171

vy ROAAEREDE, TRTODE—-—FTRILTT, UTIC. 82— —FE— FOETHZER

LEXY,

a-v- ) weslmD) & E

amnimo$ show ntp tracking «

Reference ID
Stratum

Ref time (UTC)
System time
Last offset
RMS offset
Frequency
Residual freq
Skew

Root delay

Update interval
Leap status

: COAB0OCB (192.168.0.203)

2

: Tue Mar 18 11:14:35 2020

: 0.002314539 seconds fast of NTP time
: +0.004517063 seconds

: 0.004669765 seconds

: 34.202 ppm fast

¢ +3.553 ppm

: 20.510 ppm

: 0.200332880 seconds

Root dispersion :

0.103083454 seconds

: 64.4 seconds
: Normal

733 NTPOREZFRRT S
NTP D% E#FKRT 5IZ1E. showconfigntp A~ FEETLET,

2

show config ntp

HO7+—<vk

# ---- transition to configure mode ----

configure
#
ntp

# ---- NTP configure ----

ENABLE

max-update-skew SKEW_VALUE
make-steps THRESHOLD VALUE LIMIT_VALUE

PRIORITY
SYNC_INTERFACE
POOL_INFO
POOL_INFO
POOL_INFO

(&H%)
SERVER_INFO

(&H%)
GPS_ENABLE
exit




HHIEHE

IEH naE

ENABLE

NTP 4 —— a3/ A B e oBEr RS NE T,

B [enable] & FTXRINET,
) [no enable] &FRENFT,

SKEW_VALUE

T -FHEEOBEREESERINET,

THRESHOLD_VALU
E

step AEHAD L EWVELARRENE T,

LIMIT_VALUE

step A OFIREBATRENE T,

PRIORITY

NTP H—N—D 70Nt REEERENRESNTWVWEHE, UTO75—<
v hTERRENET (AT a3 VERE) o

priority PRIORITY_VALUE

PRIORITY_VALUE | NTP H—N—D 70t REBEEZENFTRINET,
REFF L 0~99 T,

SYNC_INTERFACE

NTP H—N—DRPABENEZTEINTUVEES, UTO7+—< v F THRE
ENET (F 73 vEERE) .

sync-interface SYNC_IFNAME

SYNC_IFNAME | $8E LA v 2 —7 = A AN /L7 (4 27
TR#ILEY,

UTOEAT, 1 v 2—7x A REBELET, EHD

AV R—T7 A RZEETHIEIETEEE A,

e AlTy s —tozA
wan0, lan<0-3>, br<0-9>, ecm<0-9>, ppp<0-9>.
tun<0-9>, tap<0-9>

e Tyl —bruxA
eth0. lan<0-3>, br<0-9>, ecm<0-9>, ppp<0-9>.
tun<0-9>, tap<0-9>

® loT IL—%—
eth<0-1> br<0-9>, ecm<0-9>, ppp<0-9>. tun<0-
9>, tap<0-9>

e ERNZA TV bL—&—
eth0. rmnet_data0

o ERNXATHEIRLAN BH v/ XY bL—2— B4
2 A THESRLAN #BEHa VT FL—& —
lan<0,1>. wlan<0,1>, br<0-9>, rmnet_data0

POOL_INFO

NTP H#—N—=T—AABREINTWEIHE, UTO7+—~ v b TRRIN
£9,

pool POOL_ADDRESS MAX-SOURCES

BEETREND ZEDHY T,

POOL_ADDRESS

NTPH—NR—F— LD IPT7 FL R, H—N—ZARRINET,

MAX-SOURCES

NTPH—N—T— LDy —XADBEKEARTRINET,




IEH naE

GPS_ENABLE

NTP H—/\— &4 2 GPS e DREN BN, BN LESDBEREAF T
INET,

B3 [gps GPS_INTERVAL] & FRR&NET,

) [no gps] &EFRENET,

2—. BARA TEELAN BEHI /X7 bb—2—12 GPS (5 L

oY —EES— A 0T I—Z— BREXA T3 /80 FL—
o
TWiHRW®, GPS_ENABLE IZRRENFEFH A,

GPS_INTERVAL

GPSE®EV 2 —NMZT7 7 RT 2R (2 UMEAML) ARRENET,
o —EES— A 0T I—Z— BREXA a2/ FL—
R—. BHZA TESLANBEH D /%7 bIL—%—|Z GPS (21336
LTz, GPS_INTERVAL IR RENFH A,

SERVER_INFO

NTP —N—ABRESNTWBIHEE, UTDT7+—< v FTERRENET,

server SERVER_ADDRESS [min POLLING_MIN] [max POLLING MAX]
[polltarget POLLING_TARGET] [port PORT_NO]

BHERRINDZENHY 7,

SERVER_ADDRESS

NTPH—N=DIP 7 KL H—N—ZHKRENET,
BHERTINDZEDHY T,

POLLING_MIN ARV IR 2 0FEH) PRRINES,
POLLING_MAX BAR—U Vv IHE QoFEH HERRINET,

POLLING_TAGET

K=V v 7RRHEERNT, ERFT7LITYILATERTZR-U I E2—"7y
PEAKRTENET,

PORT_NO

NTP THIFAY % UDP R— b DESHERRINE T,




E1745

NTP DX TE IZMes DEBIHIEIIC D B 1=, —RI—F —F— R TCHREEZRRT DI LIETEE
Ao

UTFIC, Ty — b7z A TCOBEBEE—FERTEE—RFOETHZERLET,

(EEE
amnimo# show config ntp ¢
# ---- transition to configure mode ----
configure
# ---- NTP configure ----
ntp
enable

max-update-skew 100.0

make-steps 1 3

sync-interface ethe

server ntp.nict.jp min 6 max 10 poolltarget 6 port 123
no gps

exit

# ---- exit configure mode. ----

exit

amnimo(cfg)# show config ntp «

# ---- NTP configure ----

ntp

enable

max-update-skew 100.0

make-steps 1 3

sync-interface etho

server ntp.nict.jp min 6 max 10 polltarget 6 port 123
no gps

exit

NTP DR E € — F T showconfig A% > F2ETT2 &, BEE— FERAKRDIBERAEK

R

RENET,
amnimo(cfg)# ntp « —NTP OFFMEREE— R IC#IT
amnimo(cfg-ntp)# show config «
enable <BF, BEE—FERL

(HB%)




7.34 NTP OFZEZT 5
NTP ZRET 5 ICIE, FFHEREE—FICBITL. REIY Y FZ2EITLET,
CITHRELIARIE. BREZ7 7ANMCEZTRAENET,
=3

ntp

max-update-skew SKEW_VALUE

make-steps THRESHOLD VALUE LIMIT_VALUE
priority PRIORITY_VALUE

sync-interface SYNC_IFNAME

pool POOL_ADDRESS MAX-SOURCES

gps [GPS_INTERVAL]

server SERVER_ADDRESS [min POLLING_MIN] [max POLLING_MAX] [polltarget POLLING_TARGET]
[port PORT_NO] < server DX EEEB IZIEAE]
no server SERVER_ADDRESS

no pool POOL_ADDRESS

no gps

no make-steps

no max-update-skew

no priority

no sync-interface

no enable
exit
no ntp
avw > R
ntp NTP ko~ FEETLET,
,/l—) REE—F TSy FEERTTIE, SFlRET— FICBITLES,
i%

max-update- IS —FEBRE0HEL. 0.1~214748364 DHETHETELET, T 74/ b~
skew [100.0] <9,

make-steps step AEEAD L EVMEE FIREIKAEZREL £,

BRE S

THRESHOLD_VALUE | step ZAEHID L & LME% . 0.1~214748364 D& T
BELEFS, 77ALME [1] TT, TITHRE
LEZLEWMEZBR &, REAAHBINET,
LIMIT_VALUE step EHADHIPRMEIE A, 1~214748364 DOEFFET
FRENET, T7H/AME. 3] TF,
ZZTEHRELLFBRZEEZRBR % &, step FEIA
FkELES,

priority NTP % —N—D 7O RBEEEXZRELET (7> a3 v&E)

PRIORITY_VALUE NTP 4 —N—07 At EBEEEZ, 0~99 OHET
RELET,




sync-interface | NTP ¥ —N—DRIAZREZ LET (F 7> a VE&EE) .

RIE AR
SYNC_IFNAME UToRAT ER/ VLI 4 I/ TREBT M4 %
—7tAR%EEBELET,

BEOAVEA—T 1A RZEBETHILIETEEEA,

e AlTy’hr—twzA
wan0, lan<0-3>, br<0-9>, ecm<0-9>, ppp<0-9>,
tun<0-9>, tap<0-9>

e TyUh—bFrUxA
eth0, lan<0-3>, br<0-9>, ecm<0-9>, ppp<0-9>,
tun<0-9>, tap<0-9>

® loT IL—%—
eth<0-1>, br<0-9>, ecm<0-9>, ppp<0-9>, tun<0-
9>, tap<0-9>

e ERNRA SV NRY bIL—&—
ethO, rmnet_data0

o ERNLA THEMILANZH IV /7 ML—g— BA KA
TR LAN #BEa v b L—& —
lan<0,1>, wlan<0,1>, br<0-9>, rmnet_data0

pool NTP H#—N—=T—LDIP 7 LR —N"—Z%EBEL T NTPH—1"—=T—L
E-—PFNICRELEY,. BHERETH LN TEET,
BHE RE
POOL_ADDRESS | NTP H—NR—=7"— LD IP 7 KL AR b—NR—Z%HELX
E

MAX-SOURCES | NTP H—nN—=T—LDyY —XDEHEAE%R, 1~16 OFHHT
JRELET, 774 ME T4] T,

gps NTP #—/N— & @#4 25 GPS ¥ — €~ gpsd DELE = BMICHEL £,
®E N
GPS_INTERVAL |GPS €Y a—I7 7w 3ERME (2 UBERN) %,
100.0~1000.0 DEFETHRET DI ENTEES, T 74 /L
M. T100.0] <9,
e ® NTP ¥ —/N—(f gpsd T—E 5 GPS 1EH %
i BSCTESS

® GPS_INTERVAL #&E$2&. T74LFD

[100.0] MfERESNET,

= o ERXA TEF LAN E#Ha>v/s bL—g—T
CR (£ [1000.0] EEICAY £7,

, YRS — bz A 0T =% — BREA7A/80 FL—& —,
O EARA TEELANZE D > /80 PIL—2—d GPS(TIEXIG L Thva
O, gps ARV FERITTH I LIETEEHA,
P NEREEEMICT S LT, [stratum-0] #° 5 GPS THRZIEMY 2 &»
Xl cx72550n02F, 20ma, AR [staum-1) & LTHEL X
ERS




server SERVER_ADDRESS ICNTP U4 —NR—0D IP 7 FL R Y—NR—Z%EIEEL NTPH
—N—F—FIZRELET,
LUTFZIBELHEWGE, T 74V MEPKREINE T, /-, UTIE JBERREITIE
TTDHIENTEET,
BE | W
min NTP 4 — S —~DENFE— Y ¥ 7RIfE 2 DEE) %, -4~24 O
BEETEHRELET, T7ANLME (6] (64F)TT,
max NTP 4t —N—~DE]RAR—YU v /e 2 DEH %, 0~24 O
BWETHRELET, T4/ ME. [10] (1024 )T,
polltarget R—VU v /EREEANT. BIE7LITY XLTERT S R—-Y
TR—7Ty MR, 6~60 DEEATHELET, 7 74/ ML
(6] T¥,
port NTP CTHHT 2 UDP R— FD&ES%, 1~65535 DEHFH TRIE
L¥d, 740 FiE, [123] TF,
enable NTP —n~—0ieghzasht L. V—EX%iEE L £¥, GPS T—EVHENR
BE GPST—ErbEMELLET,
, oY —EREr— bz A 0T =2 — BREA 720 bL—&—,
N BN A TR LAN BBEa /87 bb—% —I GPS (X5 LTz
O, GPST—EVZBEMLT DI LT TEE A,
show NTP Hr—nR—DEZFRRLET,
HEL<IE, 733 NTPORTE=EFRTRT D] #8BLTLIEE N,
no server NTP % —R—DRREZHIKRLET,
no pool NTPH—N—7—LDXRE=EIBL £,
no gps GPS 7T—EvOFREXHIKRL, GPST—E> %=L ET,

, oY —EETS - A 0T =2 — BRZA 727 bL—&—,
N B2 A TER LAN 380> /87 br—&—13 GPS 1SS L TW LW
&, nogps AVY FaETTHILIETEEEA,

no make-step
s

step XEHEAD L = WMEZHIBRL £,

no max-updat
e-skew

I 7 - FRERECHHEREZHIKRLET,

no priority

NTP U —N—D 7Ot R EBREXREZERLET,

no sync-interf
ace

NTP 4 —~—ORBIRE £ HIR L %7,

no enable NTP —n~—oiegh=Et L., ¥—EX%&FIELFFT, GPS T—EHEML
BE, GPST—ErLEMLL T,
oY —EES— bz A loTIL—%— BREXA 7 /87 bL—&—,
N BN A TR LANBEH OV /80 PL—RZ—IE GPS (I L TULWE R A,
exit NTP OFEMIREE—FARTL T, REE—F~BITLET,

no ntp

NTP DEREZHIBRL £ J,




=174 1

UFIC, Ty2T—hr7z24% NICT TRBEENTWS BAREERFICKRET 2550 ETH AL
9, NTPH—N—~DRNFE—U /ERIL64TH QD65 AR—U 7 RkE 1024 % (2
DI0F), R—Ur I 2—4y bIZ6, NTPDR— FESIF123 ERELXT,

amnimo(cfg)# ntp «

amnimo(cfg-ntp)# server ntp.nict.jp min 6 max1@ polltarget 6 port 123+
amnimo(cfg-ntp)# enable «

amnimo(cfg-ntp)# exit

=174 2
FIZ, TyoTr—br7 4% GPS CHARET2ERET 2H50ETHERLET,

amnimo(cfg)# ntp «

amnimo(cfg-ntp)# gps 1000.0 < —1000ms fEFE T GPS | & 2 FZIREEIZ 1T S
amnimo(cfg-ntp)# enable «

amnimo(cfg-ntp)# exit «

BAEED XA I 71220 T

GPSH#ABKF & A X —2 v bENLI-NTP ¥ —"—DF|BET, KLBEBOLA IV ITHELY
£9,

iS3AENE T N

GPS GPS_INTERVAL THRESN/BE (B UMBEH) CTEZRBEMThhTWE X
ER
[} U= — b A loT =% — BREZA 732 /87 bb—& —,
Y B2 A TS LANBEH O /82 FL—2—IZGPS IS L TLWEE A,

NTP H—/"— POLLING_MIN, POLLING_MAX TERE I N7/ (BAIME) CHARE,»1TH
NTWEET,

F 7=, sync-interface SYNC_IFNAME T®RE L TW215EF, UM v X —T = A
AN SN R A v THZESERITLE T,




74 SSHOEE=T 5
IEEEEIEE < < &
SSH (Secure Shell) DEFREFRTE, SSH DEREETVWET,
741 SSH OFEZFRRT 5
SSH R E % FRY 51C1E. show configssh A< > REETLEY,
=23

show config ssh

HAZ7+—<v b
# ---- transition to configure mode ----
configure
# ---- ssh configure ----
ssh
ENABLE
port PORT_NO
KEEPALIVE
ciphers CIPHER_TYPE
exit
# ---- exit configure mode ----
exit
HAHIEE
ENABLE SSH Y — =B/ BN LIGEDERAERRINET,
BT EZ
a3 [enable] &FRENFT,
gy [no enable] ¢RRSNET,
PORT_NO SSH H—nN—DR— FESHERRINET,
KEEPALIVE SSHY—=N—=DTCP ¥ =77 74 7HERENRIGEDEERIE
REINET,
B [keepalive] &FRREINET,
i) | [no keepalive] &R/ TRENET,
CIPHER_TYPE SSH H——THIAARELAES{tARDN Y X FERRINET,
WMHIRE TIE. [default] ERRESNFT,
E1761

SSH DR E IF R DRBHIEIC AN DB, — I —F—FTREZFR T HIELIITEE
Hh, UTIC, BBEE-FELRTETETE—FOERTHERLET,

ey =+

amnimo# show config ssh «

# ---- transition to configure mode. ----
configure

# ---- ssh configure ----

ssh

enable

port 22




keepalive

ciphers default

exit

# ---- exit configure mode. ----
exit




amnimo(cfg)# show config ssh «
# ---- ssh configure ----

ssh

enable

port 22

keepalive

ciphers default

exit

‘1'7 SSH DEEMERE € — KT show config A~ R ETT 2 L. REE— FERKRDBEERAE
=

RENXT,
amnimo(cfg)# ssh < —SSH DFFERTE E— FICBAT
amnimo(cfg-ssh)# show config ¢«
enable DT, ®BEE—FERL

(&%)




742 SSH#%#%ZET 5
SSH %#:3&FEJ 5 1213,
ZZTRELEARIL
25

ssh

port PORT_NO
keepalive

ciphers CIPHER_TYPE
show config

no keepalive

enable

no enable

exit

no ssh

N

FREE— FICBATL.
BEZ7 7 ANICEETRAENET,

HEIVY FEETLET,

SSH mERE~

Y REE—

ssh

Y RFERTLES,

FTavr F2ETI2E, FHREE-FICBITLES,

PORT_NO (2, SSH »R— +&ES%, 1~65535 OFEHETIEEL £,
TCPH*—TT7 24758 LET, ¥—77 74 70OMMEIE 7200 TT,
;'7 2547 ML Y ServerAlivelnterval ECEHMICBEAREL TLWD
1= 2L SSHY —AN—@IASD TCP X—77 54 TIHEEINE L A,
CIPHER_TYPE |2, SSH — N—TH| B gehlESt A2 ELE T, hv~T
Xt ->T, BHROBSIARERET DN TEET,

port

keepalive

ciphers

==

X AE
default

A

® chacha20-poly1305@openssh.com
® aesl28-ctr

® aesl92-ctr

® aes2b6-ctr

® aesl28-gcm@openssh.com

® aes?2b6-gcm@openssh.com

aesl?28-ctr

AES128bit CTR (Counter)

aesl92-ctr

AES192bit CTR (Counter)

aes256-ctr

AES256bit CTR (Counter)

aesl28-chc

AES128bit CBC (Cihper Block Chaining)

aesl92-chc

AES192bit CBC (Cihper Block Chaining)

aes256-chc

AES256bit CBC (Cihper Block Chaining)

3des-cbc

Triple-DES CBC (Cihper Block Chaining)

show config

SSHY —N—DREZFRTLET,
FLCE, 741 SSHoEEZRTTS] 2SR TS,

no keepalive

TCP =774 7% E ML £,

enable

-H-'_ BX%E@]L&TO

no enable

Y—EX%ELELET,

exit

SSH DFMIREE—FERT LT, REE—F~BITLET,

no ssh

SSH DEREZHIFRL £,




E1745
LTIz, BEE 4= CBC (Cipher Block Chaining) E— R&& &, #— F&S% 22/TCP L4k (222)
THEISEETHAERLET,

(e D)

amnimo(cfg)# ssh «

amnimo(cfg-ssh)# ciphers aes128-ctr,aes192-ctr,aes256-ctr «
amnimo(cfg-ssh)# port 222 <

amnimo(cfg-ssh)# enable «

amnimo(cfg-ssh)# exit «




7.5 DNS O E%= T 5
IO < <
DNS DZHMRE, AT — X APERENFKR., DNS DEREZITVWET,
7.5.1 DNS CHBIZ®RERT S
DNS TLZEIA#18% T % 121d, nslookup I~ > RAEETLET,
E2

nslookup <DOMAIN | ADDRESS> [query-type QUERY-TYPE [server SERVER-ADDRESS]]

HTEEE
BH ES
DOMAIN FWEbhEE R ALV EZEZBELET,
ADDRESS MUWAEHLEZT7RLRERELET,
TRLAZIEET S &, Hr|ETRRINET,
QUERY-TYPE a. aaaa. ptr. mx. ns. soa, txt. any o\ INHhDIs T —KA S
TIRELET,
B d 5L, E5lETlLa (IPvd) & aaaa (IPv6) | #5| & TlE ptr
NEEESNET,
SERVER-ADDRESS FWEHEHLDODNS H—N"—=T7 FLXZEBELET,
BT HE. BEDT 74 b R— LY —N—PEEINET,
E176)

v RFOADNEREDE, TRTCOE—-FTALTT, UTIZ, 21—V —F— FOETHET
LEd,

E - = w

amnimo$ nslookup google.co.jp query-type a server 8.8.8.8 +

5 <<>> DiG 9.11.3-1ubuntul.11-Ubuntu <<>> google.co.jp @8.8.8.8

;5 global options: +cmd

;5 Got answer:

55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 26406

55 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 1

3

55 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 512

55 QUESTION SECTION:

;google.co.jp. IN A

55 ANSWER SECTION:
google.co.jp. 299 IN A 172.217.161.227

55 Query time: 67 msec

55 SERVER: 8.8.8.8#53(8.8.8.8)

55 WHEN: Tue Feb 18 14:18:17 JST 2020
53 MSG SIZE rcvd: 57




752 DNSORTF—RAAZHRRT S

DNS DR TF—RRAEFRT AIZI1E, showdns a~v > F2FETLET, F/- . DNSOFv v 1%
%£~d BIZI%. showdnscache A~ FEETLET,

=3

show dns
show dns cache

HAZ7+—<v b

show dns D1
server-address ADDRESS

show dns cache ®HH
START_RRSET_CACHE

— RRSET-CACHE-DATA —
END_RRSET_CACHE
START_MSG_CACHE
—MSG-CACHE-DATA —
END_MSG_CACHE

EOF
HHEH
ADDRESS REFHAINTULAEVWEDEFXRDNS H—"—D7 F L ANFKRS
nEJ,
FWEHESE DNS = N—DEHEFET 2551, ERDOT FL R
NERRENET,
RRSET-CACHE-DATA Yy —XLa—Ftvy FRRset)Fvvar7—arRkRaInxd,
MSG-CACHE-DATA msg ¥vvaT —AHARRINET,
el

v FOANEREDEF, TRTCOE—-FTALTT, UTFIZ, 82— —F— FOETHET
LEd,

a-v- D) wex ) &= G

amnimo$ show dns «
server-address 8.8.8.8 8.8.4.4
amnimo$
amnimo$ show dns cache «
START_RRSET_CACHE
;rrset 3093 1 1 8 @
X.arin.net. 42693 IN A 199.71.0.63
X.arin.net. 42693 IN RRSIG A 5 3 43200 20200302130008 20200217120008 64
608 arin.net. BpalgmjMKKIhZ20088fNBU21VGxmvcmwUMtusWRBhIEhm2bltv9ijX0geDZ1ESTrguA9Kxz]
gQSbw3xL6+gykMHLP33ynfAS7BiopVYOQENIXEOWGVVONwWkMMC1Tjdekpt433sQbINhPFriwxZDi5a5jea9RrK
305p+bVeV0jaXU= ;{id = 64608}
;rrset 3093 1 0 8 ©
pdns196.ultradns.info. 3093 IN A 156.154.68.196
(&%)
END_RRSET_CACHE
START_MSG_CACHE
msg google.co.jp. IN AAAA 32896 1 393 010 0
google.co.jp. IN AAAA ©
msg pdns196.ultradns.info. IN AAAA 32896 1 393 0 11 0
pdns196.ultradns.info. IN AAAA ©

ks




€1
END_MSG_CACHE
EOF

75.3 DNS DEREZFRRT S

DNS O E#A#F T 5 2IE, showconfigdns A~ RZETLET,
g

show config dns

HAZ7+—<v b

# ---- transition to configure mode ----
configure

# ---- dns configure ----

dns

ENABLE

port PORT-NUNBER

QUERY-PORT-RANGE

log-level NUNBER

DNSSEC-SERVICE

DNSSEC-PERMISSIVE

cache-ttl min CACHE-MIN-TTL max CACHE-MAX-TTL
cache-ttl negative-max CACHE-NEGATIVE-MAX-TTL
ROOT -SERVER

SERVER-ADDRESS

FOWARD

LOCAL -ZONE

LOCAL -ADDRESS

LOCAL -CNAME — 3% EZ(CNAME) (& V1.8.0 LIBEMIG L TWE T,

exit

# ---- exit configure mode ----

exit

HHIEE

ENABLE DNS % —/—2"E%hESH R HE DIBHRIT RENF T,
HE EZ
B [enable] EFRRENET,
5 [no enable] &FRRENFT,

PORT-NUMBER DNS R— b HBBFSDERENEKRINET,

QUERY-PORT- DNS R— I DERENUAT OFEA TR RINET,

RANGE

min MIN-PORT max MAX-PORT

MIN-PORT g —DR— FEE (start &) . 1024~65534 @
gHETRREINET,

MAX-PORT gTY—nR— +EHE (end &) A, 1025~65535 D&
FATkREINET,




HH
LOG-LEVEL

A

ATHEADLRILARRENETS,
EGN | B
operational BUEBRZHALET,

AR IEEREE DL £,
JITY—LRLDOEREHDLET,
TILAYZLLNLDEREHD L XS,
FrylaIXLNLOBREENDLET,

detail-operational

query

algorithm

client-cache-miss

DNSSEC-SERVICE

DNSSEC BN AHZEDERARRENE S,

DNSSEC-
PERMISSIVE

BE B

B3h [dnssec service] ¢FRRESNET,

i3y KRINFHA,

DNSSEC ORI TIT T —HH7- & EDINEN BV LR BEDBERINFRENE
ERS

BE B

E=Eo) [dnssec permissive] &FRREINET,

i3y KRINFHA,

CACHE-MIN-TTL

FryvalKoshTTL (BRER) B B) tRRInES,

CACHE-MAX-TTL

FrvraBosKTILE M) »ERRSET,

CACHE-NEGATIVE-
MAX-TTL

FHTAT7F vy aDEARTILE ) HERRINET,

ROOT-SERVER

DNS )L — h H = N—RELVEHEHLIBEOBFRIFRENET,

BE | =%
B [root-server] &FRANET,
fiigy) [no root-server] &FERENET,

SERVER-ADDRESS

H—N—T FLZHUTFTORR TRRENET,

server-address ADDRESS priority PRIORITY

B | IR
ADDRESS P—N=—DT7 FLANRKRRENET,
PRIORITY BEREPFRENET,
FORWARD 7+ T7—RTB XA EWADEE IP T FLZAUTORRTRREN
£7,
forward DOMAIN address ADDRESS
J=f= | AR
DOMAIN RXAYhARRENET,
ADDRESS 7 RLRAKRENET,
747~ Rt HEE R A v 0L Abe g EET FLA~ELED
T2 ey et
LOCAL-ZONE A—HIL)—VERENIUATOERA TR RINET,

local zone ZONE type TYPE

HA | A
ZONE V- VRENERINET,
TYPE 24 TRENERINET,




IEH naE

LOCAL-ADDRESS A—ALT FLRBRENUATOEATRRENET,

local address ADDRESS name HOSTNAME ttl TTL

ADDRESS 7 RLZADRTREINET,

HOSTNAME R PEDRRENES,

TTL TTLENFRREINE S,
LOCAL-CNAME A—ALFRR N EDORLERIUATOEATRRENET,

local cname CNAME name HOSTNAME ttl TTL

CNAME TR MLDRBERDNFRREINET,
HOSTNAME RRAMEAFRENES,

TTL TTLENRRENE S,

el AHEEE(E V1.8.0 L L TWET,




=174
LUTIC. BEEE—FBLUVEREE—FT. DNSH—N—FFZEBEML. BLWEDLEET FL X

% 8888 (LR EERRYS HDRITHZRLET,

(EEE
amnimo# show config dns «
# ---- transition to configure mode. ----
configure
# ---- dns configure ----
dns
enable
port 53

query-port-range min 1024 max 65535
log-level operational

cache-ttl min 900 max 3600
cache-ttl negative-max 900
root-server

server-address 8.8.8.8 priority 10
exit

# ---- exit configure mode. ----
exit

amnimo(cfg)# show config dns «

# ---- dns configure ----

dns

enable

port 53

query-port-range min 1024 max 65535
log-level operational

cache-ttl min 900 max 3600
cache-ttl negative-max 900
root-server

server-address 8.8.8.8 priority 10
exit

HHERTEE— K Tshowconfigdns O~ > REETT 3L, AROBEERITRENET,

K]

amnimo(cfg-dns)# show config dns «
enable —DUF., HEE—FERL
port 53

(&8%)




754 DNSODFHXRTFEHET S
DNS #RE T 5213, FMHZEETE— NICBITL., ZREFEIAV Y FEETLET,
CITRELE-ARIE. REZ7 7AMICETAENET,
25

dns

enable

no enable

port PORT-NUMBER

query-port-range min <1024 - 65534> max <1025 - 65535>

log-level <operational | detail-operational | query | algorithm | client-cache-miss>
dnssec service

no dnssec service

dnssec permissive

no dnssec permissive

cache-ttl min <10 - 2419260> max <10 - 2419200>

cache-ttl negative-max <10 - 2419200>

root-server

server-address ADDRESS [priority <@ - 99>]

no server-address ADDRESS

forward DOMAIN address ADDRESS

no forward DOMAIN

local zone ZONE_STRING type < deny | refuse | static | transparent | typetransparent |
redirect | nodefault >

no local zone ZONE_STRING

local address ADDRESS name HOSTNAME [ttl <10 - 2419200>]

no local address ADDRESS

local cname CHOSTNAME name HOSTNAME [ttl <10 - 2419200>] <« RIZAEZF(CNAME)IZ V1.8.0 X
BEXFIS L TUWE T,

no local cname CHOSTNAME < 3% EZ(CNAME) /& V1.8.0 BAREMIG L TWLE T,

exit

avw >k

dns DNSmEjkFEa~> FEETLET,
=7 REE—RFTCATY FERTTDE, FFHEZEE—FIIBITLES,
=

enable Y—EX%zEE L ET,

no enable Y—ER%zfEIELET,

port PORT-NUMBER |2’ R— MBS EL £,

query-port-range JITVU—DORTR—FOHEEZIBEELES,

query-port-range min MIN_PORT max MAX_PORT
REMEIF. BT max DAL KREWMBIZAE D LS ICREL TLLI L,
(4

RIE AR

MIN_PORT 7T —DORTR— MEEOR/IMEZ . 1024-65534 D
BETEEL 9,
F 7+ MEIX [1024] T9,

MAX_PORT T —DRITR— FEEORAEZ. 1025-65535
BETIEEL 9,
77 #J)L MEIZ [65535] TT,




log-lovel

LOGLEVEL |2, A7 HADL NILEFZRELET,

HE SES
operational BUEBRZHALET,

SR EEREHILE T,

detail-operational

query JITY—LRLOERE7TY—-TLICHAL
9,
algorithm TFILTYXLLNILDOBEREHAL £9,

FrvraIRDT 747y F0OBRIIEREH
ALET,

client-cache-miss

dnssec service

DNSSEC (DNS Security Extensions) ZH&%hZ L £9,

no dnssec service

DNSSEC Z=#E&hIC L £,

dnssec permissive

DNSSEC DIRFFCTLT 7 — D Hic e EDREZBMILEFT,

no dnssec permissive

DNSSEC DIRFETLT 7 — A Hc & EDREZEML £,

cache-ttl Fryv a0RFHEG@) ZRELEFT,
cache-ttl min MIN_TTL max MAX_TTL
, BREMEIE. T max DANKEWMEICAED KD ICEREL TLZEL,
o
BE | &
MIN_TTL Ty RZEHERORNTTLEZ, 10~2419200
DHETEEL £7,
77 #)L MEIE [900] T,
MAX_TTL F vy aREREORATILEZ, 10~2419200
DHETEEL £7,
77 4L MBIk [3600] T,
cache-ttl  negative- | 2 AT 4 7F¥ v v 1 DRAFFHEE)ZREL £,
max

cache-ttl negative-max NEG_MAX_TTL

NEG_MAX_TTL

IATATF vy FZEFRERORNTTLEZ.10
~2419200 OFMETIREL £,
77 4L MEIZ [900] TF,

root-server

DNSJIL— fpH—N—~DfWEhEEBILET,

no root-server

DNS/IL— b H—N—~DfWEbEEEMI LT,

server-address

BWELELED EALDNS H—N—%2RKRELET (K2 DETHRE) o

BE Wt
ADDRESS WA bHhHEHLD LRI DNS H—N—0D7 KL X %15
FLET,

PRIORITY I2,0~99 n#fETEEEZIEE L £7,
77 #)L MBI T0] TF,

priority PRIORITY

no server-address

ADDRESS (Z7 FL Z%#EE L T. BLEhE5En G DNS 4 —/N—%H|
PRl £,

forward

EEDR AL VT EENAEDLEE LA DNS 4—N"—(lEHELET (B
KT8 DX THRE) o
DOMAIN FAAVEIEELET,

address ADDRESS | ADDRESS ([CIWEHhHEHED L DNS 4 —/R—o
TRLRZIBELET,




no forward DOMAIN IZ K X A > % $8FE L T, WEhHhE LD AL DNS ¥ —/N—% Hikk
LFxd,
local zone A—ALYy—>%EELT, 2R ELEFT (BKTI16 £TEHE) »

BELIO—ALY —IEELAEVGESIE. BNENET,
RE AR
ZONE_STRING A—ALDY —>EEELET,

type ZONE_TYPE | ZONE_TYPE (2. T Dk [$8ETREREIEX 1 )
ICRTA—HILDY —VEBREOHEZA THIBEL

7,
N EE L7V —ICEH L. local address O~
YRICLBRRERENFELAEVWEEOEEZ 15
ELET,
IEERIREREER A 7

deny INEERLEFH A,

refuse rcode # REFUSED ICL CT.Z 7 —X v &= %5RL
9,

static nodata F 7z (% nxdomain &L £ 9,

transparent BREVWEGHOENES L 7,

typetransparent | BIRfLWGEHEMEZ L £ 7,

7272 L. 247 (AAAA 2 &) DR BH/BETH, —
HELTHRONET,

redirect BT/ —DnExELET,

local address A~ FICKBREE—HEICK XA~
EYXAL T MTBEHIERLET,

nodefault AS112 V—=> (774 R=FT FLADHEF[E) D
7HDT 7 A PDEREEFZICLET,
no local zone ZONE-STRING (cA—H LY —>%$8E L T, local zone A~ > FDERE%
HIBRL £9
local address BETFLA, RAMEOI/TY—ITGELET (BAT64 £FTHE) o
RE RN
ADDRESS IGETHTRLREEBELEY,
name HOSTNAME HOSTNAME [CI0E T 2R R FEEIBEL £,
ttl TTL TTLZ, JEERIRT TTL{E% . 10~2419200 O
BETHRELEFT., 7 74/ MEIZ[3600] TTF,
no local address ADDRESS [Z7 FL 2 %¥87E L T, local address A< FDRTEXHIRKRL £
EDS
local cname AZER., FA RO/ TU—IZRELET (BRKT64ETERE) -
BRE Naks
CHOSTNAME BlBEEZEELET,
name HOSTNAME | HOSTNAME (Z/6& T 5 FR FEEEBEL XY,
tl TTL TTL IS, IOERISRY TTL{E%, 10~2419200()
DEETHREL £9, 7 74/ MEIXT3600] TT,

ol AHEREIL V1.8.0 LEE L TWET,
i#

no local cname CHOSTNAME (CRIZEEAZIEE L T, local address O~ > FDRE % HlIkk
L9,

el AHEAEIL V1.8.0 LB L TWET,

i




exit

HMEREE—RZRTLT, REE—F~ABITLET,

R171

IFIC, B8€E—FT, DNSH—N"—RFEBMIZL. MWEhELT7 FL X% 8.8.8.81(
2ERTHERLES,

amnimo(cfg)# dns
amnimo(cfg-dns)#
amnimo(cfg-dns)#
amnimo(cfg-dns)#
amnimo(cfg-dns)#
amnimo(cfg-dns)#
amnimo(cfg-dns)#
amnimo(cfg-dns)#
amnimo(cfg-dns)#
amnimo(cfg-dns)#
amnimo(cfg)#

p

enable

port 53

query-port-range min 1024 max 65535
log-level operational

cache-ttl min 900 max 3600
cache-ttl negative-max 900
root-server

server-address 8.8.8.8 priority 10
exit

—=n
—axX

EY




76 DHCPH—N—DEEZT 5
¥ s e i i R R
DHCP ) =X —&*°> DHCP # =\ —REDFKR, DHCP ¥ —N—DREZTLE T,

DHCP UL — ([7.10 DHCP UL —D&ZE%#T 2] ) OREHNEMTH 535E. A& DHCP
Y—N—DREFEMTEL A,

76.1 DHCPVU—X—EB%#x%XxRd 2
DHCP ) —X—&#A#%XRd % (2lE. showdhcplease A~ RZETLET,
£

show dhcp lease IFNAME

HEEE

BH P

IFNAME IPvd DA v R —T7 2 A REZL%EIBELFET,
=154

av Y RFOAAEHADE, TRTOE-—FTALTT, UTFIC. — 21—V —F— FOETHZET
LF¥d,

(a-v- D) wes D &= )

amnimo$ show dhcp lease ethe «
MAC IP hostname valid until manufacturer

11:22:33:01:d3:23 192.168.0.100 test-clientl 2020-03-03 02:38:47 -NA-
e8:1b:4b:5e:4c:94 192.168.0.102 test-client3 2020-03-03 02:39:26 amnimo Inc.

@@,@ a3 /84 b L— & —TlE manufacturer DF DR EH Y £ Ao




7.6.2 DHCPY—NR—0DZFEFRRT S
DHCP 4 —N— DR EZETT 5 IZ1E. show configdhcp A~ > FEEITLET,
=R

show config dhcp [IFNAME]

IFNAME IPvd DA v R —T7 A RAZEEELET,
'1'7 IFNAME %# &8I 2L, BESNTWERTRTDS v E—7
i

4 AD DHCP H—NRN—{ENERRINET,

HO7+—<v b

# ---- transition to configure mode ----
configure
#
dhcp IFNAME
# ---- dhcp IFNAME configure ----
ENABLE
DYNAMIC-IPV4-ADDRESS -RANGE
netmask IPV4-ADDRESS
leasetime MIN-TIME MAX-TIME
router IPV4-ADDRESS
DNS -SERVER -NAME
domain DOMAIN-NAME
NTP-SERVER
static MAC-ADDRESS IPV4-ADDRESS
STATIC-IPV4-ADDRESS

(EEH 2 5B IIEHITRRIND)

FAILSAFE

exit

# ---- exit configure mode ----

exit

HAHER

ENABLE 87 L 7= IFNAME @ DHCP ¥ —/\—AE%) ENRIGE DEBAER RSN
9,
HE | &R
B [enable] EFRRENET,
35 [no enable] &&xFENET,

IFNAME DHCP H—nR—DFxw T =0 A Z—T 24 ADBKRINET,

:l? EREINBAVR—T A4 REIF, BERICE-TERY FET,
1= o AlTy Iy —Fz A
wan0, br<0-9>
e Ty —hrUxA
eth0, br<0-9>

® loT/IL—%—
eth<0-1>, br<0-9>

e ERXA T/ bL—&—
eth0

o ENLAT/EHNZA TR LANEBH I /XU bl—&—
lan<0-1>, wlan<0-1>, br<0-9>




IEH

PagE

DYNAMIC-IPV4-
ADDRESS-RANGE

ERICY —RENB T FL ROFEAHIEREINTWEEGEE, UTFTDLDICEK
RENFET,

dynamic IPV4-ADDRESS-START IPV4-ADDRESS-END

IE5H A

IPV4-ADDRESS-START U—X7 FL XDOEEA IP
IPV4-ADDRESS-END U—RT7 FLXDET IP

7RLX
7RLX

MIN-TIME N —ZREEIDNSRRENE T,
MAX-TIME AU —RBBNRRENET,

DNS-SERVER-NAME

DNS 4 —N—DRENFEH 2HEF. UTOL S ICRRINES,
dns SERVER-NAME , SERVER-NAME, - - -

SERVER-NAME Y—NR=—DIPT7FLXHLLEY—1—F

DOMAIN-NAME

DNS @ kXA Y EZHhERREINET,

STATIC-IPV4-
ADDRESS

BICERESIND IP 7RFLXE MAC 7 FL XDEAEDHEERELH D5
B UToLSIcRkRRmEanEd,

static MAC-ADDRESS STATIC-IPV4-ADDRESS

HE "
MAC-ADDRESS IP7 FLAARESINDS MACT FL X
STATIC-IPV4-ADDRESS | 889 IPv4 7 KL X

0%

3

NTP-SERVER

NTP #— =D IP 7 FLAARES N TV EHE, UFDOLS iRRan
£,

ntp SERVER-NAME ,SERVER-NAME, ---

SERVER-NAME Y—N=—DIPT7FLXELLLEET—1N"—%




IEH
FALESAFE

AR
DHCP H—tb X ZBEHMT I 7 A ILt—THABEFINTLS . UATFD
JICRRENET,

failsafe period PERIOD count COUNT retry RETRY reboot REBOOT
DHCP DISCOVER #@E—2 74 7>+ (MAC 7 KL X) noH—EHK

(“period" TIRTE) IZFEE EIZX (“count” THEE) U ED=ME L 72354 DHCP ¥ —
EXxBEsL £9,

5H nE
DHCPDISCOVER %= H > 7Y » o4 % HiH
PERIOD %, 60~3600()DEETHRRL T, T 7

F L FEREIL 600(#) T,

DHCPDISCOVER Y7 v I T B
72 ANE—T HTET BRERKE. 2

COUNT o DEETERLES, ¥4 FRE
I3 9,
Tz AItE—T7D) FTAEHE, 1~10D

RETRY HETRRLET, T7AHINIEREIF 3 T
9,

REBOOT Tzt —T7D) T — b E, 1~10 DER

HTEHRRLET, 774/ FEREIX 3 TT,

, Tz ANE—T7HEIIA VX7 2 —ABICRENAEETT A RIKFIC
BEDAVEZ—T7 1A RAIKRETETEE A,
VIQ.0MUBED AV /NI fL—Z—DHIEEINTWEST, Ty Py
—FI A, 0T =R —IZDOWTIFSHBREELAFELTCVET,
T ANtE—TEEEOFRICOWTIE [123 7z LtE—7] 25
B7Z3 0,




=176
DHCP # — N —RE IZE2R D EBHE A DD 2720, —RI—F—E—FTREZERRT S L
FTEEEA,

TFIC, BBEEE—RFEERTE—FORTHIERL T,

L=+

amnimo# show config dhcp ethe «

# ---- transition to configure mode. ----
configure

dhcp etho

# ---- dhcp ethe configure ----

no enable

dynamic 192.168.3.20 192.168.3.40
netmask 255.255.255.0

leasetime 600 3600

router 10.5.5.1

dns ns2.example.org

domain example.org

ntp ntp2.org

static 12:34:56:78:90:60 192.168.3.10
static 12:34:56:78:91:60 192.168.3.11
exit

# ---- exit configure mode. ----

exit

‘e @D

amnimo(cfg)# show config dhcp etho «
enable

dynamic 192.168.3.20 192.168.3.40
netmask 255.255.255.0

leasetime 600 3600

router 10.5.5.1

dns ns2.example.org

domain example.org

ntp ntp2.org

static 12:34:56:78:90:60 192.168.3.10
static 12:34:56:78:91:60 192.168.3.11

=|7 DHCP H—N—D M3 EE— K Tshow config A~ F2ETT &, HEE— F &AM
LN OFERISAFKRINET,

amnimo(cfg)# dhcp ethe « —DHCP OF iR EE — N ICHBAT
amnimo(cfg-dhcp-ethe)# show config «
dhcp etho DT, EE—FERAL

(HHS)




763 DHCPH—N—0D%EXT 5
IPvd @ DHCP 4 —/N—%3%E T 51214, FHERETE— FICBITL, REa~v Y FEETLET,
CZTERELI-RARIE, REZ 7ANMICEZTAENET,
=52

dhcp [IFNAME]

dynamic IPV4-ADDRESS IPV4-ADDRESS
netmask IPV4-ADDRESS

leasetime MIN-TIME MAX-TIME
router IPV4-ADDRESS

dns SERVER-NAME ,SERVER-NAME, ...
domain DOMAIN-NAME

ntp SERVER-NAME,SERVER-NAME, ...
static MAC-ADDRESS IPVA4-ADDRESS
show config

failsafe [period <60 - 3600>] [count <2 - 255>] [retry <1 - 1@>] [reboot <1 - 10>]
no static MAC-ADDRESS

no domain

no router

no dns

no ntp

enable

no enable

exit

no dhcp IFNAME

avw v R
dhcp IFNAME |2, /1 v X —7 2 A RE%* BEL A~ FEETLET,

,? REABERA SV Z—T 24 REIF, BRICE-TERY FT,

= o AlTy H— bz A
wan0, br<0-9>
e Ty —bryxA
ethO. br<0-9>
® loT /L—%—
eth<0-1>, br<0-9>

e ERNAA A/ hL—&—

eth0
0 ERNLXA VEZE LANBH /%7 hLl—&—
ethO0
I3 HEE—RFTCA VR —T A RAZBELTCETTEE, EBELIAVyEX—T
P d " 25 DHCP % —/S— (Pvh) OFERET— FIBHL %7

dynamic IS5AT Y MIHLTEWIP FRL A2 BE TR IRAEEAST L £9,

IPV4-ADDRESS (2, EHDLERELOTRDIP 7 FL X (IPvd) %23BEL T,
® WERTETY,

gy ® netmask DFFEHEBR ZHEIITELE Ao

.4 o netmask DEENTH, 256 4B ZEEEFRECE E A,

netmask IPV4-ADDRESS IC, ¥ 7%y h~X I %IBEL ET,

T 7 #JL MEIE. 255.255.255.0 TF,




leasetime

IP7 KL% —XTE5EEMERELXT,

RE AR

MIN-TIME BN — 2B EIEEL £,
o LTEMEI. 1~86400 () T,
e 774 MEIX, 60T,
MAX-TIME BRU—XEBAEEELXT,
o ZTEEHHEIL. 1~86400 (M) T,
e T 7+l MEIX, 86400 ¥ Td,

router

IPV4-ADDRESS (2. DHCP 7 A4 7> bINBIHIT AT — b7/ 7 RLAEEBEL
9,
7 auto ZIEET B &, IFNAMED IP 7 FL ZAAEREINET,

-
-

= %7~ IP 7 KL 213 dynamic DEFEMICHEL T E L,

SERVER-NAME (2. DHCP 254 7> M@ $ 5% DNS #——a IP 7KL X
(IPv4) F/3H—N"—2%2EELET,
HY 2 TRY > CESIEET 2 2L TEET,
auto Z1EET B &, IFNAME @ IP 7 RL ZAMERENE T, 727 L. &8s
=N T3 LETEEHA, £72 IP 7 FL XL dynamic DEERIZIERE L TL
FE U,

domain

DOMAIN-NAME (2, DHCP 7 2 4 77> MIZi®BHY %5 DNS P A A v Z%ZEL £,

® 253 XFLIANTIEET 2wEL DY £7,

o FXAVHZDERBELURRBIIFABEMFT T, TNLUMIFAERBFEILT-] (N
A7) &[] (BUFF) TBRT DHELHY £7,

ntp

SERVER-NAME (2. DHCP # 54 7> M @MT 2 NTPH—/S—dD IP 7 K L Z (IPv4)

HRELET,

WYy TR - TEBIEET A ENTEET,

auto #IEET B L. IFNAME @ IP 7 RL ZAMEREnE ., 7277 L. EHE

I T3 L3TEEHA, £72 IP 7 FL XL dynamic D&EERIZKRE L TL
=&,

static

BELI-MAC 7RLRZREFTEI7 747 MIWLT, BEIP 7RLRAZE Y Y
T4,
BRA1I6FTHRETDHIENTEET,

R AR

MAC- LUTFToExXT, MACT7FLZXZIELET,

ADDRESS XX XK XK XK XK XX

IPV4- IP7RLZ (IPvd) #IEFELET,
ADDRESS

show config

DHCP H—nN—mkE#E =L ET,
FL <L, [7.62 DHCPH—A—0REEHRTTE] 2BBLTEIL,




failsafe DHCP Y4 —ERAZBiEENT5 7MLt —T72FB ML ET,
A7 A Nt—7#ETlE, DHCP DISCOVER ZR—2 74 7> ~ (MAC 7 FL )
Ao —E AR (“period” THEE) ICHEE R (“count” TR E) U EDFZ(E L /=354 DHCP
Y—EXEBEHL ET,

T 7+ FEREIXESHTT,

BE | AR

period DHCPDISCOVER % 4% > 7' v o3 28 %, 60~3600() D& HE Tis
ELET, T 74/ MEEIF600F)TT,
count DHCPDISCOVER %% > 7 U v /S 2HMICT7 A LE—T7 L¥HET S
SZEEE A, 2~255 OHHETIHEL T, T 74/ FREIX 3 TT,
retry TzANE—T7DY FSAEHE, 1~10 OHETIEELET, T 7+ L
FERTEIX 3 TT,
reboot | 7z AIIt—TDY) T—rE, 1I~10DEETEELF T, T 74K
HEIX 3T,
o 7 Alt— 7B v R T — REBIZEEATRETT A, RFICERD

A VR —T A RHRETEE A,

o VIS OO y—LTxTIZEEINTWET,

T A —THEEDEMICOWTIE 123 7MLt —7) 28BS
LY,
no failsafe T ANtE—T%EEMILET,
no static MAC-ADDRESS THE L7/ MAC P RLXZEEFT L7547 b~DEE IP 7 KR
L Z2DENY B THBIBRLET,
no domain DNS R XA vZDREEHIKRLET,
no router T=brTzADIPT7FLREBEXHIBKRLET,

[

no dns DNSH—n—D IP 7 FL XEEZHBKRLET,

no ntp NTPH—nR—DIP 7 RFLXBEZHIBKRLET,

enable 87 L7z IFNAME @ DHCP #t—n—ZFMt L. ¥—EXZ&HL F7,

no enable JETE L7 IFNAME @ DHCP #f ——% b L, Y—EX%&ZIEL £T,

exit FMEREE—FEZRTLT REE—F~ABITLET,

no dhcp ¥8€ L7z IFNAME @ DHCP %+ —R—0DH —E X %&{FIE L, EMMELL T,
EXprdl

amnimo(cfg)# dhcp etho <

amnimo(cfg-dhcp-eth@)# dynamic 192.168.3.20 192.168.3.40 +
amnimo(cfg-dhcp-eth@)# netmask 255.255.255.0 ¢
amnimo(cfg-dhcp-etho)# leasetime 600 3600 «
amnimo(cfg-dhcp-eth@)# router 10.5.5.1 «
amnimo(cfg-dhcp-eth@)# dns ns2.example.org ¢
amnimo(cfg-dhcp-eth@)# domain example.org +
amnimo(cfg-dhcp-eth@)# ntp ntp2.org <

amnimo(cfg-dhcp-eth@)# static 12:34:56:78:90:60 192.168.3.10 «
amnimo(cfg-dhcp-etho)# static 12:34:56:78:99:61 192.168.3.11 «
amnimo(cfg-dhcp-etho)# enable

amnimo(cfg-dhcp-etho)# exit «

amnimo(cfg)# no dhcp ethe <




7.7 AT 12— IILDOREETH
OB« < ¢
27T 12— LDBERRIDETR, ATV 21— ILDEREFRR. ATP1—ILOBEETVET,

771 REZ2a—ILOFHERREERTT S

2T 21— ILOBEREERTT B121E, show schedule A~ RAEETL X9,

ZDaATY RFICE>T, BIEETLAAKX R FHLERERTHROX R OBEIRRAZHERT D &
NTEFET,

o BARUDEIERRIIERND T 7 A L TEEBINTLES,
LB o KRUNETINILEIC, KUK OEERIAEF I NE T,
o ZRUHHIBREINSBEIE. KYULR I OBERRIIERSNE L Ao

=

show schedule

HA7r—<v b
NAME TYPE START CMD/STATUS
TASKNAME SCHEDULE-TYPE START-TIME CMD-STATUS
(&)
HAHER
TASKNAME RRUEDFRREINET,
SCHEDULE-TYPE | M FTOWITNADRT Y 2 —ILZ A THhRRENE T,
BE ES
keep-alive R a—1) v L-EBBT ping I & 2IEEEREEED

BI{E L. ping "R L 7B EICRTE L 7= ABERS TR 5%
HlEnE (7o>ayv) #ETLET,

general-control | R Y a—U v/ LIEBETT I/ arv2RTLET,
user-define AV a—-Ur s Li-ERTaA-Y-AEERLI-OTY
FaETLET,

— ARy ML= —TI&
@@_@:! FRINFEFHA,

START-TIME RAIHEITHIESI NS KEALSEZRRINE T,




IEH naE

CMD-STATUS RRIDT 7 avEZEIFETRENRTENE T,
SCHEDULE-TYPE (C& » T, ZHRABHLIERY £7,

HE AR
keep-alive e ping XEFDH A, [ping(running)| ERRENET,

® ping b‘E}ZIjJLf‘a;J—.:.\ [ping(OK)| &FZxTENET,
o ping KR L7BE. BT 577> 3 vEANFRRS

nE9,
- soft-reboot
general-control | £7¢ 277 avE&hrERRENET,
user-define o I7 Vv RAEFTLIEBENRINDEZS. [finished] &
ErRENET,
e I< Y RAEFEITLABRENLKRDIGE, [failed] & &
RENET,

@@ AV PIL—R—TIERRINELA,

RKEFTDZ RV DFE, [waiting] ERREINET,

\|
{ -
(3

=176
av Y RFOAAEHADE, TRTOE—-—FTALTT, UFIC. — 21—V —F— FOETHZET
LF¥d,

(a-v- ) wex ) &= G

amnimo$ show schedule +

ki

NAME TYPE START CMD/STATUS

taskl keep-alive 2020-02-11 23:02:00 ping(running)
amnimo$ show schedule «

NAME TYPE START CMD/STATUS

taskl keep-alive 2020-02-11 23:05:00 soft-reboot
task2 general-control 2020-02-12 01:10:00 poe-reset-supply
task3 user-define 2020-02-13 10:00:00 finished

@@ a8 bIL—&R—TIlF user-define [FFRETETHWH, BRENFHA,




772 XTTVa2—IILOREZFRT S

AP a—ILDEREHFRTT SIZIE, show config schedule av> FZETL £,

@@-’@ 3> /87 bIL—&—TIZ user-define [FFBETZT E B A,

==

show config schedule keep-alive [TASKNAME]
show config schedule general-control [TASKNAME]
show config schedule user-define [TASKNAME ]

HAZ7+—<v b
« R 12— L&A T D keep-alive DX R
# --- transition to configure mode ---
configure
# --- schedule keep-alive TASKNAME configure ---
schedule keep-alive TASKNAME
ENABLE

datetime DATETIME

action ACTION

ping dest DESTINATION

SOURCE

ping interval INTERVAL

ping count COUNT

DEADLINE

ping timeout TIMEOUT

ping delay MAX-DELAY

ping wait MAX-WAIT

ping interface SRC-IFNAME «/N—< 3> 2.5.0 LABEXTIG
FAILSAFE

exit

# --- exit configure mode ---
exit

24P a—ILZ A7 general-control DX 2

# --- transition to configure mode ---
configure

# --- schedule general-control TASKNAME configure ---
schedule general-control TASKNAME

ENABLE

datetime DATETIME

action ACTION

FAILSAFE «/N\— 3> 250 UEIZHEL TOWEE A,
exit

# --- exit configure mode ---

exit

R Y a—IL& A 7H user-define DX R
# --- transition to configure mode ---
configure

# --- schedule user-define TASKNAME configure ---
schedule user-define TASKNAME

ENABLE

datetime DATETIME

command COMMAND

exit

# --- exit configure mode ---

exit




HHIEHE

I5H AES
TASKNAME RRUEZNFREINET,
= ® TASKNAME #&#&d 2 &, ZETHRT V21— ILDEXR T DRELEK
Fd Fenzv,
o [Tab] ¥—%ZAHNTBE. RRIVLDANEWRTEIENTEET,
ENABLE RRUDER S BN RBEDEENFTRENET,
B FN
B [enable] & TXRINET,
i35 [no enable] &RRENFT,
DATETIME RRVEFTOABIERINET,
DESTINATION | ping U 7 TR FD¥_EXRFR HERFREINET,
SOURCE ping U IR FDREETHARESNTLEINE I NICL > T, UToRATE
RENET (A7 arRE)
RE F
REDHY [ping source {IP-ADDRESS}] &F&RRINZEd,
HERL [no ping source] &R RENET,
INTERVAL ping U 7 TX & XETIHEBE)ARRENES,
COUNT FET D ping )V VTR FDOBREINRREINET,
DEADLINE ping RAETEEI)HANREINTVEINEINICL > T UTORATERE
nEd (A7 avRE) .
BRE FR
HEHY [ping deadline (R AEITHRE}| LERRENFET,
REHRL [no ping deadline] &FXRENE T,
TIMEOUT ping U/ TA LDXA LTV b OZREBE@)NERENET,
MAX-DELAY | ping £1T810 T > X LFHERE O LREFR)AERRENET,
MAX-WAIT ping DIBHEYY BZ D8, 7V X LFLEBMO LREF#) NMFREINET,
SRC-IFNAME | ping D3%(ETTA > 2 — 7 = 4 AHRRINES,
COMMAND I—HP—=PEELZEFR7DaT Y FARRINET,
FAILSAFE Tz ANE—T7HEICEWT, U T B8 (E) #BRBEICEITT S soft-

(n=va> 230
LAHT)

reboot % 7213 hard-reboot DF|EA Y 7' — RIS FKRINE T,

® X7 a—IL&ATH general-control THDT ¥ 3 v soft-reboot F 7=l
hard-reboot DIH&

® XY a—ILZATH keep-alive DIHE

B/ EHIE L., UTOEATRREINET,

B TR
B [failsafe reboot (e KY 7' — FE#H}] ¢FRENET,
i) [no failsafe] &F/TEINET,

o 7/ a v LRMUADEEIL FMbRRINEL A,

FAILSAFE
(/8= a> 250
LARE)

Tz ANE—T7HEICEWT, BELY FZAEIEE. U N T A EEEBZTE
AIZEITT 5 soft-reboot £7-1F hard-reboot DREAY 7'— FEHEHIAFRRENET,
® X7 ¥ a—IL%ATH keep-alive DIFE

B/ BN L. UToEXATRRENET,

®E | =R

B [failsafe retry (&K YU b F A [E1%]
[failsafe reboot (A Y 7'— A% ]
EFRREINET,

gy no failsafe] & TREINET,

T arvhERMADBEIR ALERRINEL A




ACTION

RATDT 7 avhHirRRrEINET,

==

X AE
soft-reboot

AR
VI b7z T YT = rDREINTLWBEE, LTDLSI(C
XRENET,

action soft-reboot

2P a—ILEATH general-control DIFE. UTHFRR
INBHFENHYET,
o T UXLERTEHBEIGHDELRY 7— MERE

action soft-reboot random RAMDOM-TIME
o EERBREICLDY 7V — FEE

action soft-reboot uptime UPTIME

%? random, uptime O F 7' 3 > if, V1.11.0 L&D 7 7
— L7z 7 THIELTWET,

hard-reboot

N=F7zT7YVT7—HREINTVLDBIHBE, UTOLS (S
RRINET,

action hard-reboot

R a—ILZATH general-control DFE. UTHFERR
INBHFENHYET,
o T VXRLEITHEASHLTEHY 77— FERE

action hard-reboot random RAMDOM-TIME
o HFARKMICLSY 7 — b&RE

action hard-reboot uptime UPTIME

#? random, uptime M #* 73 3 » &, V91.11.0 UED 7 7
— L7z 7 TRIELTVWET,

poe-reset-supply

poe BNy MIRESNTLBRIEHEE, UTDO LS ITER
~ENET,

action poe-reset-supply POE-IFNAME down-time TIME

EBR&A 7 loT Ib—%&—, 3/ hL—%&—|% PoE
#? X3 L TWha W= 8, poe-reset-supply [ZFRRE N
FtA,

connect COMM

F@EEERL £, 7
COMM (Z1E. ppp £/l ecm™ A RESNE T,
® DPpp
ppp BIEZ T 2455, UTO LS ICRRENET,
action connect ppp PPP-IFNAME

® €Cm
ENANEY 32— EEHT BHE UTO LS CRRS
nET,

action connect ecm ECM-IFNAME

disconnect
COMM

BBEZVMILET,
COMM IZ(Z. ppp. ecm. ipsec DWITNAHIEREINET,

® ppp
ppp BIEZ YIS 2355 UTDL S ICRRENET,

action disconnect ppp

® eCcm




ENANEY 2—LOBEEYMTL T, ™
ERANED 2 —IILOBEAUML. ERXMILES 2 —IL
Uty M BERTIEREDHEIE. UTDLHICE
RENET,

action disconnect ecm ECM-IFNAME reset enable

ecmBEZYML. ENALEY 2 -5 )Ly T,
BEGELAVEEDHEIZ. UTOLH ICRREINET,

action disconnect ecm ECM-IFNAME reset disable

Q AV ML= —FENRAILEY 2 —ILDY 2y
FDEREIEH Y FH A,

® ipsec™®
IPsec BIEZ VT 25/E. UT DL D ICKRRINET,

action disconnect ipsec IPSEC-NAME

wifi TYPE
WIFI-IFNAME
(N—=3> 230
LAED)

IR LAN 7 7% Uty L 29, TYPE (CIZERR LAN
TORARA Vv bERIZRT—vavHARRENET,
® ap
IR LAN 772 RRA > FZDOWT ER LAN 7v 7%
Uty MEBERT 255, UTo LS ICRRENET,

action wifi ap WIFI-IFNAME reset enable
BERLAN Fv 720ty FET, BERLAVEEDS
Al UTokSIckRRInxd,

action wifi ap WIFI-IFNAME reset disable

® sta
S LAN R 7 —S 3 20T IR LAN Fv 72 U &
v NMEBERT A5G, UTO LD ICERREINET,

action wifi sta WIFI-IFNAME reset enable

R LAN Fv 72Uty T, BERLAVERTDS
i, LTFo LS IcRRINET,
action wifi sta WIFI-IFNAME reset disable
o EMIANTF v 72Uty FT25EIF FBELT
Fd L HuEBRIANA S AT 1A 2B B EES
—EFIcEELEY,
o MIRLANEH IV /NI bL—Z—DHHIEL TWL
9,

wifi TYPE
WIFI-IFNAME
(N=> 3> 250
LARE)

P IAN T 72Uty FHIEIL £9,

action wifi-reset

N—ERICEEL X,
o MIRLANRH I /X7 bL—Z—DHWIGL TL
9,

o TARTDEIFLAN 4 > & —7 =4 XIZET 28(E

X1 R4 Y a—I% A 7H general-control DX X ClERENSET7 7> 3 v Td,
2 N—2 3> LIB.OMBIOERZ A 72/ FL—42— Tl ppp I L TWEH As
X3 aAVNRTPIL—Z—TIEENANLES2—LDA VYR —T 4P rmnet_data 124 Y F

ERS

X4 UIte, BIEER L 72 WIBE IR BEE DR E % [connection always | ICERE L TLEE Ly,
X5 RV a—0&ZA T keep-alive DX XU TCERENDT Va3 TH,




BRETHETAA LV R—T A RIZDONTIE. UTOEEAZSBL TLFEI L,

ECM-IFNAME | @ AlZv Y45 —FrTxA Ty —r7zxA loTIL—%—
ecm0
@ I/ FIL—&R—
rmnet_data0
POE-IFNAME e AlTylhr—twzA, Ty Tr—FrozA
lan<0-3>
o ENXATIoTIL—&—
eth<0-1>
o tUY—HEHy— U A ((THRA) | BAZA TERLAN
VR PIL—&R—
lanl
%? Y —EETS b A ((EEB) ( loTL—%—_ &
NEATavRy b—2— BRZA TER LAN &
Hav /87 bL—&—(E PoE (SRS L TWRWzo,
POE-IFNAME 238F 42 Z L IZTE FH A,
IPSEC-NAME IPsec SARE&ZIBELE T,
IPsec SA X E& 4. [6.7.5IPsec #BET 5] @ [Psec
SA%EBTT D] THRELZSAKREZICHY £,
ipsec sa SA-NAME
PPP-IFNAME | ppp<0-9>
N—= 3> 1.13.0 LETOERZA 7/ bL—2&
— (2 PPP IZHIG LT WA W8, PPP-IFNAME %387
THILIFTEEHA,
WIFI-IFNAME | @ ER XA 7ER LANEHEH o> /87 bLl—&—

wlan<0-1>




=176
LTI, Ty 2T — b7 TOEBEE-FEREE-FOETHZRLES,

L=+

amnimo# show config schedule keep-alive cameral « <RV a—ILZ A T keep-ali
ve DAY 1 —ILERR

# ---- transition to configure mode. ----

configure

# ---- keep-alive configure ----

schedule keep-alive cameral

enable

datetime * * * * *

action poe-reset-supply lanl down-time 60
ping dest 192.168.1.100

no ping interface «/\—3 3 2.5.0 LIS
no ping source

ping interval 3

ping count 3

no ping deadline

ping timeout 10

ping delay ©

ping wait 3

no failsafe

exit

# ---- exit configure mode. ----

exit

amnimo# show config schedule general-control reboot ¢+ CRTT a—ILZATH general
-control D R+ 2 — )L % FIR

# ---- transition to configure mode. ----
configure

# ---- general-control configure ----
schedule general-control reboot

enable

datetime @ 4 31 12 *

action hard-reboot

failsafe reboot 3 «/N— 3> 250 LUEIEHIGL TLWEE A,
exit

# ---- exit configure mode. ----

exit

amnimo# show config schedule user-define userping « « R Y a—ILZATH user-de
fine DR ¥ 2 —IL % FKR

# ---- transition to configure mode. ----

configure

# ---- user-define configure ----

schedule user-define userping

enable

datetime @ * * * *

command ping 192.168.2.110

exit

# ---- exit configure mode. ----

exit




amnimo(cfg)# show config schedule keep-alive cameral ¢ ATV a—IILRAT
H keep-alive D A4 ¥ 1 — L& FKIR

# ---- keep-alive configure ----

schedule keep-alive cameral

enable

datetime * * * * *

action poe-reset-supply lanl down-time 60
ping dest 192.168.1.100

no ping interface «/\—< 3> 2.5.0 LU
no ping source

ping interval 3

ping count 3

no ping deadline

ping timeout 10

ping delay ©

ping wait 3

no failsafe

exit

amnimo(cfg)# show config schedule general-control reboot « AT 2= RAT
¥ general-control M X7 ¥ 1 —IL & KRR

# ---- general-control configure ----

schedule general-control reboot

enable

datetime 0@ 4 31 12 *

action hard-reboot

failsafe reboot 3 «/N— 3 250 LIEIEWIGELTULWEE A,
exit

amnimo(cfg)# show config schedule user-define userping + ATV a—IRAT
¥ user-define DR ¥ 1 — L &ERR

# ---- user-define configure ----

schedule user-define userping

enable

datetime @ * * * *

command ping 192.168.2.110

exit

2P a—ILDEMERTEE— KT show config A~ > FAEETTZE, REE— RN ERERD
BEIAEZRINETS,

schedule A% Y FIZRT Y a—&A4 7 LT, [keep-alive] [general-control| Tuser-
define] OWIFNAE(FIFTERITLET,

R

amnimo(cfg)# schedule keep-alive cameral ¢+ —RT T2 —I)LDOFEMEBEE
— FIZBAT

amnimo(cfg-sch-ka-cameral)# show config «

enable <R, BEE—FERAL

datetime * * * * *

(HHS)




7173 RTVa1—LEHRETD
RTYa—IVeRETZICIE, FMEREE—FICBITL. REAV Y FZ2RITLET,
schedule A~ > FIZ, X7 Y2 — &4 7 & LT, [keep-alive] [general-control ] Tuser-define]
DVWITNDZ([TITTEITT DL, TNTNOFMBREE— NICBITLET,
CITRELIARE, REZ 7ANICEETAINET,

@@@ a2 /87 bIL—& —TI% user-define [FFBETZT E A,

ERX (X7 Y 2—L% A7 [keep-alive] DR RV %HFETZHE)

schedule keep-alive TASKNAME

enable

no enable

datetime DATETIME

action soft-reboot

action hard-reboot

action poe-reset-supply POE-IFNAME [down-time TIME]

action disconnect ppp PPP-IFNAME

action disconnect ECM ECM-IFNAME [reset <enable | disable>]
action disconnect ipsec IPSEC-NAME

action wifi ap AP-IFNAME [reset <enable | disable>] «/X—3 3> 1.10.0~2.3.0 &/t
action wifi sta STA-IFNAME [reset <enable | disable>] «/N—3 3> 1.10.0~2.3.0 X%
action wifi-reset «/N\—< 3 ¥ 2.5.0 L& G

ping dest DESTINATION

no ping dest DESTINATION

ping source SOURCE

no ping source

ping interval INTERVAL

ping count COUNT

ping deadline DEADLINE

no ping deadline

ping timeout TIMEOUT

ping delay MAX-DELAY

ping wait MAX-WAIT

ping interface SRC-IFNAME «/N—3 3 > 2.5.0 LUBEXTIG

no ping interface «/X—3 3> 2.5.0 L&

failsafe reboot REBOOT-COUNT

failsafe retry RETRY-COUNT «/X—< 3> 2.5.0 LUFES IS

no failsafe

exit

28 (X7 ¥ a—I)L&4A 7 [general-control] DX X7 %#KBET 2I5E)

schedule general-control TASKNAME

enable

no enable

datetime DATETIME

action soft-reboot [random RANDOM-TIME | uptime UPTIME]
action hard-reboot [random RANDOM-TIME | uptime UPTIME]
action poe-reset-supply POE-IFNAME [down-time TIME]

action disconnect ppp PPP-IFNAME

action disconnect ECM ECM-IFNAME [reset <enable | disable>]
action connect ppp PPP-IFNAME

action connect ECM ECM-IFNAME

action wifi-reset [random RANDOM-TIME | uptime UPTIME] «/X—< 3 > 2.5.0 LUEXTIG
failsafe reboot COUNT «/X—< 3> 2.5.0 LIBEIEMIG L TWLWEE A,
no failsafe




exit

28 (R7 Y 2—&A 7 [user-define] DX R 5HFET BHEE)

schedule user-define TASKNAME

enable

no enable
datetime DATETIME
command COMMAND

no schedule keep-alive TASKNAME
no schedule general-control TASKNAME
no schedule user-define TASKNAME

N

avw > R

%

schedule keep-alive
schedule general-control
schedule user-define

TASKNAME I24 X 5 £ 2 HE L T X7 Y 2 — LERET 5760
Ay FERTLES,

*’? 0 XRUAILI2NFUNDERMF CHEARETT,

LB o REE—FTavy F2EITT L, FHEZEE—FNICE

TLET,
enable 220 %=BMELLET,
no enable XAV EMELLET,
datetime DATETIME (2, AT OFEA TR R/ RITOHRZIEEL £T,

min hour dom month dow

& /4—<v b

BE | AR
min 4 (0-59)
hour B (0-23)
dom A (1-31)
month A (1-12)
dow BH (0-6)
o] »ABA%EXRLET,
e EEAE
IEEHE | &ER
Y2k %ERF © 0,10,20,30
min (ZF5E L7235A1d. 0. 10, 20, 30 HIcE
TENES,
#E REM : 1-5

month ICIEE L 7=35& 1. 1. 2. 3. 4. 5 BIZ
MEBARITEINET,

U2k + EEH RER: 1,6,9-11
hour IZ48%E L7 3HmE 1. 1K 6 K. 9B, 10
K. 11 RFICABAEITSINET,

ik RES 2 */10

min (Z3E7E L 7235813, 10 SRR TREBA ET
INEY, [/] 0bhEIIBE L -EDHR TR
BAERITEINET,




action soft-reboot

ToavEY NI TY T —MICIEELET,

R4 Ya—IL& A 7H general-control DIHFE, U TDREHAIET
ERS
o T UXLEITHEIHDTEHY 77— FEE

action soft-reboot random RAMDOM-TIME

BE | B

RANDOM-TIME | R Z 0 RfTEH M HT7 7> a > % R{TT 5 %
TOI7 VX LAERTELEEZREL T,
Bz 1L, 60 &R TE L7-HEE. 0~59 W&
HCTo7 v X LonBEEsBBLTTI7Yav%E
EITLET,

o RTEEHFE L. 60~86400 (¥) T,

® WENRETTY,

o RENMFBRMICLD Y T — FEERE

action soft-reboot uptime UPTIME

UPTIME RAVEFTEICT 7> a v OETEHNT S
o DRBZEBEERELET,
o ZTEFE (L. 3600~604800 () T,
® WAENRETT,

%? random, uptime ®F 7> 3 >, V9I.II0OMUED 7 7 — LY
L7 THIGLTWES,

action hard-reboot

TovarvEN—R7zT7UT—MIRELET,

R4 12— L&A 7H general-control DIBE. UTDHREHAEET
E
o T VXRLETHEASHLTEHY 7 — FERE

action hard-reboot random RAMDOM-TIME

BRIE Neks

RANDOM-TIME | & R 7 £{TEZ, ST /> a v %2 FETT 5 %
TOT Y X LETHLEMEREL XY,
Bz X, 60 MERTE L7-5HE1E. 0~59 W&
HT7 X LBERERBLTT 7 av%
ETLET,

e XTFHF (L. 60~86400 () T,

® WARETT,

o HEMFBRMICLD YT — FRE

action hard-reboot uptime UPTIME

UPTIME KRRV ETHEICT IS a vyOETEHNT S
O ORERBKEEZRELET,
e XTFHIF (L. 3600~604800 () T,
® WEHRETT,

%? random, uptime OA 7> 3 vk V9I.11.0 UED 7 7 — L7
T 7 THIGLTLETS,




aw > R

Pz

action poe-reset-supply

TUvarvapoefaB Uty MERELET,

E | W7

POE-IFNAME poe { Y RZ—7 14 RELEEBELET,
down-time TIME (Z poe ffBEILEHHEZIEE L £ 7,
TIME

action disconnect ppp

TUvarE ppp BEVIKICERELET,

action disconnect ECM

T avEENRALNES 2—ILOBEYMIHRELET,

BT | mE
ECM ENALEY 2 —LEERELET,

a7 Mb—Z—I%, "rmnet_data”,
iR Lecm” 2R Y £,

ECM-IFNAME | ERA LAV R =T 2 A REER/ELE T,
reset enable BEVKEZICBEEY2—LEYULYy FLE
ERS

reset disable BEUMOAZEEBLET, BREEY2—IL
Uty bLEFA, )

=&,

BEVNER. BBNICBERATO)BER. BEEY 2 —1LD
%? BERHRED [connect] % [always] (FEHER) ITHEL T

CFEEW, SFHBIE 5.7 ENA LR AHRTT S]] 2 TS0 <

=30,

AVNRT ML= —FENRNAILEZ2a—ILDY Ly FDEE
Xl 1520 A, keep-alive DIBL AL |- BIER £ 17 L

(reset enable EE). genetral-control DEA L UIRTER ICFEHE

13 ITU E 8 A (reset disable EE),

ENAILEY 2 —IDAHROEERTIFRELAWLWESICLTKL
0

action disconnect ipsec

IPSEC-NAME (Z IPsec #fii 22 5E L T, 77 ¥ 3 » % |Psec @15
PIMTICERTEL £ 9,

action wifi ap

T avEERLAN 778X RA v MEEEO Y £y MZERELE
ER

BE Wk
AP-IFNAME IS LAN 72 RRA VDA R —T A
REHEELET,

reset enable IS IANTF Y 72Uty FLET,
reset disable IS IAN Fv 752Uty b LEEA,

= o FEIRLANEBH IV /X0 bL—KX—DHDEETT,
L] o EiR LAN Fv 7z Uty b4 255F, HRTIIAWE
€E BN A2 AT AR ERIRETHR TE k<
et mYES,
N—23> 1100 Ao 23.0 D7 7 — L = 7 THADAEE
T,




action wifi sta

ToarvEEELAN R7F—>a viteo Yty MMIERELET,

B Maks

STA-IFNAME g AN XT7—2 a3 v vE2—7x214 X%
EREL XY,

reset enable FERIANF Yy 72 )2y FLET,
reset disable IR IANF v 72Uty b LEBA,
ﬁ o EFLANEZEH IV /I ML—R—DADIEEETT,

o &R LAN Fv 72Uty b 2HRE, HRTRAVE
@-‘e g LAN A > 2—7 24 26 —BHICBEAFIATE A<

R muxv,
N—=23 1100 5 2.3.0 D7 7 — L 7 THEAEEE
T9,

action wifi-reset

T avaEBERELANFy 7oty MRELET,

24P 2 —IL& A T H general-control MIFE, LUTDRENTIEET
ED
o T VRLEITHMAH S EHER LAN Fv Uty b+

action wifi-reset random RAMDOM-TIME

L=

X AE

anh

BE | AR

RANDOM-TIME | & X 7 £{TBELU D7 7 a > %2 E{TT 5 %
T VR LETEHELREEERELET,
Bz 1L, 60 MERTE L5 EIE. 0~59 B &
FTo A LRERERBLTT 7 ar%
E2TLET,

o BTEEFE L. 60~86400 (¥) T,

® WENRETT,

o ECENFLERMIC & 2 EiR LAN 7 7'Vt v FERE

action wifi-reset uptime UPTIME

UPTIME RRAYETEICT VY avyOETEHNT S
o DRBREKEERELET,
e XTFEHIF (L. 3600~604800 () T,
® WENRETY,

NP3y 25007 7—L% 7 CHENTETT,

ping dest ping U 7 TR FDEEHXFAFDIPT7RLREELET,
DESTINATION ping Y7 T X PDEEFEFXFX LD IP 7FLXR
EIRELET,
® R K8 DDEEHLFR MHEFZAIEETT,
no ping dest ping U 7ZX FDEEXRDIP 7 RLRAEHBRLET,
ping source ping Y 7 TR FDREETDIP 7RLRAAIELET,

SOURCE ping Y/ T XFDXETHEA LD IP 7 LR
TEELET,

no ping source

ping U ZZTAFDEETDIP 7 RLRAEEIBKRLET,




ping interval ping Y 7 TX FDXEFEREREEL X7,

R Nz

INTERVAL ping ) 7 TR bOXREME@)ZBEL X7,
o ZFEHMEIL, 1~600 () T,
e 77 A4/ MEIX, 3WTT,

ping count EETDping VIITRMNOBREAEIEELET,
HE AR
COUNT *ETD ping VIR MDEABEEELE
ERS

® =XTEHMIL, 1~255 TY,
® 77 x/LMEBIE, 3TY,

ping deadline ping U IR MERED 1 RT Y a—ILHY) ODERETEHRZET
LEd, (723 v&E) .,

DEADLINE ping ) 7 TX b DERARTHBE@) 2EE L £
ERS
o XEHFIL, 1~3600(7)TT,
= AERED ping ) 7 TR MEEDRARTRHE ping V7T
P 4 2+ DB A (ping count) D E b b H DR EER LI BA.
action ICRELEZRIDT o avERITLET,

no ping deadline ping X AETREZHIBRL £, BT 2 &, RAETRELHIR
INBWESITHY £9,
ping timeout ping V VTAMDRALT 7 FOBEERELET,
TIMEOUT ping U 7 TZX bD XA LTV FERWM) % HE
L¥9,

o ZFEHAEIL. 1~600(1)TT,
e 774/ MEIF, 10BTT,

ping delay ping EEERITHD 7 VX LFHREEORABEERELF T,
HIE N
MAX-DELAY ping EEETRID 7 v X LFLEBORKE
MaRELET,

o BTHEFE (L. 0~3600(7) T,
e 774/ MEIE. 0MTT,

ping wait ping E(EFY) Y B ABD T > & L HLEMEERE L £,
B N
MAX-WAIT ping EEFLVINBARKDO 7 VX LAGLRE%
BELET,

o ZEFHHEIL, 0~60(1)TT,
e 774/ MEIE. 3MTT,

ping interface PiNg XETTA YV Z—T7 A RERELET,

SRC-IFNAME PiNgKETTA VR —T7 2 A R%ZH/RELET,

P 4 REBEIF/N—=Y 23> 250 LIRICHEEL X T,
-]

no ping interface ping XETA v 2—7 A X%&HBLET,




failsafe reboot

Tz ANtE—THEICEWT, UM TAEREBATHERICETT

% soft-reboot F7-1% hard-reboot DE]AKY 7 — FEHAEZEL £

ERS

® R a1—IL&ATH general-control THDT U 3 > soft-
reboot ¥ 7z13 hard-reboot MHZE(/N— 3> 2.3.0 LIETD #)

® X7 a—IL&ATH keep-alive DIFE

BN/ ENIEL, UTORATEEL 7,

REBOOT-COUNT | &KV 77— rEHEZELET,
e FZXEHHEIZ. 1~10 TY,
e 774/ MEIZ, 3TT,
T At —T7HEBEDEMICOWTIE 123 74 tE—7]
ETSBIEEWN,

failsafe retry

7z ANE—T7HEEICEWT, EITT B soft-reboot 7L hard-

reboot DEHETHDZ Y FSAEHEERELE T,

@ XV a—ILRATH keep-alve THDT7 V3 soft-
reboot F 7-(3 hard-reboot F 713 disconect ecm F7=l& wifi-
reset OFE

BN/ ENIEL, UTOEATEREL £,

RETRY-COUNT BARUT7—FE#HERELET,
o XTEEHIL. 1~10 TT,
e 774 MBI, 3T,
Tz At —T7HBEDFERICOVWTIEN123 Tz AE—T] %
SEBIEE N,
REBETEIWFN—= 3 v 250 ICFEELET /A=Y 32230
i, U b7/ B3 TEESNTWETD,

no failsafe 7 7 >3 v h soft-reboot 7-13 hard-reboot TH BHBE. 7 AL
t— THEEEER L £ 9,

command COMMAND 2. 79 5a~v > F2iEFL LT,

exit ATV 2a—ILDFEMEREE—FERT LT, RET—F~BITL X

ER

no schedule keep-alive
no schedule general-control
no schedule user-define

TASKNAME IC2Z X7 Z%Z8BEL T, A7 Y a—LZzHBKRL £,




BEDT VY avREILET 2EFHOFIRICONT
T ANt — TR LRENHDUTDOT I a v il onTid, BHEEARAII2HEEA->TWE
To BFEICTEELITE L,

22— IEATS

soft-reboot V7 k7Y T—F ® keep-alive

® general-control®!
hard-reboot N—Ko 7Y T—F ® keep-alive

® general-control®!
disconnect ecm ecm BS VKT ® keep-alive
disconnect ppp*? PPP @15 tIiT ® keep-alive
disconnect ipsec™? IPsec 185 VIl ® keep-alive
poe-reset-supply*? PoE faEBY v I ® keep-alive
wifi ap R LAN F v 7 Uty b o keep-alive
wifi sta (N—¥ 3> 2.3.0 LUEY) P
wifi-reset R LAN F v 7 Uty b ® keep-alive

(N—2 3 25.0 LUE) ® general-control

X1 N=23 v 250 UBEIERELTUWELA,
2 N—= 3> 1.8.0 LUFIZBEFHMAFIRINTVLET,




ET6) 1 —E9 AR EREF)

schedule A~ > FIZ, AT Y a—IL& A7 & LT, lkeep-alive] [general-control] [user-define]
OWITNAZE(FIFTRITLET,

CITHERELIZARIE, BREZ7 7ANMICEZTRAENET,

@D R Y a—1LEATH keep-alive DIFE
10Tl ecm BEZER LUK ZRA L7HE. ecm ENXNAILEY 2 — L Z BRLE X 54

amnimo(cfg)# schedule keep-alive mobile « RV a—ILZATH keep-alive D XX
7 ERE

amnimo(cfg-sch-ka-mobile)# datetime */1@ * * * * <

amnimo(cfg-sch-ka-mobile)# action disconnect ecm ecm@ reset enable «
amnimo(cfg-sch-ka-mobile)# ping dest example.com «

amnimo(cfg-sch-ka-mobile)# enable «!

amnimo(cfg-sch-ka-mobile)# exit «

@ R ¥ a—0xA4TH [general-control] DiFE
12831 HAM400 Iy YT — b4 %23—ILKY) 7T —bT 24

amnimo(cfg)# schedule general-control reboot + «R Y 21— L XA T general-control @
RRY ZHTE

amnimo(cfg-sch-gc-reboot)# datetime © 4 31 12 * <

amnimo(cfg-sch-gc-reboot)# action hard-reboot «

amnimo(cfg-sch-gc-reboot)# enable «!

amnimo(cfg-sch-gc-reboot)# exit «

@ AT Y a—I&ATH lTuser-define] DiHFHE
BEODICEEDIP 7KL XA pingav >y REFTT 54

amnimo(cfg)# schedule user-define userping + <RV 12— LR A ThH user-define D Z R
7 % ERTE

amnimo(cfg-sch-ud-userping)# datetime @ * * * * <

amnimo(cfg-sch-ud-userping)# command ping 192.168.2.110 «
amnimo(cfg-sch-ud-userping)# enable ¢

amnimo(cfg-sch-ud-userping)# exit <

Iy b7 =7 OB AR T B ping OFEEHXFRAMELTRAHD IP 7 RLREFES Z
CEFELEOY —N—BlOxy FT=IBEIZORINBE-HERALAEVTLEEI N, FE,
B OEGLEEZRAEL TWEREC I ERERLET,




E1TH) 2 ping U 7 TR b DREHRFR N EZERIBET S
2P a—IL&xA 7IC Tkeep-alive] Z3EIRL7-BE. ping U 7 TR hDEEFFR b 2IERIETE

T5TENARETT,

TRIEESF TS A b (hostl, host2)& 2 D

HEOBEFRERLED,
I & I ping dest
H A ETHRI
N
Z 4 LS.
BT N RNE, —
ping request
N B
requestit iz, H ping reply
N reply2E#5.
Nz B
N[5l
requestif. Mdrequest or
REZ TN WS, T Ny
Wi E
= -y W=t =T
ping reply SR D E Ao
Ny B ping request
AR L forequestBht Ny BC i .
LTWaEA, #1L7Y M I ping reply
ISR DB 3, -
EfEENOEL
g B
Z 2 LG R,
EEETDE i,
BXT Ny BN,
N; 1
ping request
B _{ ping reply
N B
ping request
ping reply
ping request
N #
1R L A-requestBht Mol (D ping reply
LTWakES., S0 LF 7 M@
Hil- 772 3 i ET.

Wiea<w v K

HELIBEDT VY a vETETOEBEN L. KERTE

ping dest
haost2

—

Ny
or
Ny ¥
—

Wi
it LS
7L VR,

—

F7 4 ME

ping delay

ping XEEITRIO 7 > X L
55 B 0 & AR




MEaw s R By S 74 ME

N, ping timeout ping U7 ITREDXALT | # 10
AN
N, ping interval ping Y 7 TX FDXEMR | B
N, ping count ®ETD ping UZ/ITX D | |
=R
N, ping deadline ping U7 T X +iEEgED 1 | B BERL
ping EXEEMH-Y ODRK
RATRFH]
N ping wait ping XEXVVEBEZIARKDT | 3
v X L BRI
®E
amnimo(cfg)# schedule keep-alive TASKNAME « MARBDODRRA V% ZIEE
amnimo(cfg-sch-ka-TASKNAME)# datetime DATETIME < <«EED X R 7 E{THEZ %#I5E
amnimo(cfg-sch-ka-TASKNAME)# action ACTION « AEBDT a3y HIEE

amnimo(cfg-sch-ka-TASKNAME)# ping dest hostl « SE[ESER X R IC hostl ZEE*
amnimo(cfg-sch-ka-TASKNAME)# ping dest host2 « <E[EFR A R IC host2 ZI5EX
amnimo(cfg-sch-ka-TASKNAME)# ping delay N;

amnimo(cfg-sch-ka-TASKNAME)# ping timeout N, <

amnimo(cfg-sch-ka-TASKNAME)# ping interval N3 «

amnimo(cfg-sch-ka-TASKNAME)# ping count N; <

amnimo(cfg-sch-ka-TASKNAME)# ping deadline Ns «

amnimo(cfg-sch-ka-TASKNAME)# ping wait N <

amnimo(cfg-sch-ka-TASKNAME)# enable «

amnimo(cfg-sch-ka-TASKNAME)# exit «!

X OREEFR N EERERLIIBE. BEELETR bAD ping EEIBFIEZ X LICHY £7,




EITHI3 Z U X LETEHRLHZERY 7— b, EEHRERMICESY 77— L ORES

(e D
O BEHAM30ICZTYyHTHr— b7 zA4%28BK0 1 EBOS VX LETEEZEELAENN—FY
7UT— 954

amnimo(cfg)# schedule general-control randreboot < «X % ¥ 2 —JL& A 7} general-control ®
RRY HRTE

amnimo(cfg-sch-gc-randreboot)# datetime @ 3 * * * « «EH AM3:00 % % E
amnimo(cfg-sch-gc-randreboot)# action hard-reboot random 3600+ «/\— Ko7 7—F%
REL. 7% LETHREZ 3600 % (0~3599 BOERITHLERM) TRE
amnimo(cfg-sch-gc-randreboot)# no failsafe « <7z AILt—T7&E ML, kKL THY T —
b & KEERIICERST, (N—=23 > 25.0 BURIZARRELNTEICKR Y £3,)
amnimo(cfg-sch-gc-randreboot)# enable < «ARR 7 1 —ILEREZHL,
amnimo(cfg-sch-gc-randreboot)# exit «

Q@ EFEZ2UEBEBEZEBLTWEIEE T vy -4 %2y 7027 YT — 54

amnimo(cfg)# schedule general-control uptimereboot < <24 2 —JL& A 7/ general-control
DRRY ZHE

amnimo(cfg-sch-gc-uptimereboot)# datetime */5 * * * * o SEHEFFEORER 5 0P = (THER
I BRIE

amnimo(cfg-sch-gc-uptimereboot)# action soft-reboot uptime 86400+ «V 7 bw 77U 7— |
% tCENt: 86400 (24 BEfE) TEEE

amnimo(cfg-sch-gc-uptimereboot)# no failsafe « <7z A ILt—T7%=EPELL, KELTHY T
— b EXBERICETT, (N=2 37 250 EIZARRENTEICRY £7,)
amnimo(cfg-sch-gc-uptimereboot)# enable < «ARXR47 > 1 —ILEREEBEML,
amnimo(cfg-sch-gc-uptimereboot)# exit «

random, uptime OF 7> a3 id, N—=Y3>v LII0 MO 77y —L 77 TRIGLTWE
ERS




7.8 AT LAVOEERAYT S
Syslog X vt —Y MFER, Syslog FREDFKR, Syslog DEREETVWET, £/, AEFZDO ST
»5amlog X vt —YEHRRLET,

7.8.1 Syslog XA vt—T%EKRT S
e " : e R
Syslog X v+ —Y%%KRT 5I21E. show syslog message A~ > KEETLET,
=R

show syslog message [follow] [lines NUMBER]

REEEB

IHH SES

follow follow Z$8E$ 5 &, Syslog HAOZEHR L. MEMICOs7ZHDL
F9,
nsoHANERIETSICIEZ. [CTRL] + [C] ¥F—%2AHL XY,

lines NUMBER I, HAhd 23R/ D{T#EEEL £,
BT E, 10T 0RFOI7PEINET,

HAZ7r—<v b

SYSLOG

(&r)

HAHER

1BEH AR

SYSLOG noshERRENES,

E1741

EEEE-—FELBREE—FT, AXY FOADEHAIERL T, UTIC, BEEE— FOETH
Rl ET,

(EEE (& x By

amnimo# show syslog message « <lines & follow Z$&7E L W ig55E
2020-08-07T08:02:01.253126+00:00 test A0ITOA vy =V HRREND
2020-08-07T08:02:01.255466+00:00 test
2020-08-07T08:02:01.295917+00:00 test
2020-08-07T08:02:32.883885+00:00 test
2020-08-07T08:02:32.886249+00:00 test
2020-08-07T08:02:32.918905+00:00 test
2020-08-07T08:02:32.928120+00:00 test
2020-08-07T08:02:32.964404+00:00 test
2020-08-07T08:02:32.971292+00:00 test
2020-08-07T08:02:32.971713+00:00 test
amnimo# show syslog message lines 15 « <lines 15 THEE L 7=HE

2020-08-07T08:01:47.799239+00:00 test A5TDA vy —UHRREND
2020-08-07T08:01:47.836894+00:00 test
2020-08-07T08:01:59.699354+00:00 test
2020-08-07T08:01:59.701602+00:00 test
2020-08-07T08:01:59.742651+00:00 test
2020-08-07T08:02:01.253126+00:00 test
2020-08-07T08:02:01.255466+00:00 test
2020-08-07T08:02:01.295917+00:00 test
2020-08-07T08:02:32.883885+00:00 test

00O NOYW U N D WNR

A W NE WNREREWN




2020-08-07T08:02:32.886249+00:00 test
2020-08-07T08:02:32.918905+00:00 test
2020-08-07T08:02:32.928120+00:00 test
2020-08-07T08:02:32.964404+00:00 test
2020-08-07T08:02:32.971292+00:00 test
2020-08-07T08:02:32.9717134+00:00 test
amnimo# show syslog message follow <follow #3587 L 7= 355
2020-08-07T08:02:01.253126+00:00 test
2020-08-07T08:02:01.255466+00:00 test
2020-08-07T08:02:01.295917+00:00 test
2020-08-07T08:02:32.883885+00:00 test
2020-08-07T08:02:32.886249+00:00 test
2020-08-07T08:02:32.918905+00:00 test
2020-08-07T08:02:32.928120+00:00 test
2020-08-07T08:02:32.964404+00:00 test
2020-08-07T08:02:32.971292+00:00 test
2020-08-07T08:02:32.971713+00:00 test
[Ctrl] + [C] ¥—%AALTHKT

00 N OYWwWw Ul N

00 NOWwW U NP WN R




7.8.2 Syslog DERTEEFRTT D

8- SN vy A A f?\f:\
Syslog DERTE % F R 5121, show config syslog A< > FEETLET,
=52y

show config syslog [local | remote]

local [Nocall F£7=l& lremote] %I TEFTIT BT, B—HiO7
remote WMAEFIGYE— b AVEROREABANCERT 52 LN TEE
T, BT H L MADKENETREINET,
_-_'? [Tab] #—% AHN$ 5 &, [locall £7:1% [remote] DAN
=

TS HIENTEET,

HAZ7+—<v b

# --- transition to configure mode ---
configure

# --- syslog local configure ---
syslog local

ENABLE

rotate-size ROTATE-SIZE
rotate-count ROTATE-COUNT

level LEVEL

exit

# --- syslog remote configure ---
syslog remote

ENABLE

SERVER-ADDRESS

server-port SERVER-PORT

level LEVEL

exit
# --- exit configure mode ---
exit
HAHER
ENABLE A—ALATHAFRIEY E— FATEEINER EHRIBEEDIE
WHAFRREINET,
BE 3
B [enable] &FRRENET,
35 [no enable] &FXRINET,
ROTATE-SIZE B/AO—F—>aryOLEWMEY A INARRENET,
ROTATE-COUNT osao—7—aryottfRENrRRINE T,
LEVEL AJHEALRLLARRENET,
SERVER-ADDRESS UE—FOJTOEEFLED IP 7 KL XA, [server-address {IP 7 F
LR} EwsERATERRESNET,
UE—FAJZDEELED IP 7 FLAAREINTLAWVWESIE. &
IREINFEHA,
SERVER-PORT UE—FOJDERELEOR— FESHRRINET,




=174
TFIC, BBEEE-—RFEERTE—FORTHIERL E£T,

L=+

amnimo# show config syslog ¢

# ---- transition to configure mode. ----
configure

# ---- syslog local configure. ----
syslog local

enable

rotate-size 10240

rotate-count 8

level informational

exit

# ---- syslog remote configure. ----
syslog remote

enable

server-address 192.168.0.11
server-port 514

level informational

exit

# ---- exit configure mode. ----

exit

amnimo# show config syslog local +

# ---- transition to configure mode. ----
configure

# ---- syslog local configure. ----
syslog local

enable

rotate-size 10240
rotate-count 8
level informational

exit

# ---- exit configure mode. ----

exit

amnimo# show config syslog remote ¢

# ---- transition to configure mode. ----
configure

# ---- syslog remote configure. ----
syslog remote

enable

server-address 192.168.0.11
server-port 514

level informational

exit

# ---- exit configure mode. ----
exit

(xS
amnimo(cfg)# show config syslog +
# ---- syslog local configure. ----
syslog local
enable

rotate-size 10240
rotate-count 8
level informational
exit




# ---- syslog remote configure. ----
syslog remote

enable

server-address 192.168.0.11
server-port 514

level informational

exit

amnimo(cfg)# show config syslog local «
# ---- syslog local configure. ----
syslog local

enable

rotate-size 10240

rotate-count 8

level informational

exit

amnimo(cfg)# show config syslog remote ¢
# ---- syslog remote configure. ----
syslog remote

enable

server-address 192.168.0.11
server-port 514

level informational

exit

{;b Syslog MEEMEETFE — K T show config A~ > RAETT 2 &, BEE— FERBEOBERN
= FREINET,

amnimo(cfg)# syslog local « —Syslog DFFHBEREE — FICEAT
amnimo(cfg-syslog-local)# show config ¢
enable <UF, FEE-—FELRAL

(HB%)




7.8.3 Syslog DEZEET 5

Syslog #3%E ¥ 5 Cld, FHMBEET—FICBITL. REIX VY FEEFTLET,

syslog A~ > FIZ, llocal] £7-1% [remote] ZAFIFTEITT DL, TNTNOFEMBKZEET— FIC
BITLES,

CITRELIEARIE. BEZ7 7AIVICESAEFNET,

==

A—ANATHNZERES 256

syslog local

enable

no enable

rotate-size SIZE

rotate-count COUNT

level <emergencies | alerts | critical | errors | warnings | notifications | informatio
nal | debugging>

exit

VE—MAJIEREREHRES D55

syslog remote

enable

no enable

server-address IPADDRESS

server-port PORT

level <emergencies | alerts | critical | errors | warnings | notifications | informatio
nal | debugging>

exit
av > R
syslog local A—ALaJHADKREI~Y FEETLET,

9 E%EJE— Feav vy FaETT2E, A—ALATZEHERETE— FICB
=N TLEY,
syslog remote JE—FOJEEDREIYY REEITLET,
:a}égﬁ&%WmvyP%£ﬁ¢ét\U%—#DﬁﬁM$E%—PK%
=N TLEY,
enable Y—EX%zEE L E9,
local BB TEE— FOBE., A—ALOTDEAPEDHRY £9,
remote M EET— FOHBE., VE— MO OEELNEHICHY £F,
no enable Y—ER%zfEIELET,
local ¥MAZEE— FDIBA, A—HLO T DHEAHIEMLY £5,
remote R TEE— FDBA, UE— DT DEENEICHY £,
rotate-size A—AlAsoa0—F— a3l EWMEYA XEHEELET,
e Ty —tUxA, loT L—&—
&3 : 512~10240kbyte (5 7 #JL b : 10240kbyte)
® I /XU MIL—&R—
&F : 512~2048kbyte (77 # /L bk : 2048kbyte)

rotate-count A—AlOson—7—> 3 vy OttREE 1~8 DHEETKELE T, T 74 /L
FTld, (8] THRESNTLWET,
level local FHAIEAEE— FDFE, A—HILBTOHAL NIULEEREL T,

remote SEMREE— FDIHE., VE—FATHALRILEIRELET,
server-address UE—FOJEESLEDIP 7 RLAEZEELE T,




server-port UE—FAJTERILDKR— FES% 1~65535 DEHEETIHRELEFT . T 74/ +
Tk, [514] AREINTVWET,
exit HMSREE—FZRTLT, BEE—FABITLET,
E174)

syslog A< FiZ, [local] 71 [remote] Z{HIFTEFTLES, 2T
T77ANCEZTRAEINET,

amnimo(cfg)# syslog local « «O—ALaTHNDOEE
amnimo(cfg-syslog-local)# rotate-size 10240
amnimo(cfg-syslog-local)# rotate-count 8 ¢
amnimo(cfg-syslog-local)# level informational «
amnimo(cfg-syslog-local)# enable ¢

amnimo(cfg-syslog-local)# exit «

amnimo(cfg)# syslog remote « < E— FATEREDRE
amnimo(cfg-syslog-remote)# server-address 192.168.0.11 «
amnimo(cfg-syslog-remote)# server-port 514 «
amnimo(cfg-syslog-remote)# level informational «
amnimo(cfg-syslog-remote)# enable «!

amnimo(cfg-syslog-remote)# exit «

amnimo(cfg)# exit

SELT-ARIE. RE

anh




784 amlog X vt —Y%KRTD

amlog AV Y F2EATHE AT LNLZEREL. &RfOATHoIEE LT L TRR
THIENTEET,

AR PIL—2—Tld, AEEERFBTEE A,

==

show amlog [level <emergencies | alerts | critical | errors | warnings | notifications
| informational | debugging>] [tail [TAIL_LINENUM]]

HEEHB
HE AR
level LOG_LEVEL |2, B4 L~LEHETEEL £,
CITEELEAZSLAALUTORASAEREINET,
77 4 bTlE, Tlinformational] ARESNTWET,
RIE RE
emergencies LOG_EMERG, ¥R 7 LAARLEMWKREERT AT TY,
alerts LOG_ALERT, EDAAREAR L ALDOLTT,
critical LOG_CRIT, E@pi) T —% Ry AV TT,
errors LOG_ERR, =7 —87T9,
warnings LOG_WARNING, E£n0/s T,
notifications LOG_NOTICE, BEHEEL X IH. BEELBEREIFTO>AS
T9,
informational LOG_INFO, 4 > 7+ A= 3 AJTY,
debugging LOG_DEBUG, TNy ZL~N)LoasTd,
tail TAIL_LINENUM |2, FRL7ZVRIHO S OTHEREL 7.
= @ tail ZABRT DL, IRTDITAEANINET,
L, e tail #3EE L T, TAIL_LINENUM %3EE LB WEE, RHFOAO I A 10
TRRINET,
HA7+—<v b

YYYY-mm-ddTHH:MM:ssZ LOG_LEVEL LOG_MESSAGE
YYYY-mm-ddTHH:MM:ssZ LOG_LEVEL LOG_MESSAGE
YYYY-mm-ddTHH:MM:ssZ LOG_LEVEL LOG_MESSAGE




HHIEHE

IEH A

YYYY-mm-ddTHH:MM:ssZ A7 0FERELABARTREINET,
LOG_LEVEL AL NILOFENFRRINET,

emergencies | LOG_EMERG, ¥ X7 AAARRELIKEZ T H
7T,

alerts LOG_ALERT, BIAAMELR L NIDRA T TT,

critical LOG_CRIT, E&MATS — 474 A/ TT,

errors LOG_ERR, =5 —RA2 T,

warnings LOG_WARNING, Z&R07 T,

notifications | LOG_NOTICE, BE R4 L FIH. BEELFERE
FoRo77TY,

informational | LOG_INFO, 1 > 74+ X—> 3> RAJT9,

debugging | LOG_DEBUG, 7/3v 7L ~LDASTY,

LOG_MESSAGE A XAy t—YORABRIERSNET, BRAT 246byte T, HIEHM
MRIBET T,

=174
v RFOANEREADE, TRTCOE—-FTALTT, UTIZ, 21—V —F— FDOETHET
LEd,

was{ED nz ED

amnimo$ show amlog level informational tail 5 «

2020-07-20T10:21:48+0900 LOG_INFO U-Boot 2018.03-devel-18.12.3--g5007f1d952 (Jul 02 20
20 - 22:39:06 +0900)

2020-07-20T10:21:48+0900 LOG_INFO STATUS:SN=[300002],MACO=[E8:1B:4B:00:30:02],BS=[a:1
b:308 h:0 s:0],DIPBM=[ubootcommand ]

2020-07-20T10:22:08+0900 LOG_INFO Start mounting to /dev/mmcblkep4
2020-07-20T10:22:08+0900 LOG_INFO Start mounting to /dev/mmcblk®p5
2020-07-20T10:22:09+0900 LOG_INFO Update bootarea to 1




785 amlogmR 7 %#EET S

ITRTCOATEHEELET,

vy ROETHARTT 2T, BE+HHOBEANETT,
AV Y PL—&2—Tld, AHEERFBTEEEA,

1761

EREE-—FNELREE—FT, AV FOANEHAIERLTYT, UTIC, BEEBEE— FOETH
ZrlLET,

wasED wx B

amnimo# amlog initialize «




7.9 GUI DREZT 5

PR = @ &

GUI (Graphical User Interface) TAERERET 27-ODRERTBE L UPEREEITVET,

*? TI—TREEED D DHFE L. GUI BEEAFIBT 27-DICUL T DI IV —THEREZED HE
IZHYES, (F7HL FRETHADICA>TUVWET, )

show:device:information

FIE 277 TV —THERREDEENTI A=K —I1C2WT] Z22RILI N,

79.1 GUIDEZREZERRT D
GUI DR EAFRRT SICIE. showconfiggui I~ RAEFETLET,
£

show config gui

HA7x—<v b

# ---- transition to configure mode ----
configure

# ---- gui configure ----

gui

ENABLED

Protocol PROTOCOL_TYPE

port PORT_NUM

exit
# ---- exit configure mode ----
exit
HAHER
ENABLE GUI ' —ERDEEHED BN GEDOERINERRINET,
RE | &%
B [enable] &EFXREINET,
L [no enable] &RRENET,
PROTOCOL_TYPE GUI U —EXAMERT 278 FaLrRRmENnEd,
BE | ®R
HTTP [http] &¢FRRENET,
HTTPS [https] &FRREINET,
PORT_NUM GUIH—EXAERT A7 FaILDR— FEEARTINET,
=174

EEEET-—FEREE—FT, A FOAANEENIZAL T, UTIC, BEEE— FDOETH
Rl ET,

ey =+

amnimo# show config gui «

# ---- transition to configure mode ----
configure
# ---- gui configure ----

gui




enable

Protocol http

port 80

exit

# ---- exit configure mode ----
exit




79.2 GUIDEREZT S
GUI ZRXET 2 ICId, FEIEREE— FICBITL, REIAVY FERTLET,
CITRELEARIE, RE7 74 VICEESRENET,
£

gui

enable

no enable

protocol < http | https >
port PORT_NUM

exit
N
avw o R AR
gui GUI DR FEaI~ Y FEETLET,
*,'7 REE—RTCaOY Y FE2FETT I L. FMREET— FICET
=
enable b—EREEBLET,
protocol GUI TERT 370 FaLERELET,
RE |
http HTTP 7o oz EELET,
K= P EESH 0 ICBEINET,
=
https HTTPS 7O bai%E3EEL £9
9 R—bEEH 443 ITREESNET,
=
port PORT_NO 2. GUI »R—+&ES % 1~65535 OFEHETEEL £7,
no enable P—EXEELELET,
exit GUI OFFMIREE— FARTL T, REE—F~ABITLET,
175

amnimo(cfg)# gui «
amnimo(cfg-gui)# enable «
amnimo(cfg-gui)# protocol http <
amnimo(cfg-gui)# port 80 «
amnimo(cfg-gui)# exit <




710 DHCP UL —DEEET %

PR = @ &

DHCP UL —DH —ERZAEMTHBAT 27 HODRERTELPRELZITVET,

DHCP #—/3— (7.6 DHCP ¥ =/ —DEE% T 5]) DRENEMNTH 558G, A DHCP
UL —DREIFEMNTELE Ao

7.10.1 DHCP UL —D%REEZFRRT D
DHCP U L —DERE % FKRT 521, show config dhep-releay A~ > KA ETL X,
£

show config dhcp-relay [GROUP]

HAZ7+—<v b

# ---- transition to configure mode ----
configure

# ---- dhcp-relay GROUP configure ----
dhcp-relay GROUP

ENABLE

LISTEN

SERVER

exit

# ---- exit configure mode ----

exit

HJIEE

GROUP DHCP UL — L —TahErantd,
e I —THEERETHE, ZETDHDHCP UL —DE2TIL—TDEREIEKR
Pd =nzv,

® [Tab]l ¥—%2ANT 2L, FJL—TEZODANEFRTHIENTEET,

ENABLE | DHCP UL —DY%—ERDEENE /BN LHADBEERINERINET,

HE E-GN
B [enable] &FRaNFT,
m3h [no enable] &FRENFT,
LISTEN DHCP YL —DH—EXA DHCP ERZY v AV d 24 Z—7 4 XAHUTOEA
TRRINET,

listen LISTEN_IFNAME

‘

HEEHE AR
LISTEN_IFNAME | DHCP &k %A U v AV T34 v X—T 24 ANKRREINET,
e Ty —hryxA
eth0, br<0-9>, tun<0-9>, tap<0-9>
® loT/L—&—
eth<0-1>, br<0-9>, tun<0-9>, tap<0-9>
e IV FIL—&R—
eth0

BEETREND ZEDHY £,

Zg




SERVER UL —4%D DHCP Y —NR—D IP 7L ZAAUTOFERA TR REINET,

server ADDRESS

ADDRESS DHCP #+—N\—=7 F L ANFTRINZET,

— BRRREINDZZENHY £,
i

=176
EEBET—RFLRBTEE—FT, A Y FOAHEHADIIALTT, UTIC, BEBEE— FOETH
#rLET,

==

amnimo# show config dhcp-relay «

# o----

dhcp-relay networkA configure ----

dhcp-relay networkA

enable
listen
listen
server
server
server
server
exit

# oo
# oo

etho
tuno
10.0.0.1
10.0.0.2
10.0.0.3
10.0.0.4

Exit configure mode ----
dhcp-relay networkB configure ----

dhcp-relay networkB
no enable

listen
server
exit

CH ———

tunl
172.16.0.1

Exit configure mode ----




7.10.2 DHCP YL —0&ZEZT 5
DHCP UL —%E T 5IC1F, FHMHREE—FNICBITL, REATVYRFEETLET,
CZTERELI-RARIE, REZ 7ANMICEZTAENET,
=52

dhcp-relay GROUP
enable

no enable

listen LISTEN_IFNAME
no listen LISTEN_IFNAME
server ADDRESS

no server ADDRESS

exit

no dhcp-relay GROUP

N

dhcp-releay GROUP 7V —7&%48EL T, DHCP UL — %% ET DD~y REET
LET.
BEET—RFTavy RaETT2E, BEBTET— FICBITLET,

=

enable DHCP UL —DH¥—tx%ZBMELLET,

no enable DHCP UL —D¥—bt &8N L £,

listen DHCP UL —D¥# —EXAH DHCP BEXKZ v A v 54 X—T7 x4 AHLUTD
A THREL X7,

listen LISTEN_IFNAME

|

5 FIEE | &
LISTEN_IFNAME | DHCP EX %) v R VT2 Z—T7 x4 RZRELFT,
e Al vy S —byxA
wan0, br<0-9>_ tun<0-9>, tap<0-9>
e Tyl —FryxA
eth0, br<0-9>, tun<0-9>, tap<0-9>
® loT IL—%—
eth<0-1>, br<0-9>, tun<0-9>, tap<0-9>
e IVNRJ bIL—R—
eth0
o EIF LANHEH /U bL—%—
lan<0-1>, wlan<0-1>

I ° BEDA VR —T 24 ADEENAEETT,
'Tl_ll °

RELEBEWEEIZ. TR TOREAELRA VEZ—T7 24 ADWRIZAY
9,

no listen DHCP UL —DH—EXA DHCP EXR%ZV v R VT BV Z—T7 114 RDEBE%
iR L £,

JL—%DDHCPH—NR—DIP7RLXZHELET,

server ADDRESS

REEH
ADDRESS VL —5%D DHCP H—n—=D IP 7 FL X

server

I @ SE1OUEDDHCP $—/N—DIP 7 FLZHREICHY £7,
Lol o 500 DHCP % — 15— IP 7 F L X DB DTS

o BK4oLCRENTMETT.
no server UL —%DDHCP Y —NR—DIP 7KL ADETEHHIBKLET,




exit DHCP UL — DS EET—FZRT LT, JRET—F~BITLET,
no dhcp-releay | GROUP [ICDHCP UL —D /L — 72 % EEL. BEZEBLET,

E1745

DHCPEXk# U v RV TE2A4 v 2—Tx2A4RELTethOZHEL, UL —5%D DHCP H—N—%
10.10.10.1 £ 38FEERL X7,

CITRELE-ARIE. REZ7 7AMICETAEINET,

amnimo(cfg)# dhcp-relay networkC « «DHCP U L —® 7' )L — 7% *netowrkC”? £ B ET 5
amnimo(cfg-dhcp-relay-networkC)# listen ethe « Dy R AR —=7x4RX% eth0 IZF&
Ed B

amnimo(cfg-dhcp-relay-networkC)# server 10.10.10.1 « <Y L —% DHCP #t—/3Y—% 10.10.10.1
THRET 5.

amnimo(cfg-dhcp-relay-networkC)# enable « «DHCP U L —RE =B ZICd 5,
amnimo(cfg-dhcp-relay-networkC)# exit

amnimo(cfg)#




711 7AF Y —N—%EKETD

0 SN [ A A ’?x’?
TAF Y —N—DY—EREARYFZTHAT 200X ERRELVORELXZITVET,
7111 7AaF>H—N—0DXEEERRT D
£

show config proxy

HAZ7r—<v b

# ---- transition to configure mode ----
configure

# ---- proxy configure ----

proxy

ENABLED

port PROXY_PORT

SOURCE_ADDRESS_ENABLED
SOURCE_ADDRESS_VALUE

ACL_PORT_NUMBER

ACL_SSL_NUMBER
WHITELIST_FQDN_ENABLED
WHITELIST_FQDN_VALUE
BLACKLIST_FQDN_ENABLED
BLACKLIST_FQDN_VALUE
WHITELIST_URL_ENABLED
WHITELIST_URL_VALUE
BLACKLIST_URL_ENABLED
BLACKLIST_URL_VALUE

http-access HTTP_ACCESS
AUTHENTICATION_ENABLED

authentication scheme SCHEME
authentication ttl TIMETOLIVE
authentication account USERNAME secret ENCRYPT-PASSWORD
authentication process maximum MAXIMUM
authentication process startup STARTUP
authentication process idle IDLE
CASESENSITIVE

ACCESS_LOG_ENABLED

access log facility FACILITY

access log priority PRIORITY

exit
# ---- exit configure mode ----
exit
HAEE
ENABLE TRF YNBSS ENEREEOERIEFRINET,
RIE FN
B [enable] ¢ FRRENET,
L ° [no enable] &RRENET,
PROXY_PORT TAFIH-—N—DF LRI R— FESPERREINET T 74+
hEREIL. [8080] T3,




IB5H
SOURCE_ADDRESS_ENABLED

AR
EHRXETry FT7 -7 8EOBES/ EMERENFTREINET,

RIE EGN
B3N [source address enable] &FRRENET,

) [no source address enable] &FRRENE T,

SOURCE_ADDRESS_VALUE

BHXEETRY P 7T =07 FLARENRTREINE T,
UTFToEATRREINET,

source address IP_ADDRESS/PREFIX

IP_ADDRESS/PREFIX | Bk EtD Ry F7—0 7 FL X/
TL 74y IR

BHERRINDZEDHY £T,

i

ACL_PORT_NUMBER

TOFLHY—N—RBRATT /L RFATRHEER— FESHEN
UTFToREATRRINET,

acl port PORT_NUMBER

REEHE
PORT_NUMBER | #frsFalmer— b &S

BHEERRINDZEDHY £T,

i?

ACL_SSL_NUMBER

FO% Y —N—RETT /L AHA TS https Sk — L ES
BELTORRTERSNES,

acl ssl SSL_NUMBER

RERE
SSL_NUMBER | https #£#taFAIsB5EH— L &HS

BHEERRINDZEDHY £7,

i?

WHITELIST_FQDN_ENABLED

FODN K74 b U X MIOBEN/ESHRENTRINET,
XIE =GN
B http whitelist fqdn enable] &Fz RN £,
i) [no http whitelist fqdn enable] &FRENET,

WHITELIST_FQDN_VALUE

FQDN =74 U X hEfEID FQDN SREAUTOERX TRRSIN
£,

http whitelist fqdn WHITE_FQDN

REEE
WHITE_FQDN | =74 b U R MIZEFHT S FOQDN

BHEERRINDZENHY £7,

i

BLACKLIST_FQDN_ENABLED

FOQDN 72 v o7 U R OB/ B ELN RRINET,
RIE FIR
B [http blacklist fqdn enable] & FRRENET,
35 [no http blacklist fqdn enable] & &R RTENE T,




IB5H
BLACKLIST_FQDN_VALUE

AR
FQDN
EC N

http

77y UR MO FQDN BREAUT A TRREIN

blacklist fqdn BLACK_FQDN

BLACK_FQDN 77y YR MIEHET S FQDN

BHERRINDZEDHY £T,

WHITELIST_URL_ENABLED

WHITELIST_URL_VALUE

-.-,
URLFE7 A bY R NEHHOBEN/ EShEREDNRTINE T,

RIE ESGN

B http whitelist url enable] &FRTENE T,

= [no http whitelist url enable] & FRRENE T,
URLFET7A YR MHEIEO FODN SREAUT O TERREINE
ERS

http whitelist url WHITE_URL

REER

WHITE_URL 74 MR MCESET S URL

i?

BHEERRINDZEDHY £T,

BLACKLIST_URL_ENABLED

URL 77 v 2 U R MDA/ ESNRENTRINE T,

BLACKLIST_URL_VALUE

RE EGN

B [http blacklist url enable] &FzFTENE T,

i3 [no http blacklist url enable] &FRINET,
URL 7' Z v 2 X IO FQDN BREAUTORA TR RENE
ER

http blacklist url BLACK_URL

BLACK_URL 77y )R MIEET S URL

BHEERRINDZEDHY 7,

i
HTTP_ACCESS HTTP 7 7 £ B EATRRINE T,

R IE FR

Bl [http-access allow]| &FRENE T,

ES [http-access deny| &FRRENET,
AUTHENTICATION_ENABLED | 2 —%—REEHIHO B/ EMRELRRINE T,

RTE EGN

a3h [authentication enable] &FRRENET,

i) no authentication enable] & FRINET,




IEH
SCHEME

Pz
A—Y—FADRAARDEEN A TOEATRRENES,

authentication scheme SCHEME_VALUE

RIE EON
[authentication scheme basic] & &FR&

nEJ,

N— //7uL,|:|

[authentication scheme digest] & ®RR &

Q’r/lxl\ubu ﬂi—g—o

TIMETOLIVE

A—Y DA DEREN U TOEATRRENES,

authentication ttl TIMETOLIVE_VALUE

TII\/IETOLIVE_VALUE 1-—Y-FEAOEMHEIRRINE
ED
#EL [Im~60m] [1h~168h] TY,
miEo. hidEFREzERL £,

USERNAME

-j—__lj-\\ ubnEa)J— _‘j— %nXEb§43,‘=Zﬂ_Té ﬂi‘g—o
authentication account [ZEHF REINB Z LB Y T,
-]

ENCRYPT-PASSWORD

BRI NI —Y —RIAD/NXRT — FEENFTRINET,

MAXIMUM

1Y -—READEAT AL RERENATORATRREINET,

authentication process maximum MAX_NUM

REEE
MAX_NUM BRA7ACREIARRINET,
#WEIL [1~5] TF, 774/ FEREIL [5]
b ANDRF 358
STARTUP A—H-FEAOESR IO L RBERENUATOEATERRINE
ERS
authentication process startup STARTUP_NUM
XEEHE
STARTUP_NUM | &8l n 70t RBEREL R RINET,
#EIL [1~5] T, T 74/ FEEI [5]
AR Sx: B
IDLE A—Y-FAOERF O REZENUTORA TR RINE

authentication process startup IDLE_NUM

IDLE_NUM BABO O RBRELNERRINET,
gL [1~5] TF, 774/ FEREIE 1]
(kAN I S B




IEH
CASESENSITIVE

rz
23—+ — D BASIC ARED 1 —F — & EF AL TN TH
BEFRTENET, T FREE (AH) T,

BE  Er

o [authentication basic casesensitive] & &RREINF
B +

o [no authentication basic casesensitive| &&®RR& 1
135 £

ACCESS_LOG_ENABLED

TR AATEEOBNENERENTRINE T, T 7 4L FEE
& [#&sh] T9,

BE KT

B [access log enable] & FRENET,

= [no access log enable] &FT/RENET,

‘

FACILITY TR O7HABO 7 72U 74 BRENUATOEA TR RSN
9,
access log facility FACILITY_VALUE
RE mE
FACILITY_VALUE | LFOWITNADT 7> U T 4 REDFR
EnEzT, T 74/ FTik. [daemon] A
RESNTWET,
® daemon
@ local0
e locall
® local?
® local3
® locald
® localb
® local6
® local7
® user
PRIORITY TOoEAATHAED T ZA4F ) 74 BREHPUATORATERRS

nEY,

access log priority PRIORITY_VALUE

PRIORITY_VALUE | LFOWTNAD T ZA4F Y T 4 ZEH
ErREnFEFd, TT7 AT,
[informational] NRESNTWET,
® debugging
@ informational




7112 78X Y —NR—DKEXT S
TOFIY—N—ARRFET DI, FHREET-FIIBITL, R~V FEEITLET,
CITRELE-ARIE. REZ7 7AMICETAENET,
=52

proxy
port PROXY_PORT

source address enable

no source address enable

source address ADDRESS[ -ADDRESS ]/PREFIX
no source address ADDRESS[-ADDRESS ]/PREFIX
acl port SAFE_PORT[ -SAFE_PORT]

no acl port SAFE_PORT[ -SAFE_PORT]

acl ssl SSL_PORT[-SSL_PORT]

no acl ssl SSL_PORT[-SSL_PORT]

http whitelist fqdn enable

no http whitelist fqdn enable

http whitelist fqdn WHITELIST_FQDN

no http whitelist fqdn WHITELIST_FQDN
http blacklist fqdn enable

no http blacklist fqdn enable

http blacklist fqdn BLACKLIST_FQDN

no http blacklist fqdn BLACKLIST_FQDN
http whitelist url enable

no http whitelist url enable

http whitelist url WHITELIST_URL

no http whitelist url WHITELIST_URL
http blacklist url enable

no http blacklist url enable

http blacklist url BLACKLIST_URL

no http blacklist url BLACKLIST_URL
http-access ACCESS

authentication enable

no authentication enable
authentication scheme SCHEME
authentication ttl TIMETOLIVE
authentication account USERNAME
authentication account USERNAME secret ENCRYPT-PASSWORD
no authentication account USERNAME
authentication process maximum MAXIMUM
authentication process startup STARTUP
authentication process idle IDLE
authentication basic casesensitive

no authentication basic casesensitive
access log enable

no access log enable

access log facility FACILITY

access log priority PRIORITY

enable

no enable

exit




AN

proxy TAFY—N—DFREFEITY FERITLET,
*,'7 REE—FTaAvrF2RTTLE, FHAREE—FICBE
I8 TLET,
port TEF Y —N—DFERIIR - ESEEZELET,
PROXY_PORT TAFX Y —N—DFEZIFR— &I
ELET,

® XRTFEEIHIL, 1~65535 T,
e 774/ NMMEIZX, [8080] T,

source address enable EHFXETry N7 —J8EEESICLET,
no source address enable EFEETRy b7 = HEEEMICLET,
source address BEHXEETRY T —0T7 FLAZRBEL X,

ADDRESS([- BERORETORY T =0T FLR/T
ADDRESS]/PREFIX L74v 0 R%ZELET,

;? NATZ()EMBALTT LR
< SFERTEE TS EHARETT,

BA6ABRET S EHTRETT,

{1y
i
no source address EREETRY b7 =07 FLARTEZEIKRL T,
acl port TAFUH—N—RBATT VL RHA T BN P EESEARTE
LEJ,
SAFE_PORTI[- ERr e R - ESEEELET,
SAFE_PORT] — e EHIE L. 1~65535 T,
o NATY()EMAL TR

hEBEREEZT D I LA HEE
TY,

BA 64 BET D ENTETT,

Iy’
i

no acl port TAFIY—N—BRHTT VL REFAT 2 ER— M ESEHRES
HIBRL £ 9,

acl ssl TAFY—N—FRTT L RXFFAT S https SBEF— L ES
ZRELET,

SSL_PORT[- | https EfitsralsEc R — FESZEEL £,
SSL_PORT] |pm=yq e :HE#F L. 1~65535 T,
o NATY()EFALTR— MEHE
HREET DI ENAETT

RRO6ARET DI ENAETT,

)
i

no acl ssl TAaFH—N—BBHTT /L XFAT S https 5BEF— FES
HREZHIBRL X9,

http whitelist fgdn enable FODNH74 FU R MRIEIZBNICLEF T,

no http whitelist fqdn enable FODNE7 A U X MHIEIZENICL £,




http whitelist fqdn FOQDN =7 4 ~ U R MO FQODN 0% E% L £7,

WHITELIST_FQDN | R7 A U X MIZE$RKT 5 FQDN Z157TE
LES,

Bk 64BETDC EATETT,

i
no http whitelist fqdn FODN =74 U X F#I#EID FODN DR E&EIBR L £ 9,
http blacklist fqdn enable FODN 75 v 7 U X hlfEEBZIZL £7,
no http blacklist fqdn enable FQDN 72 v 7 U X MIEIZEHICL £,
http blacklist fqdn FQDN 77 v 7 U R bl FODN 0% EA L £9,

BLACKLIST FQDN | 77 v 2 U R MZESKT 5 FQDN %157
LE,

Bk 64BETEC EATETT,

—
if

no http blacklist fqdn FOQDN 72 v 2 U X b4l FQDN DR EA#HIBR L £ 9,

http whitelist url enable URLAT7A MU X MFIEZEICLET,

no http whitelist url enable URLAT7A MU X MFIEZESICL T,

http whitelist url URLAT7A U X MFIEO URL DEREZE L £,

WHITELIST_URL FT7A4FYRMIEHRT S URLZHEEL

£9,
[ BK64EET 2D ZEAARETT,
=
no http whitelist url URLE7 4 kU R MIEID URL DEREEHIBRL £7,
http blacklist url enable URL 7 Z v 27U XRMEZBMIZLET,
no http blacklist url enable URLZ7Z v 27U X MEZEENICLET,
http blacklist url URL 72 v 27U X b#HlEID URL OFEE LET,

BLACKLIST_ URL | 72 v 2 UX MY 25 URL ZHEE L
Y,

RROARET DI ENAETT,

—
i

no http blacklist url URL 7S v 2 )X MIEID URL DEREEHIBRL £7,

http-access HTTP 7 7 2 RGO REEXTWE T,

HTTP 77 XDl S ZEEL £9,
® allow
ACCESS HTTP 7 0w X F#%=FFaI L £ 9,
e deny
HTTP 77 XF#%=EEFL £9,

bR L. deny ZMA T %455 1E HTTP/URL =7 4 k
UZRrZEHALES,

authentication enable A—Y—-FEFEHOFRETBMCLET,
no authentication enable 1Y —-FEAFEORELESNICLET,

= =K allow ZFAT 25& I HTTP/URL 7 Z v 7 U R
i




aw > R

authentication scheme

nE

—_L__'j— ubqu)ubquj__t%;QELi—a—o

RIE EGN
I—Y—-FAORAEAREEEELE T,
® basic

SCHEME R—y 7F%E
o digest

’/'14/17\ I\ubu

authentication ttl

d— _'j— ELEE@%)(}JH@FEﬁ%;QELiTO

A —]

ax AE W‘@‘

TIMETOLIVE | 2 —%—fREt0BE»#FZ LWL £,
#H($ [Im~60m] [1h~168h] T,
m o, hiEFHEZzRL £,

authentication account

A—Y-FERO 1Y —ZENRRT—FEHRELET,
IRAT] =R EHEATHREENET, R T—FOEBIZRINT
6& S L7z/SR 7 — FAMREFESNF T,

USERNAME aA—Y-FIAADI - —ZEHBELET,

authentication account secret

A—Y—-RAEADI—HF - ENRT—-FES{R)ZXREL F
3“0

ENCRYPT- IR — Rl LIeXFI %R E L T, /3
PASSWORD RT—FEEHRLET,

no authentication account

A—H—RAADI—H—ZERXT—FEHBKRL X7,

authentication
process maximum

_—L_af‘_abaﬁ@ﬁij:7 Nt 2EERELES,

MAXINUM BR7OCAEEREL T,
e #HMAEIX [1~5] T,
® T 7 AN NKEIX [5] (2 3,

authentication process startup

a—H— miwtﬁb7utxﬁﬁﬁibi¢o

STARTUP B0 7O AEEERENEELET,
e #HHEIL [1~5] T,
® T 7 AN NKEIX [5] (2 3,

authentication process idle

i nJ-.E(Dl_}EH H‘J‘7 O 'EX§&%EQE L/ ig—o

BARO 7O ABRENRTINET,
e #AEIX [1~5] T,
® T ANMREIX (1] 1TV ET,

authentication
basic casesensitive

1 —H%—FPEED BASIC AHEFD 1 —H — B EFRXF/NXF#A
REZBMCLES,

no authentication
basic casesensitive

1 —%—FPEED BASIC AHEFD 1 —H — B EFRXF/NXF#A
REEZEMCLET,

access log enable

TORZAATFIEHDOREEBMICL ET,

no access log enable

TOEROTHIEIOREEENICLET,




access log facility ToERATHEHABFO 7 7o) T4 ZRELET,
FACILITY LTFowsnhro7r7o T4 BELE
T T 74N kTlE, Tdaemon] AEREEN
TWx9d,

® daemon

local0
locall
local?
local3
local4
localb
local6
local7
user

access log priority ToERATHEABOTZAF YT 1 %2RELET,

PRIORITY LTFOWITNHIDT 74 T4 %2IBTEL
£4, 77+ bTlE. Tlinformational] #°
BREINTWET,

® debugging
® informational

enable TOFI Y —N—FPLL, Y—CEREEHLFT,
no enable TOFI Y —N—rEH L, Y—EREELLET,
exit SHEMRTEE—FAEIRTLT, REE—FABITLET,




7.12 telnet DEZREXT 5

telnet HEBEZ ANELRICHRET 270 DEEFRRB LUORELZITVET,
7.12.1 telnet DREZFRT 5

telnet DR TEAF T 5I21E, show configtelnet a~v> FZETLET,

=5

show config telnet

HAZ7+—<v b
# ---- transition to configure mode ----
configure
# ---- telnet configure ----
telnet
ENABLED
port PORT_NUM
exit
# ---- exit configure mode ----
exit
HAHIEE
ENABLE telnet  —E X DEREHEX,ENRBEEOHERINIKRINE T,
RE EGN
B3 [enable] &FRENFT,
Fiiigey) [no enable] &FRRSNET,
PORT_NUM telnet Y —EXPMERT 270 FALDR— P ESHARRINET,
E1701

EEEE-—FELBREE—FT, AXVY FOADEHAIZRL T, UTIC, BEEE— FOETH
Rl ET,

)=+

amnimo# show config telnet ¢

# ---- transition to configure mode ----
configure

# ---- telnet configure ----

telnet

enable

port 23

exit

# ---- exit configure mode ----

exit




7.12.2 telnet DB EFEX T 5
telnet #88TE T 2121, FEMHRTEET—FICBITL, R~ FEEITLET,
CZTERELI-RARIE, REZ 7ANMICEZTAENET,

25
telnet
enable
no enable
port PORT_NUM
exit
N
telnet telnet DEREI~VY FEEITLET, T 740V FREIZENTT,
:? BREE—RFTavYr FaRITT 2 e, FHREET— NICBT
=<8 9,
enable b—EREEBLET,
port PORT_NUM (2. telnet ®FR— bFES %, 1~65535 OEFHTIEE L
9, 774N NERTEIX (23] T,
;'? o TCHETDR— FESIFIBETET EF A,
=
no enable Y—bExX%ZEELET,
exit telnet DFEMREE—FEETL T, REE—F~BITLET,
175

amnimo(cfg)# telnet «
amnimo(cfg-telnet)# enable «
amnimo(cfg-telnet)# port 23 <
amnimo(cfg-telnet)# exit «




£8E N—FTTDERE

AETIH, AERICEML TERITEZN—F7z2T70OEBICOWTERBALET,

81 USB T /A X%&HET 2

it oo

N
7

AN A~

USB NX 1ICEEESNTLD USB T/NA RDRREL VT /N 2D ON/OFF Z1TL ¥,

8.1.1 USBFNARXRAFKRRT S
USB ¥4 X & $RRd A I121E, show deviceush A~ F#EETL XY,

[
S
7
T
7
D
=
=

FKTIWRIE, USBARLICEHRINTWEITNARDHRERY T,

E1781
EREE-—FELREE—FT, AV FOADEHAIZRALTY, UTIC, BEEE— FOETH
Rl ET,

s D) &= D)

amnimo# show device usb «
Bus 001 Device 003: ID **** **** agmnimo Corp. / amnimo Corp.

ki
it

8.1.2 USB 7 /A RZHIET %
USB R— b ® VBUS Z= ON 71X OFF ICERE L £,

VBUS #ON/ Uty k¥ 3
USBR—FDVBUS ZONIZT B, F/x Uty T 5I21%. deviceusb A~ > FEETL FT,

‘7 o R RIF. USBARRLICEMENTVWBT NS ZADIAERY T,
il ® USBANXIZHUBAEHEEINTWBIFEES, HUBR— M IENHRA LAY £5,

E B

device usb [reset [TIME[s|m]]]

RTEE
reset USB#— bhd VBUS # TIME TIEE L= (BWE71d5) . OFF 4K

REBICLET,

TIME | USBER—htDU+ v bEHE,
e MIETE : FHIE 1~3600. HEAIlds
o NIETE 1 FFIE 1~60. EAIIE m
HAuZEELAEWSEIE, BEEICAY £9,




=174
EEET—FLRBTEE—FT, A Y FOAHEHADIEIRALCTT, UTIC, BEBEE— FOETH
#rLET,

EmE

amnimo#t device usb reset 60s +!

VBUS = OFF 29 %
USB R— b VBUS % OFF (29 %(Z1%. nodeviceusb a~> R&EETL £,

9 o FRRIRIE. USBARRLICEREINTWEBT NS ZADAERY T,
™= ® USBANXIZHUBAEfHFiINTWLWBIEES, HUBR— FiERAE LY £,

=176
EBEET—FNLBTETE—FT, O Y FOADEHADIIALTT, UTIC, BEBEE— FOETH
L ET,

VR
S
e
I
K
il

amnimo# no device usb «

it oo

N
7

[
S
7
T
7
D
=
=




82 PoEDEEZT S

-®: SN
kS i e

POEDRT—RREZBEDER., F— FD#F|#E. PoE DX EETWET,
n LY RS — b A O B 048212 D T 1L PoE (CEIET 2HBEN B Y T A

i oo i

N
7

821 POEDRT—XRR%EFHERT S
POE DA T —X R%EFRRT 5IZIE, showpoe A~ FEETLET,
£

show poe [IFNAME]

[
S
7
T
7
@D
=]
b2}

REEEB

HH AR

IFNAME POEDA YV EZ—T A RE%IBELET,

HIEICL > TIFNAME I BT 214 v X—T7 A AN EARY £7,
IEERIBERA v R—T AR
lanO, lanl, lan2, lan3
__ eth0, ethl
#_on [y lanl
*,'7 IFNAME #8884 2 & BEINTVERTRTDAS X —7 =4 XD PoE
DAT—RANFREINET,

HAO7 =<k

# ---- poe IFNAME ----

state STATE

class CLASS

poeplus POEPLUS

limit-current ICUT

Voltage POE-VOLTAGE

Current POE-CURRENT

Watt POE-WATT

HAHER

1HH AR

IFNAME AV E—T A4 REDPRREINET,

STATE R— ["\@BC%JL,'H( EN %Téﬂia—

fi& S
connected ERTIRAE

disconnected YITIREE




IEH naE

CLASS PoE dEN Y 7 A7 0t X (classification) DEFHEEINRRENET, ”
fi 589 5
Class0 ClassO(IEE802.3af, PSE HH 7 &7 15.4W) =
Classl Class1 (IEE802.3af, PSE tHhEH 4.0W)
Class2 Class2 (IEE802.3af, PSE #7175 7.0W) f
Class3 Class3(IEE802.3af, PSE H 71T 15.4W) k
Class4 Class4 (IEE802.3at, PSE HH71E 4 30W) Z
Unknown REDFAIRRE Z)
Overcurrent BE TR AR i
Class-mismatch Classification T X< v F B
POEPLUS PoE-Plus (IEEE802.3at) HE%h,/ ERIGE DIBERNFRINE T,
RE ESGN
B fon] &EFRRINET,
|m3h [off] EFRRINET,
ICUT PoE D ERGIBRMEDFZEKRENKRTRINET,
HiE & F5t A

110mA | EFi#IBRE 110mA (PoEPIus #£3h)

- 204mA | ERAIRRE 204mA (PoEPIus fE%h)
374mA | EBiFiHIBRIE 374mA (PoEPlus &%)
o " [ 592mA | BAIR(E 592mA (PoEPIus %)
~ 645mA HIBRME 645mA (PoEPlus Hh)

#IBR{E 754mA (PoEPlus B%h)
#IBR{E 920mA (PoEPlus B%h)

H

t
=

It

754mA
920mA

t
=

t
=i

EE‘,
EE‘,
EE‘,
==
==H
-:+ @ 375mA | ER&IBRE 375mA (PoEPlus #%h)
110mA | EFR&IBRME 110mA (PoEPlus %))
188mA | B4R E 188mA (PoEPlus %))
650mA | ER&IBR{E 650mA (PoEPlus B%h)
500mA | E R &IBR{E 500mA (PoEPlus B%h)
625mA | BERHIRE 625mA (PoEPIus H4h)
920mA | E4HIRME 920mA (PoEPIus B4h)

POE-VOLTAGE | BEOEBE@EIFREINET (BEALIFV) .
POE-CURRENT | BENEFRENTRENFTT (BEELIZ mA) .
POE-WATT REOBHELNRTEINET (BELITW) ,

E1745Y
AR FOARNEREAE, TIRTCOE—-FTCRALTT, UFIZ, Ty PF— b7z M D—fKa1—H
—E—FoETHERLET,

(a-v- ) wes (D &= )

amnimo$ show poe lan@ +

# ---- Poe lan@ ----

state connected
class Classo
poeplus off
limit-current 374mA
Voltage 53.894V
Current 50.235mA

Watt 2.707W




8.2.2 PoEDR—kZHET S
PoE R — b % FfHT 2 (21E. device poe A~¥> FEEITLET,
E2X Ay —bozA4, TyPT5—bT x4, BAZA T loTIL—%—)

i oo i

device poe reset <IFNAME> [0©-3600]

no device poe power <IFNAME>

device poe power <IFNAME>

device poe icut <IFNAME> <110|204|374|592|645|754|920|auto>
device poe

no device poe

N
7

[
S
7
T
7
D
=
b2}

2 (BAZA 7TER LANBEH I X7 bL—%—)

device poe reset <IFNAME> [0©-3600]
no device poe power <IFNAME>
device poe power <IFNAME>

device poe icut <IFNAME> auto
device poe

no device poe

avw v R
avwy kR AR

device poe reset PoER—FZz ULy FLET,
IFNAME ([CPOE DA > 2 —7 2 4 XZ%HEE L, FBICY v D OFF
M (#) % 0~3600 THEELFT, EEICE > TIFNAME ICIBET 51 > X
— 7z AZDERY) 9, UUEOMELRKTT, )

HEiE BEAIRERA VXA —T 4R

|lanO, lanl, lan2, lan3

__ eth0, ethl
_@_ lanl

MEAEET L. T74LED0MTY £y FENET,
i

device poe power IFNAME (Z POE A > X —T7 2 4 AZ%ZBEL T, PoE R— FOER-E %

BICLES,
no device poe power | IFNAME |2 PoE DA > X —7 24 R& % EEL T, PoOE R— FOEREH %
ML ET,
device poe icut IFNAME (2 POE DA > 2 —7 24 RZ%EE L T, PokE K— + DERFIRE
HEBELFT, BEICL > TIEEAEABRHBRENSERY £3,
L T ¥ TE AT BE A BB R U BRE (mA)

..- 110, 204, 374, 592, 645, 754, 920, auto
B auto

,7 auto ZIEE L 7-B&1L. BEIRESNE T,

19

device poe Ty hEYVHAEEMICL T, POETAAREZIFET A L5 ICL T,




no device poe Ty FEYUHAEBIZL T, POET A ZAEMELAVWLSICLET,
e @ vy PXUVHANE—BEMICTH L. ON flfEITERI LT
P d 2 PoEF A ZROBRS OFF hE v,
® devicepoe XY RTY vy U VHAZEMIREL TH, Ak
gD PoE o bA—Z =D WAL I N B DT, PoE 7/34 X ON
127 W) FHALPOE T/84 2% ON (29 %355 13, device poe power
<IFNAME>*> device poe reset <IFNAME>% 4T L T<L 72 & Ly,

@ BIRRAT Y1 —LBREDEERIZLY PoE 7/84 2% ON (27
5 EHARETY,
HLlE, 773 RHyPa—LAaHZFETE] #28BLTL
=& Uy,

i oo i

N
7

[
S
7
T
7
D
=
b2}

EN
POE — b N DEBFII A DD B 78, —RI—Y—F— FTRELRTTHILIRT
EE A, LTI, BBET— FORTHERLET,

EEE

amnimo# device poe reset lan@ 120 «
amnimo# no device poe power lan@ «
amnimo# device poe power lan@ «
amnimo# device poe icut lan@ 592 «
amnimo# device poe +

amnimo# no device poe ¢+




8.2.3 PoED&XRTEZFRT S
PoE W& E #FK T % (2%, show config poe A~ FZETL £,

=3

i oo i

show config poe [IFNAME]

N
7

IFNAME POEDA v X—T7 A4 ZAZEIELET,
® PoE HIEIHEREIL LANO~3 HIDERED /-, IEETEHD
", . lan0~3 &4 Y £3,
o IFNAME #&ME3 2L MESNTLETRTDOA VR —
T4 ADPEDATF—RANERRENET,

[
S
7
T
7
@D
=
b2}

HAZ7+—<v b

# ---- transition to configure mode ----
configure

#

poe IFNAME

# ---- poe IFNAME configure ----

ENABLE

limit-current ICUT

ondelay ONDELAY

exit
# ---- exit configure mode ----
exit
HAIEE
IFNAME PEDA Y Z—T x4 REDPKRTRENET,
ENABLE PoE EREIENES/ BN RIGEDBRAFTRINE T,
BRE =GN
E=Eo)| [enable] &EFXRENET,
by [no enable] &RRENFET,
ICUT PoE OERFIRENF RENE T,
HErE fi& ZER

110mA | EJRHIRME 110mA (PoEPIlus £E3h)

204mA | EBRHIRME 204mA (PoEPlus £E3h)

374mA | EREIRME 374mA (PoEPlus £E3h)
wmdd | 592mA | BIFHIBRIE 592mA (PoEPlus B%h)

==H
R 645mA | B AIR{E 645mA (PoEPIus £31)
' 754mA | EAHIBRAE 754mA (PoEPIus &%)
920mA | EFHIBRIE 920mA (PoEPlus B%h)
auto BEEEE—F

E . .
“CR)- | auto BEREE—F

\

ONDELAY EBEOT 1« LB (W) ARrEnxd,




=176
PoE DERTE 32z DEBFIENIC A D D7D, —MA—V —F—-FTHREZRRI S I LIETER

Tho UTIZ, Ty YT — b7z ADEBEE—FOETHZRLET, %
) 8
(EEE =
amnimo# show config poe lan@ ¢ /N
# ---- transition to configure mode ---- k
configure ;
# ---- Poe lan® configure ---- =
poe lan@ 7’
enable zz
limit-current 592 ﬁ%
ondelay 120
exit
# ---- exit configure mode ----
exit

amnimo(cfg)# show config poe lan@ «
# ---- Poe lan@ configure ----

poe lan®@

enable

limit-current 592

ondelay 120

exit

amnimo(cfg)#

l? PoE MR EE— K Tshow config a~w > REER{TT 2 &, REE— NEAKROBBRIE

T
= REINET,
amnimo(cfg)# poe lan@ « —PoE OFFERE E— FICHAT
amnimo(cfg-poe-1an®)# show config ¢«
enable <UTF, FEE-—FERAL

limit-current 592

(HB%)




8.24 PoE%®&RET 3
POE 5 E ¥ 51213, PoE OEMBEE— FICBITL, REIVY FERTLET,

_ _ . L
CITHERELIZARIE, BREZ7 7ANMICEZTRAENET, 8
N AR N 28 o =r
28 AlZy2Tr— b4, Ty —=bozA, BAZA T loTIL—%—) =
poe [IFNAME] / [\
ondelay <0©-3600> S
limit-current <110|204|374|754|592|645|920|auto> Ly,
enable T
show config é)
no enable &
exit Gie)

no poe IFNAME

2% (BAZA 7TER LANEH I /X7 bL—%—)

poe [IFNAME]
ondelay <0-3600>
limit-current auto
enable

show config

no enable

exit

no poe IFNAME

avw > R

poe IFNAME (2 PoE A > X —7 24 AZ%EIBEL T, PoE O EI~V N %

ETLFET HEEICL>TIFNAME (ST 24 02— 7 24 AHDERY *

IBERIERA VR —T AR
lanO, lanl, lan2, lan3
__ eth0, ethl
E & lanl

g’ EET—FTAYY FERTIHEHBELIA Y R—T7 21 D5

IEB MR TET—RICBTLES,
ondeley EEROT 1 LA/ (#) %, 0~3600 THEL X7,
limit-current PoE R— F DERGIREEZEL £9, HWEIC L > TIRE AR ERHIRE

REAY FT,

e | e AT RE A B R AIBRE (mA)
110, 204, 374, 592, 645, 754, 920,
Fa T "~ Fa T 89 Fa T "~ auto
ER = auto

:7 auto ZIEE L7-5&1L. BRIRESNET,

=
enable PoE BRteE=HEMEL L. Y—EXZEBL T,
show config PoE o EZxFRRLET,

L CIE., [8.23 PoEmkE#ERRT 2] #25HBLTLIZEW,

no enable PoE BRI E#EMEL L., Y—EXEZEILELET,




exit PoE ZHEREE— FZRTL T, REE—F~ABITLET,
no poe IFNAME |2 POE DA > &% —7 = 4 R&%$EE L T, PoE REZEIBRL £7, ?
E1TH =

N
7

amnimo(cfg)# poe lane «
amnimo(cfg-poe-1land)# ondelay 1200 +
amnimo(cfg-poe-1lan@)# limit-current 592 «
amnimo(cfg-poe-1lan@)# enable «
amnimo(cfg-poe-1lan@)# exit «

[
S
7
T
7
D
=
b2}
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83 DIN/DOUT oikREZEIET %

AN A~

AEROBEICH DT P 2IAN (D INHF) BLOTT2EHSN (D OUT iHF) DREZRT
LEY, £ho TYRLVHDOBEEZTVET,

8.3.1 DIN DJRREEEKRT 5
T ZILAN (DINEF) OREAFRRT (21, showdin a<v > REEFTLET,

==

i oo i

N
7

[
S
7
T
7
@D
=
b2}

show din [permanent]

permanent TYRANANOEAZER L, KREZREMICHDLES,
HAh%EIET BIC1E, CTRL+CF—%AL 7,

HO7+—<vk

DI-1: DI-STATUS
DI-2: DI-STATUS
DI-3: DI-STATUS
DI-4: DI-STATUS

HHIEE
DI-STATUS TYRILATDRENRRENE T,
E TN | "B
ON ON JREE
OFF OFF iRgE
E1THY

AV Y FOADEHENIE, IXTOE-FTRALTY, AT, —KRI—Y—F— FDEITHZT
LE9,

(a—v- ) wes LD & = Gl

amnimo$ show din «
DI-1: ON

DI-2: ON

DI-3: OFF

DI-4: OFF




8.3.2 DOUT mikEARFRRT 5
T RILHA (DOUT IHF) DIREAFRT 5121, showdout A~ RAEETL X T,

%
3t 8
=
show dout
VAN
Hh7+—<v b ll\
DO-1: DO-STATUS IZ
DO-2: DO-STATUS 7
@D
5
HAEE 3%
DO-STATUS TYRIILHIDRENRREINE T,
= | &
ON ON JKEE
OFF OFF JKRE
E1T70

av Y RFOAAEHADE, TRTOE—FTALTT, UTFIC. — 21—V —F— FOETHZET
LF¥d,

(a-v- ) wex D & =

amnimo$ show dout «
DO-1: ON
DO-2: OFF




8.3.3 DOUT DREZFIET 2
FORNHAEFES B11E, dout AV FERTLET,

=3

i oo i

dout <set | set-bit | clr-bit> <@-3>
dout <on | off> <1 | 2>

N
7

!
STEE ;
%
A A ;
set FURLEAEERE v FEBCHET 2588, UTFouFhrsg D
BELET, B
2]
BE | BE
1 ON
0 OFF
set-bit By FESAZBELT, TYILHA%E ONIZEKRELEFT,
clr-bit By hEEAZIEEL T, TYXILHENE OFFICRELET,
on FUORLHNBESHIEEL T, FYLILHEHN%E ON ICEELEF,
off FORLHNESHEEL T, FYLKLENE OFF CREL £,
E1741

EREE—FEREET—FT, a7y FOANLHARRL TS, WFIC, EBET— ORI
ERLET,
(sl & E G

amnimo#t dout set 3 « TV RILHENES 1,2 #REFICON IZERET 5,
amnimo# dout on 1 « «TVRIILHENES1%ONIKRET S




84 DIP XA v T DRELZERRT S

DIP XA v FDIRREZEEVST % 1Z1E. show dip-switch A~ > FEETL X,
AV T PL—&—Tld, AHEEFFBTEEEA,

i oo i

N
7

==

show dip-switch

[
S
7
T
7
D
=]
b2}

HAZ7+—<v b

DSW-1: DSW-STATUS
DSW-2: DSW-STATUS
DSW-3: DSW-STATUS
DSW-4: DSW-STATUS

HHEH
DSW-STATUS DIP XA v FDIREAKRRINET,
ON ON HK%&
OFF OFF KR
el

vy RFOAREREDE, TRTOE-FTEALTT, UTFIZ, 82— —F—FOETHZET
LEd,

a—v- Y =2zl & =

amnimo$ show dip-switch «
DSW-1: OFF
DSW-2: OFF
DSW-3: OFF
DSW-4: ON




9 REFEEE

RETIH. ABERBON—FI 2792y b7 — 7 OREFZBIEL. BETAHEICOVWTHAL X,

9.1 AFEROREZRTT S
AUZOANBES & VERNREERRLET,

9.1.1 ANBEZZRTT S

L3
)

=
&®
?
&

&
H

ANBEEFRTRT S21E. show voltage a<v > FEETLXT,
£

show voltage
HO7+—<v b

Input Voltage: VOLTAGE1
Backup Voltage: VOLTAGE2

HHEH
HE nE
VOLTAGE1 A VEROBENKRENET,
VOLTAGE2 Ny Ty TEBROBENKRINET,
el

v RFOANERENDE, TRTOE—-FTALTT, UTIZ, 21—V —F— FOETHET
LEd,

) mzalRl) &= Sl

amnimo$ show voltage ¢
Input Voltage: +11.93V
Backup Voltage: +3.53 V




9.1.2 EXRNEEZRRT S
.:é:. SN g [ ’,:?
(&
EERBE%#FR RS 5I21E. show temperature Iv > RZEITL X7,
£5

show temperature

L
)
=
[
=5
&
=
=

Hh7+—vv b (TP —bTzA4, loTIL—&—)

CPU area : TEMPERATURE1
PoE area : TEMPERATURE2

HHEE (TP —bozA, loTIL—%—)
TEMPERATURE1 CPU B EEAFRLET,

TEMPERATURE?2 PoE B0 BEEERL £,

loT b—%& —1% [PoE area] DIFIFEREINE Ao

=

HA7+—<v b (A /87 FL—&—)

NAV  area: TEMPERATURE1
WDDAC area: TEMPERATURE2
MODEM area: TEMPERATURE3
IPSS area: TEMPERATURE4
CPU  area: TEMPERATURES
PA@ area: TEMPERATURE6

HAOEE (2 /X7 bb—%—)

IBH nE

TEMPERATURE1 NAV(GPS/GNSS) A I BE#F R L £T,

TEMPERATURE?2 WDDAC EiZngEZF&R~L £,

TEMPERATURE3 MODEM B DREA &R~ L £7,

TEMPERATURE4 IPSS D REERRLET,

TEMPERATURED CPU B REZHRL £7,

TEMPERATUREG PA(PowerAmplifer) & PMIC EEY — I X2 DREEHRRL £7,
E170

avYy RFOAREHEADE, TRTODE-RFTCRAILTT, UTIC, BAZA Ty — b7 x24T
D—E1—Y—F—FOETHZERLET,

(a-v- D) wex D) &= G

amnimo$ show temperature «
CPU area : +38.285 °C
PoE area : +38.071 °C

K




9.2 CPUEMFDREZT 5
CPUBIED &R S L VREETVE T,

9.2.1 CPU#IMEZxER RT3
CPU 8{F A2 &K <J 5I1C1%. showcpufreq a~> FEETLET,
AlTy = cA, £y H—8FT— b7 4 Tld, AEEIEIRBTE £ A,

L
)
=
[
=5
&
=
=

=

show cpufreq

HAZ7+—<v b
CPUFREQ
HAHER
CPUFREQ RED CPUBERIKBLARRINE T, TRINZDIE, UTFDOW
ERAY <R NUN-3
¢ Ty r—bt7xA, loT)—%—
200MHZ
250MHZ
500MHZ
1000MHZ

ondemand (200MHZ)
ondemand (250MHZ)
ondemand (500MHZ)
ondemand (1000MHZ)
@ I/ MIL—&R—
400000
800000
998400
1094400
1190400
1248000
1305600
interactive(400000)
interactive(800000)
interactive(998400)
interactive(1094400
(
(
(

)
interactive(1190400)
interactive(1248000)
interactive(1305600)




R (T ¥T—b Tz A, loTL—%—)
ARV FDADEHDIE, $RXTDE-FTRALTYT, UFIS, —R2—H—F— FDETHER

LEXY,

(a—v- D) wzaED) &= )

amnimo$ show cpufreq ¢«
500MHZ

B i o W

RITH (A bL—&—)

(a-v- D) wes D &= D)

amnimo$ show cpufreq ¢«
1305600




9.2.2 CPUBMFREZRTT S

CPU EhfEsZ T %79 %1214, show config cpufreq A~ FEETLET,

*? AlTy T —FrTzA,

HTsfthA,

UV —EERT bV A, 3V b= =Tk, AHEEEILF]

==

show config cpufreq

HAZ7+—<v b
# ---- transition to configure mode ----
configure
# ---- cpufreq configure ----
cpufreq CPUFREQ
# ---- exit configure mode ----
exit

HAHEE (TP —br7zA, loTIL—%—)

IBH nE

CPUFREQ

WRED CPU BMERAEHEAFREINET, RRSNDHDIE. LTOW
IThheil) F9,

e 200MHZ

e 250MHZ

e 500MHZ

e 1000MHZ

® ondemand

el

EEEE-—FELBREE—FT, AXY FOANEHAIZRL T, UTIC, BEEE— FOETH

ZrlLET,

waEED ne D

amnimo# show config cpufreq ¢

# ---- transition to configure mode ----
configure
# ---- cpufreq configure ----

cpufreq 500MHZ

# ---- exit configure mode ----

exit

L3
)
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&®
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&
H




9.23 CPUEIMFZzRET

%
BEEO CPU BIEAREARET 51214, cpufreq v > FEEFLE T, J
B

BIEREO CPU BIEEREOREICOVLTIE, 93 BSESEREORTELT 5] 43RBL
TS0, =
=
2 IR NS e L LR R NE A A s S e Tl &
TEE A, =

=

cpufreq <ondemand | 200MHZ | 250MHZ | 500MHZ | 1000MHZ>

HTEEE
I5H AFS
ondemand CPU O &TIRREICE DL T CPU EMERIREZBIICEE L £7,
200MHZ BEEIEEE 200MHZ EEICHREL £7,
250MHz BEEE S E 250MHz BIEICREL £7,
500MHz B AR EE 500MHz B EICREL £7,
1000MHZ BVEERE % 1000MHZ AEICHEL £, (F 74 MME)

;17 N—332 150 FTOT 7 4/ MBI ondemand ©F, N—2 3> 151 LEIFT 7 4L
= ~MEAY 1000MHz (BE) 127 Y £,

amnimo(cfg)# cpufreq 500MHZ +




9.3 SEREREDCKEEZTD

A AN A~

EXA’SREIFERICA -7 E(IC, CPUBMERREKR. ENALE 2L AV E—T A
ADREAEFST HREEITVET,

AR PIL—2—Tld, AEEERFBTEE A,

L]
)
=
&®
%
&
&
H

931 EEROREREZRTT D
EEBDRERTEZF T B11E, show config thermal a~> F&EETLET,
=54

show config thermal

HAZ7+—<v b

# ---- transition to configure mode ----
configure

# ---- thermal configure ----

thermal polling POLLING

# ---- cpufreq COND-NAME configure ---- «CPU BIFBEIRB DR EN TR RIND
thermal cpufreq COND-NAME

ENABLE

mode MODE

temperature TEMPERATURE

hysteresis HYSTERESIS

LOG-DETECTION

LOG-RESTORATION

state STATE

exit

# ---- mobile COND-NAME configure ---- CENAINLED 2 —LDRENETREIND
thermal mobile COND-NAME

ENABLE

mode MODE

temperature TEMPERATURE

hysteresis HYSTERESIS

LOG-DETECTION

LOG-RESTORATION

state STATE

exit

# ---- interface COND-NAME configure ---- AV R—=—T 1 ADKREDNEREND
thermal interface COND-NAME

ENABLE

mode MODE

temperature TEMPERATURE

hysteresis HYSTERESIS

LOG-DETECTION

LOG-RESTORATION

state STATE

exit

# ---- exit configure mode ----

HAHIEHE

POLLING R—U>7&T5MR (TUW) ARREInET,

COND-NAME FHEDVTRRINET,




ol R

ENABLE BEMIEYN BN RSEEOBEBRIEREINET, ”
R £ "
B [enable] & FTRINET, =
i) [no enable] &RRENET,

MODE E—RARTENET, 1:%}

TEMPERATURE SIEBRESEICA B BELNERENET, %

HYSTERESIS SERREHEA SERTHE RT Y L RBEAERANET, B

LOG-DETECTION HEREANE ML INEE ZICASHATEHE S M ARRENE

T, HHTE3HEIFATLNIARREINET,

RIE ESON

A7 HAER | [log detection (A7 LN} ERTRENET,
RIHBES | RRINEFH A,

LOG-RESTORATION BRGNP ENL SN EZICRTHAT 2N E I pARREINE
T, HATE2HAIEATLRLNKRTINET,

B E O

o7 wAhES | logrestoration {A 7 L ~RILY] ERFENET,
A7 HAES | RRESNFEEA,

STATE SIERREFEICA > B osEREN T TEINET,

R1THY
EREE-—FELREE—FT, AX VY FOANEHAIERLTY, UTIC, BEEE— FOETH
Rl ET,

Cemx ) % SR

amnimo# show config thermal ¢

# ---- transition to configure mode. ----
configure

# ---- thermal configure ----
thermal polling 1000

# ---- cpufreq high configure ----
thermal cpufreq high

enable

mode high

temperature 100.0

hysteresis 10.0

log detection warnings

log restoration notifications
state 200MHZ

exit

# ---- cpufreq low configure ----
thermal cpufreq low

enable

mode low

temperature -10.0

hysteresis 5.0

log detection warnings

log restoration notifications
state 1000MHZ

exit

# ---- mobile high configure ----
thermal mobile high

enable




mode high
temperature 100.0

hysteresis 10.0 L
log detection warnings 9
log restoration notifications =1
state enable

exit ﬁ%
# ---- interface high configure ---- E?
thermal interface high =
enable I3
mode high

temperature 100.0

hysteresis 10.0

log detection warnings

log restoration notifications
state 10@baseT-Auto

exit

# ---- exit configure mode. ----
exit




9.3.2 SEROREZHRET S
EEREDREAZTTAHICIT. AR EE— NICBITL, ZFaAYFE2ETLET,
EEEDREZTICIZ. CPUBNMEREH., ENAILES 32— AV E—T A RADEEET 7=
DDFMEEE—FAPHY EFT, TNEFNOFEMBTEE— NIZIZ, thermal o~ R+ 7> 3>
ETCETTHIETRBOTITZIENTEES,
CITRELE-ARIE. REZ7 7AMICETAEINET,

UTFoRIC, & (mode=high) & MEREF (mode=low) DENMES L VREDOBIEZRL £
ERR

L]
)

=
&®
?
&

&
H

temperaturelXd_EIZ7% >
Ictc®. state®xZEE L.

Az | detectionn 7% 7 SHpE
temperature + hysteresis
Kl EICH - oo, state
ZtiCE L. restoration
temperature
P = 0% % ihF
hysteresis
v
AN
hysteresis
temperature
temperature - hysteresis
LITIC % o fo 1o, state

Jofs. state®=EE L.
detectionO 7% H 7

#7oiZR L. restoration
nJ%&h

123 153] | temperatureld FlZ i > \ B

modebthigho IE8 modehtlowdIF

2

thermal polling POLLING

thermal < cpufreq | mobile | interface > COND-NAME
no thermal < cpufreq | mobile | interface > COND-NAME
enable

no enable

mode MODE

temperature TEMPERATURE

hysteresis HYSTERESIS

log detection LEVEL

no log detection

log restoration LEVEL

no log restoration

show config

state STATE

avw >k

thermal polling POLLING (2. SBEDHR—1 > 7R (2T U#) %, 100~3600000
HHRTEELF I,
ZZTHELABEERCREAIE I N, HHEEIERINE
7+,

thermal cpufreq COND-NAME (&% EEL £ 7,

ermal moble ) @ BET—FTIYY FERTT 5L, WIED L OMABRE

ermal interface L =-remaLET.

o COND-NAME (Zid. #IfHSME%E —ZIHPITE 248 % .
W XEBUARNDODEHRELS LA FRAXFETEELEFT,

o [Tab] ¥F—%2ANT2¢L, EHELZDANEBRTEIL
NTEET,

enable HEREEEMICLET,

no enable SR EESICL T,




mode MODE (2, #IH&HEDE— FAEEEL 9,
BT | &R
high SEBOHEEETHIIBEICEELET,
low EEEOHIEZGETHIBEICIBELE T,
temperature TEMPERATURE I, KREEZZEEF %.5E (°C) %. -100.0~200.0 ®
SMETIEELEY, HAEBETT,
gy @ temperature & hysteresis OREHFENEET 5 HIHES
HEIBETDZLITTEEEA,
® mode (T low ZETE L 7-354. high O#HIHZEL Y HEL
BEHFEAIEETI I TEERE A
hysteresis HYSTERESIS 2, JBEEXFT U2 (°C) %, 0~100.0 DEHTIE
ELET,
gy e mode IT high #I8E L7=H4E. BEHD [temperature -
hysteresis| LU FICA -7z & T2, RG-SR Y
9,
® mode (C low %3I5E L7855, BEH [temperature +
hysteresis| LI EIC7 -7z & &2, SHEISEEENA ISR Y
9,
log BELE-A/7HhEBEMILETS,
BT | &%
destination LEVEL (Z Syslog L L& $8FE LT, HIEH
DOFEEFOOTHEAZEHICLET,
restoration LEVEL (Z Syslog L L& $87F L T, HIEH
X4EFAaSEIRLA-EEDOSHOEFEMIC
LES,
7'7 IBETEBDIE, LT D Syslog TF,
-] -
® emergencies
® alearts
® criticals
® errors
® warnings
® notifications
@ informational
® debugging
,? SHEELIEML BN End &, UToRIAHEhEh
19 EXP
o HIEFHABMLINIZE E .
COND-NAME is active
o HIEHEGMEMLINI-EE !
COND-NAME is inactive
no log EEL7-RIHEAZEMICLET,
BE B
destination FHHEHFOREFOOTHDEENICLET,
restoration FlERGRERASERLZEZORIHD
EENLET,
show config SERDREDHRELZERRLETS,

AL 1931 SEROREREZFRTT D] 22RLT
{TEL,

L
)

=
[
=5
&

=
=




avw v R AR

state HIESEHEHRAD & EDREEIREL £,

EDOMEEDFEMBREE— FADAICL > T, RECTCEZZEINER Y

9,

e CPU BIEAEHDHE

E | 7

200MHZ CPU 8ERE K% 200MHZ BEEICRE L £9,
250MHZ CPU 8EREK % 250MHZ BEEICREL £ 9,
500MHZ CPU &hEE K% 500MHZ BEEICREL £9,
1000MHZ CPU &fEE K% 1000MHZ EE IR EL X9,
ondemand CPU m&TREEICE DL T, CPU EERIKE

EEHICEELET,

WEtEA,

@ Al Ty —hr7 413 CPU BMERIREDIEEIC

LT

@ ENAILEDY 2 —IILDFEE

TE | AR

enable ENAILES 2 —LEFHIZLES,
disable ENAILED 2 —LEEHIZLES,
o (X —T7AZDHE

RE AES

10baseT-Half £— F#% 10baseT-Half IZEREL £,
10baseT-Full £— F#% 10baseT-Full ICEREL £,

100baseT-Auto

£— K% 100baseT-Auto ICBEE L £ 9,

100baseT-Half

£— % 100baseT-Half ICE2E L £ ¢

100baseT-Full

£— K% 100baseT-Full ICE2E L £ ¢,

1000baseT-
Auto

£— K% 1000baseT-Auto IZEZFE L £7,

1000baseT-Full

£— FN% 1000baseT-Full IZ5%F L £

disable

AR —T A RAEEHIZLET,

no thermal cpufreq
no thermal mobile
no thermal interface

COND-NAME (Z&H& % 187E

LT, flEstZEBRL£7,

exit HMREE-—RFZRTLT, REE—FABITLET,

E1THY
amnimo(cfg)# thermal polling 1000 «

amnimo(cfg)# thermal cpufreq high <
amnimo(cfg-th-cpu-high)# enable «
amnimo(cfg-th-cpu-high)# mode high «

<CPU EpERIRI DRI E T — FISBAT

amnimo(cfg-th-cpu-high)# temperature 100.0 «

amnimo(cfg-th-cpu-high)# hysteresis 10.0 «

amnimo(cfg-th-cpu-high)# log detection warnings «
amnimo(cfg-th-cpu-high)# log restoration notifications ¢

amnimo(cfg-th-cpu-high)# state ondemand «
amnimo(cfg-th-cpu-high)# exit «

amnimo(cfg)# thermal mobile high «
amnimo(cfg-th-mob-high)# enable «
amnimo(cfg-th-mob-high)# mode high <

«ENAIILOFEMZREE— FICBLT

amnimo(cfg-th-mob-high)# temperature 100.0 <

L
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=




amnimo(cfg-th-mob-high)# hysteresis 10.0 <
amnimo(cfg-th-mob-high)# log detection warnings <!
amnimo(cfg-th-mob-high)# log restoration notifications ¢«
amnimo(cfg-th-mob-high)# state disable <
amnimo(cfg-th-mob-high)# exit <

amnimo(cfg)# thermal interface high « AV R—T A ADFMREE— N ITBIT
amnimo(cfg-th-if-high)# enable ¢«

amnimo(cfg-th-if-high)# mode high «!

amnimo(cfg-th-if-high)# temperature 100.0

amnimo(cfg-th-if-high)# hysteresis 10.0 «

amnimo(cfg-th-if-high)# log detection warnings «

amnimo(cfg-th-if-high)# log restoration notifications «!
amnimo(cfg-th-if-high)# state 1@@baseT-Auto

amnimo(cfg-th-if-high)# exit <

L]
)
=
&®
?
&
&
H




9.4 Xy FT7—7DRREEFANS
Ty b7 =T ICEENE L TWB AL H 2355, FIERJREME. RI&, @BEL. BEARAELED
BRERANET,
941 v F7—70FERAEEAFARS
8% SN A A [ f:}\f-\:‘
v b7 — o DELERREMAFANSICIE, ping AY Y REETLET,
£

ping <DEST_IP_ADDR> [ ipver <v4 | v6> ][ repeat REPEAT ][ size SIZE ][ interval INTERVA
L ][ src SRC_IP_ADDR][ tos TOS ][ pmtud <do | want | dont> ][ pattern PATTERN ][ ttl TT

L
)
=
[
=5
&
=
=

L]
REEEB
BE A
DEST IP_ADDR ping EEXDIPT7RLAAZIBELET, WABEETY,
ipver AVvE—Fy F7AFINDODN—- 3V EIBELET,
HRIE FIN
vd IPvd DA EFRLET, T 74N FTERESN
TWEd,
v6 IPv6 D& &(FERBL £,
repeat REPEAT (Z. ping XERI#=EEL T,
,7 repeat Z ERE T 5 & KAIC ping AMEFEINE T,
-]
size SIZE 12, ping (5787 v b YA X% 0~65507 OFFETIEEL £7
T7HIL TR [64] NEEEINTWET,
interval INTERVAL (2. ping Z*EDRIfE%E. 1~3600 n&EETIEELET, T 7
AL bTIE [l PERESNTVET,
src SRC IP. ADDRIZ, XEXTIP7 L RXZEELEFT, AV X—T7 x4 R
¥ FQDN Z#5E 45 2 6 TEET, T 74N P TREEFDT FLZN
RESNTWET,
tos TOS (2. ToS (TypeofService) 74 —/L K% 6 EHTIEELEXT, T
7AIbTIE (0] AERESNTVWET,
pmtud Path MTU Discovery ®E1THREE L £,
HE FIR
do TIOA b EREELES,
DF (Don't fragment) At v F&h 9,
want Path MTU Discovery I & » TRE L DE/N
MTU B4 Xpteian, ZoH4 X&) KE
WBEIE, 770X FENET,
T7ANPFTHRESNTVLET,
dont TITA M EZRLELER A,
DF (Don't fragment) lZt v F&NEH A,
pattern PATTERN (2, 16byte TRRET 2/37 v bDT—& /82 —>%_ 0x0~
OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF (16 620 %3 T8 L £ 9.
Iy T =7 LT -2 IKEOMEER DTS -HICHABLET,
ttl TTL (S, TTL (Time to Live, 4£7FHIM) OfE%xEEL £,




=174
vy ROAAEREDE, TRTODE—-—FTRILTT, UTIC. 82— —FE— FOETHZER
L*xd,

(a—v- ) wes LD & = Gl

amnimo$ ping 192.168.0.106 repeat 10 size 1472 «

PING 192.168.0.106 (192.168.0.106) 1472(1500) bytes of data.
1480 bytes from 192.168.0.106: icmp_seq=1 ttl=64 time=0.467 ms
1480 bytes from 192.168.0.106: icmp_seq=2 ttl=64 time=0.370 ms
1480 bytes from 192.168.0.106: icmp_seq=3 ttl=64 time=0.365 ms
1480 bytes from 192.168.0.106: icmp_seq=4 ttl=64 time=0.358 ms
1480 bytes from 192.168.0.106: icmp_seq=5 ttl=64 time=0.348 ms
1480 bytes from 192.168.0.106: icmp_seq=6 ttl=64 time=0.356 ms
1480 bytes from 192.168.0.106: icmp_seq=7 ttl=64 time=0.351 ms
1480 bytes from 192.168.0.106: icmp_seq=8 ttl=64 time=0.347 ms
1480 bytes from 192.168.0.106: icmp_seq=9 ttl=64 time=0.366 ms
1480 bytes from 192.168.0.106: icmp_seq=10 ttl=64 time=0.353 ms

L]
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O 0O 0O 0O 00O

--- 192.168.0.106 ping statistics ---
10 packets transmitted, 10 received, 0% packet loss, time 9207ms
rtt min/avg/max/mdev = 0.347/0.368/0.467/0.034 ms




942 >y bT7—0DREEHRAND

Iy b7 — 0 ORBEFANDICIE, traceroute A~ FE2ETL £,

A AN A~

traceroute <DEST_IP_ADDR> [ipver <v4 | v6> ][ first-hop FIRST-HOP max-hop MAX-HOP ][ no
resolve <on|off>][ src SRC_IP_ADDR ][ tos TOS ][ queries QUERIES ][ protocol < icmp | u
dp[:PORT] | tcp[:PORT] | any[:PORT] > ][ timeout TIMEOUT ]

%ﬁ (1\73/\\/7:\— I\rjl/f\ loT )l/_g_)

L
)
=
[
=5
&
=
=

2 (av/87 bL—%—)
— N, h
CRH
traceroute <DEST_IP_ADDR> [ipver <v4 | v6> ][ first-hop FIRST-HOP max-hop MAX-HOP ][ no

resolve <on|off>][ src SRC_IP_ADDR ][ tos TOS ][ queries QUERIES ][ protocol < icmp |
any[:PORT] > ][ timeout TIMEOUT ]

REEHE
HH AR
DEST IP_ADDR | BB NR KA D IP 7PRL XF7/IZFQDN 2 8FE L £3, HBEEBETT,
ipver AvE—Zy rZAFINLDONN— 30 EEELET,
RIE FIN
vd IPvd DA EFERBLET, T74/)LFTERESNTWVET,
v6 IPv6 D& E(FERBL £,
first-hop FIRST-HOP (2, #I[EID TTLRy 7%, 1~254 OFHETIEELET, T 74/ b
T [1] PERESNTVWET,
max-hop MAX-HOP (2. ARk y 7#%&, 2~255 OHFETIEELE£T, T 74/ kTl
[30] MEEESNTLET,
first-hop ZIEFE L TWW3HE, FIRST-HOP LY REWHIEZIETE T 2 MELDH
WET,
noresolve IP7 RLADEFERE LEWEEICIEELE T,
B FR
on ZHIERE L7,
off ZHIBREST D, T7HNFTERESNTVWET,
src SRC_IP_ADDRIZ, XETTIP 7L REZEELET, 774/ FTIHEEDT K
LROWEEINTUVET,
tos TOS IZ. ToS (TypeofService) 74 —IL K% 16 EHTIEELET, T 74+
TlE (0] ARRESINTLET,
queries 1Ry 7Hiz)n7a—78%, 1~90HEETIEELET, T 7+/LhTlE 3]
MEEESNTVWET,




IEH naE

protocol traceroute TEMAT 2 7AMINZIBELE T, 7 74/ b Tl [udp:33434-

33435] ARESINTLET, %
LIS CR— PESAIBET D IENTEET, £/ [-]1 280D TR 9
— FOBEEEEXT DI EHIARETT, =1

(B tcp:80-1024)
BT FN 1:%;
icmp ICMP 7’0 FaLZEIEEL £, %
piic]

udp[:1-65535] | UDP 7B r 2% EL 7,
tcp[:1-65535] TCP 7B oA EL XY,
any[:1-65535] TCP/UDP 7B F O LAXBIHTIEEL X7,
@ OV FL—&—TlE, BEIL icmp LW any OHIEEH AT, R
— FOHEEREEIETEEE A,

timeout TIMEOQUT I2& A L7 7 bR (s:#) %=, 1s~600s O&EEETREL T, T 7
I FTlE [5s] ARESNTVET,

=174
v RFOADNEREAE, TRTCOE—-FTALTT, UTIZ, 21—V —F— FOETHET
LEd,

a-v- ) weslRD) & =

amnimo$ traceroute www.google.com protocol udp:80 tos ©xA@ first-hop 1 max-hop 255 que
ries 5 <
traceroute to www.google.com (172.217.26.4), 255 hops max, 60 byte packets

1 _gateway (172.16.10.1) 1.257 ms 1.381 ms 1.304 ms 1.389 ms 1.347 ms

2 exl@.example.or.jp (124.155.80.121) 28.621 ms 29.186 ms 29.163 ms 29.125 ms 2
9.199 ms

3 ex10-vl.example.or.jp (124.155.80.69) 29.389 ms 29.390 ms 29.548 ms 29.260 ms
29.458 ms

()

8 ©00l.example.or.jp (202.224.51.158) 36.211 ms 38.756 ms 36.620 ms 36.462 ms 36.
219 ms

9 209.85.174.82 (209.85.174.82) 36.153 ms 39.213 ms 40.888 ms 40.953 ms 40.916 m
s

10 108.170.243.67 (108.170.243.67) 41.282 ms 108.170.243.131 (108.170.243.131) 41.0
46 ms 108.170.243.67 (108.170.243.67) 40.703 ms 108.170.243.35 (108.170.243.35) 38.8
41 ms 108.170.243.131 (108.170.243.131) 39.662 ms

11 172.253.70.43 (172.253.70.43) 37.652 ms 40.043 ms 61.698 ms 40.725 ms 108.177.
3.255 (108.177.3.255) 40.599 ms

12 72.14.234.66 (72.14.234.66) 39.938 ms 39.947 ms 209.85.244.63 (209.85.244.63) 4
6.980 ms 72.14.234.66 (72.14.234.66) 45.782 ms 209.85.244.3 (209.85.244.3) 46.583 ms
13 108.170.242.161 (108.170.242.161) 45.936 ms 108.170.242.193 (108.170.242.193) 4
6.883 ms 108.170.242.161 (108.170.242.161) 46.400 ms 46.024 ms 108.170.242.193 (1es8.
170.242.193) 29.662 ms

14 66.249.95.89 (66.249.95.89) 26.951 ms 26.667 ms 28.706 ms 66.249.95.155 (66.249.
95.155) 27.995 ms 28.408 ms

15 nrt20s02-in-f4.1e100.net (172.217.26.4) 28.598 ms 28.480 ms 28.358 ms 24.998 ms

25.580 ms




943 IP7FLRIZWIHELTWS MAC 7 RL XZFANS

i g s DR
ARP (Address Resolution Protocol) Z#fIB L. IP 7 KL X & MAC 7 I~ I/ZODBS &1 Tfa‘:’é'fil, _2__
TW5ARP F— 7L DIEREZEIET 5 (CI1E, showarp A~ RAEFEHALET, o
ARP ¥ — 7L %A RTd % %
ARP ¥ =7 % FKRT 5IZIE, showarp A~ FEEITLET, %
#3t =
show arp

Hh7+—vv b (TP —bTz4, loTIL—%—)

ﬁﬂiﬂ“ﬁli:ﬂiﬂ!ﬂﬁﬁi
(AT [{AL| (W] |-6w)-{(RT) IR

Address HWtype HWaddress Flags Mask Iface

IP-ADDRESS HW-TYPE MAC-ADDRESS FLAGS-MASK IFACE

IP-ADDRESS HW-TYPE MAC-ADDRESS FLAGS-MASK IFACE

IP-ADDRESS HW-TYPE MAC-ADDRESS FLAGS-MASK IFACE
(HB)

HA7+—<v b (A /87 FL—%&—)

? (IP-ADDRESS) at MAC-ADDRESS [ether] on IFACE
? (IP-ADDRESS) at MAC-ADDRESS [ether] on IFACE
? (IP-ADDRESS) at MAC-ADDRESS [ether] on IFACE

(&Eg)
HHIEE
Y RS
IP-ADDRESS ARP F—7ILICEBERENTLS IP 7 FLAARRENES,
HW-TYPE FYRT— AV B—T A ZADN—FI 2724 THERINE
70
MAC-ADDRESS P7RLRICHELTLNS MAC 7 RLAAFRRINET,
FLAG-MASK MAC 7 RLRDIV b —4kEEERT 75 /YR IARRINE
R
BE E
C = eSS
—FHR. BRI EVSE, T—7
LD LEIBRENIRREBY £F,
M KT b Y —=T
P PublicT> kU —
A BEMICIBINE N T b Y —RAE
! IEEDHEWT FL X
IFACE FYbT—0 A E—T7 2 A ANKRRTENET,




=30 (Ty 5 —b7xA, loTIL—&—)
vy ROAAEREDE, TRTODE—-—FTRILTT, UTIC. 82— —FE— FOETHZER
L*xd,

(a—v- D) wzaED) &= )

amnimo$ show arp «

Address HWtype HWaddress Flags Mask Iface
192.168.0.204 ether ©00:11:22:33:44:55 C etho
192.168.0.205 ether ©00:11:22:33:44:56 C etho

=40 (2287 hL—%&—)
AV EOANEEDE, TATOT-FTRALTT, UFIC, —FI—F—T— FORTHZR
Lxd,

(a-v- D) wex D) &= G

amnimo$ show arp «
? (192.168.0.204) at ©0:11:22:33:44:55 [ether] on ethe

? (192.168.0.205) at 00:11:22:33:44:56 [ether] on etho

ks

L3
)

=
&®
?
&

&
H




9.44 ARP 7T—7 L DIERZHET 5
EEEERER @ ¢
ARP 7 =7 A DIEHRDEHFE L N ARP T =TI Hh 5 DIBEHROEIBEITVNET,
ARP F—T7ILICESRT 5
ARP F— 7B R A ZHRT 5101, arp A Y FAERTLET,
=5

L
)
=
[
=5
&
=
=

arp <IP-ADDRESS> <MAC-ADDRESS>

REEH

I5H nE

IP-ADDRESS ARP 7—7ILICESRT D IP 7 FLRZIBELE T,
MAC-ADDRESS P7FLRICHEEIED MACT FLR%ERELET,
176

av Y RFOAAEHADE, TRTOE—-—FTALTT, UFIC. — 21—V —F— FOETHZET
LFd,

(a-v- D) wes D &= D)

amnimo$ arp 192.168.0.206 00:11:22:33:44:57 «

ARP 7 —7ILHh Sl 3
ARP 7 —7 UL HIERZBIBRT 221, noarp A~ FEERTLET,

2

no arp <IP-ADDRESS>

REEH

IP-ADDRESS ARP T—7LH 0HIBRY 2 IP 7 FLREREL £9,

E1TH5Y
XY FOARNEREADEFE, ITIRTCOE—-FTHALTT, UFIC, 82—V —F— FDETHER
L3,

(v D) wes D) B

amnimo$ no arp 192.168.0.204 «




945 N4y bEXVTLTBERNRZAND
W sn A A [ ’,::\‘\’,:"\‘
Ny b EZ VT L COBERNRZFANSICI1E, packet-dump <> RZETLET,
25 AWy Yy —bozA, Ty —hroxzA, loTIL—%—)

A AN A~

packet-dump <ifname IFNAME > [file PCAP-FILE ] [src IP-ADDRESS | dst IP-ADDRESS | proto
col <udp | tcp | 'udp | 'tcp> ] [port PORT_NO | !'PORT_NO ] [[rotate SIZE:NUM] [ limit-s
ize LIMIT _SIZE ]][ limit-time LIMIT_TIME ] [silent < true | false >]

L
)

=
[
=5
&

=
=

=2 (av/7 bL—%—)

packet-dump <ifname IFNAME > [src IP-ADDRESS | dst IP-ADDRESS | protocol <udp | tcp | !
udp | 'tcp > ] [port PORT_NO | !PORT_NO ]

REEH

IBH e

ifname TANZ—ELTIFNAME 22y b T —0 A v R —T7 24 ZA%IEEL £, I5EAIBER

AV R—=T7 A RZIFATICHEY £7,

eth0. lan<0-3>, br<0-9>, ecm0. ppp<0-9>, tun<0-9>, tap<0-9>

9 o AEEEIIWZAIEE TY,

L ¢ ISTRIAELA Vv R—T7 A RIF1DTT,

file PCAP-FILEIZ, ¥¥ 7Fv—PRESNDZ pcap R 7 7M1 LZIBELE T,

® 7 7 AIIE, /tmp/packet-dump T4 L7 U —LITFICEREN T,

Ll o KL TRET 22 L WAL 7 7 A LOBAY A XiE 100Mbyte, BA7 7
AT 999 &) £,

e N/DREIZIELTCTZ 7 ANYAINENT 2720, REEUNDOERT
tmpfs DY A XEEELAVWEL S ISEETILENHY T, siEIZX> T L7
ERIZZDFFFR->TWEFTOT, AETHNIE, HIBRL TTEBRY tmpfs
DIERBIFEECT LHICL TS0,

[9.47 /%y ARV T LIEREZHIBRT 5]

@ IR MIL—R—TIHEATEEHA,

src TA4NLZ—E LT, IP-ADDRESS (CXETTIP 7L XAZEEL T,
dst 740 Z—E LT, IP-ADDRESS ICEERIP 7 L AEBEL 7,
protocol | 74L& —=¢ LT, 7O F3LEREL £T, PORT_NO @ 0~65535 DEFHFETHR— FFH
SERELET,
udp UDP 7O haizfgEL £,
[protocol ltcp] ¢IBET B EHTEET,
tcp TCP 7o banrziEELEY,
[protocol ludp] ¢£3BET A EHTEET,
port 742 —ELT, PORT_NO K- ESEIEELET,

£7c Tport IPORT_NOJ THR—FESLANERES 5 ENTEEY,




RS kS
rotate pcap 7 7 AL %EA—T—F LTRET BHAEIC, SIZEENUM Z3HEL£d, A—T—+F
ENFZTFANZOKREICIE, 00 1, 2, 3 &HEIBMENTVWEET,

|

BT F
SIZE 17 740LBHTY DY A X% 1~100 DEEHE (Mbyte BEfI) THEEL £,
NUM A—F—+FT 27741 8%1~100 D&EEATIREL T,

@@/@ AV PL— R —TIHERATE T A,

limit- LIMIT SIZEIZ, 774 LF v 7 F ¥ —%2BMNEIULTEH A X%, 1~100 O&EHE (Mbyte
size Hfi) THEELFEFI,.

@@?,@ AV L= —TIHERTEE T A,
limit- BIRERAZBRA-EEICT 7/ LEO—T—FLEWES, LIMIT. TIMEIZ, 774 /L%
time Y7 Fv—HBEELETEER (1774105720 0) % 60~3600 WOFE TIEE L

9,
@@,@ AV FL—RZ—TIHERATEE A,

silent pcap 7 7 ALV DEEFEAEIC/y bATD Y —LADRREREL T,

HE =GN
true pcap 7 7 AL DOREHFBERFIC/XTy bR T E Yy — AR LERA,
false pcap 7 7 A ILDREHKERFIC/ /7y O E Yy —IAFRLET,

@@,@ AV P — R —TIHERATE £ A,

9 rotate,limit-size WA N KFZEDHE L. rotate 10:10(1 7 7 1 )L 10Mbyte, A —F— 7 7
=N ALBIONT 7+ MEE L TERESNET,

E1TH

brO Bl /84w MZEWT TCP R— b+ 80 FD /Xy b ZEUE L T dumpfile.pcap IZE&xAK 1Mbyte
D774V 3 774LTA—T—bLTRETEILDICLET, BEEE-FEREE—FTL
AR FOAREHEAERLTT, UTFIC, EBEET—- FOERTHZRLET,

EEE

amnimo# packet-dump ifname br® file dumpfile.pcap protocol tcp port 80 rotate 1:3 «

Fr7F v —HBRIEUATOLI ITREFEINET,

admin@amnimo$ 1s -1h /tmp/packet-dump «

total 2.7M
-rw------- 1 root root 1001K Aug 4 14:38 dumpfile_ 00001 20210804143821.pcap
-rw------- 1 root root 1001K Aug 4 14:39 dumpfile_00002_20210804143847.pcap

-rw------- 1 root root 751K Aug 4 14:39 dumpfile_00003_20210804143914.pcap

L
)
=
[
=5
&
=
=




946 Ty brERXVTLIERERTTS

Ny R EX VT LIERERRT SI121E. show packet-dump 2 <> REETL X7,

aY /80 PIL—2—Tld, AEEEEFETE EE A,

==

show packet-dump file <PCAP-FILE>

L3
)

=
&®
?
&

&
H

HREEB

EH AR

PCAP-FILE FyvIFv—PREINpcapTERT7 7 A ILEIBEL T,
=174

[9.45 /X7y b2 XV T L TRBEARNRZRANS] ORTHOX Y THERD 1 7 7 M IILVORREZ XK
TLET, BEEE—RFELEERFE—FT, Oy FOANDEEREAERELTT, UTIC, BEEE—
FoEFTHERLET,

‘rmslRD) &= 2D

amnimo# show packet-dump file dumpfile 00001 20210804143821.pcap +
Running as user "root" and group "root". This could be dangerous.

1 0.000000000 192.168.0.1 » 192.168.0.254 UDP 108 31234 -» 22 Len=66
.038015493 192.168.0.254 » 192.168.0.1 UDP 117 22 -» 31234 Len=75
.059774154 192.168.0.254 » 192.168.0.1 UDP 127 22 -» 31234 Len=85
.103200831 192.168.0.254 » 192.168.0.1 UDP 123 22 -» 31234 Len=81
.132931219 192.168.0.254 » 192.168.0.1 UDP 763 22 -» 31234 Len=721
.134194090 192.168.0.1 > 192.168.0.254 UDP 120 31234 -» 22 Len=78
.135167345 192.168.0.254 » 192.168.0.1 UDP 123 22 -» 31234 Len=81

N o vl b wWwN
© ®© ® ® 00
© 0O 000000




947 N v bAEEXVTLI-ERAZHIBT S

NIy N EZ VT LR ZEIRT %1214, no packet-dump O~ RZETLET,
AT MIL—X—TlE, AEEIIFHTEEF A,

==

no packet-dump [file PCAP-FILE]

REIEHE
1HH AR
file FYTTF v —MREES NS pcap R T 7 A LEIEELHIBKBLET,
;1'7 BENBEWEEIZ. &7y b 77 A LEEBRLET,
=
PCAP-FILE FYTF v —PRES N pcap FER DT 7 A ILE
E1TH 1

[9.45 /Xy b AKXV T L TCRENREZAND] ORTHFOXV THED 1 7 7 A L EZBIBKRL
BEEET—RELEXEE—FT, OV FOADERAPDIZRAILTT, UTIC, BEEE—FDOE
T ERLET,

wrelED 2

amnimo# no packet-dump file dumpfile 00001 20210804143821.pcap +
Are you sure you want to delete dumpfile 00001 20210804143821.pcap (y/N): <y Z AT %

E1741 2
[9.45 %7y b ALY 7L TOBERNBEZAND] OETHOLE Y THELZYIKRLET, BEETE
—FEREE—RT, Ay FOADERDIERILTT, UTIC, BEEE-FOERTHERLE
ERS

rms ) &= Sl

amnimo# no packet-dump «
Are you sure you want to delete ALL pcap files? (y/N): <y Z AJ1d %

FEIEN DS i o W8




F£10EZE ABLZFoOoT7 TS —> 3V

AZTlE. DMS (Device Management System) £ & U Nx Witness #BEJ 57-H0 a7 KIZD
WTEEAL £,

10.1 DMS DFERE%T %

5 SN oA g [ A
EBRWICHIT YT — b I AV ) —XDEREPA Y TF Y ZADE=8IZ DMS (Device
Management System) #f#EAE3 3154, CLI TDMS OBEROERPLEELITVET,

n TIBHHEEL. 7/31 280 DMS OBREN B A>TV ET (FBICDMS ICLB3F A
A ZADEBAHAEEICT H7-0) ,
A —E2EFALEVEAETE, 7/34 {80 DMS OBREAEMICHE > TWDBIBEE, A
vE—2y MAANDOBEZEBLET, SOICENALEEZTIAL TWAIEAIREBEIX
MZbEET L0, FTEAEAIEDMS ORFEA"EN 12T 2L CHBELLET,

10.1.1 DMS DjrfEZ= FKRT 5
DMS oY —E X DIRBER KRR T B IZ1L. show servicedms O~ FAETLET,
25

show service dms

HA7x—<v b

SERVICE-STATUS

HHIEHE
SERVICE-STATUS DMS 0% —EXDREA TR TRINE T,
BE |
B{E lactive] &FRRINET,
1A linactive] &FTRRINET,
E1761

XY FOARNEREADEFE, ITIRTOE—-FTALTT, UFIC, 82—V —F— FDETHER
L3,

(a-v- D) wes D & = Sl

amnimo$ show service dms +«
active

L3
10
=1
PN
@%
&
D
Z
7
)
7_
[
¥
3
b




10.1.2 DMS Z#t#Hd %

DMS O# — b X% {8, =ik, BicEd 3(21%, servicedms A~ > NIZH 7> 3 v & (FIFTEIT
L*xd,

=3

service dms <start | stop | restart>

L3
10
=
=3
PN
@%
0
(=]=]
D
Z
7
)
7_
[
¥
3
b

tHAIEHE

start DMS o4 —EX%#EHLET,
stop DMSoH—tx%{EZEIELET,
restart DMS o4 —ERXR%=BEEL 7,
E1741

EREE-—FNEREE—FT, AV FOANEHAIERALTY, UTIC, BEEEE— FOETH
ZrLET,

Ve =
(EEE X E
amnimo#t service dms start «

amnimo# service dms stop «
amnimo#t service dms restart «




10.1.3 DMS O EZ=FRR~d 5
DMS DR E%FKRT 521, show configdms a3 RAETL XY,
g

show config dms

HAZ7+—<v b

# ---- transition to configure mode ----
configure

# ---- dms configure ----

dms

ENABLE

log-level LOG_LEVEL —V2.7.0 &R FRIBE
poll-interval POLLING_INTERVAL <V2.7.0 LUF&H A8

L3
10
=
=3
PN
@%
0
(=]=]
D
Z
7
)
7_
[
¥
3
b

exit
# ---- exit configure mode ----
exit
HHIEE
ENABLE DMS 1" E%h/ BN LIHFGEDFBARRINE T,
BHE FR
B [enable] &FRRENFET,
5 [no enable] &FRENET,
LOG_LEVEL (2, DMS #gEICBEET 2 07 L NAAKRINE T,
BRE A
emergencies LOG_EMERG, YA T LAHDWRLZERIREEZ RIT O T,
alerts LOG_ALERT, EIAAMEARL )LD O Y TT,
critical LOG_CRIT, @M HRT 7 —%/R9 07 TT,
Errors LOG_ERR, =5 —0 %,
LOG_LEVEL warnings LOG_WARNING, &0 T,
notifications LOG_NOTICE, BEHEL FTH. EELAEREZIFO>OS
T9,
informational LOG INFO, 41 v 7+ A= 3> AJ7TT,
debugging LOG_DEBUG, T/\v 7L~ )IDBTTT,
V2.7.0 LUETHI A ATRET T,
=
?”41mé%EVXiftﬁbfﬁ—U77?5%@@@ﬁ%%éﬂi¢o%
EEHHEIE [60~600] (F)IcHY £,
POLL-INTERVAL tp V2.7.0 LUBE TR A ATRET T,
=




=174
EEET—FLRBTEE—FT, A Y FOAHEHADIEIRALCTT, UTIC, BEBEE— FOETH
#rLET,

EmE

amnimo# show config dms «

# ---- transition to configure mode ----
configure

# ---- dms configure ----

dms

enable

log-level informational <V2.7.0 LUEFFHATAE
poll-interval 600 <V2.7.0 LU&EF|FHATAE
exit

# ---- exit configure mode ----

exit




10.1.4 DMS O E%=T 5
DMS ZE&E T 5 ICIF, FMREE— MICBITL. REIY Y FZ2EITLET,
CITHRELIARIE. BREZ7 7ANMCEZTRAENET,

i
g

dms

enable

log-level LOG_LEVEL <V2.7.0 LIBEF]ARIEE
poll-interval POLL_INTERVAL <V/2.7.0 LUEH|FRIAE

L3
10
=
=3
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no enable
exit
E2xa<v K
dms DMS ok Ea~wy REETLET,
REE—FTaO~Yy FA2RTITDE, GFHERTCE—RFICBITLET,
enable DMS oY —tEX%EEH L £,

LOG_LEVEL |, DMS #48EICBEET A2 A7 L RNILAEHRTELE T, T 74/ MMEIE
[informational] T,

RE AES
emergencies LOG_EMERG, ¥R T LAAWRLELIREEZRT AT T,
alerts LOG_ALERT, EIAAMEARL AILDOTTY,
critical LOG_CRIT, @)L —% Ry AV TT,
log-level LOG_L | Errors LOG_ERR, =7 —H 7 T,
FVEL warnings LOG_WARNING, Z&02TF,
notifications LOG_NOTICE, BE&HLEL FIH., BEELRFEREFO>OS
T9,
informational LOG_INFO, A > 7+ A= 3 AJTY,
debugging LOG DEBUG, TNy ZL~_)LDAYTY,

Ty V2.7.0 LU THBA TR TT.
i%

FNA ZEEBEY AT LT L TR— v/ 52E50EEEERELET, &ET
poll-interval PO | #FIE [60~600] M)AV £¥, 774/ Ml [600] #TT,
LL-INTERVAL V2.7.0 LIBETHIBAAAIEET T,

19

no enable DMShH#—EX#&EIELET,

exit DMS O EE—FZTL T, BEE—F~BITLET,
E1745Y

Bl E—

amnimo(cfg)# dms «

amnimo(cfg-dms)# enable «

amnimo(cfg-dms)# log-level informational «—V2.7.0 LB&F)FIR]EE
amnimo(cfg-dms)# poll-interval 600 <V2.7.0 LLBEH] AR A8
amnimo(cfg-dms)# no enable «

amnimo(cfg-dms)# exit «




10.2 Nx Witness W& TFE% 4 5

AN A~

2y b T—0hXSOEEY—I/LE LT NxWitness #EHT 21545, CLI T Nx Witness DIFH D
BERPEREEITVWET,

n @ TvIH— b+ ATlENxWitness DEREZRET IMNELHY £,

Nx Witness DERTE DRFEFHEIE [10.2.4 Nx Witness DERFE % 5] [10.2.5 Nx Witness
DEREZZEAG] 2B IL,
REARZRELAWVEEG, AXTREREIDBEATCTOREICR->TLEI>ZENDHY
T, ZD71=8, Nx Witness DEREAZE L7-HBE L. &4F Nx Witness DEREZFEFEL TL
7230, FLEREANBRZRET S 2L TRRBEHA, HRE L -HEHRENE L < RIS
Ny,
® amnimo VMS oY —E X & 1A TE £ A,

10.2.1 Nx Witness DIREE# KT 5
Nx Witness ¥ — E X DIREE# R T B 1. show service nxwitness I~ > FEETL X9,

=

show service nxwitness

HO7+—<v b

SERVICE-STATUS

HHIEE
SERVICE-STATUS Nx Witness O —E X DIREENRREINE T,
RE | &%
B{E lactive] &FRRINET,
=1 [inactive] &FEREINFT,
175

XY FOARNEREADEFE, TIRTCOE—-FTHALTT, UFIC, 82—V —F— FDETHER
L3,

a—v- Y =2zl & =

amnimo$ show service nxwitness +
active

L3
10
=1
PN
%
&
D
Z
7
)
7_

l
¥

3
b




10.2.2 Nx Witness # &4 %

Nx Witness MY —E X &i#cH), Sk, BEENT 5 2I1%. service nxwitness A~ > RiIZH 7> a3 v
EMAITTEITLES,

=3

service nxwitness <start | stop | restart>

L3
10
=
=3
PN
%
0
(=]=]
D
Z
7
)
7_
[
¥
3
b

HHIEH
start Nx Witness D —EX %8 L £,
stop Nx Witness D% —E X &{E1E L £,
restart Nx Witness D —E X &2 B\iLg L £7,
EX7l

EBEET—FNLBETETE—FT, O Y FOALEHADIIALTT, UTIC, BEBEE— FOETH
L ET,

EmE

amnimo#t service nxwitness start <
amnimo# service nxwitness stop
amnimo# service nxwitness restart <




10.2.3 Nx Witness DR E# RIS
Nx Witness D& E %K< 9 521, show config nxwitness A~ > RZETL ET,
£5

show config nxwitness

HAZ7+—<v b

# ---- transition to configure mode ----
configure

# ---- nxwitness configure ----
nxwitness

ENABLE

port PORT_NUM

database DATABASE_FILE_PATH

password secret ENCRYPT-PASWORD

L3
10
=
=3
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exit
# ---- exit configure mode ----
exit
HHIEE
1HH AR
ENABLE Nx Witness B"E%),/ B RIBEDBEBRIFRINET,
BT | &%
B [enable] &FRRENET,
5 [no enable] &RRENFT,
PORT_NUM Nx Witness ICERE L 7ol — FESHARREINE T, T 74/ b TlE
[7001] ARESNTWET,
DATABASE_FILE_PATH T—RR—=ZDNYy I Ty T T 7AILOBINBIANRRENE S,
F 74 hTlE, [/mnt/share/nxwitness/database/file.db| A%
TINTWET,
Ny Ty 777 ANOENEEEET 2551, 7—F0
P d oL L omAh ST R TE ST Y AR B AT
HY)FET,
ENCRYPT-PASSWORD ESba N/ X7 —RKhARREINET,




R171

amnimo# show config nxwitness +

# ---- transition to configure mode ----
configure

# ---- nxwitness configure ----
nxwitness

enable

port 7001

database /mnt/share/nxwitness/database/file.db
password secret 1sxWjNj/NBbdEfGFmP6vrw==
exit

# ---- exit configure mode ----

exit

amnimo(cfg)# show config nxwitness ¢

# ---- nxwitness configure ----

nxwitness (&EK)

enable

port 7001

database /mnt/share/nxwitness/database/file.db
password secret 1sxWjNj/NBbdEfGFmP6vrw==

exit

-

Ll srmRENnET,

7 Nx Witness DR EE — K T showconfig 37> F&EEITT 3 &

HREE— R ERFRDIE

amnimo(cfg)# nxwitness « —NxWitness O FFBERE E— FICEAIT

amnimo(cfg-nxwitness)# show config +
enable LT REE—FEEL
(&ES)




10.2.4 Nx Witness O EZ T 5
Nx Witness #E%E 3 5 (1%, HHETETE— FICBITL, BFAY VY FERITLET,
CZTERELI-RARIE, REZ 7ANMICEZTAENET,
25

nxwitness

enable

no enable

password

password secret ENCRYPT-PASWORD
port PORT_NUM

database DATABASE_FILE_PATH

exit
avw > R
nxwitness Nx Witness @ FE a1~ > REETLET,
’1'7 REE—RFTaTY FA2ETTHE, SHMREE—FIIBITLET,
9
enable Nx Witness D —E X ##&H L £ 9,
” ® amnimo VMS "B DIFAE. amnimo VMS DY —E X &1 L.
° REABENLFT, FERoAvE—IPHAOINET, )
® L{FTIC amnimo VMS A28 L T =3BE. amnimo VMS D{RTFE
2815( [10.3.5 amnimo VMS & F — X REFEE] 22B)HTREL
TWBAEEMLAH Y FT, Y—EREZKET 2EIICTDHERTE
TWBATHERLLTZE L,
no enable Nx Witness D —E X %#{Z=1E L £9,
password Nx Witness |Z3%7E L 7= admin /S 7 — RAREFEL T,
Nx Witness DEEFTEE &A 4, Nx Witness D FE i AAI 71 & DHEEE TR
L3,
WNRT—=RFOEBICHEINTEE, BELLIZRT—FPREINET,
password secret ENCRYPT-PASWORD I, /¥X 7 — FZBESAL L 7-XFHAIBE L T, /¥R
T7—FEEHLET,
port Nx Witness (CRE L7z R— FEBZRELET, 774/ ~FTlE [7001)
NBEESNTUWET,
Nx Witness DR EE & AH, Nx Witness DR TE T AAM 7 & DHBE TEH
L3,
database T—ER=ZADNy 9Ty 777 ANORWERERELES, T7+/LE
Tl¥. [/mnt/share/nxwitness/database/file.db] A REEINTWE T,
T NV 0Ty T T 7 ANDIKIRTELEETS H5HEIE. T~ 0 T—F
Xl 1 oTHr ST I LRATEBTY TERET BBELBY £ 1
exit Nx Witness DFFlIREE— F &R T L T, REE—F~BITLET,
=174

amnimo(cfg)# nxwitness «

amnimo(cfg-nxwitness)# enable ¢«

amnimo(cfg-nxwitness)# no enable +

amnimo(cfg-nxwitness)# password +

Enter new password: «/SZXT— R %&ASL T Enter
Retype new password: <HE/NXX7—F%Z AN L T Enter
amnimo(cfg-nxwitness)# port 7001 «

amnimo(cfg-nxwitness)# database /mnt/share/nxwitness/database/file.db «
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amnimo(cfg-nxwitness)# exit <
amnimo(cfg)#




10.2.5 Nx Witness DR TEAZZEE AT

Nx Witness DR EZFFEL £3, REFELAFZTIE. Nx Witness DEREZHZHAAL T & T, VAT
LIRSSz ENATEET,

=176
EEEE-FEREE—FT, AV FOADEHDIBRAL TS, UFIC, BEEE— FOERTH
ZrlLET,

w2:D e

amnimo# config nxwitness save «!
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10.2.6 Nx Witness DR TE # A A D
Nx Wtiness DERFEH > AT LI KBRS S F T,
2175
BHEEET—RNEHRTFE—FT, Oy FOAADEEADEELCTT, UTIC. BEEE— FOETH
L ET,

VR
I}
e
I
i

amnimo# config nxwitness load «!




10.3 amnimo VMS O E#%# § %

2y M= AASOEREY—ILE LT amnimo VMS Z{EB 3 33545, CLI Tamnimo VMS 0 1E
WOXRCEREZITVWET,

n Nx Witness D —EX & EHEBETEEH A,

'/'7 N=23 v 241 L&D 77— L7 = 7 THEANATRETT,
i%

10.3.1 amnimo VMS DkEE% F=Rd %
amnimo VMS @Y — E X DIREER RRT 512 1%. show service amovms A~ > FEETLET,

=
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show service amovms

HO7+—<v b

SERVICE-STATUS

HHIEE

SERVICE-STATUS amnimo VMS OH% —E X DIREA R REINE T,
BE | &%
B){E [active] EFRREINZET,
=1k linactive] & FRaANET,

E1THY

ARV FOADNEENDEF, IRTOE—-FTHALTT, LFIC, 82— —F— FDOETHER
L3,

(a-v- D) wex D) &= G

amnimo$ show service amovms «
active

ks




10.3.2 amnimo VMS Z# #){#Hd %

amnimo VMS Y — E X ##EH), {F1k. BLE T 5 I(2IE. serviceamovms I ~< ¥ RIiZH 7> 3>~
EMAITTEITLES,

=3

service amovms <start | stop | restart>
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HHIEE
start amnimo VMS 4% —E X #&E&# L £7,
, Nx Wintess Y —EXHEE L TLWBEHEDH amnimo VMS
(N DY —EREARIYY FTRBT 2 EAARETY, REFEHE
HBOARBIZCLY Y —ERDPEBIZEEL R B2 Y RINDH
DEFTOT, TEFRLLEEL,
stop amnimo VMS ¥ —E 2 %&{21L L £,
restart amnimo VMS o4 —E X2 HEE L £,
E1THY

EREE-—FELREE—FT, AX Y FOANEHAIZRLTY, UTIC, BEEE— FOETH
ZrlLET,

(EEE (= S

amnimo# service amovms start « « amnimo VMS O #—E R %L E)
amnimo# service amovms stop « « amnimo VMS O % —E X & {Z 1k
amnimo# service amovms restart « « amnimo VMS O # — B R % BiLE)




10.3.3 amnimo VMS O E# &K~ 5
amnimo VMS D& E % FK<$ 5 Z1%. show config amovms 3 <> KA ETL XY,

=3

show config amovms

HAZ7+—<v b
# ---- transition to configure mode ----
configure
# ---- amovms configure ----
amovms
ENABLE
exit
# ---- exit configure mode ----
exit
HAHIEE
ENABLE amnimo VMS n &%),/ B aIGE DERARTINE T,
BE EZ
E=Eo) [enable] & TXREINFET,

L [no enable] &RRENFT,
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(EEE
amnimo# show config amovms «
# ---- transition to configure mode ----
configure
# ---- amovms configure ----
amovms
enable
exit
# ---- exit configure mode ----
exit

(e D

amnimo(cfg)# show config amovms +
# ---- amovms configure ----
amovms

enable

exit

R

BEWAKRTENET,

amnimo(cfg)# amovms « —amnimo VMS DFEfizEE T —

amnimo(cfg-amovms)# show config «
enable LT REE—FEEL
(&)

amnimo VMS DEIEZREE— F T showconfig A~y FAETT 5 &,

HEE— R ERED

RICBAT




10.3.4 amnimo VMS O FE# 3 5

amnimo VMS ZXET 22 1d, FEMRET— NICBITL, |REI~YYFEEITLET,
I ZTHRELI-AARIL \&E7 AIVICEETAENET,
25
amovms
enable
no enable
exit
avw > R
avw o R AR
amovms amnimo VMS ok Ea~>y F2ETLFT,
5};%E%—FTZ?VV%%ﬁT%t\ﬁm%ﬁ%—PE%ﬁbiTo
=
enable amnimo VMS ¥ —E X &#8E&# L £7,

o Nx Wintess BB DIHBE. Nx Witness DY —E X %&Z1E L. BE%
EHZLET, FEROAvE—IHHAOENET, )

® LIATIC Nx Witness AYEE L TUWW-IBA. REBEEATEL TWEH

“'“]?E?ﬁ%‘)i?’ Y—ERZEHTHHICTOERTETCWDILTHE

DL TZE 0,
no enable amnimo VMS % —bE X &&=k L 7,
exit amnimo VMS OFMIEREE—F AR T LT, REET—F~ABITLET,

el

amnimo(cfg)# amovms +
amnimo(cfg-amovms)# enable «

Enabling amnimo VMS disables Nx Witness. —Nx Witness B BIDHE. XX vE—Y A H
NEINET,

Do you want to change it? (y/N): y

INFORMATION:

Please ensure an adequate recording capacity is reserved.

If recording with Nx Witness is no longer necessary, consider deleting it.
Typically, recordings are stored in "/media/ssd/'HD Witness Media'/".
amnimo(cfg-amovms)# no enable «

amnimo(cfg)#
ql:? Nx Wintess OF — R {REMEEL Nx Witness 754 7> b 77 DY —N—FZF-A b L —

14 EEDREL CHERT D ENHETT,

ﬂ H#-J(-EF - amnimo AG10 - Nx Witness Client

SERAFL =M. F=H17 OB 2T90A




10.3.5 amnimo VMS O T — & (R 774815,

amnimo VMS (33RET — X PHRET — X R EEFEDIBFAICIFEFLEFT, X L= v b
HEN D DIHEIE. amnimo VMS [ZRFID~ 7 > FEREICREL T,

Bl
=1
LUF D & 5 12A&ERE SSD(/dev/sdal) &AM F1F USB X E YU (/dev/sdbl) D~ > hEEEE LTHE

ET2851F BYOT T FEETHBSSD DY FHEA Y /media/ssd DEETIC video &
WOSERTALIZ M) —ZERLET,

amnimo# show config storage —RbL—=—YDexT v NEEXHERT D
# ---- transition to configure mode ----

configure

# ---- storage sdal configure ----

storage mount sdal /media/ssd type ext4 options defaults <SSD(sdal)®d~ 7> hiRA > k
storage fsck sdal preen

storage monitor sdal interval 1@m

storage failsafe sdal retry 3 interval 10 reboot 3

# ---- storage sdbl configure ----

storage mount sdbl /media/usb type ext4 options defaults <«USB(sdbl)®~7 > kA > |
storage fsck sdbl preen

storage monitor sdbl interval 16m

storage failsafe sdbl retry 3 interval 10 reboot 3

# ---- exit configure mode ----

exit

amnimo# show device storage usage

Partition Size Used Avail Use% MountPoint

mmcblkepl 8.3G 1.8G 6.1G 23% /

mmcblkep3 4.1G 220M 3.7G 6% /opt/local

mmcblkOp5 3.5G 172M 3.2G 6% /mnt/share

sdal 440G 14G 404G 4% /media/ssd

sdbl 9.4G 775M 8.1G 9% /media/usb

amnimo# exit

amnimo$ exit

admin@amnimo:~$ 1s -1 /media/ssd/video/ —amnimo VM S |¥/media/ssd ®OEZF (Z“video" &
WO T4 Lo M) —%T—XREBEE L L TEXRT %
total 20

-rw-r--r-- 1 root root 12288 Feb 2 10:58 record.db
drwxr-xr-x 2 root root 4096 Feb 2 10:58 vod
drwxr-xr-x 2 root root 4096 Feb 2 10:58 work

*'? @ XhL—YDwU v hERTIF., (481 APL—YDTT Y NRERT D] 2#SBLE
= LN,
@ XhL—YDv Ty FEBREALTWESIL. /mnt/ssd/video IC/ERLL £4, Z DHEEIL
eMMC OEIE T, ZERENEBRND L MOT IV r—rarysFALTWDE T E
ICEEB T 2ELHY T,




10.4 remote.it DEREAE T B

5 SN v [ [ A
THEAD PC HENSBENT-BITICH AR RBICERIZT V2 RT 5= remote.it ZFEHT 3
e, CLI Tremote.it DIERD TR, ], REDFKR, HEZITHOIENTEET,

10.4.1 remote.it DIREEZ KT 5
remote.it DY — E X DIREER KRRT B 121E. show service remoteit A~ FEETL X,
=5y

show service remoteit
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HAZ7+—<v b

SERVICE-STATUS

HAIEHE
SERVICE-STATUS remote.it DY —E X DIREEATRRINET,
BT =
B{E lactive] EFRREINET,
fF1EH linactive] &FTRRINET,
E1761

avY RFOAREREDE, TRTOE-FTEALTT, UTFIZ, 82 —F—F—FOETHZET
LEd,

a-v- D) wes D &= D)

amnimo$ show service remoteit «
active




10.4.2 remote.it Z &|HT %

remote.it DY —E X & iLE), {21k, BEENT SI(2IL. serviceremoteit A~ KIZH T 3 %
ITTETLET,

=3

service remoteit <start | stop | restart>
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HHIEH

start remote.it DY —E R EREL £ 7,
stop remote.it DY —E X EEIEL T,
restart remote.it DY —E X EBHREFL £7,
EX7l

EREE-—FNELREE—FT, AV FOANEHAIZRALTY, UTIC, BEBEE— FOETH
=Rl ET,

EmE

amnimo#t service remoteit start «
amnimo# service remoteit stop «!
amnimo#t service remoteit restart <




10.4.3 remote.it DEREEFRT S
remote.it DERE % FKRJ 5IZ1%. show config remoteit I~ > FEETL £,

=3

show config remoteit

HAZ7+—<v b
# ---- transition to configure mode ----
configure
# ---- remoteit configure ----
remoteit
ENABLED
registration REGISTORATION_CODE
exit
# ---- exit configure mode ----
Exit
HAHIEE
ENABLE remote.it "EE)/ BN LIBEDBFBRARTINET,
HE | &
E=Eo) [enable] & FTXREINFET,
5 [no enable] ¢FRRSNET,
registoration remote.it D7 A £ RF—F/FNNVT I—-FERRLET,
REGISTRATION_CODE IC(£ RFC4122 TREZINTWLA uuid B 16 EH T
NzeHzRrLET,
AHEREIZ T VT P IL— R —DHTHAAETT,
E1701

)=+

amnimo# show config remoteit ¢

# ---- transition to configure mode ----
configure

# ---- remoteit configure ----

remoteit

enable

registration 01234567-89ab-cdef-0123-456789abcdef
exit

# ---- exit configure mode ----

exit




amnimo(cfg)# show config remoteit +«

# ---- remoteit configure ----
remoteit
enable
registration 01234567-89ab-cdef-0123-456789abcdef
exit
oy remote.it DFFEMIFE T — N T showconfig A~ ¥ FER{TT 5 & REET— M LRKOBER
=l PERRINET,
amnimo(cfg)# remoteit —remote.it DFFHREE— N ITBT
amnimo(cfg-remoteit)# show config ¢«
enable DT, ®BEE—FERAL

(&%)




10.4.4 remote.it DEREZT S
remote.it ZFRET B IC1E, FMAFZREE— FICBITL, REITY FZETLET,
CITHRELIERNBRIZ. BEZ7 7ANIEZAENET,
=52y
remoteit
enable
no enable

registration REGISTRATION_CODE
no registration

exit
avw > R
remoteit remote.it D/ FIY Y REETLET,
’,'_/' REE—FTaOTY FA2ERTTHE, BEMREE—FICBITLET,
-]
enable remote.it DY —EXEZEEL £,
no enable remote.it DY —EX&ZEIEL £,
registration remoteit DZ7 A X ¥ —F Iy a—-FERELET,
REGISTRATION _CODE IZ1Z RFC4122 THREINTWS uuid B D 16 EHZ
FHEZELET,
ABEEEIL DV /XD P IL— X —DHTHBRIEETT,
no registration REL7zremoteit DT Ay RF—F/ 3NV I—FEHIBRLET,
ABEEEIL DV /XD P IL— X —DHTHBRIEETT,
exit remote.it DFFMIREE—FARTL T, RET—F~ABITLET,
175

amnimo(cfg)# remoteit +

amnimo(cfg-remoteit)# enable «

amnimo(cfg-remoteit)# no enable ¢«

amnimo(cfg-remoteit)# registration ©1234567-89ab-cdef-0123-456789abcdef +
amnimo(cfg-remoteit)# no registration «

amnimo(cfg-remoteit)# exit «




105 77U —v3vavy RaEFTT53

AREBICA VAP —ILENTWE TS o — /a/@:?/h%%ﬁbi?’ N IE:E—|‘
TL, Oy F&EERITLET,

] ° AHEREIL. remoteit A7 Y FICOAIIGLTWET,
il o o b e it AR S SR G 2 TR

g
execute remoteit < remoteit A~ K >
E1741

O< Y FiLroot HEETEITEN S 70, remoteit A~ > KA ETT 574012 sudo #FERTI2HE
THY £ A,

(e D

amnimo(cfg)# execute remoteit version «
amnimo(cfg)# execute remoteit signin «
amnimo(cfg)# execute remoteit status «

remote.it 77U —2 3 VICET ARBRENMRT R, REZ7 7 AL EREST ST UK
(config file save)%%ﬁ’@b AMIROBREL L THREFETDHLOICL TSN,
[11.14 BEZ77ANERET D]
remote.it DEFRHARTEAEICOVWTIIRHEBOREZ— T v 7H4 FESEBL
72X,
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106 CVROEEZT S

777 RETHLO—X— CVR %Z{EAT %%HA. CLI TCVR DIBEHRDRRCEEZITLET,

r;b G LAN O RZ PIL—R—1ZNN—T 532 262 L. BRZA 7 loT b—&—|g3/"— 5

Wl 270D T 7 — LY P CHEAATEETT,

IR LAN O X7 bb—2—Tld, 77— L7z T7X 70— FEE CVR #aEe —KrIIC
FIELES,

10.6.1 CVR DIRREZFRRT 5
CVR DY —E R DIREERFRRT S IZ1E. show servicecvr A< FEETLET,
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=

show service cvr

HAZ7+—%v b

SERVICE-STATUS

HHIEHE
SERVICE-STATUS CVR O —EXDRENFRRINE T,
BE ES
B{E [active] EFRREINZET,
fF1EH linactive] &FTRRINET,
E1761

AR Y FOARNERENDIEF, IRTOE—-FTHALTT, UIFIC, 82— —F— FDOETHER
L3,

(a-v- ) wex D & =

amnimo$ show service cvr «
active




10.6.2 CVR Z=#ltHd %

CVR 0Y —ER%ZHLE), F1E. FBLEIT 51, servicecvr A< ¥ RIZH > 3 v & FIFTEITL
£9,

=3

service cvr <start | stop | restart>
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HHIEH

start CVRoY—b2%EHL 7,
stop CVR ¥ —bx%&EILL XY,
restart CVRoY—E2%#BEHLET,
EX7l

EREE-—FNELREE—FT, AV FOANEHAIZRALTY, UTIC, BEBEE— FOETH
=Rl ET,

EmE

amnimo# service cvr start < « CVR 0¥ —E X% L)
amnimo# service cvr stop « « CVR oY —EX%ZIE
amnimo# service cvr restart < « CVR 0¥ — R %= BiLE)




10.6.3 CVR OB EZFR T 5
CVR mZE#F RS 5121E. show configevr A< > RAEETL XY,

%
g 10
=
show config cvr
-
HAO7+—~<v b !
AR
# ---- transition to configure mode ---- jQ
configure v
# ---- cvr configure ---- 1)
cvr ,7_
ENABLE \[
i v
exit 3
# ---- exit configure mode ---- V2
exit
HAHIEE
ENABLE CVR 0'E3h/ EYEHEDEBRARRINE T,
RE E=
E=Eo) [enable] & TXREINFET,

L [no enable] &RRENFT,




R171

(EEE
amnimo# show config cvr «
# ---- transition to configure mode ----
configure
# ---- cvr configure ----
cvr
enable
exit
# ---- exit configure mode ----
exit

(e D

amnimo(cfg)# show config cvr «
# ---- cvr configure ----

cvr

enable

exit

:l? CVR DR FEE— K Tshowconfig v > RAETT R L, BEE— FEEBEDOBERNE
=8 RIhET,
amnimo(cfg)# cvr < —CVR OFHBEREE— MICBIT

amnimo(cfg-cvr)# show config «

enable <UF, BEE—FEAL

(HB%)




10.6.4 CVRDFEREZT %
CVREZRET B Icid, FHERET— FICBITL. REATY FEERTLET,

3 _ . -]
CITHRELIZARIE, REZ7 7ANMIETAENE T, 10
23 B

cvr ?7'-5
enable ?EE
no enable )
exit 7
7
J)
avw > R i
J
cvr CVRDZFEAYY FAEFTLET, i
‘7 HREE—FTaOTY FA2ERTTHE, BEHMREE—FICBITLET,
=
enable CVRoY—bEX%&ZEL 7,
no enable CVR oY —bz%&EIEL T,
exit CVR O EE—FARTL T, REE—F~ABITLET,
E1741

amnimo(cfg)# cvr <
amnimo(cfg-cvr)# enable «
amnimo(cfg-cvr)# no enable «
amnimo(cfg)#




F£11E Epa~<w~ F

AETIE, CLIOAEEa~< Y FIZDOWTEBAL £9, amsh Z2E8E BT I, KEZOBRET7 7 AL EN
— Ry T7%EBETHZEDNTEET,

xll—) ® 0T L—%—TlF, Ao~y FIck31BEE2SR—FLTWEH A,
& @ I /XY hIL—&—TlF, AEI~7 > FICLZBEATE LB A,

11.1 BEZ7 7 AV Z#ET %
HETFAINLEEETSICIE, amefg A~ FAFEALE T,
11.1.1 BEZ7 7AG#Ha~ > FOEK
amcfg A~ FOEAEXICOWTEHBALE T,
£

amcfg [<OPTIONS>] <COMMAND>

HEEH

OPTIONS A RIA4vFFoavERELES,
-V, --verbose | avV—ILICLYERABEREEDLET,
-v N=—ravESERRLET,
-h. --help ~NVTIERERRLET,

COMMAND RET7 7 AN EFET A0~ REEELET,
init BETZ7 7 ANERIL £,
load BEZ7 7 ANETHALET,
save BRET77ANERTFELET,
move BEZ77ANVEBHLET,
copy BEZ77A)NEE—LET,
delete BEZ77ANLEHBRLETD,
list BRET77ANOD—EBEZERRLET,

11.1.2 BE7 7 AL %2 PHIT 5
RET 7 AINLEMERLT BI21E, amefginita~v > FEETLET,
=174
HET7 7 AINENRIT B ICIE, sudo A~y REFERATINEAH Y £,

admin@amnimo:~$ sudo amcfg init «
Do you want to initialize the settings? (y/N): « [y] #—IZHE1F T Enter Z A3

;l? IX VY FOE[TEF Y 2L BIIE, Enter EANTEH. In)] F—ICHITT Enter 2 A
=B HLZ7,
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1113 BE7 7 A IV ZEFTHHAD

RET 7 AINEFZHMALICIE, amcfgload a7 > REETLET,

-]

£ 11

=
amcfg load [FILENAME]

X EIEB ;
1BHH AR i
FILE RETZ77ANEZEANDLES, N

@ RATRXNFED 7 FAILVEZERETCEEXT,

o V7 ANZE L THATESZXFI. [EHF] (KXFLNXF
BEBILET), [-(INA7>)] (RESLICERETORBIZTE
FHA) TT,

:1'7 HRET7ANEDANEERT B &, [startup-config] H°E%

=B TINET,

E1T7H

WET 7 AN EFEAADICIE, sudo Ay FaFEATILENHY £,

admin@amnimo:~$ sudo amcfg load startup-config2 «

11.14 BET7 74 LVERFET S
HETT7AINERET SHICIE, amcefgsave Aw Y RAEETLET,
.

= I

amcfg save [FILENAME]

REIEHE
1EH AR
FILENAME RET77ANEEANDLES,
@ BEATRXNFD I FAILZLERETCEET,
e VrMILZL L THATEIZXFR., [EHF] (KXFLNXFE
EXBILES), [-(NA 7)) (EESLORETORAIZTE
FHA) TT,
oo RE7 7 ANBDANEREET DL, [startup-config] A%
f_ll TSNEzT,
E1TH5Y

BE7 7ANERET SHICIE, sudo Ay FEERTLIMNENHY £9,

admin@amnimo:~$ sudo amcfg save startup-config2 ¢«




11.15 BET7 7 A ILVDELR#ZEET S
RETZ7ANDOELFEEET HI21E, amcfgmove A~ FEETLET,

-
=K 11
=
amc-Fg move SRC-FILENAME DST-FILENAME
4
SEIEE §
BE b <
e
f\‘

SRC-FILENAME EERIOBRE7 7 A NVBE AN LET,
DST-FILENAME BREHBROBRE7 7ANVBE AN LET,

E1781
RETZ77AINVDERZEET 5I21E, sudo I FEERT2MELNDHY £7,

admin@amnimo:~$ sudo amcfg move backup-20200101 backup-20200101-2 «

1116 BE7 7ML HxE—F 3%

RET77AI)NAEAE—F5(2I1E, amcfgcopy A~v Y REERTLET,
REBEBRICOWTIE, 1114 RET7 7 AL ERET D] #2BL LI,

=
amcfg copy SRC-FILENAME DST-FILENAME
el
BREZ77ANEAL—F 5I21E, sudo A~ ¥ FEFEATIHENHY £,

admin@amnimo:~$ sudo amcfg copy startup-config 2 backup-20200101-3+




11.1.7 BE7 7 AL ZHIBRT %

BRET7 7 AINEEIBTSICIE, amcfg delete a<v > FAEETL X,
REBEBICOWTIE, 1114 BEZ7 740V E2RETS] 2B L TLEa0,

=3

amcfg delete [FILE]

=

1761
WEZ7 7 AINEHIBRY B2, sudo A~y FaEATIRENHY £,

Zh»
=i
-
-
%
S

admin@amnimo:~$ sudo amcfg delete startup-config 2 «
Are you sure you want to delete the startup-config 2 file? (y/N): « [yl F—ICHITTE

nter Z A5

1118 BEZ7 7 A ILDOD—EBEXFK KT S
RE77AND—EBZERRT BICIE, amcfglista~v> FERITLET,

ESaRtll
BE7 7ANVD—E%ZRTTSICIE, sudo A~ F2ERATLIUNENDHY £7,

admin@amnimo:~$ sudo amcfg list «
startup-config 2020-01-02T00:00:00+09:00
backup-20200101 2020-01-01T00:00:00+09 : 00
backup-20200202 2020-01-02T00:00:00Z+09 :00




11.2 N—Fo 7 %#fEHd 5

N—=R7 2 T7ZHET BICE, amctrl A~ > F2FERLET,

11.2.1 N"—Foz7&lfEa~v> ROERK

amctrl A< Y FOEAREXICOWTERAL 9,

==

amctrl COMMAND [--help]

AN A~

HTEEE
IHH ES
COMMAND N—=F7T75HET2/-vnav > FA2EELET,
information EREEBRREDN—F7 2 70BERE R
~LET,
dip-switch DIP XA v FOIRAEEZFRLET,
push-switch PUSH XA v FOREZFRRL ET,
boot weET) TERELET,
led LED Z#IL £49,
poe PoEar hoO—Z—%41#1L £,
usb USBR—btZ&IEIL £9,
di TYRIVANEHEL 7,
do TYXNHAEHELE T,
reboot U7 —MLEAETLET,
ai TFATANEEERTLET,
FF] oY RS-V oA ORERD
AEETT
pC VR A Ty MABERITLET,
g Y —ERT — bV A OAERD
AEETT,
version amctrl A FONR=—Y a3 VIERAEFRRLE
ED
help amctrl A<v > ROAILTEZRRTLET,
ZOERTHBALTWE Oy FOER
L NERRINFET,
--help A~ FD#H e [--help) £721d [-h] 217 TEITT2E, a7
v FOFFMIERA TR RINET,
) :
admin@amnimo:~$ amctrl di --help ¢«
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Ay FHBEA 7> 3>
information. version, help A~ > FiZlZ, UTOHBF 7> av»FELET,

"
-S. --syslog LOG_LEVEL LOG_LEVEL (2, Xvt—YDaryy—ILHEALNLZEEL £, =
-V, --verbose LOG_LEVEL LOG_LEVEL IZ, X v =Y DXy =T HALNLEREL £,

LEVEL LOG_LEVEL I=. 02 L~ LEHIETHE L £7. 4
ZITHRELAASLAALLUTORIAERRENE T, 5
77 #J) bTlE. Tinformational] AREINTWWET, <
B EE r
emerg VAT LD TNERERREZRT RITY,
alert B A B L XDy TY,
crit oA LT7 —%2RdATTY,
err I7—RAJTY,
warning z2Ln0s 7T,
info AV 7+ A= a a7 TY,
debug FNy SLALDRTTT,




N— R T7DERERRT SI2IE. amctrl information A~ > RZ2ETL £ T,

=3

amctrl information
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K176
UFIE, Ty 25— b7 ATOETHZRLET,

admin@amnimo:~$ amctrl information «

manufacturer amnimo

board AG10

series G

model AG10-010JP-10-512G
serial 012345

revision 0

date: 2020-01-01T00:00:00Z

%Z? HBMN R BI5E. board, series. model (2, BICEBEOARALNETRINET,




11.2.3 DIP X4 v FDIRREEFRRT B
DIP 2 A v FDIRREZEEST % 1Z1E. amctrl dip-switch A~ > FEETL T,
g

amctrl dip-switch

HAZ7+—<v b
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DSW-1: DSW-STATUS
DSW-2: DSW-STATUS
DSW-3: DSW-STATUS
DSW-4: DSW-STATUS

HIEE
DSW-STATUS % DIP 24 v FORENKREINET,
ON ON JRAE
OFF OFF {k%&
R1THY

DIP XA v FDIREZEUF T 511, sudo A~ F2ERATLIMNENHY £7,

admin@amnimo:~$ sudo amctrl dip-switch «
DSW-1: OFF
DSW-2: ON
DSW-3: ON
DSW-4: ON

oY BTV ADDIP RSy FIF12DHERY) £T,

admin@amnimo:~$ sudo amctrl dip-switch «
DSW-1: OFF
DSW-2: ON




11.2.4 PUSH XA v FDIREERKRRT 5
PUSH X A v FDIRREAZ FRRT 5121k, push-switch A~ > REETL T,

=3

amctrl push-switch

TN AL g 2o

HAZ7+—<v b

PSW: PSW-STATUS

HIEE
PSW -STATUS PUSH X A v FORENFRENET,
ON ON JRAE
OFF OFF k&
ESmRtll

PUSH X A v FOIRBEA K TRT BICI1E. sudo I~ FEFEHRTILEAHY X7,

admin@amnimo:~$ sudo amctrl push-switch «
PSW: OFF




11.25 T 7zl 5
BEFTY 7 #HIET ST, amctrl boot I~ KA ETL £,
=52y

amctrl boot
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HAZ7+—<v b

AREA: AREA_NO

HAIEE
AREA_NO EETY TOESIHFTRINET,
F | R
0 Y70
R E RTF IR /dev/mmcblkOboot0
rootfs : /dev/mmcblkOpl
userfs : /dev/mmcblk0p3
1 U771
RERTFHEE /dev/mmcblkObootl
rootfs : /dev/mmcblkOp2
userfs : /dev/mmcblkOp4
HTEEE
--set AREA_NO EEBTUTEYVEZET,
AREA_NO w7
-V, --verbose LEVELIZ, Xvt—Yoary—ILEALRNILEEELET,
-h. --help NVT Ay —TUERRLET,
E1T0

EETY 7 ZGHEd 521k, sudo Av > FEFERTHIMENHY £,

admin@amnimo:~$ sudo amctrl boot -set 1+
admin@amnimo:~$ sudo amctrl boot «!
AREA: 1




11.2.6 LED o g7z HE %

LED o AT = HIES 2 IC1E, amctrlled A~ > FIZH 7> 3 v &2 FITTEITLET,
e

amctrl led [--number <1-5>]
[--color <green | red>]
[--trigger <none | timer >]
[--brightness <off | on>]
[--delay <125 | 500>]
[--syslog LEVEL]
[--verbose LEVEL]
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[-h]
HEEH
IEH =
--number HIHEXIRD LED 0FS %, 1~5 O#HETHEEL £7,
1& 2 BYRTFLICFHINTLES, BALANTE
o YN
e
1 ANT
2 MOB
3 ST1
4 ST2
5 ST3
--color RO LED BAREL £9,
BE Nats
green %
red Uip
--trigger LED #l#ld b U A—%3EEL T,
BE Nats
none L
timer --delay THE LA TERBL 7,
--brightness LED o =4THHZE L £ 9,
BRE | AE
on =T
off JEAT
--delay LED o g GIHE O ST ZEE L £,
E | W&
125 125ms A A
500 500ms A HA
-S . --syslog LEVEL (2. Xvt—Y D syslog ~DHEAL RILEEELET,
-V, --verbose LEVEL (2, Xy =Y 0avyY —ILHALNLEEELET,
-h. --help NIVT Ay —TUHERRLET,
—

P d +7 2 ERET I TRTOLED ORIERESNRRENET,




E1745
LED o 2T % HfE T 521k, sudo A~ Y FAFERTIHELNH Y £, LTI, Ty 2T —F+w
T4 TOETHERLET,

=

admin@amnimo:~$ sudo amctrl led +

LED-1: color=green,trigger=none,brightness=on,delay=125
LED-1: color=red,trigger=none,brightness=off,delay=125
LED-2: color=green,trigger=none,brightness=off,delay=125
LED-2: color=red,trigger=none,brightness=off,delay=125
LED-3: color=green,trigger=none,brightness=off,delay=125
LED-3: color=red,trigger=none,brightness=off,delay=125
LED-4: color=green,trigger=none,brightness=off,delay=125
LED-4: color=red,trigger=none,brightness=off,delay=125
LED-5: color=green,trigger=none,brightness=off,delay=125
LED-5: color=red,trigger=none,brightness=off,delay=125

Zh»
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-
-
<
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11.2.7 PoEarv bt —7—%&fHd %

PoEay bA—5—%41#1F % (21Z, amctrlpoe A~ > RICNRT X —X—%FIFTETLET,
g

amctrl poe <power [-i <lan@-lan3>] [-p <on|off>] |
reset [-i <lan@-lan3>] [-d <@-3600> |
status |
shutdown [-p <on|off>] |
limitcurrent [-L <110|204|374|592|645|754|920|auto>] >
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REIEE
1HH AR
power % PoE R— b ~DIaBEHIE L £7
RE AR
-i PEDA > &Z—7 x4 X%, lan0~lan3 DEETIEEL £ 7,
-p TEHDON/OFF ZEEL £,
reset ZEPoEXR—FEUEY FLET,
RE AR
-i POEDA > &Z—7 x4 X%, lan0~lan3 DEETIEEL £ 7,
-d BET 4 LABE () Z. 0~3600 0EETHEEL £7,
status PoE o #IfERREEEZEIS L £,
shutdown PoEarvbto—7—%>vv r&xovLET,
-p xy &7 ON/OFF #38EL 9,
® on
ry bR HEAOERSELLEFT (PoE 734 ZHEE)
o off

Ty R UHNEENLL £ (PoE T/ ZAMELE)

limitcurrent £ PoE R— F ~DHREBEOERHIREZZELE T,

-L UTFoWsSnhOERGIBREZIEEL T,
110, 204, 374, 592, 645, 754, 920, auto

=174
PoEav bR—5—%&fld 5(C1%. sudo A~ FAFEHRETALEAH Y £94, LUTIL lan0,lan?
|Z Classl 2B (PD) & #ER L 7= Td,

admin@amnimo:~$ sudo amctrl poe status

state 90:1,1:0,2:1,3:0

class 0:Classl,1:Unknown,2:Classl, 3:Unknown
poeplus 0:0,1:0,2:0,3:0

limit-current 0:204mA,1:592mA,2:754mA, 3:920mA

Voltage 0:53.293V,1:0.000V,2:53.432V,3:0.000V
Current 0:43.765mA,1:0.000mA,2:45.169mA,3:0.000mA
Watt 0:2.332W,1:0.000W,2:2.413W,3:0.000W

Temperature 52.8deg




11.2.8 USBR— b ZHIEHT %

%
USB #— h&#I4 31213, ametrl usb 27> FAEFL 7. 1
=1
25
’ o
amctrl usb [<-b|--bus> <1-2>] [<-w|--wait> <@s-600s |<@m-10m>] USB-CTRL D:|B
-
BEIEH ¥
HH AR
-b USB DNRESZIEEL X7,
--bus BHEIZ 1 F/E2TT,
-w Uty MO OFF BRI EEL £9,
--wait F7AIMEOMTT,
MiEE (s) DHE ! 0 ¥ 5 600 #
BREfEE (m) D : 09h 5 109
USB-CTRL USBHR— rHIEAEIEL F,
BE | A
on USBR—Fr%ON(CLET,
off USBR— % OFFICL X9,
reset USBR—trZ Uty FLET,
-V, --verbose LEVELIC, Xvt—Ynary—ILHALRLEEELET,
_h\ __he|p ’\)[/70)( ‘Y‘E—V%ﬁﬂ_“\bij'o
175

USB R— hZ#l{Eld 5ICIE, sudo A~ > FEERATLIMNENHY £7,

admin@amnimo:~$ sudo amctrl usb --bus 1 --wait 10m reset +




11.29 7Y RIADZHET 5

%
U RNANERET B (21, ametl di A7y FEEFLET, 1
B
amctrl di [-p] [-V LEVEL] [-h] ;B
>
HEEE ?
=S| SES
-p. --permanent TYRIVANEREZRGERIICHAT2E-FICAY £9,
-V, --verbose LEVELIZ, Xyvt—yoary—ILHEALNILEEFELET,
-h. --help NIVT Ay =VERRLET,
HAZ7+—<v b

DI-1: DI-STATUS
DI-2: DI-STATUS
DI-3: DI-STATUS
DI-4: DI-STATUS

HAOEE
DI-STATUS FORLANDRENETREINET,
%R | B
ON ON #k#E
OFF OFF A%

P d 70 EERTHL, TRTDFVLAANORENERENET,

ESagtll
TYRIVANEGET 221, sudo A~ > RAFERTIHELNHY £,

admin@amnimo:~$ sudo amctrl di «
DI-1: OFF
DI-2: OFF
DI-3: OFF
DI-4: OFF




11.210 TP RIVHE D Z&1EHT 5
FYRIVHNESETSICIE, amctrldo A~ REETLET,
£5

amctrl do [--set HEX]
[--set-bit HEX]
[--clr-bit HEX]

[--on <1]2>]
[--off <1|2>]
-V LEVEL
-h
RTEEHE
== R
--set 16 EHET, TYXIILHIDERE Y FERFICHEIL £,
BRE | 7
1 ON
0 OFF
--set-bit By b&ES (1£7:122) #EELT. TYRIALHIEZ ONFIEL £
ER
3%EFETHE,. DO-1 &£ DO-2DFIXILHA%E ONSIEL £9,
--clr-bit By bES (1 £7132) 2BFEL T TYXILEN%Z OFF 8180 L £
ERS
3EEFETBHE. DO-1 &£ DO-2 DFYLILH A% OFF §1#8L £ 9
--on FORNLHEHNES (1 X412 #BELT. TPLILED%E ON 4
wWLET,
--off TYRNHEAES (1£7:132) #I8EL T, 7Y XILHA% OFF 4|
wWLET,
-V, --verbose LEVELIZC, XvE—2Y0aryy—ILHALNILEIEELET,
-h. --help NVT Ay —TUERRLET,
HHh7+—<v b

DO-1: DO-STATUS
DO-2: DO-STATUS

HAOEEB
DO-STATUS FORLHADRENETREINE T,
FR | B
ON ON #kAE
OFF OFF k%

P d +70 = EEBTHL, TRTOFYAMHNORENERENET,
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=176
TYRNHAZGFET HI1C1E, sudo A~ REFERTIHENHY £7,

admin@amnimo:~$ sudo amctrl do --set Ox03 < ﬁ
admin@amnimo:~$ sudo amctrl do =
DO-1: ON =
DO-2: ON 4\
admin@amnimo:~$ sudo amctrl do --set Ox0 « BB
admin@amnimo:~$ sudo amctrl do « g
DO-1: OFF >
DO-2: OFF S

admin@amnimo:~$ sudo amctrl do --set-bit 1 «
admin@amnimo:~$ sudo amctrl do

DO-1: ON

DO-2: OFF

admin@amnimo:~$ sudo amctrl do --set-bit 2 «
admin@amnimo:~$ sudo amctrl do «

DO-1: ON

DO-2: ON

admin@amnimo:~$ sudo amctrl do --clr-bit 1 «
admin@amnimo:~$ sudo amctrl do <

DO-1: OFF

DO-2: ON

admin@amnimo:~$ sudo amctrl do --on 1 «
admin@amnimo:~$ sudo amctrl do <

DO-1: ON

DO-2: ON

admin@amnimo:~$ sudo amctrl do --off 2 «
admin@amnimo:~$ sudo amctrl do «

DO-1: ON

DO-2: OFF




11.211 ) 7 — FALBZ FE 4 %

%
U7 — MUBAFIEIT 5 I21E, amctrl reboot A< Y FEETLET, E
B
=R
amctrl reboot -t <soft | hard> [--wait SEC] [-V LEVEL] [-h] ;B
—
HEEE ?
IEH SES
-t BEgg A 728EL£d, XAEBETY,
RE s
soft V7 EI TV T b ERITLET,
T7ANMEELTEEINTULET,
hard N=F7xz7)7—r%ERTLET,
N—=F7 zT72EDERZ OFF A5 ON (CL
7,
--wait Uty b EFTOFLERE (#) %, 0~3600 OEHETREELE T, T
7 bTIE, (0] REINTVET,
-V, --verbose LEVELIZ, XvE—Yoarvy—ILHALNILEIEEL T,
-h. --help NIVT Ay —VERRLET,
E176)

V7 — MUBEHEHT 2IC1E, sudo A~y FaEATILENHY £,

admin@amnimo:~$ sudo amctrl reboot ¢«




11.212 avx >y RoNN— 302K RT3
amctrl A< Y RDONR—=2 3 %2 FRRT BI(2IE. amctrl version #EfTL £ 5,
=174

admin@amnimo:~$ amctrl version +

amnimo Inc.
amnimo G series control program version 1.0.0
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11.213 77 ANEZFRTT %

# s

amctrl A~ > FTT7FATZANEEERTRT SICIE, amctrl ail #ETLEY, 7HO7EIZ 1 I
BEESBL, Rav >y FTRZOFESEERRLET,

==

amctrl ai [-T <ch@_thresh_high>,<chl_thresh_high>] [-t <ch@_thresh_low>,<chl_thresh_lo
w>] [-{0,1}] [-s <multiple_of_sampling_period>] [-V]

-T
--thresh-high

P
ERLE VMERNEEORETEELET. LEVMEEBREHAIEZOE
rFRRLET, T 74 MEIE [40000] T, REEIX. £F v :ILTH
BOREIAY £

-T <ch@_thresh_high>,<ch1_thresh_high>

RE AR
ch0_thresh_high ForxIL0DLERLZME
chl thresh_high FrxI1lDOLERLZEME

-t
--thresh-low

TRLEWMEZ/NISOBETIEELEFT, LEWMEEZBALBEEZDE
HRRLEFT, T7ANNMEIF [10] TF, FERTIZ. 2F v I THBED
REICHRY £,

-t <che_thresh_low>,<chl_thresh_low>

RIE S
ch0_thresh_low Fr 2L 0DFERLELME
chl thresh_low FrxIL1DOFERELEME

-0
--channel-0

TFAJEERETAFr L EF R 0 OREBELES, T 74 b
(GRIEE) TR O1IEADF ¥ 2 LERTLET,

-1
--channel-1

TFOJEEERBTEF vy EF R 1 OREELEFT, T7 4L b
(RIEE) TR O1IEADF ¥ 2 LERTLET,

-s
--sampling-period

TFA T EEERRT A (W) 2EELET, T4 NMEIE (1] ()T
ER

-s <multiple_of sampling_period>

multiple_of_sampling_period | 7+ O/ E%x &k ~d 2EH )

-V
--print-elapsed-time

TFOEE EDHICRBERERR, T 7 4L M EER,
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=176
FrxL0DERE, TREZZNZN 1376, 1372 £ L, Frx/L 1D LERE. TREZZNZ
14854, 4851 &£ L, b M TTr IR/ BER KL, BERKHELRRLET,

admin@amnimo:~$ amctrl ai -T 1376,4854 -t 1372,4851 -s 5 -v +
An undershoot occurred on channel @, count:5

An overshoot occurred on channel 1, count:11

[5.196934] 1371.921875,4854.171875,

An undershoot occurred on channel @, count:3

An overshoot occurred on channel 1, count:13

[10.296342] 1371.953125,4854.203125,
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11.2.14 VR Ao b EERRT S

%

amctrl A~ Y RT/ILR AT Y R AFRRT B2, ametrl pc 2T L E T, 7FAJEIX L1 FIC 5

EHEVE L, AOv Y FTRZOFEERRLET, =

[=]

-

amctrl pc < enable -p <pin@|pinl|pin2|pin3|all> [-d DEBOUNCE_TIME | -m <high|low> ] > | =

disable -p <pin@|pinl|pin2|pin3|all> | get [-i COUNT_TIME] | -h > ?
HEEE

={= I ]

enable | /SILZAA TV FETSEVDOEMLEL VR EBEIEELF T, T 74/ FTERIRTOE
VDIV RAT Y MEIEHIE o TWET,

EFE /AU RATVREESELLTVWREVIE, TYRXILANE L TERTEEFEA, /VL
ZAYTv b EENLT R E. TURMANE L CBEFERAREICAY £9,

BE | IR
-p EfbdrseraEELET, EVEEBNEET 2HE .
--pin pin0,pinl,pin2,pin3, T XNTOEVAIEET 258 all ZIEEL £7,
'\ WERETT,
:
-d TNy M (w47 08) #IET, T 74/ MBIX [200] ©TF,
--debounce
-m h7 > b E—R%EIBE, highlow 2 8ETCE £, 7 7 4L MEIE [high]
--mode T9,

disable | 7SR ATV R ETS Y DEPLLET,

-p EMttd 2B ELEFT., EEEBEET 2HA L.
--pin pin0,pinl,pin2,pin3, T XNTDOEVZIEET 358 all #IEEL £7,

i’ LARETY,

get hov MExERRLET,

--interval

E1761

2 ZF/M . debounce IE 200usec, High IKREEMWERE L7=BRICH T b T v 7F /002 A7
Y IREEREL, b WERTEE YDAV Y MEZIIST %, D&, AWV > b7 v 7ZELET
BN NEREZERT D,

admin@amnimo:~$ amctrl pc enable --debounce=200 --mode=high --pin all «

admin@amnimo:~$ amctrl pc get --interval 5
10

W NERE O WDNPREOO
L R I R R )

10
admin@amnimo:~$ amctrl pc disable --pin all




12.1

B12E TR

Z2E— FIZHIS L TWD CLI s

5;? T, RERYY —ZADITRTCOBELFIERE LTRICEFEDTVWET,

=B BRI E > TIREIE L TWARWEELH Y £3,

B = DHEREDE WD WL TIEL

LTI,

[12.2 BEFZIIHSLTWS CLI otfge] =58

HEs B

EBEE-F

25 BIRMT A REIRRE BT

HRERER

FW /X—2 3 v 5RoR

FW 7 7 1 JLEESR

FW 7 7 A JLEIR

FW 37

TLRT Y 7R

BT T7ERR

BT U TERE

OO

Ny — DB

73y i — DB HIBR

O|O|O0|0|0|0|0|0|0|0|0|0

Ny =2 URY N OFREEEREMN

Ny =2 URY b OFREEHERAIR

Ny =2 URY b OFREERRERR

REAHTE

Bl s o —
HRE—EBFR

HET ALY R ER

REZ77ANVEZTRAH

RE T 7 A I AIAI

RETFAIVEER

HET7 AL —

RIE T 7 A IVEIER

77 ALY R FERR

7 7 A NBESIE (BEARRE7 71 IV5%F)

Ty ANAC—FE EREET 7 AIILE)

7 7 A JUH BRI E

R TR

O|0|0|0|0|0|0|0]|0|0]|O0|O0|0|0

RANEEE

XA LY = FRIR

O

XA LY —VERTE

A—HY - — REE

Thy F—EBFXR

AJAYTh v bERR

Thov b (A—Y— JIL—7) REERT

O|O0|0|0

Thov bt (A—%— FI—"7) REHHE

ENAIILEY 2 —ILERR

O

O|O|O|I0|0|0|0|0|0|0|O|O|0|0|0|0|0|0|0]|0]0]|0|O0|0|0




EEEE-F

ENAILEY 2 —ILFITE -
ENAINRT —RAFKR O
ENAVESRGIE (FBERTE— ) -
E/NA LY -
ENAIIVERERT -
BN A ILERE S -
PPP X7 — & XFIR O
PPP BEfEHIE (FEhiEk:) -
PPP i -
PPP % E -
PPP 2% i1 -
AR =T 1A ARAT—XRFER O
AV R =7 4 RAEREFK -
A v R—7 A REREHIHE -
W—T 4 T T—T7ILFR O
V=T 4 VT RERT -
—T 4 > T ERTERIE -
Ry b7 4R v TERERR -
Ty b7 LR Y TR EHI
NAT BBEFT

NAT 357 il

DNS (IEE5|E. 5| &) &FR
DNS X 7 —4& ZFIR

DNS B EFT

DNS & 7€ #l1E

DHCP U —2X—E¥%’~

DHCP X 7—%& XF&R

DHCP %EF =

DHCP Z&%7E il

IPsec 27— X AR O
IPsec #Efaf (FEhHER:) -
IPsec tIH I -
IPsec BXEF R -
IPsec E%7E -
NTP X 7— & RFR O
NTP E&EZF T~ -
NTP 5% 7€ Il -
SSH REFT -
SSH &% 7E il -
telnet X EF* R -
telnet &% 7E 40 - -
A b L= TN RER O
A b L= =T 4 >3 HIE -
AL =Y 73—~y MElE -
A bhL =2y FERER O
A bhL—=Y< v FEIE -

O|0|O0|0|0

O|0|0|0

OO

OO0

O

O

OO

O|0|0

OO

OO0

O|O0|0|0

OO

O

O

O|O0|0|O|0|O|O|0|O|O|O0|O|0|0|O|0|O|0|0|O|0|0|O00|0|O0|0|0|0|0]|O0|0|0]|0|0|0|0|0|0|0|0|0|0]|0]0|0

O|0|O0|0|0




A bhL—=UT7 vy M

EEEE-F

A ]

EXEE—

ke

AbL—=UF v 7

A b L —IERARETR

AL —VRERT

OO

O|0|0|0

A b L — TR TE I

A bL—V7Fx—7v MERERR

27V1—wﬁﬁhﬁﬁm

OO

21— IILBERT

Ol|0|0

R Y 2 —IVERTE FIED

PoE X 7— % ZFER

PoE #— h##E (IR ONOFF, U+ v k)

PoE BEF IR

OO0

PoE 7% E )

USB 7 /34 R&R

USB 7/3A X #llffl (IR ONOFF, U+t I)

Syslog X vt —Y KR

Syslog FREFRR

O|0|0|0

Syslog 5% & i1

amlog X vt —Y KR

amlog i/

PING il

TRACEROUTE i{#)

ARP KR

ARP &R &1

Ry WY TRIR

Sy RV TR

Ny b & THIBR

CPU X7 —% RFER

CPU B E T

O|O|O0|0|0|0|0|0|0]|0]0

CPU BN EEXTE 1

ANEEERT

EENRERT

OO

SIERRERE TR

OO0

KRR TE

iSEAEIN

O

RZEE (F8h)

BEZIERE (ntpdate)

DIN {REES TR

DOUT REER R

OO

DOUT /£

DIP XA v FiKRESRTR

DMS KAEEFRIR

OO

DMS )

DMS R EFRT

O

O|0|0|0|0|0|0|0]|0|0O

DMS 5% 7€ i) fE]

NxWitness JRAEFR <

O
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