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жϱЈрІΣϢό  

жϱЈрІ 

= πψʺGPLˢGNU General Public Licenseˣ χϷ˔ФрЊ˔ІжϱЈрІτṁξΨ

ЊТЕϳϴϯϬ► ΰοΜϘβʻ 

⇔τνΜοψʺ  WebЂϱЕτṜ∏ΰοΣϤϘβʻזּ

Ϸ˔ФрЊ˔ІЊТЕϳϴϯ► Ẩ Ὧ (amnimo X/G/R Єз˔Ї) 

Ϸ˔ФрЊ˔ІЊТЕϳϴϯ► Ẩ Ὧ (amnimo C Єз˔Ї) 

 

= χ Ӥρ ᴂ  

τΣΜοʺGPL χ τ‮ ΜϷ˔ФрЊ˔ІЊТЕϳϴϯζχϜχχ ⌠τḩΰο

ψʺ Ϭ“ΜϘδϭʻ 

 

 

= τ►ϩϦοΜϥ ʺᵓּז σςχᾧ ♫ψᶆּזχ Ϙθψ πβʻ 

 

  

https://amnimo.com/manual/edge_gw/doc/IM_AMD03A01-12JA_amnimo_GW_series_OSS_license.pdf
file:///C:/Users/30042496/Box/IoT%20Architecture（マーコム、テクサポ）/Support（クラウドサポート）/05_Manual%20&%20FAQ/Edge%20GW/富士ソフト様%20amnimoGWシリーズDoc/CLIユーザーズマニュアル/原稿/%09https:/amnimo.com/docs/compact_router/ja/IM_AMD06A01-12JA_amnimo_compact_router_OSS_license.pdf
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ψ
α
ϛ
τ 

ψαϛτ 

άχθόψ χזּ AIϵАЅϿ˔Еϳϴϱ amnimo X seriesˢӟᴞˮAIϵАЅϿ˔Еϳϴϱ˯̋ˮЈ

рЂ˔ Ͽ˔Еϳϴϱ˯x ϵ̋АЅϿ˔Еϳϴϱ amnimo G seriess ӟᴞˮ ϵАЅϿ˔Еϳϴϱ˯xʺ

IoTи˔Ќ˔ amnimo R seriesˢӟᴞʺˮ IoTи˔Ќ˔˯xʺЀрОϼЕи˔Ќ˔ amnimo C series

ˢӟᴞʺˮ ЀрОϼЕи˔Ќ˔˯x Ϭέ⅜ ΜθιΦʺ τΚϤΥρΞέίΜϘβˢӟᴞʺ Ṝ זּ

Єз˔Ї Ϭˮ ˯ρᾦόϘβˣ̒  

ϵАЅϿ˔ЕϳϴϱЄз˔ЇCLIг˔Ѓ˔ЇЫИвϯиs ӟᴞˮ ˯x ψ ϵ̋АЅϿ˔Еϳϴϱʺ

IoT и˔Ќ˔ʺσϣότЀрОϼЕи˔Ќ˔χ CLIˢCommand line interface ˣ ῈτνΜο

ΰθЫИвϯиπβʻ 

ψʺ ṓ χ ῎ρᵵ Ϭ ᵔΰοΜϥЄІГЭϱрГϽй˔Ќ˔ϞḚ Ϭיּ ρΰοΜ

Ϙβʻ 

χṐ Ϭ Τΰʺ ΰΨӗ τέ► ΜθιΨθϛτ έ̋► τ ϬϢΨΣ ϙτσϤʺ

Ṑ Ϟ ⌠ Ϭ τ ᵔήϦʺ︡ϤӌΜτḈϦοΜθιΦϘβϢΞΣḻΜΜθΰϘβʻ 
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τ
ν
Μ
ο 

τνΜο 

ЫИвϯиχ ТϮ˔ЭϳϴϯН˔Ѕдр 

ЫИвϯиπψӟᴞχН˔ЅдрχТϮ˔ЭϳϴϯϬЦ˔ІτṜ∏ΰοΜϘβʻ 

 ТϮ˔ЭϳϴϯН˔Ѕдр 

ᴒ ЌϱФ 

ЈрЂ˔ Ͽ˔Еϳϴϱ̞1 
3.0.0 

ᴒᵰЌϱФ 

AIϵАЅϿ˔Еϳϴϱ 

2.6.2 
ᴒ ЌϱФ 

AIϵАЅϿ˔Еϳϴϱ 

ᴒ ЌϱФ/ᴒᵰЌϱФ 

ϵАЅϿ˔Еϳϴϱ 

ᴒ ЌϱФ 

IoTи˔Ќ˔ 
2.7.0 

ᴒᵰЌϱФ 

IoTи˔Ќ˔ 
1.9.9 

ᴒ ЌϱФ 

ЀрОϼЕи˔Ќ˔ 

2.7.0 
ᴒ ЌϱФ LAN 

ЀрОϼЕи˔Ќ˔ 

ᴒᵰЌϱФ LAN 

ЀрОϼЕи˔Ќ˔ 

̞1 ᴒ ЌϱФЈрЂ˔ Ͽ˔Еϳϴϱψ 2025 4Ὦ πβʻ 

τḩβϥέ Ӫ 

= ψʺ Д˔Ќτḩΰοψ Н˔Ѕдрχᴞӡ῀ḊϬ ΰοΜϘδϭʻ 

= IoTи˔Ќ˔πψʺamshτϢϥ ⌠χϙϬЂЪ˔ЕΰοΜϘβʻ 

= ЀрОϼЕи˔Ќ˔πψʺbashτϢϥ ⌠ψπΦϘδϭʻ 
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τνΜο 

τḩβϥέ Ӫ 

= χ ψʺ ⁮σΰτ  βϥάρΥΚϤϘβʻ 

= χ χ Ϙθψԁ Ϭ π ∏ʺ βϥάρψỨ♁ήϦοΜϘβʻ 

= χ τḩΰοψ ϬṍΰοΜϘβΥʺ ԁέ χ Ϟ῏ϤσςΣṓξΦχάρΥΚ

ϤϘΰθϣʺ ϸІЌЫ˔ЂЪ˔ЕϘπέזּ ΨιήΜʻ 

 

ʿ ϯЭИЯϸІЌЫ˔ЂЪ˔Е 

  E-mailʿ support@amnimo.com  

  URLʿ http s://support.amnimo.com  
 

= Ṑ ˗ ρΨτ◦ ΥσΜρ◘ϩϦϥ▫  ʺ   ʺΣϢό► χ  τνΜ

οψʺζχ χᵠ ψΰσΜ ›ΥΚϤϘβχπέ ΨιήΜʻ 

 

ЫИвϯиԁ  

  

= amnimo Ͽ˔ЕϳϴϱЄз˔Ї CLIг˔Ѓ˔ЇЫИвϯиˢ ˣ 

= amnimo Ͽ˔ЕϳϴϱЄз˔Ї GUIг˔Ѓ˔ЇЫИвϯи 

= ДНϱІḚ ЄІГЭЫИвϯи  

 amnimo X/ G/R  Єз˔Ї 

= amnimo XЄз˔Ї ϵАЅϿ˔Еϳϴϱг˔Ѓ˔ЇЫИвϯи 

= amnimo XЄз˔Ї ϵАЅϿ˔ЕϳϴϱІЌ˔ЕϯАФϹϱЖ 

= amnimo GЄз˔Ї ϵАЅϿ˔Еϳϴϱг˔Ѓ˔ЇЫИвϯи 

= amnimo GЄз˔Ї ϵАЅϿ˔ЕϳϴϱІЌ˔ЕϯАФϹϱЖ 

= amnimo R Єз˔Ї IoTи˔Ќ˔г˔Ѓ˔ЇЫИвϯи 

= amnimo RЄз˔Ї IoTи˔Ќ˔ІЌ˔ЕϯАФϹϱЖ 

= amnimo Ͽ˔ЕϳϴϱЄз˔ЇДЦкАО˔ЇЫИвϯиˢamnimo X/G Єз˔Їχϙˣ 

= ϵАЅϿ˔ЕϳϴϱЄз˔ЇϷ˔ФрЊ˔ІЊТЕϳϴϯ► Ẩ Ὧ  

 amnimo C Єз˔Ї 

= amnimo C Єз˔Ї ЀрОϼЕи˔Ќ˔г˔Ѓ˔ЇЫИвϯи 

= amnimo C Єз˔Ї ЀрОϼЕи˔Ќ˔ІЌ˔ЕϯАФϹϱЖ 

= ϵАЅϿ˔Еϳϴϱ CЄз˔ЇϷ˔ФрЊ˔ІЊТЕϳϴϯ► Ẩ Ὧ  

  

mailto:support@amnimo.com
https://amnimo.com/manual/edge_gw/cli/ja/cli_users_manual.pdf
https://amnimo.com/manual/edge_gw/gui/ja/gui_users_manual.pdf
https://amnimo.com/manual/edge_gw/alpine/dms/ja/index.htm
https://amnimo.com/manual/edge_gw/ja/ai_edge_gw_users_manual.pdf
https://amnimo.com/manual/edge_gw/sg/ja/ai_edge_gw_sg.pdf
https://amnimo.com/manual/edge_gw/ja/edge_gw_users_manual.pdf
https://amnimo.com/manual/edge_gw/sg/ja/edge_gw_sg.pdf
https://amnimo.com/manual/edge_gw/ja/iot_router_users_manual.pdf
https://amnimo.com/manual/edge_gw/sg/ja/iot_router_sg.pdf
https://amnimo.com/manual/edge_gw/doc/IM_AMD03A01-51JA_Edge_Gateway_Indoor_amnimo_G_series_Developers_manual.pdf
https://amnimo.com/manual/edge_gw/doc/IM_AMD03A01-12JA_amnimo_GW_series_OSS_license.pdf
https://amnimo.com/manual/edge_gw/ja/compact_router_users_manual.pdf
https://amnimo.com/manual/edge_gw/sg/ja/compact_router_sg.pdf
https://amnimo.com/docs/compact_router/ja/IM_AMD06A01-12JA_amnimo_compact_router_OSS_license.pdf
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τ
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π► ΰοΜϥϯϱЀрρṜ‹ 

χϯϱЀрρṜ‹τψʺӟᴞχӪ ΥΚϤϘβʻ 

 
Ṑ Ϟ ⌠τḩΰοʺ τ Ӫβϥ ϬṜ∏ΰοΜϘβʻ 

 
Ṑ Ϟ ⌠τḩΰοʺ σ ϬṜ∏ΰοΜϘβʻ 

 Ϟ χ ϒχ╥ ϬṜ∏ΰοΜϘβʻ 

 ԁ г˔Ѓ˔Я˔ЖπЀЫрЖ ⌠πΦϥάρϬꜘΰοΜϘβʻ 

 Ḛ Я˔ЖπЀЫрЖיּ ⌠πΦϥάρϬꜘΰοΜϘβʻ 

 Я˔ЖπЀЫрЖ ⌠πΦϥάρϬꜘΰοΜϘβʻ 
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ᴂṐ χᾋΤθ 

ψʺ χṐ τ ᴂΰοΜϘβʻӟᴞτʺ ᴂṐ χϯϱЀрϬꜘΰϘβʻ 

= Ϙθψ χ τӟᴞχϯϱЀрΥ ṜήϦοΜϥ › ζ̋χ Ϙθψ π ΰοΜϥṐ

τ ᴂΰοΜϘβʻ 

= Ϙθψχ‮ τӟᴞχϯϱЀрΥ ṜήϦοΜσΜ ›ʺ βϥ Ϙθψ χϯϱЀр

ṜχṐ τ ᴂΰοΜϘβʻ 

= Μּה Υ μοΜϥϯϱЀрψ ᴂΰοΜσΜṐ ϬꜘΰϘβʻ 

 
ᴒ ЌϱФχЈрЂ˔ Ͽ˔Еϳϴϱτ ᴂΰοΜϥάρϬ ΰοΜϘβʻ 

 
ᴒ ЌϱФχ AIϵАЅϿ˔Еϳϴϱτ ᴂΰοΜϥάρϬ ΰοΜϘβʻ 

 
ᴒᵰЌϱФχ AIϵАЅϿ˔Еϳϴϱτ ᴂΰοΜϥάρϬ ΰοΜϘβʻ 

 
ᴒ ЌϱФχϵАЅϿ˔Еϳϴϱτ ᴂΰοΜϥάρϬ ΰοΜϘβʻ 

 
ᴒᵰЌϱФχϵАЅϿ˔Еϳϴϱτ ᴂΰοΜϥάρϬ ΰοΜϘβʻ 

 
ᴒ ЌϱФχ IoTи˔Ќ˔τ ᴂΰοΜϥάρϬ ΰοΜϘβʻ 

 
ᴒᵰЌϱФχ IoTи˔Ќ˔τ ᴂΰοΜϥάρϬ ΰοΜϘβʻ 

 
ᴒ ЌϱФχЀрОϼЕи˔Ќ˔τ ᴂΰοΜϥάρϬ ΰοΜϘβʻ 

 
ᴒ ЌϱФχ LAN ∏ЀрОϼЕи˔Ќ˔τ ᴂΰοΜϥάρϬ ΰοΜϘβʻ 

 
ᴒᵰЌϱФχ LAN ∏ЀрОϼЕи˔Ќ˔τ ᴂΰοΜϥάρϬ ΰοΜϘβʻ 

 

ЀЫрЖχṜ  

χЀЫрЖ ꜠ψʺӟᴞχϢΞτṜ ΰοΜϘβʻ 

Ṝ  

VALUE 
= Ⱬχ ›ψʺᾧ πβʻ 

= Ⱬּה χ ›ψʺ ОжЮ˔Ќ˔ϘθψϺ˔м˔Жπβʻ ᴦπβ  ̒

[ A | B ]  AϘθψ BϬ ΰϘβʻ ᴦ πβʻ 

< A | B >  AϘθψ BϬ ΰϘβʻ ᴦπβʻ 

[ 0 ² 9 ]  0Τϣ 9ϘπχΜγϦΤχ Ϭ ΰϘβʻ ᴦ πβʻ 

< 0 ² 9 >  0Τϣ 9ϘπχΜγϦΤχ Ϭ ΰϘβʻ ᴦπβʻ 

ƈ ᵠ“ˢEnter Ϻ˔ ˣϬ ΰϘβʻ 

 

Т϶˔ЫАЕχṜ  

χ Т϶˔ЫАЕχ ꜠ψʺӟᴞχϢΞτṜ ΰοΜϘβʻ 

 Υ γ ∕βϥОжЮ˔Ќ˔ 

parameter PARAMETER 
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 ϷФЄдр χОжЮ˔Ќ˔ 

PARAMETER 

 

ОжЮ˔Ќ˔χ ὯτνΜοψʺᵺ ОжЮ˔Ќ˔χ ‮ χ τṜ∏ΰοΜϘβʻ  



 

 

9 

ⱳ 

ⱳ 

жϱЈрІΣϢό  .............................................................................................................. 2 

ψαϛτ ..................................................................................................................................... 3 

τνΜο .......................................................................................................................... 4 

τνΜο.............................................................................................................................. 5 

ЫИвϯиԁ  .......................................................................................................................... 5 

1  CLIχṁ  ........................................................................................................ 17 

1.1 CLIπ τ βϥ .............................................................................................. 17 

 Ќ˔ЬЗиϵЬвй˔Ќ˔π βϥ ........................................................ 17 

 τкϽϱрβϥ .................................................................................. 20 

 χУ˔Ек˔Ѝ˔χОІм˔ЖϬ  βϥ ..................................... 22 

1.2 χCLIϬṞ βϥ ............................................................................................. 24 

 amshФкϽжЭϬם“βϥ ......................................................................... 24 

 ϷФЄдрϬ Ϊο amshФкϽжЭϬם“βϥ ..................................... 24 

1.3 χCLIχᵵ ..................................................................................................... 25 

 ⌠Я˔ЖτνΜο ...................................................................................... 25 

 ЀЫрЖФкрФЕτνΜο ....................................................................... 25 

1.4 ⌠Я˔ЖϬ  βϥ ................................................................................................. 26 

1.5 ЀЫрЖϬם“βϥ ..................................................................................................... 27 

 ḁṐ Ϭ βϥ .............................................................................. 27 

 ЀЫрЖχ Ϭ╥ βϥ ........................................................................... 28 

 ϵж˔ЮАЈ˔ЅϬ Ϛ .............................................................................. 29 

1.6 σṐ Ϭ βϥ ................................................................................................. 30 

 ХиФϬ╥ βϥ .......................................................................................... 30 

2  χṁ ⌠ ............................................................................................ 31 

2.1 ϬзУ˔Еβϥ ................................................................................................. 31 

2.2 χ ᾛϬϷТτβϥ ......................................................................................... 32 

2.3 χ Ϭ╥ βϥ ............................................................................................. 32 

2.4 ТϮ˔ЭϳϴϯϬ ⌠βϥ ......................................................................................... 33 

 ТϮ˔ЭϳϴϯχН˔ЅдрϬ ꜘβϥ .................................................... 33 

 ТϮ˔ЭϳϴϯχТϮϱиϬᶎ βϥ ........................................................ 33 

 ТϮ˔ЭϳϴϯϬ⌡ βϥ ........................................................................... 35 

 ТϮ˔ЭϳϴϯϬ  βϥ ........................................................................... 35 

 ТϮ˔Эϳϴϯχ ϵзϯϬ ṍβϥ .................................................... 38 

 Ṟ βϥ ӽϬ βϥ ....................................................................... 39 

 ТϮ˔ЭϳϴϯχОАϾ˔Ѕ Ϭ  βϥ ............................................ 40 

 ТϮ˔ЭϳϴϯχОАϾ˔ЅϬ  βϥ .................................................... 40 

 ТϮ˔ЭϳϴϯχОАϾ˔Ѕ ТϮϱиϬ⌡ βϥ ............................. 41 

2.5 ОАϾ˔ЅзЪЅЕзχ ⌠ ...................................................................................... 42 

 ОАϾ˔ЅзЪЅЕзχ Ϭ ᴥβϥ ............................................ 42 



 

 

10 

ⱳ 

 ОАϾ˔ЅзЪЅЕзχ Ϭ⌡ βϥ ............................................ 42 

 ОАϾ˔ЅзЪЅЕзχ Ϭ ꜘβϥ ............................................ 43 

2.6 г˔Ѓ˔χОІм˔ЖϬ  βϥ .............................................................................. 44 

 кϽϱрΰοΜϥг˔Ѓ˔ꜛ χОІм˔ЖϬ  βϥ ......................... 44 

 г˔Ѓ˔Ϭ◙ ΰοОІм˔ЖϬ  βϥ ................................................ 45 

2.7 ϯϸϳрЕχ Ϭβϥ ............................................................................................. 46 

 г˔Ѓ˔ԁ Ϭ ꜘβϥ .............................................................................. 46 

 кϽϱрг˔Ѓ˔χг˔Ѓ˔Ϭ ꜘβϥ .................................................... 46 

 г˔Ѓ˔ Ϭ ꜘβϥ .............................................................................. 46 

 г˔Ѓ˔Ϭ βϥ ...................................................................................... 49 

 Ͻи˔Ф Ϭ ꜘβϥ .............................................................................. 51 

 Ͻи˔ФϬ βϥ ...................................................................................... 54 

 Ͻи˔Фᾂᾢ χᶆ ОжЮ˔Ќ˔τνΜο......................................... 57 

3  ТϮϱиχ ⌠ ........................................................................................ 65 

3.1 Ϭ ṍᴟβϥ ......................................................................................................... 65 

3.2 ԁ Ϭ ꜘβϥ ..................................................................................................... 66 

3.3 ТϮϱиχзІЕϬ ꜘβϥ .............................................................................. 67 

3.4 ТϮϱиτ Φ₅Ϛ ............................................................................................. 67 

3.5 ТϮϱиϬ ϙ₅Ϛ ............................................................................................. 68 

3.6 ТϮϱиχ Ϭ  βϥ .................................................................................. 69 

3.7 ТϮϱиϬЀС˔βϥ ......................................................................................... 70 

3.8 ТϮϱиϬ⌡ βϥ ............................................................................................. 70 

4  ІЕй˔Ѕχ ⌠ ............................................................................................ 71 

4.1 ІЕй˔ЅДНϱІϬ ꜘβϥ .................................................................................. 71 

4.2 ІЕй˔ЅχО˔ГϰЄдрϬ βϥ ................................................................... 74 

 О˔ГϰЄдрϬ⌠ βϥ ........................................................................... 74 

 О˔ГϰЄдрϬ⌡ βϥ ........................................................................... 75 

4.3 ІЕй˔ЅϬТ϶˔ЫАЕβϥ .................................................................................. 76 

4.4 ІЕй˔ЅχЫϳрЕ Ϭ ꜘβϥ....................................................................... 77 

4.5 ІЕй˔ЅχО˔ГϰЄдрχЫϳрЕ Ϭ Ὲβϥ ........................................ 78 

 О˔ГϰЄдрϬЫϳрЕβϥ ................................................................... 78 

 О˔ГϰЄдрϬϯрЫϳрЕβϥ ........................................................... 79 

4.6 ІЕй˔ЅϬЎϴАϼβϥ ......................................................................................... 80 

4.7 ІЕй˔Ѕχ► ệϬ ꜘβϥ .............................................................................. 82 

4.8 ІЕй˔ЅϬ ΰο Ϭ βϥ ............................................................... 86 

 ІЕй˔ЅχЫϳрЕ Ϭβϥ ............................................................... 86 

 ІЕй˔ЅχϯрЫϳрЕ Ϭβϥ ........................................................ 87 

 ТϮϱиЄІГЭϬᾁ₰˗ βϥ ........................................................... 87 

 ТϮϱиЄІГЭϬᾁ₰˗ βϥṐ Ϭ ῟τβϥ ............................. 89 



 

 

11 

ⱳ 

 ІЕй˔Ѕχ read˗write ệϬ ṍ τЎϴАϼβϥ .......................... 89 

 ІЕй˔Ѕχ read˗write ệχ ṍ σЎϴАϼṐ Ϭ ῟τβϥ ... 91 

 fsck˗mount˗read˗write ﬞ ⱲχТϴϱиЈ˔ТϬ βϥ ...... 92 

 fsck˗mount˗read˗write ﬞ ⱲχТϴϱиЈ˔Т Ϭ ῟τβ

ϥ 93 

 ІЕй˔ЅχТ϶˔ЫАЕ Ϭ ꜘβϥ ................................................ 94 

4.9 ТϮϱиχ ⌠ ............................................................................................................ 95 

 ТϮϱиϬзІЕ ꜘβϥ ........................................................................... 95 

 ТϮϱиϬӱ βϥ ...................................................................................... 96 

 ТϮϱиϬЀС˔βϥ .................................................................................. 97 

 ТϮϱиϬ⌡ βϥ ...................................................................................... 97 

5  ЯНϱиχ ⌠ ................................................................................................ 98 

5.1 ЯНϱиЯЅв˔иϬ ꜘβϥ .................................................................................. 98 

5.2 ЯНϱиЯЅв˔иϬ Ὲβϥ ............................................................................... 102 

 ЯНϱиЯЅв˔иχ ᾛϬONτβϥ ................................................. 102 

 ЯНϱиЯЅв˔иχ ᾛϬзЈАЕβϥ ............................................. 102 

 SIM Ϭ  βϥ.................................................................................... 103 

 ЯНϱиЯЅв˔иχ ᾛϬOFFτβϥ ............................................... 104 

 PINχ Ϭᶎ βϥ ......................................................................... 105 

 SIM ϸ˔ЖкАϼϬᵔ βϥ .................................................................... 106 

 PINЀ˔ЖϬ ῟τβϥ............................................................................. 107 

 PINЀ˔ЖϬ ῟τβϥ............................................................................. 108 

 PINЀ˔ЖϬ  βϥ ................................................................................ 109 

 PUKЀ˔ЖτϢϤ PINкАϼϬᵔ βϥ .............................................. 110 

5.3 ЯНϱиᵕ χ ІГ˔ЌІϬ ꜘβϥ ............................................................ 111 

5.4 ЯНϱиᵕ Ϭ︣ βϥ ................................................................................... 115 

5.5 ЯНϱиᵕ Ϭ βϥ .......................................................................................... 115 

5.6 ЯНϱиᵕ χ Ϭ ꜘβϥ ............................................................................... 116 

5.7 ЯНϱиᵕ Ϭ βϥ .......................................................................................... 120 

 ᶆЯНϱи ‮ χ  ........................................................................ 124 

“ם   .......................................................................................................... 130 

 Ⱳ⁭ꜛ Ṑ ˢV1.5.0Τϣ ᴂˣ .................................................... 135 

6  КАЕм˔ϼχ  ...................................................................................... 136 

6.1 PPPχ Ϭβϥ ..................................................................................................... 136 

 PPPχІГ˔ЌІϬ ꜘβϥ .................................................................... 136 

 PPPϬ︣ π βϥ ............................................................................... 137 

 PPPϬ βϥ ........................................................................................... 137 

 PPPχ Ϭ ꜘβϥ ............................................................................... 138 

 PPPχ Ϭβϥ ....................................................................................... 144 

6.2 ϱрЌ˔ТϴϱІχ Ϭβϥ ............................................................................... 152 

 ϱрЌ˔ТϴϱІχІГ˔ЌІϬ ꜘβϥ ............................................. 152 

 ϱрЌ˔ТϴϱІχ Ϭ ꜘβϥ ........................................................ 153 

 ϱрЌ˔ТϴϱІϬ ΰο Ϭ βϥ .................................. 161 



 

 

12 

ⱳ 

6.3 и˔ГϰрϽχ Ϭβϥ ...................................................................................... 173 

 и˔ГϰрϽГ˔УиϬ ꜘβϥ ............................................................ 173 

 и˔ГϰрϽχ Ϭ ꜘβϥ ................................................................ 174 

 и˔ГϰрϽГ˔Уиχ Ϭβϥ ........................................................ 175 

6.4 ОϾАЕТϰиЌзрϽχ Ϭβϥ.................................................................... 176 

 ОϾАЕТϰиЌзрϽχ Ϭ ꜘβϥ ............................................. 176 

 ОϾАЕТϰиЌзрϽχДТ϶иЕЪзЄ˔Ϭ βϥ ................... 179 

 ОϾАЕТϰиЌзрϽχи˔иϬ βϥ ......................................... 180 

6.5 NATχ Ϭβϥ..................................................................................................... 182 

 NATχ Ϭ ꜘβϥ ............................................................................... 182 

 SNATϬ βϥ ............................................................................... 184 

 SNATϬ βϥ ............................................................................... 186 

 DNATϬ βϥ ........................................................................................ 188 

6.6 ОϾАЕТϰиЌзрϽρ NATχẶ Ϭβϥ ............................................... 190 

 ОϾАЕ› Ὧχ Ϭ ꜘβϥ ........................................................ 190 

 ОϾАЕ› ὯϬ βϥ .................................................................... 194 

 ОϾАЕχ› ὯϬ⌡ βϥ ................................................................ 201 

 кϽ Ϭ ꜘβϥ ........................................................................... 202 

 кϽ Ϭ βϥ ................................................................................... 202 

6.7 IPsecχ Ϭβϥ ................................................................................................... 203 

 IPsecχІГ˔ЌІϬ ꜘβϥ .................................................................. 203 

 IPsecϬ︣ π βϥ ............................................................................. 206 

 IPsecϬ βϥ......................................................................................... 206 

 IPsecχ Ϭ ꜘβϥ ............................................................................. 207 

 IPsecϬ βϥ......................................................................................... 215 

6.8 LANχ Ϭβϥ ............................................................................................ 228 

 LANϯϼЈІЪϱрЕχ Ϭ ꜘβϥ ....................................... 228 

 LANϯϼЈІЪϱрЕτ ΰοΜϥṐṀχԁ Ϭ ꜘβϥ ..... 230 

 LANϯϼЈІЪϱрЕτ ΰοΜϥṐṀϬ βϥ ................. 231 

 LANϯϼЈІЪϱрЕχ Ϭ ꜘβϥ ....................................... 232 

 LANϯϼЈІЪϱрЕχ Ϭβϥ ............................................... 237 

 LANІГ˔Єдрχ Ϭ ꜘβϥ ............................................... 245 

 LANІГ˔Єдрχ χϯϼЈІЪϱрЕϬ Ϥ Πϥ ..... 247 

 LANІГ˔Єдрχ Ϭ ꜘβϥ ............................................... 249 

 LANІГ˔Єдрχ Ϭβϥ ....................................................... 253 

 WPSṐ Ϭ► ΰο βϥ ................................................................. 259 

 WPSṐ χ Ϭ ꜘβϥ ..................................................................... 261 

 WPSṐ χ Ϭβϥ ............................................................................ 263 

 LANṐ ρϱрЌ˔ТϴϱІτḩβϥ ᾢ .................................. 264 

7  Ђ˔Н˔χ  .............................................................................................. 265 

7.1 ШІЕ Ϭ βϥ .................................................................................................. 265 

 ШІЕ Ϭ ꜘβϥ ................................................................................... 265 

 ШІЕ χ Ϭ ꜘβϥ ........................................................................ 265 

 ШІЕ Ϭ  βϥ ................................................................................... 266 

7.2 ЌϱЭЋ˔рχ Ϭβϥ ...................................................................................... 267 

 ЌϱЭЋ˔рϬ ꜘβϥ ........................................................................... 267 



 

 

13 

ⱳ 

 ЌϱЭЋ˔рχ Ϭ ꜘβϥ ................................................................ 267 

 ЌϱЭЋ˔рϬ βϥ ........................................................................... 268 

7.3 Ⱳ⁭Ϭ βϥ ......................................................................................................... 269 

 ︣ πⱲ⁭Ϭ βϥ ............................................................................... 269 

 NTPІГ˔ЌІϬ ꜘβϥ ....................................................................... 271 

 NTPχ Ϭ ꜘβϥ ............................................................................... 275 

 NTPχ Ϭβϥ ....................................................................................... 279 

7.4 SSHχ Ϭβϥ ..................................................................................................... 283 

 SSHχ Ϭ ꜘβϥ ............................................................................... 283 

 SSHϬ βϥ........................................................................................... 286 

7.5 DNSχ Ϭβϥ .................................................................................................... 288 

 DNSπ Ϭᾁ┤βϥ ............................................................................... 288 

 DNSχІГ˔ЌІϬ ꜘβϥ ................................................................... 289 

 DNSχ Ϭ ꜘβϥ ............................................................................... 290 

 DNSχ Ϭβϥ ...................................................................................... 294 

7.6 DHCPЂ˔Н˔χ Ϭβϥ .................................................................................. 298 

 DHCPз˔Іԁ Ϭ ꜘβϥ .................................................................... 298 

 DHCPЂ˔Н˔χ Ϭ ꜘβϥ ............................................................. 299 

 DHCPЂ˔Н˔χ Ϭβϥ .................................................................... 303 

7.7 ІϾЅв˔иχ Ϭβϥ ...................................................................................... 306 

 ІϾЅв˔иχ ⌠ ệϬ ꜘβϥ ........................................................ 306 

 ІϾЅв˔иχ Ϭ ꜘβϥ ................................................................ 308 

 ІϾЅв˔иϬ βϥ ........................................................................... 315 

7.8 ЄІГЭкϽχḚ Ϭβϥ ...................................................................................... 327 

 SyslogЮАЈ˔ЅϬ ꜘβϥ .................................................................... 327 

 Syslogχ Ϭ ꜘβϥ ........................................................................... 329 

 Syslogχ Ϭβϥ ................................................................................... 332 

 amlog ЮАЈ˔ЅϬ ꜘβϥ ..................................................................... 334 

 amlog χкϽϬ Ạβϥ ............................................................................ 336 

7.9 GUIχ Ϭβϥ...................................................................................................... 337 

 GUIχ Ϭ ꜘβϥ ................................................................................ 337 

 GUIχ Ϭβϥ ........................................................................................ 339 

7.10 DHCPзй˔χ Ϭβϥ ...................................................................................... 340 

 DHCPзй˔χ Ϭ ꜘβϥ............................................................... 340 

 DHCPзй˔χ Ϭβϥ ...................................................................... 342 

7.11 ФкϺЄЂ˔Н˔Ϭ βϥ ................................................................................... 344 

 ФкϺЄЂ˔Н˔χ Ϭ ꜘβϥ ...................................................... 344 

 ФкϺЄЂ˔Н˔χ Ϭβϥ .............................................................. 349 

7.12 telnet χ Ϭβϥ .................................................................................................. 354 

 telnet χ Ϭ ꜘβϥ........................................................................... 354 

 telnet χ Ϭβϥ .................................................................................. 355 

8  М˔ЖϳϴϯχḚ  ...................................................................................... 356 

8.1 USBДНϱІϬ Ὲβϥ ......................................................................................... 356 



 

 

14 

ⱳ 

 USBДНϱІϬ ꜘβϥ ........................................................................... 356 

 USBДНϱІϬ Ὲβϥ ........................................................................... 356 

8.2 PoEχ Ϭβϥ ..................................................................................................... 358 

 PoEχІГ˔ЌІϬ ꜘβϥ .................................................................... 358 

 PoEχЪ˔ЕϬ Ὲβϥ ............................................................................ 360 

 PoEχ Ϭ ꜘβϥ ................................................................................ 362 

 PoEϬ βϥ ........................................................................................... 364 

8.3 D IN˗D OUTχ ϬḚ βϥ ............................................................................. 366 

 D INχ Ϭ ꜘβϥ ............................................................................... 366 

 D OUTχ Ϭ ꜘβϥ ........................................................................... 367 

 D OUTχ Ϭ Ὲβϥ ........................................................................... 368 

8.4 DIPІϱАЎχ Ϭ ꜘβϥ ............................................................................... 369 

9  ︢ρḚ ...................................................................................................... 370 

9.1 χ Ϭ ꜘβϥ .......................................................................................... 370 

 ӊϬ ꜘβϥ ................................................................................... 370 

 ᴛ Ϭ ꜘβϥ ............................................................................... 371 

9.2 CPU ⌠χ Ϭβϥ ............................................................................................. 372 

 CPU ⌠Ϭ ꜘβϥ ................................................................................... 372 

 CPU ⌠ Ϭ ꜘβϥ ........................................................................... 374 

 CPU ⌠Ϭ βϥ ................................................................................... 375 

9.3 ‰ ᴛ ῐχ Ϭβϥ ...................................................................................... 376 

 ‰ ᴛχ ῐ Ϭ ꜘβϥ .................................................................... 376 

 ‰ ᴛχ ῐϬ βϥ ........................................................................... 379 

9.4 КАЕм˔ϼχ Ϭ ϓϥ ................................................................................... 383 

 КАЕм˔ϼχ ᴦ Ϭ ϓϥ ........................................................ 383 

 КАЕм˔ϼχὊ Ϭ ϓϥ .................................................................... 385 

 IPϯЖйІτ ᴂΰοΜϥMACϯЖйІϬ ϓϥ ............................... 387 

 ARPГ˔Уиχ Ϭ Ὲβϥ ................................................................ 389 

 ОϾАЕϬЍрФΰο Ϭ ϓϥ ................................................. 390 

 ОϾАЕϬЍрФΰθὫᴮϬ ꜘβϥ ..................................................... 392 

 ОϾАЕϬЍрФΰθὫᴮϬ⌡ βϥ ..................................................... 393 

10  χϯФзϾ˔Єдр ........................................................................... 394 

10.1 DMS χ Ϭβϥ.................................................................................................... 394 

 DMSχ Ϭ ꜘβϥ ............................................................................ 394 

 DMSϬ Ὲβϥ ....................................................................................... 395 

 DMSχ Ϭ ꜘβϥ ............................................................................ 396 

 DMSχ Ϭβϥ.................................................................................... 398 

10.2 Nx Witness χ Ϭβϥ ........................................................................................ 399 

 Nx Witness χ Ϭ ꜘβϥ ................................................................. 399 

 Nx Witness Ϭ Ὲβϥ ............................................................................ 400 

 Nx Witness χ Ϭ ꜘβϥ ................................................................. 401 

 Nx Witness χ Ϭβϥ ........................................................................ 403 

 Nx Witness χ Ϭ Φ₅Ϛ ................................................................. 405 



 

 

15 

ⱳ 

 Nx Witness χ Ϭ ϙ₅Ϛ ................................................................. 405 

10.3 amnimo VMS χ Ϭβϥ ..................................................................................... 406 

 amnimo VMS χ Ϭ ꜘβϥ ............................................................. 406 

 amnimo VMS Ϭ Ὲβϥ ......................................................................... 407 

 amnimo VMS χ Ϭ ꜘβϥ ............................................................. 408 

 amnimo VMS χ Ϭβϥ ..................................................................... 410 

 amnimo VMS χД˔Ќ ӽ ............................................................. 411 

10.4 remote.it χ Ϭβϥ ............................................................................................. 412 

 remote.it χ Ϭ ꜘβϥ ..................................................................... 412 

 remote.it Ϭ Ὲβϥ ................................................................................ 413 

 remote.it χ Ϭ ꜘβϥ ..................................................................... 414 

 remote.it χ Ϭβϥ ............................................................................. 416 

10.5 ϯФзϾ˔ЄдрЀЫрЖϬם“βϥ.................................................................... 417 

10.6 CVRχ Ϭβϥ ..................................................................................................... 418 

 CVRχ Ϭ ꜘβϥ ............................................................................. 418 

 CVRϬ Ὲβϥ ........................................................................................ 419 

 CVRχ Ϭ ꜘβϥ ............................................................................. 420 

 CVRχ Ϭβϥ ..................................................................................... 422 

11  ᵰ ЀЫрЖ .................................................................................................. 423 

11.1 ТϮϱиϬ Ὲβϥ .......................................................................................... 423 

 ТϮϱи ῈЀЫрЖχṁ  .......................................................... 423 

 ТϮϱиϬ ṍᴟβϥ...................................................................... 423 

 ТϮϱиϬ ϙ₅Ϛ ......................................................................... 424 

 ТϮϱиϬ βϥ ......................................................................... 424 

 ТϮϱиχ Ϭ  βϥ .............................................................. 425 

 ТϮϱиϬЀС˔βϥ...................................................................... 425 

 ТϮϱиϬ⌡ βϥ ......................................................................... 426 

 ТϮϱиχԁ Ϭ ꜘβϥ .............................................................. 426 

11.2 М˔ЖϳϴϯϬ Ὲβϥ .......................................................................................... 427 

 М˔Жϳϴϯ ῈЀЫрЖχṁ  .......................................................... 427 

 М˔Жϳϴϯχ Ϭ ꜘβϥ .............................................................. 429 

 DIPІϱАЎχ Ϭ ꜘβϥ ............................................................... 430 

 PUSHІϱАЎχ Ϭ ꜘβϥ ........................................................... 431 

 Ṟ ϵзϯϬ Ὲβϥ ............................................................................. 432 

 LEDχ Ϭ Ὲβϥ ............................................................................. 433 

 PoEЀрЕк˔ж˔Ϭ Ὲβϥ............................................................... 435 

 USBЪ˔ЕϬ Ὲβϥ ............................................................................. 436 

 ДЅЌи Ϭ Ὲβϥ ......................................................................... 437 

 ДЅЌи Ϭ Ὲβϥ ....................................................................... 438 

 зУ˔Е Ϭ Ὲβϥ ....................................................................... 440 

 ЀЫрЖχН˔ЅдрϬ ꜘβϥ ........................................................ 441 

 ϯЗкϽ Ϭ ꜘβϥ ................................................................... 442 

 ОиІϸϳрЕϬ ꜘβϥ ................................................................... 444 

12   ................................................................................................................. 445 

12.1 ᶆЯ˔Жτ ᴂΰοΜϥ CLIχṐ  ....................................................................... 445 



 

 

16 

ⱳ 

12.2 ᶆ τ ᴂΰοΜϥ CLIχṐ  ........................................................................... 449 

12.3 ТϴϱиЈ˔Т ......................................................................................................... 455 

ᵠ  ................................................................................................................................ 457 

 



 

 

17 

C
L

I

χ
ṁ

 

 

1 

 

1  CLIχṁ  

πψʺϺ˔Щ˔ЖΤϣ ΰθЀЫрЖϬם“ΰʺζχὫᴮϬϳϰрЖϳτ βϥθϛτ Ӫ

ήϦοΜϥг˔Ѓ˔ϱрЌТϴ˔ІπΚϥ CLIˢCommand Line Interface ˣχṁ ⌠τνΜο

ΰϘβʻ 

1.1 CLIπ τ βϥ 

CLIπ τ βϥτψʺӟᴞχ 2νχ ΥΚϤϘβʻ 

 

= ЄзϯиЀрЊ˔иϬ ΰο  

ρ PCϬЄзϯиϾ˔УиπνσΧʺЌ˔ЬЗиϵЬвй˔Ќ˔Ϭ ΰο PCΤϣ

βϥ  

 

 

ᶆ τΣΜοЄзϯиЀрЊ˔иϒχ ΥӰσϤϘβχπʺ 

ᶆг˔Ѓ˔ЇЫИвϯиϬ╥ ΰοΨιήΜʻ 

 

= SSHˢSecure ShellˣϬ ΰο  

ρ αКАЕм˔ϼˢϱ˔ЂКАЕˣ τ ήϦοΜϥ PCΤϣʺЌ˔ЬЗиϵЬв

й˔Ќ˔Ϟ sshЀЫрЖϬ ΰʺ χ IPϯЖйІϬ◙ ΰο βϥ  

 

 

χ ṍ πψʺSSHψ ῟τ ήϦοΜϘβʻ 

 SSHϬ ῟τβϥ τνΜοψʺ˰7.4 SSHχ Ϭβϥ˱Ϭ╥ ΰοΨιήΜʻ 

 

 Ќ˔ЬЗиϵЬвй˔Ќ˔π βϥ 

 

άάπψʺWindows χЌ˔ЬЗиϵЬвй˔Ќ˔πΚϥ Tera TermˢVer 4.105ˣϬ► ΰʺ

τ βϥ︣ τνΜο ΰϘβʻ 

 ЄзϯиЀрЊ˔иπ  

Tera Term χˮTera Term ΰΜ ˯ᵊ Τϣ ΰϘβʻ 

1. ˮЄзϯи Ϭ˯ ΰ Ж̋кАФЍϳрзІЕΤϣ► βϥЄзϯиЪ˔ЕϬ ΰοʺ˦OK˧

ЩЌрϬϼзАϼΰϘβʻ 

  

ˮЄзϯиЪ˔Е ρ ˯ᵊ Υ ꜘήϦϘβʻ 
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2. ˮ ˯ЮИв˔χˮЄзϯиЪ˔Е˯Ϭ ΰʺˮ ЄзϯиЪ˔Е ρ ˯ЍϱϯкϽΥ

ꜘΰ Є̋зϯиЪ˔Еχ Ϭΰοʺ˦ᾝ∕χ Ϭ™ Щ˧ЌрϬϼзАϼΰϘβʻ 

  

τ βϥρʺЌ˔ЬЗиϵЬвй˔Ќ˔τкϽϱрФкрФЕΥ ꜘήϦϘβʻ 

 

 SSHπ  

Tera Term χˮTera Term ΰΜ ˯ᵊ Τϣ ΰϘβʻ 

1. ˮTera Term ΰΜ ˯ᵊ πӟᴞχ Ϭΰοʺ˦ OK˧ЩЌрϬϼзАϼΰϘβʻ 

 ˮTCP/IP˯Ϭ  

 ˮШІЕ˯τ IPϯЖйІϬ  

 

ӟᴞχ ψʺӟᴞχЪ˔Еτ ΰοΜϥ ›χ πβʻ 

ϵАЅϿ˔Еϳϴϱʿ lan0˙3 

IoTи˔Ќ˔ʿ eth1 

 

 ˮЂ˔РІ˯πˮSSH˯Ϭ  

  

ΰΜШІЕτ ΰθ ›ʺˮ ЈϺвзГϰὕ⁮˯ᵊ Υ ꜘήϦϘβʻ 
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2. ˮάχШІЕϬ known hosts зІЕτ ᴥβϥ˯τЎϴАϼϬ Ϊοʺ˦ “˧ЩЌрϬϼз

АϼΰϘβʻ 

  

ˮSSH ˯ᵊ Υ ꜘήϦϘβʻ 

3. Ϭ ΰοʺ˦ OK˧ЩЌрϬϼзАϼΰϘβʻ 

  

τ βϥρʺЌ˔ЬЗиϵЬвй˔Ќ˔τкϽϱрФкрФЕΥ ꜘήϦϘβʻ 
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 τкϽϱрβϥ 

 

τкϽϱрβϥ︣ ψʺ ᵕτкϽϱрβϥ ›ρʺ2 ᵕ ӟ‭τкϽϱрβϥ ›πӰσ

ϤϘβʻ 

 ᵕτкϽϱрβϥ 

кϽϱр τˮadmin˯ρ ΰʺОІм˔Жψ δγτ Enter Ϭ ΰʺкϽϱрΰϘβʻ 

кϽϱрΰθΚρτʺОІм˔ЖϬ  βϥ ΥΚϤϘβʻ 

Ubuntu 18.04.5 LTS amnimo ttyMV0  

 

amnimo login: admin   βкϽϱр admin Ϭ ΰο Enter 

Password:    βОІм˔ЖϬ δγτ Enter 

Last login: Mon  Oct 12 15:5 4:21 UTC 2020 on ttyMV0  

Welcome to Ubuntu 18.04.5 LTS (GNU/Linux 4.19.93 - 02928- g44990b3300f7 aarch64)  

ˢ ˣ 

Changing password for admin.  

(current) UNIX password:   βОІм˔ЖϬ δγτ Enter 

Enter new UNIX password:   β ΰΨ βϥОІм˔ЖϬ ΰο Enter 

 

 

ОІм˔Жτψʺӟᴞχ ὯτΚοψϘϥ Ⱬ Ϭ ΰοΨιήΜʻ 

= 8 Ⱬӟ  

= ֽ Ⱬʺֽ Ⱬʺ ⱫʺṜ‹χ 2 ӟ ϬḯϚ 
 
Ϙθʺ Ṝχ ὯϬ θβОІм˔ЖπϜʺӟᴞχ ὯτΚοψϘϥ ›ʺ βϥάρψ

πΦϘδϭʻ 

= ꜝ τḯϘϦϥ ῎ˢ ʿtestˣ 

= ⱫϞϯиТϮЦАЕχϺ˔Щ˔Ж ˢ ʿ1234ʺabcdeʺqwertˣσςχṛ ΥΚ

ϥᾠ  

= Ṝχ ϙ›ϩδˢ ʿtest1234ˣ 
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 2ᵕ ӟ‭τкϽϱрβϥ 

2ᵕ ӟ‭τкϽϱрβϥ ›ψʺ ᵕτ ΰθОІм˔ЖϬ ΰϘβʻ 

amnimo G Єз˔Ї/  amnimo RЄз˔Ї 

Ubuntu 18.04.5 LTS amnimo ttyMV0  

 

amnimo login: admin  βкϽϱр admin Ϭ ΰο Enter 

Password:   β ΰθОІм˔ЖϬ ΰο Enter 

Last login: Mon Oct 12 15:58:31 UTC 2020 on ttyMV0  

Welcome to Ubuntu 18.04.5 LTS (GN U/Linux 4.19.145 - 00773- gd341a7f2d77d aarch64)  

 

 * Documentation:  https://help.ubuntu.com  

 * Management:     https://landscape.canonical.com  

 * Support:        https://ubuntu.com/advantage  

 

           ..JggggJ..  

           ?TMMMMMMMMNNgggggggggg&... 

       .JJ..  _TMMMMMMMMMMMMMMMMMMMMNm.. 

      .MMMMMN,  ?MMMMMMMMM#Y"7???7TMMMMNg, 

      dMMMMMMN{  (MMMMMMMN. ......   7MMMNe. 

      MMMMMMMMr  .MMMMMMMMMMMMMMMNm.  _MMMMm-  

         _?7TY:  (MMMMMMMMMMMMMMMMMN.  (MMMMN. 

   .gNNNmgJ...  .MMMMMMMMMMMMMMMMMMMP   MMMMMy 

  jMMMMMMMMM#~  dMMMMMMMMMB"7!`         MMMMM#. 

 .HMMMMMMMM#%  (MMMMMMMMB!  ..JJggggx   MMMMM#~ 

  (MMMMMMMM=  .dMMMMMMMD`  (MMMMMMMMP   MMMMM#~ 

    _7"""!    jMMM MMMMM¥  .MMMMMMMMM$   MMMMM# 

             .MMMMMMMMMr  .WMMMMMMM9    MMMMMC 

             .MMMMMMMMMN&   ?T"Y9=` .   MMMMD 

              _HMMMMMMMMMmJ..  ...JgR...MMMY` 

                7MMMMMMMMMMMNNNNMMMMMMMMM#= 

                 .TMMMMMMMMMMMMMMMMMMMM#" 

 кϽϱрФкрФЕτνΜο 

τ ΰθρΦτ ꜘήϦϥФкрФЕψʺ ΰοΜϥϵАЅϿ˔ЕϳϴϱχЄз˔ЇϞ

τϢμοӰσϤϘβʻ 

 

amnimo G Єз˔Ї/  amnimo RЄз˔Ї 

Ubuntu 18.04.3 LTS amnimo ttyMV0  

 

amnimo login:  

 

amnimo CЄз˔Ї 

amnimo C series A C10 version 1. 5.0 build 00000  

 

amnimo login:  
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 χУ˔Ек˔Ѝ˔χОІм˔ЖϬ  βϥ 

 

У˔Ек˔Ѝ˔ˢӟᴞʺU-Bootˣψ U-Boot ЀЫрЖЯ˔ЖπṞ βϥρʺU-Boot τкϽϱр

βϥάρΥᴦ τσϤϘβʻ ṍОІм˔ЖΥᾧ ήϦοΜϘβχπʺЈϺвзГϰ ʺ  βϥ

άρϬΣ᷉ϛΰϘβʻ 

  
ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

 

 U-Boot ЀЫрЖЯ˔ЖπṞ βϥ 

ᾛϬ βϥ τʺDIPІϱАЎπˮU-Boot ЀЫрЖЯ˔Ж˯τ ΰʺ ᾛϬ ΰϘβʻ 

U-Boot ЀЫрЖЯ˔Жχ DIPІϱАЎ  

 
 

 
ЈрЂ˔ Ͽ˔Еϳϴϱχ DIPІϱАЎψ 1,2χϙρσϤϘβʻ 

 

 

ᾛϬ ϦϥρʺӟᴞχОІм˔Ж ᵊ ˢ ṍḧʿ10 ˣτσϤϘβχπʺОІм˔ЖϬ

ΰʺEnter Ϻ˔Ϭ ΰοкϽϱрΰοΨιήΜʻ 

“ם  

TIM- 1.0  

WTMI- devel - 18.12.1 - 118f0bd  

WTMI: system early - init  

SVC REV: 5, CPU VDD voltage: 1.108V  

ˢ ˣ 

STATUS:SN=[300002],MAC0=[E8:1B:4B:00:30:02],BS=[a:0 b:385 h:0 s:0],DIPBM=[ubootcomman

d]  

am_show_board_status: CNTFRQ_EL0=12500000 Hz 

 

Please enter password -  autoboot in 10 sec...  βОІм˔Ж ῇʺEnter Ϻ˔  

Retur n to boot status(0x55) for login  

Amnimo>> run stopwdt 8     βϳ϶АЎЖАϽ ICχꜛ зЈАЕ ♁ 

Amnimo>> 

 

 

= ṍОІм˔ЖτνΜοψʺ ЂЪ˔Еτέᶎזּ ΨιήΜʻ 

= ОІм˔ЖϬ χﬞ ψ 3ᵕϘππβʻ3ᵕӟ ﬞ βϥρʺLinux Ṟ Я˔ЖπṞ

ΰϘβʻ 

= U-Boot π⌠Ộβϥ ›ʺrun stopwdt ЀЫрЖϬם“βϥάρπʺϳ϶АЎЖАϽ IC

τϢϥзЈАЕϬ ♁ΰο⌠ỘⱲḧϬᶎ βϥάρΥπΦϘβʻrun stopwdt ЀЫрЖϬ

ΰσΜ“ם ›ʺ ῇτꜛ зЈАЕβϥ τ ӪΥ πβʻ 
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 U-Boot πОІм˔ЖϬ  βϥ 

ampasswd ЀЫрЖϬ ΰοʺОІм˔ЖϬ  βϥάρΥπΦϘβʻ 

“ם  

Amnimo>> ampasswd 8 

Current Password:   βᾝ∕χОІм˔Ж ῇʺEnter Ϻ˔  

New Password:   β  ΰθΜОІм˔Ж ῇʺEnter Ϻ˔  

Retry Password:   β™ ʺ  ΰθΜОІм˔Ж ῇʺEnter Ϻ˔  

OK  

Amnimo>> 

 

 Linux Ṟ Я˔ЖπṞ βϥ 

DIPІϱАЎπˮLinux Ṟ Я˔Ж˯τ ΰʺreset ЀЫрЖϬ ΰο™Ṟ ΰϘβʻ 

Linux Ṟ Я˔Жχ DIPІϱАЎ  

 
 

 
ЈрЂ˔ Ͽ˔Еϳϴϱχ DIPІϱАЎψ 1,2χϙρσϤϘβʻ 

 

“ם  

Amnimo>> r eset  8  β™Ṟ  
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1.2 χ CLIϬṞ βϥ 

 

χ Ϭḛ ᴟβϥθϛτʺ χ CLIρΰο amshФкϽжЭΥ ӪήϦοΜϘβʻ 

 

 

 

ЀрОϼЕи˔Ќ˔πψкϽϱрβϥρʺ amsh ФкϽжЭΥ ⌠ΰϘβʻζχθϛʺ

amsh ϷФЄдрϬ ΰοṞ βϥάρψπΦϘδϭʻ 
 

amnimo C series AC10 version 1. 5. 0 build 00000  

 

amnimo login: admin   βкϽϱр admin Ϭ ΰο Enter 

Password:    β ΰθОІм˔ЖϬ ΰο Enter 

Last login: Wed Jan  1 00:01:24 +0000 2020 on /dev/ttyGS0.  

amnimo$ 
 

 amsh ФкϽжЭϬם“βϥ 

amshФкϽжЭψʺӟᴞχϢΞτṞ ΰϘβʻ 

“ם  

admin@amnimo:~$ amsh 8 

 

 ϷФЄдрϬ Ϊο amsh ФкϽжЭϬם“βϥ 

amshФкϽжЭχṞ ϷФЄдрτνΜο ΰϘβʻ 

ϷФЄдр 

ϷФЄдр  

-V < level>  

--verbose <level>  

CLIФкϽжЭχЀрЊ˔иϞ syslogτ βϥкϽйЦиϬ◙ ΰϘβʻ 

◙ ΰθ ˢ Υ Μϕς Υ‰Μ ϢxϤ‰ΜкϽΥ ήϦϘβ  ̒
 

ОжЮ˔Ќ˔   

none 0 ꜘΰσΜ 

emerg 1 τừẍ χ‰Μ ᴂΥ σкϽ 

alert  2 ϢϤừẍ χ‰Μ ᴂΥ σкϽ 

crit  3 ừẍ χ‰Μ ᴂΥ σкϽ 

err 4 ϵж˔χкϽ 

warning  5 ὕ⁮йЦиχкϽ 

info 6 ᶆ ꜘ кϽ 

debug 7 ДНАϽ кϽ 
 

-v CLIФкϽжЭχН˔ЅдрϬ ꜘβϥʻ 

-h CLIФкϽжЭχХиФϬ ꜘβϥʻ 

“ם  

amnimo@amnimo:~$ amsh -- help  8  βХиФϬ ꜘβϥ 

Copyright (c) 2020 amnimo Inc. All Rights Reserved.  

amnimo G series shell program version 1.0.0  

 

Usage: amsh [<OPTIONS> ...]  

OPTOINS: 

  - V <level>, -- verbose <level>  : verbose output to console and syslog  

  - v    : display the version number  

  - h, -- help    : display this help and exit  
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1.3 χ CLIχᵵ  

 

ϵАЅϿ˔ЕϳϴϱЄз˔Ї χ CLIχᵵ τνΜο ΰϘβʻ 

 ⌠Я˔ЖτνΜο 

χCLIχ ⌠Я˔Жτψʺӟᴞχ 3 Υ ∕ΰϘβʻ 

⌠Я˔ЖτϢμοʺם“πΦϥ ⌠ ΥӰσϤϘβʻ 

 ζϦηϦχ ⌠Я˔ЖππΦϥ ⌠τνΜοψʺ˰12.1 ᶆЯ˔Жτ ᴂΰοΜϥCLIχṐ ˱

Ϭ╥ ΰοΨιήΜʻ 

 

= ԁ г˔Ѓ˔Я˔Ж 

ԁ г˔Ѓ˔Я˔Жψ űser Ͻи˔Фτ βϥг˔Ѓ˔Υ ⌠πΦϥЯ˔Жχάρπβʻ֫

Ḛ τ σ ⌠Ϭ“ΞάρΥπΦϘβʻ 

amshФкϽжЭϬם“ΰθ ῇψʺԁ г˔Ѓ˔Я˔ЖρσϤϘβʻ 

= Ḛ  Я˔Жיּ

Ḛ Я˔Жψיּ a̋dmin Ͻи˔Фτ βϥг˔Ѓ˔Υ ⌠πΦϥЯ˔Жχάρπβʻԁ г˔

Ѓ˔Я˔Жχ ⌠τᴥΠʺ χ Ὲˢ χ™Ṟ Ϟᶆ Ъ˔Е Ὲ ˣϬ“ΞάρΥ

πΦϘβʻ 

ԁ г˔Ѓ˔Я˔Жπ enable ЀЫрЖϬם“βϥάρπʺḚ  Я˔Жτӱ“ΰϘβʻיּ

= Я˔Ж 

Я˔Жψ a̋dmin Ͻи˔Фτ βϥг˔Ѓ˔Υ ⌠πΦϥЯ˔Жχάρπβʻᶆ χ

ᶎ Ϟ Ϭ“ΞάρΥπΦϘβʻ 

Ḛ Я˔Жπיּ conf igureЀЫрЖϬם“βϥάρπʺ Я˔Жτӱ“ΰϘβʻ 

 

 ЀЫрЖФкрФЕτνΜο 

ЀЫрЖФкрФЕχ ꜘψʺШІЕ Ϟ ⌠Я˔ЖτϢμοӰσϤϘβʻ 

ήϦοΜϥШІЕ τ Μο ԁ̋ г˔Ѓ˔Я˔Жχ ›ψˮ $˯s Жиˣ̋ Ḛ Я˔Жχיּ ›

ψˮ#˯s Єа˔ФˣΥ ꜘήϦϘβʻ Я˔Жχ ›ψʺˮ #˯χ τˮ(Я˔ЖДϰйϼЕз )˯

Υ ꜘήϦϘβʻ 

 

πψʺШІЕ Ϭˮamnimo˯ρ ṜΰοΜϘβʻ 

ϘθʺЯ˔ЖДϰйϼЕз Ϭˮcfg˯ρ ṜΰοΜϘβʻ 

 

amnimo$ 

 

amnimo# 

 

amnimo(cfg)#  
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1.4 ⌠Я˔ЖϬ  βϥ 

 

amshχם“ τʺ ⌠Я˔ЖϬ  βϥ τνΜο ΰϘβʻ 

ԁ г˔Ѓ˔Я˔ЖΤϣḚ Я˔Жτיּ   

Ḛ  Я˔Жϒӱ“ΰϘβʻיּ

Ḛ Я˔Жτӱ“πΦϥχψʺḚיּ ᾂᾢχיּ  χϙπβʻיּ

amnimo$ enable ƈ 

password:  βОІм˔ЖϬ ΰο Enter 

amnimo# 

 

Ḛ Я˔ЖΤϣיּ Я˔Жτ   

Я˔Жϒӱ“ΰϘβʻ 

Я˔Жτӱ“πΦϥχψʺḚ ᾂᾢχיּ  χϙπβʻיּ

amnimo# configure ƈ 

amnimo(cfg)#  

 

Я˔ЖΤϣḚ Я˔Жτיּ   

Я˔ЖϬ ΪοʺḚ Я˔Жτיּ ϤϘβʻ 

amnimo(cfg)# exit  ƈ 

amnimo# 

 

Ḛ Я˔ЖΤϣԁיּ г˔Ѓ˔Я˔Жτ   

Ḛ Я˔ЖϬיּ Ϊοʺԁ г˔Ѓ˔Я˔Жτ ϤϘβʻ 

amnimo# exit ƈ 

amnimo$ 

 

ԁ г˔Ѓ˔Я˔ЖϬ ΰ amshϬ ♁ 

ԁ г˔Ѓ˔Я˔Жπ exit Ϭם“βϥρʺamshФкϽжЭΥ ΰʺLinux χ CLIτ ϤϘβʻ 

amnimo$ exit ƈ 

user1$  
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1.5 ЀЫрЖϬם“βϥ 

 

CLI πЀЫрЖϬ βϥ∑τ πΦϥṐ ϞЀЫрЖχם“Ⱳτ ήϦϥ σςτνΜο

ΰϘβʻ 

 ḁṐ Ϭ βϥ 

ЀЫрЖχ πˮTab˯Ϻ˔Ϭ βϥάρπʺЀЫрЖϞԏ Ϭꜛ τ ḁβϥάρΥ

πΦϘβʻ 

ᵺ βϥЀЫрЖΥ Κϥ ›ψʺЀЫрЖχῙ ԁ Υ ꜘήϦϘβʻ 

“ם  

ӟᴞτϵАЅϿ˔Еϳϴϱχם“ ϬꜘΰϘβʻ 

amnimo(cfg)# int    βάάπˮTab˯Ϻ˔Ϭᴃβ 

amnimo(cfg)# interface   βЀЫрЖΥ ḁήϦϥ 

 

amnimo(cfg)# interface e t   βάάπˮTab˯Ϻ˔Ϭᴃβ 

amnimo(cfg)# interface eth  eth0  βԏ Υ ḁήϦϥ 

 

amnimo(cfg)# interface lan  βάάπˮTab˯Ϻ˔Ϭᴃβ 

lan0 lan1 lan2 lan3   βԏ χῙ ԁ Υ ꜘήϦϥ 

 

amnimo(cfg)# s    βάάπˮTab˯Ϻ˔Ϭᴃβ 

ssh syslog show    βЀЫрЖχῙ ԁ Υ ꜘήϦϥ 

 

amnimo(cfg)# ex ƈ   βexit Ϭ ΰοם“ 

amnimo#    βexit ρ ꜡ΰם“ήϦϥ 

 

 

= IoTи˔Ќ˔χ ›ʺˮeth˯χῙ ԁ ρΰοʺӟᴞχ Υ ꜘήϦϘβʻ 

amnimo(cfg)# interface eth  eth0 eth1  

 
 

 

 

= IoTи˔Ќ˔ʺᴒ ЌϱФЀрОϼЕи˔Ќ˔χ › L̋AN Ъ˔Еψם ήϦοΜσΜθ

ϛʺˮlan˯χῙ ԁ ψ ꜘήϦϘδϭʻ 
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 ЀЫрЖχ Ϭ╥ βϥ 

ᵃẠτם“ΰθЀЫрЖψʺ ˢПІЕз˔Д˔Ќˣρΰο ήϦοΜϘβʻˮ ̢˯ρˮ̣˯Ϻ

˔Ϭ βϥάρπʺᵃẠτם“ΰθЀЫрЖϬ ꜘβϥάρΥπΦϘβʻ 

= ̢Ϻ˔ʿ ЀЫрЖχ π 1νᵃẠχЀЫрЖϬ ꜘΰϘβʻ 

= ̣Ϻ˔ʿ ЀЫрЖχ π 1ν ựχЀЫрЖϬ ꜘΰϘβʻ 

 

ựπʺcommand-aʺcommand-bʺcommand-c χ πЀЫрЖϬם“ΰθ ›ʺ ψӟᴞχ

ϢΞτθςϥάρΥπΦϘβʻ 

“ם  

amnimo(cfg)# command - aƈ 

amnimo(cfg)# comma nd- bƈ 

amnimo(cfg)# command - cƈ 

amnimo(cfg)#    βЀЫрЖ ΥσΜ πˮή˯ Ϻ˔Ϭᴃβ 

amnimo(cfg)# command - c  β ựπם“ΰθЀЫрЖΥ ꜘήϦϥ 

amnimo(cfg)# command - c  β™ ˮή˯ Ϻ˔Ϭᴃβ 

amnimo(cfg)# command - b  β1ν ϬήΤχϖμοʺם“ΰθЀЫрЖΥ ꜘήϦϥ 

amnimo(cfg)# command - b  β™ ˮή˯ Ϻ˔Ϭᴃβ 

amnimo(cfg)# command - a  βήϣτ 1νᵃẠτם“ΰθЀЫрЖΥ ꜘήϦϥ 

amnimo(cfg)# command - a  β Μοˮί˯ Ϻ˔Ϭᴃβ 

amnimo(cfg)# command - b  β1ν ựτם“ΰθЀЫрЖΥ ꜘήϦϥ 

amnimo(cfg)# command - b  β Μοˮί˯ Ϻ˔Ϭᴃβ 

amnimo(cfg)# command - a  βήϣτ 1ν ựτם“ΰθЀЫрЖΥ ꜘήϦϥ 
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 ϵж˔ЮАЈ˔ЅϬ Ϛ 

ЀЫрЖϬם“ΰθρΦτ ꜘήϦϥЮАЈ˔Ѕτψʺ Ψχ ΥḯϘϦοΜϘβʻ 

άάπψʺϵж˔Υ ΰθρΦχЮАЈ˔ЅτνΜο ΰϘβʻ 

 Ӱ Ⱳ 

ЀЫрЖϬם“ΰθρΦτϵж˔Υ βϥρʺamsh ФкϽжЭχ verbose ϷФЄдрτᴂαθ

ЮАЈ˔ЅΥ ꜘήϦϘβʻ 

 ΰΨψʺ˰ 1.2.2 ϷФЄдрϬ Ϊο amshФкϽжЭϬם“βϥ˱Ϭ╥ ΰοΨιήΜʻ 

“ם  

amnimo$ enable  8 

amnimo# configure  8  

amnimo(cfg)# hoge  8 

verboseϷФЄдрχ LEVELτᴂαθЮАЈ˔ЅΥ ꜘήϦϥ 

amnimo(cfg)#  

 

 ‮ Ⱳ 

ЀЫрЖχם“Ⱳτ σ ‮ Υ ΰοΜϥ ›ψʺ ΰοΜϥ ‮ Υԁ ꜘήϦ

Ϙβʻ 

ӟᴞτʺaccount ЀЫрЖπ χг˔Ѓ˔χϯϸϳрЕϬ βϥ ϬꜘΰϘβʻϯϸϳрЕχ

Я˔ЖπОІм˔ЖϬ  ΰϢΞρΰοΜϘβΥʺϽи˔ФϬ βϥ ΥΚϥθϛʺϵж

˔ρσμοΜϘβʻexit ЀЫрЖπ Ϭ ♁βϥρʺ ♁ΰοϜϢΜΤςΞΤϬ φϣϦϘβʻ 

“ם  (V1.8.0ӟ‭) 

amnimo$ enable  8 

amnimo# configure  8 

amnimo(cfg)# accou nt  user  username1 8 

amnimo(cfg - account - username1)# password secret ENCRYPT - USERNAME1- PASSWORD 8 

You must fill in the following required fields:  βgroupχ Υ ΰοΜϥ 

group  

amnimo(cfg - account - username1)# exit  8  βϯϸϳрЕχ Я˔ЖϬ  

You must fill in the following required fields:  

group  

Cancel configuration? (y/N):    βy Ϙθψ Y Ϭᴃβρ ϬϺарЈиʻn

Ϙθψ NʺEnter Ϻ˔Ϭᴃβρ τ ϥ 

 

 

= (y/N) ψ y̋s yesˣϘθψ NˢNoˣϬ ΰοΜϘβʻ Ⱬχ ΥДТ϶иЕρΰο

ήϦοΜϥ πβʻᴡϜ δγτ Enter Ϻ˔Ϭᴃβρʺ Ⱬχ Υ ήϦϘβ  ̒

= yˢYˣϘθψ nˢNˣӟᵰχ ⱫϬ βϥρʺ™ ʺ ♁ΰοϜϢΜΤςΞΤϬ φϣ

ϦϘβʻ 
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1.6 σṐ Ϭ βϥ 

 

CLIϬ► βϥ π τ νṐ τνΜο ΰϘβʻ 

 ХиФϬ╥ βϥ 

ˮ? Ϻ˯˔Ϭᴃβρ Ѐ̋ЫрЖϞОжЮ˔Ќ˔χῙ ԁ ρХиФЮАЈ˔ЅϬ ꜘβϥάρΥπΦ

ϘβʻῙ ԁ ΥσΜ ›ψʺϺазАЅзЌ˔рˮ<cr> ˯ ⱫΥ ꜘήϦϘβʻ 

“ם  

amnimo(cfg)#    βᴡϜ δγτˮ?˯Ϻ˔Ϭᴃβ 

  interface  Setup network interface setting.  

ˢ ˣ 

  exit   Exit current mode and back to previous mode.  

 

amnimo(cfg)# interface   βЀЫрЖρ ᶑІЧ˔Іτ Ϊοˮ?˯Ϻ˔Ϭᴃβ 

  <IFNAME> )ÎÔÅÒÆÁÃÅƦÓ ÎÁÍÅƚ 

 

amnimo(cfg)# s    β χ πˮ?˯Ϻ˔Ϭᴃβ 

  ssh  Setup ssh service setting.  

  syslog   Setup syslog service setting.  

  show  Show configuration.  

 

amnimo(cfg)# exit   βЀЫрЖρ ᶑІЧ˔Іτ Ϊοˮ?˯Ϻ˔Ϭᴃβ 

  <cr>     βexit ЀЫрЖτψОжЮ˔Ќ˔ΥσΜθϛ<cr> Υ ꜘήϦϥ 
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2  χṁ ⌠ 

πψʺ χзУ˔ЕϞТϮ˔ЭϳϴϯχϯАФД˔ЕρΜμθ χṁ ⌠τνΜο

ΰϘβʻ 

2.1 ϬзУ˔Еβϥ 

 

ϬзУ˔ЕβϥτψʺḚ Я˔Жπיּ reboot ЀЫрЖϬם“ΰϘβʻ 

꜠ 

reboot [ type  <soft  | hard >]  

‮  

‮   

type ™Ṟ ЌϱФϬ◙ ΰϘβʻ 
 

  

soft  ЊТЕϳϴϯзУ˔ЕϬם“ΰϘβʻ 

ЄІГЭϬ ♁ΰοΤϣзУ˔ЕΰϘβʻ 

ДТ϶иЕ ρΰο ήϦοΜϘβʻ 

hard М˔ЖϳϴϯзУ˔ЕϬם“ΰϘβʻ 

ЄІГЭϬ ♁δγτʺМ˔Жϳϴϯχ ᾛằẚϬ

♁ΰʺзУ˔ЕΰϘβʻ 

М˔ЖϳϴϯзУ˔Еχם“τϢμοʺТϮϱ
иЄІГЭΥ βϥᴦ ΥΚϤϘβʻ 

 

“ם  

 

amnimo# reboot type soft  8 

Are you sure you want to restart? (y/n):  βˮ y˯Ϻ˔τ Ϊο Enter Ϭ  

 

 
ЀЫрЖχם“ϬϺарЈиβϥτψʺˮn˯Ϻ˔τ Ϊο Enter Ϭ ΰϘβʻ 
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2.2 χ ᾛϬϷТτβϥ 

 

ϬЄаАЕЍϳр τӱ“βϥτψʺḚ Я˔Жπיּ poweroff ЀЫрЖϬם“ΰϘβʻ 

“ם  

 

amnimo# poweroff  8 

Do you want to  stop the system ? (y/n):  βˮ y˯Ϻ˔τ Ϊο Enter Ϭ  

 

 
ЀЫрЖχם“ϬϺарЈиβϥτψʺˮn˯Ϻ˔τ Ϊο Enter Ϭ ΰϘβʻ 

 

2.3 χ Ϭ╥ βϥ 

 

χЯДи ϞЄзϯи ‹σςϬ ꜘΰϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺϵАЅϿ˔Еϳϴϱπχԁ г˔

Ѓ˔Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo$ show device information  8 

manufacturer  amnimo 

board   AG10 

series   G 

model   AG10- 010JP- 10- 512G 

serial   012345 

revision  0 

date:   2020- 01- 01T00:00:00Z  

 

 
Ṑ ΥӰσϥ ›ʺboardʺseriesʺmodel τʺṐ τᾧ χ Υ ꜘήϦϘβʻ 
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2.4 ТϮ˔ЭϳϴϯϬ ⌠βϥ 

ТϮ˔Эϳϴϯχ  Ϟ σςχ ⌠ϬΰϘβʻ 

 ТϮ˔ЭϳϴϯχН˔ЅдрϬ ꜘβϥ 

 

ТϮ˔ЭϳϴϯχН˔Ѕдр Ϭ ꜘβϥτψʺshow firmware ЀЫрЖϬם“ΰϘβʻ 

“ם  

ԁ г˔Ѓ˔Я˔ЖρḚ Я˔ЖπʺЀЫрЖχיּ ρ ψ απβʻӟᴞτʺϵАЅϿ˔Е

ϳϴϱπχḚ “םЯ˔Жχיּ ϬꜘΰϘβʻ 

 

amnimo G series AG10 version 1.4.0 build 13992  

 Kernel: 4.19.195 - 03776- g3ad1b025c60 #1 SMP PREEMPT Wed Aug 4 05:18:02 UTC 2021  

 Bootloader: g88baf9249d (Jul 30 2021 -  05:24:48 +0000)  

 BootArea: 1  

 Partitions: 5  

 

 
Ṑ ΥӰσϥ ›ʺṐ τᾧ χ Υ ꜘήϦϘβʻ 

 

 ТϮ˔ЭϳϴϯχТϮϱиϬᶎ βϥ 

 

ТϮ˔ЭϳϴϯΥ ∕βϥάρϬᶎ ΰϘβʻᵰ Ђ˔Н˔τΚϥТϮ˔ЭϳϴϯτνΜοψЍϳ

рк˔ЖϬם☼ΰϘβʻ 

꜠ 

firmware file check URL 

‮  

‮   

URL URLτψʺHTTPϞ FTPσςχ Ϭ◙ βϥάρΥπΦϘβʻ 

ӟᴞτʺТϮϱи Ϭᴒ ЌϱФϵАЅϿ˔Еϳϴϱ χТϮ˔ЭϳϴϯТϮϱ

и ag10-v1.0.0-b1.amf ρΰθ ›χ ϬꜘΰϘβʻ 
 
= ІЕй˔Ѕτ ∕βϥТϮϱиϬ► βϥ › 

file:/ / /media/usb/ag10 -v1.0.0-b1.amf 

= TFTPЂ˔Н˔τ ∕βϥТϮϱиϬ► βϥ › 

tftp://example.com/ag10 -v1.0.0-b1.amf 

= ОІм˔Ж ᴂχ FTPЂ˔Н˔τ ∕βϥТϮϱиϬ► βϥ › 

ftp:// username:password@ example.com/ag10 -v1.0.0-b1.amf 

= Ц˔ЄАϼ ᴂχ HTTPЂ˔Н˔τ ∕βϥТϮϱиϬ► βϥ › 

http://username:password@example.com/ag 10-v1.0.0-b1.amf 

= Ц˔ЄАϼ ᴂχ HTTPSЂ˔Н˔τ ∕βϥТϮϱиϬ► βϥ › 

https://username:password@example.com/ag10 -v1.0.0-b1.amf 
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ᵫχТϮ˔ЭϳϴϯϬ︡῝זּ βϥθϛτψʺˮ ρТϮ˔Эϳϴϯ˯ˮ ϯϸϳрЕ

˯ˮ ОІм˔Ж˯χ Υ πβʻϯϸϳрЕρОІм˔ЖτνΜοψʺ ЂЪ˔Еזּ

τ έ ΨιήΜʻ 

= ʿᴒ ЌϱФϵАЅϿ˔Еϳϴϱ 

https :// (ϯϸϳрЕ ):(ОІм˔Ж)@package.amnimo.com/firmware/ag10.amf  

 

ᶆṐṀχ URLτνΜοψʺᶆṐ χзз˔ІЛ˔ЕϬ╥ ΨιήΜʻзз˔ІЛ˔Еτψᵃ

Ạτзз˔ІΰθТϮ˔Эϳϴϯχ URLϜṜ∏ήϦοΜϘβ σ̒Σзз˔ІЛ˔Еϒχϯϼ

ЈІϜϯϸϳрЕρОІм˔ЖΥ πβʻ 

Ṑ  зз˔ІЛ˔Е 

 

 
amnimo X/G/R Єз˔Ї зз˔ІЛ˔Е 

 

 
amnimo C Єз˔Ї зз˔ІЛ˔Е 

 

 

“ם  

 

Ѝϳрк˔Ж  

amnimo# firmware file check ftp://amnimo :xxxxx @amnimo- host/firmware/staging/ag10 - 1.0.0

- b12345.amf  8 

Downloading...  

##########################                                                36.3% 

Ѝϳрк˔Жḁ ῇ 

amnimo# firmware file check ftp://amnimo :xxxxx @amnimo- host/firmware/staging/ag10 - 1.0.0

- b12345.amf  8 

Downloading...  

######################################################################## 100.0% 

version:  amnimo G series A G10 version 1.0.0 build 12345  

contents: rootfs bootloader  

 

  

https://package.amnimo.com/docs/IM_AMD03A91-01JA_Edge%20Gateway%20Release%20Note.pdf
https://package.amnimo.com/docs/IM_AMD06A91-01JA_Compact%20Router%20Release%20Note.pdf
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 ТϮ˔ЭϳϴϯϬ⌡ βϥ 

 

Ѝϳрк˔ЖↄϙТϮ˔ЭϳϴϯТϮϱиψ f̋irmware file delete ЀЫрЖπ⌡ βϥάρΥπΦ

Ϙβʻ 

 

= Ѝϳрк˔ЖↄϙχТϮ˔ЭϳϴϯТϮϱиψʺRAMτ ήϦοΜϘβʻ 

= Ѝϳрк˔ЖↄϙχТϮϱиΥσΜ ›ψʺЀЫрЖχם“ⱲτˮERROR: Firmware file 

does not exist.˯ρ ꜘήϦϘβʻ 

“ם  

 

amnimo# firmware file delete 8 

Deleted!  

 ТϮ˔ЭϳϴϯϬ  βϥ 

 

χТϮ˔Эϳϴϯχ  τψʺṞ ӽρ ӽχ 2νΥΚϤϘβʻζϦηϦχ ӽ

Ϭ  βϥτψʺfirmware area update ЀЫрЖϬם“ΰϘβʻ ЀЫрЖϬם“βϥρʺ™Ṟ

βϥΤςΞΤϬθγφϣϦϘβʻ™Ṟ ϬẨᴦβϥρʺТϮ˔ЭϳϴϯΥ  ήϦϘβʻs ӟᴞʺ

Ṑ τϢϥ  Ϭˮ   ˯ρᾦόϘβʻx  

 

ЀЫрЖϬם“βϥ τʺТϮ˔ЭϳϴϯТϮϱиϬЍϳрк˔ЖΰοΣΨ ΥΚϤϘ

βʻ 

 

꜠ 

firmware area update [target < back  | both >] [force < true  | false >] [url URL]  

‮  

‮   

target    βϥЌ˔ϿАЕϬ ΰϘβʻ 
 

  

back ᾝ∕Ṟ ΰοΜσΜ ӽϬ  ΰϘβʻ 

both  χ ӽϬ  ΰϘβʻ 

ДТ϶иЕ ψ V1.7.0 ӟᴞπψˮback˯ʺV1.8.0ӟ πψˮboth˯τσ
ϤϘβʻ 

force ™Ṟ Ⱳʺг˔Ѓ˔τᶎ βϥΤςΞΤϬ ΰϘβʻ 
 

  

true г˔Ѓ˔τᶎ δγʺế τ™Ṟ ΰϘβʻ 

false ™Ṟ βϥ τʺг˔Ѓ˔τᶎ ΰϘβʻ 
 

url URLτψʺHTTPϞ FTPσςχ Ϭ◙ βϥάρΥπΦϘβʻ 

ӟᴞτʺТϮϱи Ϭ ag10-v1.0.0-b1.amf ρΰθ ›χ ϬꜘΰϘβʻ  
= ІЕй˔Ѕτ ∕βϥТϮϱиϬ► βϥ › 

) file:// / media/usb/ag10 -v1.0.0-b1.amf 

= TFTPЂ˔Н˔τ ∕βϥТϮϱиϬ► βϥ › 

) tftp://example.com/ag10 -v1.0.0-b1.amf 

= ОІм˔Ж ᴂχ FTPЂ˔Н˔τ ∕βϥТϮϱиϬ► βϥ › 

) ftp:/ / username:password@ example.com/ag10 -v1.0.0-b1.amf 
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‮   

= Ц˔ЄАϼ ᴂχ HTTPЂ˔Н˔τ ∕βϥТϮϱиϬ► βϥ › 

) http://username:password@example.com/ag10 -v1.0.0-b1.amf 

= Ц˔ЄАϼ ᴂχ HTTPSЂ˔Н˔τ ∕βϥТϮϱиϬ► βϥ › 

) https://username:password@example.com/ag10 -v1.0.0-b1.amf   
URL χ Ϭ βϥρʺfirmware check Υם“ήϦʺТϮ˔Эϳϴϯ

ΥЍϳрк˔ЖↄϙπΚϦωζϦϬ► ΰʺЍϳрк˔ЖήϦοΜσΪϦ
ωϵж˔τσϤϘβʻ 
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“ם 1 (V1.8.0ӟ‭) 

Ḛ Я˔ЖπТϮ˔ЭЍϳрк˔Жↄϙχיּ πϯАФД˔ЕϬ“Ξם“ ϬꜘΰϘβʻ 

 

amnimo# firmware area update  8 

Do you want to update (full update) the area with the following contents?  

After updating, restart the gateway.  

Update area: Both sides  

reboot to update? (y / N):   βˮ y˯Ϻ˔τ Ϊο Enter Ϭ  

 

 

ЀЫрЖχם“ϬϺарЈиβϥτψʺEnter Ϭ βϥΤʺˮn˯Ϻ˔τ Ϊο Enter Ϭ

ΰϘβʻ 

“ם 2 (V1.8.0ӟ‭) 

Ḛ Я˔ЖπТϮ˔Эϳϴϯχיּ URL(ftp:/ / username:password@example.com/ag10 -v1.0.0-

b1.amf)Ϭ◙ ΰʺТϮ˔ЭϳϴϯχЍϳрк˔Жρᾝ∕Ṟ ΰοΜσΜ ӽϬϯАФД˔Е

Ϭ“Ξם“ ϬꜘΰϘβʻ 

 

amnimo# firmware area update  t arget back url ftp:/ / username:password@example.com/ag10.

amf 8 

Do you want to update (full update) the area with the follow ing contents?  

After updating, restart the gateway.  

Update area: One side  

reboot to update? (y /N):   βˮ y˯Ϻ˔τ Ϊο Enter Ϭ  

 

 

ЀЫрЖχם“ϬϺарЈиβϥτψʺEnter Ϭ βϥΤʺˮn˯Ϻ˔τ Ϊο Enter Ϭ

ΰϘβʻ 
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 ТϮ˔Эϳϴϯχ ϵзϯϬ ṍβϥ 

 

ᾝ∕Ṟ ΰοΜϥ ӽϬϜΞԁ χ ӽτЀС˔βϥ ›ʺfirmware area syncЀЫрЖ

Ϭם“ΰϘβʻ 

ЀС˔χ ψʺrootfs ӽρ userfs ӽπβʻЀС˔ χ ӽχ ψ⌡ ήϦϘβʻ 

ЀЫрЖϬם“βϥρʺ™Ṟ βϥΤςΞΤϬθγφϣϦϘβʻ™Ṟ ϬẨᴦβϥρʺТϮ˔Э

ϳϴϯΥ  ήϦϘβʻ 

꜠ 

firmware area sync [force < true  | false >]  

‮  

‮   

force ™Ṟ Ⱳʺг˔Ѓ˔τᶎ βϥΤςΞΤϬ ΰϘβʻ 
 

  

true г˔Ѓ˔τᶎ δγʺế τ™Ṟ ΰϘβʻ 

false ™Ṟ βϥ τʺг˔Ѓ˔τᶎ ΰϘβʻ 
 

“ם  

 

amnimo# firmware area sync  8 

reboot to sync? ( y/ N):   βˮ y˯Ϻ˔τ Ϊο Enter Ϭ  

 

 

ЀЫрЖχם“ϬϺарЈиβϥτψʺEnter Ϭ βϥΤʺˮn˯Ϻ˔τ Ϊο Enter Ϭ

ΰϘβʻ 
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 Ṟ βϥ ӽϬ βϥ 

 

ᾝ∕Ṟ ΰοΜϥ ӽχ ꜘρ Ϭ“ΜϘβʻ 

 ӽϬ ꜘβϥ 

ᾝ∕χ ӽϬ ꜘΰϘβʻ 

= 0ʿ ӽΥ 0χ › 

= 1ʿ ӽΥ 1χ › 

“ם  

ԁ г˔Ѓ˔Я˔ЖρḚ Я˔ЖπʺЀЫрЖχיּ ρ ψ απβʻӟᴞτʺԁ г˔Ѓ˔

Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo$ show device boot  8 

1 

 

 ⱳᵕṞ βϥ ӽϬ βϥ 

ⱳᵕṞ βϥ ӽϬ βϥ ›ʺdevice boot ЀЫрЖϬם“ΰϘβʻ 

ЀЫрЖτψʺОжЮ˔Ќ˔ρΰοʺӟᴞχΜγϦΤχ Ϭ◙ ΰϘβʻ 

= 0ʿ Ṟ ϵзϯΥ 0χ › 

= 1ʿ Ṟ ϵзϯΥ 1χ › 

“ם  

 

amnimo# device boot 0 8 
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 ТϮ˔ЭϳϴϯχОАϾ˔Ѕ Ϭ  βϥ 

 

ОАϾ˔Ѕχ  Ϭ︡ ΰʺ  ΥΚϥОАϾ˔ЅχзІЕϬ ꜘβϥτψʺfirmware 

package update ЀЫрЖϬם“ΰϘβʻ 

 
ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

“ם  

 

amnimo# firmware package update  8 

package name            new version                old version  

--------------------------------------------------------------------------------  

amnimo- cli              1.2.0                      1.1.0  

libag - baes              1.1.0                      1.0.0  

libarchive              3.2.2 - 3.1ubuntu0.6         3.1.2 - 7ubuntu2  

isc - dhcp- client         4.3.5 - 3ubuntu7.1           4.2.4 - 7ubuntu12  

ˢ ˣ 

--------------------------------------------------------------------------------  

 

 ТϮ˔ЭϳϴϯχОАϾ˔ЅϬ  βϥ 

 

ТϮ˔ЭϳϴϯχОАϾ˔ЅϬ  βϥτψ f̋irmware package upgrade ЀЫрЖϬם“ΰϘβʻ 

  ήϦϥОАϾ˔ЅψʺТϮ˔ЭϳϴϯχОАϾ˔Ѕ Ϭ  ΰθρΦτ ꜘήϦϥОАϾ˔

Ѕπβʻs ӟᴞʺ Ṑ τϢϥ  Ϭˮ₯   ˯ρᾦόϘβʻx  

 ˰2.4.7 ТϮ˔ЭϳϴϯχОАϾ˔Ѕ Ϭ  βϥ˱ 

 

 

= ТϮ˔ЭϳϴϯχОАϾ˔ЅϬᾤ τ◙ ΰο  βϥάρψπΦϘδϭʻ 

= Ṑ ψʺapt ОАϾ˔ЅḚ ЄІГЭϬ► ΰοΜϘβʻ 

ОАϾ˔Ѕχ  Ⱳτψˮ-- force-confold˯ϷФЄдрΥ ήϦϘβ ά̒ϦτϢμ

ο О̋АϾ˔Ѕ  πᶆОАϾ˔Ѕχ ТϮϱиΥ  ήϦθ ›πϜʺ   χ

ТϮϱиΥ► ήϦϘβʻ 

= ОАϾ˔Ѕ  ῇψʺЈϺвзГϰχḢ Τϣ ṐṀχ™Ṟ Ϭ ΰϘβʻ 

= ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

“ם  

 

amnimo# firmware package upgrade  8 

Downloading amnimo -ÃÌÉƛ 

Installing amnimo -ÃÌÉ ƛ 
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   ʾ₯   τνΜο 

ӟᴞτ   ρ₯   χӸΜτνΜοṜ∏ΰϘβʻζϦηϦχ τ Μʺ ệτᴂαο

►Μ ΪϥάρΥᴦ πβʻ 

 

    ₯    

  ӽ 

ӽ 
ᵰ 

( ТϮϱиψ ⱱήϦϘβ) 

ᵰ 

( ТϮϱиψ ⱱήϦϘβ) 

rootfs  

   

ӽψ ṍᴟήϦϥθϛ г̋
˔Ѓ˔Υ ꜛπϱрІЕ˔
иΰθОАϾ˔ЅϜ⌡ ή
ϦϘβʻ 

₯    

г˔Ѓ˔Υ ꜛπϱрІЕ
˔иΰθОАϾ˔Ѕψ ⱱ
ήϦϘβʻ 

userfs ᵰ ᵰ 

Ặ ӽ ᵰ ᵰ 

SSD ᵰ ᵰ 

ϵзϯχ   ◙ ᴦ  ◙ ᴦ 

Ѝϳрк˔ЖⱲχ

ЀІЕ 

  

  Ⱳḧ 

Μ Μ 

= Ṟ ӽρ ӽχ
Ⱳ  ψ Ϙδϭʻ
  βϥ ›ψʺ

ϵзϯ ṍΥ τσ
Ϥʺϵзϯ ṍτψ 10

χⱲḧΥ τσ
ϤϘβʻ 

= ₯ ΥΚϥОАϾ˔Ѕ
τϢμοψʺ   Ϣ
ϤϜⱲḧΥΤΤϥ ›Υ
ΚϤϘβʻ 

 

 ТϮ˔ЭϳϴϯχОАϾ˔Ѕ ТϮϱиϬ⌡ βϥ 

 

ТϮ˔ЭϳϴϯχОАϾ˔Ѕ ТϮϱиϬ⌡ βϥτψ f̋ irmware package clean ЀЫрЖϬם

“ΰϘβʻ 

 
ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

“ם  

 

amnimo# firmware package clean  8 

 

 

ТϮ˔ЭϳϴϯχОАϾ˔ЅϬ⌡ ΰθΚρτʺ™ ОАϾ˔ЅϬ︡ ΰθΜ ›ψʺОА

Ͼ˔Ѕ Ϭ  ΰοΨιήΜʻ 

 ˰2.4.7 ТϮ˔ЭϳϴϯχОАϾ˔Ѕ Ϭ  βϥ˱ 
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2.5 ОАϾ˔ЅзЪЅЕзχ ⌠ 

 

ОАϾ˔ЅзЪЅЕзτḩβϥ ⌠Ϭ“ΜϘβʻ 

 
ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

 ОАϾ˔ЅзЪЅЕзχ Ϭ ᴥβϥ 

ОАϾ˔ЅзЪЅЕзχ Ϭ ᴥβϥτψʺapt auth ЀЫрЖϬם“ΰϘβʻ 

꜠ 

apt auth hostname HOSTNAME username USERNAME password PASSWORD 

‮  

‮   

HOSTNAME ОАϾ˔ЅзЪЅЕзχШІЕ Ϭ ΰϘβʻ 

USERNAME ОАϾ˔ЅзЪЅЕзχ τ► βϥг˔Ѓ˔ Ϭ ΰϘβʻ 

= Ω 32 Ⱬπ R̋FC 1738πṛ ήϦοΜϥºuserº Τϣ"%"ρ"ˁ
"Ϭ Μθ ⱫϬ► πΦϘβʻ 

= 1 Ⱬẉό 1 Ⱬψֽ Ⱬχϙ► ᴦ πβ 

PASSWORD ОАϾ˔ЅзЪЅЕзχ τ► βϥОІм˔ЖϬ ΰϘβʻ 

= Ω 32 Ⱬπ R̋FC 1738πṛ ήϦοΜϥºuserº Τϣ"%"ρ"ˁ
"Ϭ Μθ ⱫϬ► πΦϘβʻ 

= ОІм˔Жψ π ⱱήϦϘβʻ 

“ם  

 

amnimo(cfg) # apt auth hostname package.amnimo.com username testuser1 password testpass

1 8 

 

 ОАϾ˔ЅзЪЅЕзχ Ϭ⌡ βϥ 

ШІЕ Ϭ◙ ΰο Ϭ⌡ βϥτψʺno apt auth ЀЫрЖϬם“ΰϘβʻ 

꜠ 

no apt auth HOSTNAME 

‮  

‮   

HOSTNAME ⌡ χШІЕ Ϭ ΰϘβʻ 

“ם  

 

amnimo(cfg) # no apt auth package.amnimo.com  8 
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 ОАϾ˔ЅзЪЅЕзχ Ϭ ꜘβϥ 

ОАϾ˔ЅзЪЅЕзχ Ϭ ꜘβϥτψʺshow config apt auth ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config apt auth  

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show config apt auth  8 

# ----  Apt auth configure ----  

apt auth hostname package1.amnimo.com username testuser1 password testpass1  

 

  



 

 

44 

χ
ṁ

⌠ 

 

2 

 

2.6 г˔Ѓ˔χОІм˔ЖϬ  βϥ 

 

г˔Ѓ˔χОІм˔Ж  τψʺкϽϱрΰοΜϥг˔Ѓ˔Υꜛ χОІм˔ЖϬ  βϥ ρʺ

Ḛ Υיּ χг˔Ѓ˔χОІм˔ЖϬ  βϥ ΥΚϤϘβʻ 

 кϽϱрΰοΜϥг˔Ѓ˔ꜛ χОІм˔ЖϬ  βϥ 

кϽϱрΰοΜϥг˔Ѓ˔Υʺꜛ ꜛ χϯϸϳрЕχОІм˔ЖϬ  βϥτψʺaccount 

password ЀЫрЖϬם“ΰϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ account password 8 

(current) password:    βᾝ∕χОІм˔ЖϬ ΰο Enter 

Enter new password:    β ΰΜОІм˔ЖϬ ΰο Enter 

Retype new password:    β™ ΰΜОІм˔ЖϬ ΰο Enter 

passwd: password updated successfully  

 

 

ὯϬ θΰοΜσΜθϛτОІм˔ЖϬ  πΦσΤμθ ›ʺӟᴞχϵж˔ЮАЈ˔Ѕ

Υ ꜘήϦϘβʻ 

кϽϱрΰοΜϥϯϸϳрЕχОІм˔ЖΥḧӸμοΜϥ › 

passwd: Authentication token manipulation error  

passwd: password unchanged  

ΰΜОІм˔Жρ™ ΰθ ΰΜОІм˔ЖΥԁ ΰσΜ › 

Sorry, passwords do not match  

passwd: Authentication token manipulation error  

passwd: password unchanged  

ᾝ∕χОІм˔Жρ ΰΜОІм˔ЖΥ α › 

Password unchanged.  

passwd: Authentication token manipulation error.  

passwd: password unchanged.  

ΰΜОІм˔ЖΥḛ βΧϥ › 

Bad: new password is too simple  

passwd: Authentication token manipulati on error.  

passwd: password unchanged  

 

ОІм˔Жτψʺӟᴞχ ὯτΚοψϘϥ Ⱬ Ϭ ΰοΨιήΜʻ Ⱬ τψ

RFC1738πṛ ήϦοΜϥ¬passwordºΥ πΦϘβ  ̒

= 8 Ⱬӟ  

= ֽ Ⱬʺֽ Ⱬʺ ⱫʺṜ‹χ 2 ӟ ϬḯϚ 
 

Ϙθʺ Ṝχ ὯϬ θβОІм˔ЖπϜʺӟᴞχ ὯτΚοψϘϥ ›ʺ βϥ
άρψπΦϘδϭʻ 

= ꜝ τḯϘϦϥ ῎ˢ ʿtestˣ 

= ⱫϞϯиТϮЦАЕχϺ˔Щ˔Ж ˢ ʿ1234ʺabcdeʺqwertˣσςχṛ
ΥΚϥᾠ  
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= Ṝχ ϙ›ϩδˢ ʿtest1234ˣ 

ˮ passwd: Authentication token manipulation error. ˯ ˮ passwd: password 
unchanged.˯ψʺОІм˔Ж τ ΥΚϤʺ βϥρΦτ ꜘήϦϘβʻ 

 г˔Ѓ˔Ϭ◙ ΰοОІм˔ЖϬ  βϥ 

◙ ΰθг˔Ѓ˔χОІм˔ЖϬ  ΰϘβʻ 

꜠ 

account password  USERNAME 

‮  

‮   

USERNAME ОІм˔ЖϬ  ΰθΜг˔Ѓ˔ Ϭ◙ ΰϘβʻ 

“ם  

 

amnimo( cfg) # account password username1 8 

Enter new password:    β ΰΜОІм˔ЖϬ ΰο Enter 

Retype new password:    β™ ΰΜОІм˔ЖϬ ΰο Enter 

passwd: password updated successfully  

 

 

ὯϬ θΰοΜσΜθϛτОІм˔ЖϬ  πΦσΤμθ ›ʺӟᴞχϵж˔ЮАЈ˔Ѕ

Υ ꜘήϦϘβʻ 

ΰΜОІм˔Жρ™ ΰθ ΰΜОІм˔ЖΥԁ ΰσΜ › 

Sorry, passwords do not match  

passwd: Authentication token manipulation error  

passwd: password unchanged  

ΰΜОІм˔ЖΥḛ βΧϥ › 

Bad: new password is too simple  

 

ОІм˔Жτψʺӟᴞχ ὯτΚοψϘϥ Ⱬ Ϭ ΰοΨιήΜʻ Ⱬ τψ

RFC1738πṛ ήϦοΜϥ¬passwordºΥ πΦϘβʻ 

= 8 Ⱬӟ  

= ֽ Ⱬʺֽ Ⱬʺ ⱫʺṜ‹χ 2 ӟ ϬḯϚ 
 

Ϙθʺ Ṝχ ὯϬ θβОІм˔ЖπϜʺӟᴞχ ὯτΚοψϘϥ ›ʺ βϥ

άρψπΦϘδϭʻ 

= ꜝ τḯϘϦϥ ῎ˢ ʿtestˣ 

= ⱫϞϯиТϮЦАЕχϺ˔Щ˔Ж ˢ ʿ1234ʺabcdeʺqwertˣσςχṛ
ΥΚϥᾠ  

= Ṝχ ϙ›ϩδˢ ʿtest1234ˣ 
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2.7 ϯϸϳрЕχ Ϭβϥ 

 

г˔Ѓ˔ԁ χ ꜘʺг˔Ѓ˔/Ͻи˔Ф χ ꜘʺг˔Ѓ˔/Ͻи˔Фχ σςϬ“ΜϘ

βʻ 

 г˔Ѓ˔ԁ Ϭ ꜘβϥ 

г˔Ѓ˔ԁ Ϭ ꜘβϥτψʺshow account ЀЫрЖϬם“ΰϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show account 8 

amnimo 

username1 

username2 

ˢ ˣ 

 

 кϽϱрг˔Ѓ˔χг˔Ѓ˔Ϭ ꜘβϥ 

ᾝ∕кϽϱрΰοΜϥг˔Ѓ˔Υʺꜛ ꜛ χг˔Ѓ˔Ϭ ꜘβϥτψʺshow account now ЀЫ

рЖϬם“ΰϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show account now 8 

username1 

 

 г˔Ѓ˔ Ϭ ꜘβϥ 

ᾝ∕ ήϦοΜϥг˔Ѓ˔χг˔Ѓ˔ Ϭ ꜘβϥτψʺshow config account ЀЫрЖ

Ϭם“ΰϘβʻ 

꜠ (V1.7.0ӟ ) 

show config account [ USERNAME]  

꜠ (V1.8.0ӟ‭) 

show config account user [ USERNAME]  

‮  

‮   

USERNAME г˔Ѓ˔ Ϭ◙ ΰϘβʻ 

Т϶˔ЫАЕ (V1.8.0ӟ‭) 

# -- - -  account  user  USERNAME configure  --- -  
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account  user  USERNAME 

password secret ENCRYPT- PASWORD 

group GROUP 

LOGOUT- SEC 

EXPIRES- DAY 

‮  

‮   

ENCRYPT-PASSWORD Ӛ‹ᴟήϦθОІм˔ЖΥ ꜘήϦϘβʻ 

GROUP ӟᴞχг˔Ѓ˔Ͻи˔ФΣϢόῇ χϽи˔Ф Ṑ π ήϦθϽ

и˔Ф Υ ꜘήϦϘβʻ 
 

  

admin Ḛ  ˔г˔Ѓיּ

user ԁ г˔Ѓ˔ 
 

LOGOUT-SEC ⌠ΥσΜ πꜛ кϽϯϳЕβϥϘπχⱲḧs Υx 1̋˙3600χ

Ӥπ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮauto-logout кϽϯϳЕⱲḧ˯ρ ꜘήϦϘβʻ 

῟ ˮno auto -logout˯ρ ꜘήϦϘβ 
 

EXPIRES-DAY ОІм˔Жχ ῟ṍᾢˢ ˣΥʺ1˙9999χ Ӥπ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮpassword -expires Ⱳḧ˯ρ ꜘήϦϘβʻ 

῟ ˮno password -expires˯ρ ꜘήϦϘβ 

ЀрОϼЕи˔Ќ˔πψ ꜘήϦϘδϭʻ 

 

“ם  (V1.8.0ӟ‭) 

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show config account user8 

# - ---  transition  to configure mode --- -  

configure  

# -- - -  account  amnimo configure --- -  

account user amnimo 

password secret nlp5T84zojPAIbdoOsx/qw==  

group admin  

no auto - logout  

no password - expires  

exit  

# --- -  account  username1 configure --- -  

account  user  username1 

password secret Kg/9Eyd1USoHeZmB92RPVg== 

group admin  

auto - logout 60  

password - expires 90  

exit  

# - ---  account  username2 configure --- -  

account user username2 

password secret oksgDyd1U9TdBHanqY1Skg==  
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group user  

auto - logout 60  

password - expires 90  

exit  

# - - --  exit configure mode --- -  

exit  
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 г˔Ѓ˔Ϭ βϥ 

Ṍ χг˔Ѓ˔χ Ϭ  ΰθϤʺ ṛπг˔Ѓ˔Ϭ ᴥΰθϤβϥ ›ʺг˔Ѓ˔χ ⇔

Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻάάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦ

Ϙβʻ 

꜠ (V1.7.0ӟ ) 

account  USERNAME  

group < admin | user > 

password 

password secret ENCRYPT- PASWORD 

auto - logout < 1 Ƶ 3600> 

no auto - logout  

password - expires < 1 Ƶ 9999> 

no password - expires  

exit  

no account USERNAME 

꜠ (V1.8.0ӟ‭) 

account  user  USERNAME  

group < admin | user > βϽи˔Ф Ṑ π⌠ ΰθϽи˔Ф Ϝ ᴦ πβʻ 

password 

password secret ENCRYPT- PASWORD 

auto - logout < 1 Ƶ 3600> 

no auto - logout  

password - expires < 1 Ƶ 9999> 

no password - expires  

exit  

no account USERNAME 

ЀЫрЖ 

ЀЫрЖ  

account  user USERNAMEτг˔Ѓ˔ Ϭ◙ ΰοʺг˔Ѓ˔χ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρ ◙̋ ΰθг˔Ѓ˔χ ⇔ Я˔Жτ

ӱ“ΰϘβʻ 

г˔Ѓ˔ τψʺӟᴞχ ὯτΚοψϘϥ Ⱬ Ϭ ΰοΨιήΜʻ 

= 1 Ⱬӟ ʺ32 Ⱬӟ  

= ֽ Ⱬʺ ⱫϘθψ _  

= Ⱬχϙχ Ⱬ ψỨ♁ʻ(Н˔Ѕдр 2.0.0ӟ‭) 

group ӟᴞχг˔Ѓ˔Ͻи˔ФΣϢόῇ χϽи˔Ф Ṑ π ήϦθϽи˔Ф

Ϭ◙ ΰϘβʻ 
 

  

admin Ḛ  ˔г˔Ѓיּ

user ԁ г˔Ѓ˔ 

ӪχϽи˔Ф Ͻи˔Ф Ṑ π ᴥΰθϽи˔Ф  
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ЀЫрЖ  

password  ОІм˔ЖϬ ΰϘβʻ 

ОІм˔Жχ  τ ῞βϥρʺӚ‹ᴟΰθОІм˔ЖΥ ήϦϘβʻ 

ОІм˔Жτψʺӟᴞχ ὯτΚοψϘϥ Ⱬ Ϭ ΰοΨιήΜʻ
RFC1738πṛ ήϦοΜϥ¬passwordºΥ πΦϘβ  ̒

= 8 Ⱬӟ  

= ֽ Ⱬʺֽ Ⱬʺ ⱫʺṜ‹χ 2 ӟ ϬḯϚ 
 

Ϙθʺ Ṝχ ὯϬ θβОІм˔ЖπϜʺӟᴞχ ὯτΚοψϘϥ ›ʺ

βϥάρψπΦϘδϭʻ 

= ꜝ τḯϘϦϥ ῎ˢ ʿtestˣ 

= ⱫϞϯиТϮЦАЕχϺ˔Щ˔Ж ˢ ʿ1234ʺabcdeʺqwertˣσ
ςχṛ ΥΚϥᾠ  

= Ṝχ ϙ›ϩδˢ ʿtest1234ˣ 

password 

secret  

ENCRYPT-PASWORDτ О̋Ім˔ЖϬӚ‹ᴟΰθ Ⱬ Ϭ◙ ΰο О̋Ім˔Ж

Ϭ  ΰϘβʻ 

auto-logout  ⌠ΥσΜ πꜛ кϽϯϳЕβϥϘπχⱲḧˢ ˣϬʺ1˙3600χ Ӥπ◙

ΰϘβʻ 

no auto -logout  ꜛ кϽϯϳЕϬ ῟τΰϘβʻ 

password -

expires 

ОІм˔Жχ ῟ṍᾢˢ ˣϬʺ1˙9999χ Ӥπ◙ ΰϘβʻ 

      ЀрОϼЕи˔Ќ˔πψ πΦϘδϭʻ 

 

no password -

expires 

ОІм˔Жχ ῟ṍᾢϬ ᾢτ ΰϘβʻ 

      ЀрОϼЕи˔Ќ˔πψ πΦϘδϭʻ 

 

show config  г˔Ѓ˔χ Ϭ ꜘΰϘβʻ 

 ΰΨψʺ˰2.7.3 г˔Ѓ˔ Ϭ ꜘβϥ˱Ϭ╥ ΰοΨιήΜʻ 

exit г˔Ѓ˔χ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no account  USERNAMEτг˔Ѓ˔ Ϭ◙ ΰοʺг˔Ѓ˔Ϭ⌡ ΰϘβʻ 

“ם  (V1.8.0ӟ‭) 

 

Ḛ יּ user1 Ϭ ᴥβϥ ˢꜛ кϽϯϳЕʿ ῟ʺОІм˔Ж ῟ṍᾢʿ ᾢˣ 

amnimo(cfg)# account user user1  8 

amnimo(cfg - account - user1)# password  8 

Enter new password:     βОІм˔ЖϬ ΰο Enter 

Retype new password:     β™ ОІм˔ЖϬ ΰο Enter 

passwd: password updated successfully.   βОІм˔Жχ  τ ῞ 

amnimo(cfg - account - user1)# group admin  8 

amnimo(cfg - account - user1)# exit  8 

 

ԁ г˔Ѓ˔guest Ϭ ᴥβϥ  

amnimo(cfg)# account user guest  8 

amnimo(cfg - account - guest)# pass word secret jVh/Ewuxz8cuK1f4AmKOnA==  8 βӚ‹ᴟО

Ім˔ЖϬ  

amnimo(cfg - account - guest)# group user  8 

amnimo(cfg - account - guest)# auto - logout 300  8 βꜛ кϽϯϳЕϬ 300 τ  

amnimo(cfg - account - guest)# password - expires 3  8 βОІм˔Ж ῟ṍᾢϬ 3 τ  

amnimo(cfg - account - guest)# exit  8 

 

ԁ г˔Ѓ˔guest Ϭ⌡ βϥ  

amnimo(cfg)# no account user guest  8 
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 Ͻи˔Ф Ϭ ꜘβϥ 

ᾝ∕ ήϦοΜϥг˔Ѓ˔χϽи˔Ф Ϭ ꜘβϥτψʺshow config group ЀЫрЖϬ

 ΰϘβʻ“ם

 

= Ṑ ψ GUI χᾂᾢχϙ ᴂΰοΣϤʺCLI(amsh)χ ⌠ᾂᾢτψ ᴂΰοΜϘδϭʻ

CLI χ ⌠ᾂᾢψ ΰΨ⌠ ΰθϽи˔ФψДТ϶иЕ ρ αᾂᾢτσϤϘβʻ 

= Ḛ Ͻи˔ФπΚϥיּ admin τνΜοψ ꜘήϦϘδϭʻ 

꜠ 

show config account  group  [ GROUPNAME]  

‮  

‮   

GROUPNAME Ͻи˔Ф Ϭ◙ ΰϘβʻ 

Т϶˔ЫАЕ 

# ----  account group  GROUPNAME configure  ----  

account  group  GROUPNAME 

authorization scope SCOPE_ID 

‮  

‮   

GROUPNAME Ͻи˔Ф Υ ꜘήϦϘβʻ 

SCOPE_ID Ͻи˔Фτ ΰο ήϦοΜϥᾂᾢԁ ΥӟᴞχТ϶˔ЫАЕπ ꜘήϦϘ

βʻ 

ACTION: SUBJECT: RESOURCE 

 

ОжЮ˔Ќ˔  

ACTION 

⌠ᾂᾢϬꜘΰϘβʻ 

ήϦοΜϥ ›ψʺβϓοχ ⌠ᾂᾢΥ ή
ϦοΜϥάρϬꜘΰϘβʻϘθ ήϦοΜϥ ›
ψʺº:ºϜ ήϦϘβʻ 

SUBJECT 

⌠ᾂᾢϬ βϥṐ ϸГЁзϬꜘΰϘβʻ 

ήϦοΜϥ ›ψʺβϓοχṐ ϸГЁзϬꜘ

ΰϘβʻϘθ ήϦοΜϥ ›ψʺº:ºϜ ήϦ
Ϙβʻ 

RESOURCE ⌠ᾂᾢϬ βϥṐ ϬꜘΰϘβʻ 

 ᶆОжЮ˔Ќ˔χ ⇔ψʺ˰2.7.7Ͻи˔Фᾂᾢ Ͻи˔Фᾂᾢ χᶆ О

жЮ˔Ќ˔τνΜο˱Ϭ╥ ΨιήΜʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show config account group  

# ----  transition to configure mode ----  

configure  

# ----  account group user configure ----  

account group user  

authorization scope show:device:information  
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authorization scope show:device:firmware  

authorization scope show:device:boot  

authorization scope show:device:hostname  

authorization scope show:device:timezone  

authorization scope show:device:account_user  

authorization scope update: config:account_user_password  

authorization scope show:device:mobile_module  

authorization scope show:device:mobile  

authorization scope show:device:ppp  

authorization scope show:device:interface  

authorization scope show:device:routing_static  

authorization scope execute:device:nslookup  

authorization scope show:device:dns  

authorization scope show:device:dhcp_lease_list  

authorization scope show:device:ipsec  

authorization scope show:device:ntp  

authorization scope show:device:storage  

authorization scope show:device:schedule  

authorization scope show:device:poe  

authorization scope show:device:usb  

authorization scope execute:device:ping  

authorization scope execute:device:traceroute  

authorization scope show:device:arp  

authorization scope show:device:cpu  

authorization scope show:device:temperature  

authorization scope show:device:voltage  

authorization scope show:device:datetime  

authorization scope show:device:dout  

authorization scope show:device:din  

authorization scope show:device:dip_switch  

authorization scope show:device:dms  

authorization scope show:device:nxwitness  

authorization scope show:device:remoteit  

exit  

# ----  account group group1 configure ----  

account group group1  

authorization scope show:device:information  

authorization scope show:device:firmwa re  

authorization scope show:device:boot  

authorization scope show:device:hostname  

authorization scope show:device:timezone  

authorization scope show:device:account_user  

authorization scope update:config:account_user_password  

authorization scope show:device:mobile_module  

authorization scope show:device:mobile  

authorization scope show:device:ppp  

authorization scope show:device:interface  

authorization scope show:device:routing_static  

authorizat ion scope execute:device:nslookup  

authorization scope show:device:dns  

authorization scope show:device:dhcp_lease_list  

authorization scope show:device:ipsec  

authorization scope show:device:ntp  

authorization scope show:device:storage  

authorization scope show :device:schedule  

authorization scope show:device:poe  

authorization scope show:device:usb  

authorization scope execute:device:ping  

authorization scope execute:device:traceroute  

authorization scope show:device:arp  
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authorization scope show:device:cpu  

authoriza tion scope show:device:temperature  

authorization scope show:device:voltage  

authorization scope show:device:datetime  

authorization scope show:device:dout  

authorization scope show:device:din  

authorization scope show:device:dip_switch  

authorization scope show:device:dms  

authorization scope show:device:nxwitness  

authorization scope show:device:remoteit  

exit  

# ----  exit configure mode ----  

exit  
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 Ͻи˔ФϬ βϥ 

Ṍ χϽи˔Фχ Ϭ  ΰθϤʺ ṛπϽи˔ФϬ ᴥΰθϤβϥ ›ʺϽи˔Фχ ⇔

Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻάάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦ

Ϙβʻ 

 

= Ṑ ψ GUI χᾂᾢχϙ ᴂΰοΣϤʺCLI(amsh)χ ⌠ᾂᾢτψ ᴂΰοΜϘδϭʻ

CLI χ ⌠ᾂᾢψ ΰΨ⌠ ΰθϽи˔ФψДТ϶иЕ ρ αᾂᾢτσϤϘβʻ 

= Ḛ Ͻи˔ФπΚϥיּ admin τνΜοψ πΦϘδϭʻ 

= Ṑ ψ V1.8.0ӟ‭χТϮ˔Эϳϴϯπ ᴂΰοΜϘβ C̒LIτḩβϥ ⌠ᾂᾢ ψ₈

ῇχзз˔Іπ ᴂ πβʻ 

꜠ 

account group GROUPNAME  

authorization scope  SCOPE_ID 

no authorization scope  SCOPE_ID 

exit  

no account group GROUPNAME 

ЀЫрЖ 

ЀЫрЖ  

account  group GROUPNAMEτϽи˔Ф Ϭ◙ ΰο Ͻ̋и˔Фχ ЀЫрЖϬם“

ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ◙ ΰθϽи˔Фχ ⇔

Я˔Жτӱ“ΰϘβʻ 

Ͻи˔Ф τψʺӟᴞχ ὯτΚοψϘϥ Ⱬ Ϭ ΰοΨι
ήΜʻ 

= 1 Ⱬӟ ʺ24 Ⱬӟ  

= ֽ Ⱬʺ ⱫϘθψ _  

= Ⱬχϙχ Ⱬ ψỨ♁ʻ(Н˔Ѕдр 2.0.0ӟ‭) 

authorization scope  Ͻи˔Фτ ΰο βϥᾂᾢϬ ΰϘβʻ 

ОжЮ˔Ќ˔  

SCOPE_ID βϥᾂᾢ ϬꜘΰϘβʻ 

 

SCOPE_IDψӟᴞχТ϶˔ЫАЕπ ΰϘβʻ 

ACTION: SUBJECT: RESOURCE 

 

ОжЮ˔Ќ˔  

ACTION 

⌠ᾂᾢϬꜘΰϘβʻ 

ήϦοΜϥ ›ψʺβϓοχ ⌠ᾂᾢΥ

ήϦοΜϥάρϬꜘΰϘβʻϘθ ή
ϦοΜϥ ›ψʺº:ºϜ ήϦϘβʻ 

SUBJECT 

⌠ᾂᾢϬ βϥṐ ϸГЁзϬꜘΰϘβʻ 

ήϦοΜϥ ›ψʺβϓοχṐ ϸГЁ

зϬꜘΰϘβ Ϙ̒θ ήϦοΜϥ ›ψ º̋:º
Ϝ ήϦϘβʻ 

RESOURCE ⌠ᾂᾢϬ βϥṐ ϬꜘΰϘβʻ 

 ᶆОжЮ˔Ќ˔χ ⇔ψʺ˰2.7.7 Ͻи˔Фᾂᾢ Ͻи˔Фᾂᾢ

χᶆ ОжЮ˔Ќ˔τνΜο˱Ϭ╥ ΨιήΜʻ 

no authorization scope  Ͻи˔Фτ ΰο βϥᾂᾢϬ⌡ ΰϘβʻ 

show config  Ͻи˔Фχ Ϭ ꜘΰϘβʻ 

 ΰΨψʺ˰2.7.5Ͻи˔Ф Ϭ ꜘβϥ˱Ϭ╥ ΨιήΜʻ 
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ЀЫрЖ  

Exit Ͻи˔Фχ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no account  USERNAMEτг˔Ѓ˔ Ϭ◙ ΰοʺϽи˔ФϬ⌡ ΰϘβʻ 

“ם  

ӟᴞχם“ πψʺgroup1 Ϭ ᴥΰʺSSHτḩβϥ ᾂᾢϬ ΰʺЯНϱиЯЅв˔иτḩ

βϥ ꜘᾂᾢϬ⌡ ΰϘβʻ 

 

amnimo(cfg)# account group group1  8 

amnimo(cfg - acnt - group - group1)# show config 8 

̣ӟᴞʺДТ϶иЕ  

authorization scope show:device:information  

authorization scope show:device:firmware  

authorization scope show:device:boot  

authorization scope show:device:hostname  

authorization scope show:device:timezone  

authorization scope show:device:account_user  

authorization scope update:config:account_user_password  

authorization scope show:device:mobile_module  

authorization scope show:device:mobile  

authorization scope show:device:ppp  

authorization scope show:device:interface  

authorization scope show:device:routing_static  

authorizat ion scope execute:device:nslookup  

authorization scope show:device:dns  

authorization scope show:device:dhcp_lease_list  

authorization scope show:device:ipsec  

authorization scope show:device:ntp  

authorization scope show:device:storage  

authorization scope show :device:schedule  

authorization scope show:device:poe  

authorization scope show:device:usb  

authorization scope execute:device:ping  

authorization scope execute:device:traceroute  

authorization scope show:device:arp  

authorization scope show:device:cpu  

authoriza tion scope show:device:temperature  

authorization scope show:device:voltage  

authorization scope show:device:datetime  

authorization scope show:device:dout  

authorization scope show:device:din  

authorization scope show:device:dip_switch  

authorization scope show:device:dms  

authorization scope show:device:nxwitness  

authorization scope show:device:remoteit  

amnimo(cfg - acnt - group - group1)# authorization scope show:config:ssh 8 βSSH Ὲ ꜘ

ᾂᾢχ  

amnimo(cfg - acnt - group - group1)# authorization scope u pdate:config:ssh 8 βSSH  ᾂ

ᾢχ  

amnimo(cfg - acnt - group - group1)# authorization scope delete:config:ssh 8 βSSH ⌡ ᾂ

ᾢχ  

amnimo(cfg - acnt - group - group1)#  no authorization scope show:device:mobile  8 ЯНϱиІ

Г˔ЌІ ꜘᾂᾢχ⌡  

amnimo(cfg - acnt - group - group1)# no authorizatio n scope show:device:mobile_module  8 βЯ

НϱиЯЅв˔и ꜘᾂᾢχ⌡  

amnimo(cfg - acnt - group - group1)# show config  

authorization scope show:device:information  
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authorization scope show:device:firmware  

authorization scope show:device:boot  

authorization scope show:device:hostname  

authorization scope show:device:timezone  

authorization scope show:device:account_user  

authorization scope update:config:account_user_password  

authorization scope show:device:ppp  

authorization scope show:device:interface  

authorization s cope show:device:routing_static  

authorization scope execute:device:nslookup  

authorization scope show:device:dns  

authorization scope show:device:dhcp_lease_list  

authorization scope show:device:ipsec  

authorization scope show:device:ntp  

authorization scope sh ow:device:storage  

authorization scope show:device:schedule  

authorization scope show:device:poe  

authorization scope show:device:usb  

authorization scope execute:device:ping  

authorization scope execute:device:traceroute  

authorization scope show:device:arp  

authorization scope show:device:cpu  

authorization scope show:device:temperature  

authorization scope show:device:voltage  

authorization scope show:device:datetime  

authorization scope show:device:dout  

authorization scope show:device:din  

author ization scope show:device:dip_switch  

authorization scope show:device:dms  

authorization scope show:device:nxwitness  

authorization scope show:device:remoteit  

authorization scope show:config:ssh  β Υ ᴥήϦοΜϥʻ 

authorization scope update:config:ssh  β Υ ᴥήϦοΜϥʻ 

authorization scope delete:config:ssh  β Υ ᴥήϦοΜϥʻ 
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 Ͻи˔Фᾂᾢ χᶆ ОжЮ˔Ќ˔τνΜο 

authorization scope π βϥᾂᾢ χᶆОжЮ˔Ќ˔τḩΰοṜ∏ΰϘβʻ 

 

ᾂᾢ τḩἰβϥṐ ψṐ τϢμοӰσϤϘβʻ ⇔ψ˰12.2 ᶆ τ ᴂΰοΜϥ

CLIχṐ ˱Ϭέᶎ ΨιήΜʻ 

⌠ᾂᾢ 

ӟᴞχ χ ⌠τḩβϥᾂᾢϬ βϥάρΥᴦ πβʻṐ ϸГЁзʺṐ τӢ ΰο◙ π

Φϥ ⌠ᾂᾢτ ϩϤϘβʻ 

ОжЮ˔Ќ˔  

show Ϭ ꜘβϥᾂᾢϬ ΰϘβʻ 

append Ϭ ᴥβϥᾂᾢϬ ΰϘβʻ 

update  Ϭ  βϥᾂᾢϬ ΰϘβʻ 

delete Ϭ⌡ βϥᾂᾢϬ ΰϘβʻ 

execute ῈϬם“βϥᾂᾢϬ ΰϘβʻ 

Ṑ ϸГЁз 

ӟᴞχṐ ϸГЁзϬ◙ βϥάρΥᴦ πβʻṐ τӢ ΰο◙ πΦϥχṐ ϸГЁзΥ ϩ

ϤϘβʻ 

ОжЮ˔Ќ˔  

device ṐṀ τḩβϥṐ ϸГЁзϬꜘΰϘβʻ 

config  ТϮϱиτḩβϥṐ ϸГЁзϬꜘΰϘβʻ 

firmware  ТϮ˔ЭϳϴϯτḩβϥṐ ϸГЁзϬꜘΰϘβʻ 

Ͻи˔Фᾂᾢ ԁ  

Ṝχ ⌠ᾂᾢρṐ ϸГЁзϬ ϙ›ϩδοʺӟᴞχᾂᾢ Υᴦ σϤϘβʻ 

ОжЮ˔Ќ˔  

execute:device:reboot  ṐṀ™Ṟ Ὲ 

execute:device:poweroff  ṐṀ ᾛ ᴦ ӱ 

show:device:information  ṐṀ ꜘ 

GUIϬ► βϥ ›ψ ⌠ᾂᾢΥ πβʻ 

 

show:device:firmware  ТϮ˔ЭϳϴϯН˔Ѕдр ꜘ 

execute:firmware:file_check  ТϮ˔ЭϳϴϯТϮϱиᶎ  

execute:firmware:file_delete  ТϮ˔ЭϳϴϯТϮϱи⌡  

execute:firmware:area_update  ТϮ˔Эϳϴϯ   

execute:firmware:area_sync  ϵзϯ ṍ 

show:device:boot  Ṟ ϵзϯ ꜘ 

execute:device:boot  Ṟ ϵзϯ  

execute:firmware:package_update  apt ОАϾ˔Ѕ    

execute:firmware:package_upgrade  apt ОАϾ˔Ѕ   

execute:firmware:package_clean  apt ОАϾ˔Ѕ ⌡  

show:config:apt_auth_hostname  apt ОАϾ˔ЅзЪЅЕзχ ꜘ 

append:config:apt_auth_hostname  apt ОАϾ˔ЅзЪЅЕзχ ᴥ 

update:config:apt_auth_hostname  apt ОАϾ˔ЅзЪЅЕзχ    

delete:config:apt_auth_hostname  apt ОАϾ˔ЅзЪЅЕзχ ⌡  

execute:config:initialize  ṍᴟ 
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ОжЮ˔Ќ˔  

show:config:file  ֶ ᴟ зІЕ ꜘ 

execute:config:file_save  ֶ ᴟ ₅ 

execute:config:file_load  ֶ ᴟ ₅ 

execute:config:file_move  ֶ ᴟ   

execute:config:file_copy  ֶ ᴟ ЀС˔ 

execute:config:file_delete  ֶ ᴟ ⌡  

show:device:file  ТϮϱизІЕ ꜘ 

execute:device:file_move  ТϮϱиӱ Ὲ 

execute:device:file_copy  ТϮϱиЀС˔ Ὲ 

execute:device:file_delete  ТϮϱи⌡ Ὲ 

show:device:hostname  ШІЕ ꜘ 

show:config:hostname  ШІЕ ꜘ 

update:config:hostname  ШІЕ   

show:device:timezone  ЌϱЭЋ˔р ꜘ 

show:config:timezone  ЌϱЭЋ˔р ꜘ 

update:config:timezone  ЌϱЭЋ˔р   

update:config:account_user_password  г˔Ѓ˔ОІм˔Ж   

show:device:account_user  кϽϱрг˔Ѓ˔ ꜘ 

show:config:account_user  г˔Ѓ˔ ꜘ 

append:config:account_user  г˔Ѓ˔ ᴥ 

update:config:account_user  г˔Ѓ˔   

delete:config:account_user  г˔Ѓ˔ ⌡  

show:config:account_group  Ͻи˔Ф ꜘ 

append:config:account_group  Ͻи˔Ф ᴥ 

update:config:account_group  Ͻи˔Ф   

delete:config:account_group  Ͻи˔Ф ⌡  

show:device:mobile_module  ЯНϱиЯЅв˔и ꜘ 

execute:device:mobile_module  ЯНϱиЯЅв˔и Ὲ 

show:device:mobile  ЯНϱиІГ˔ЌІ ꜘ 

execute:device:mobile_connect  ЯНϱи Ὲ(︣ Я˔Ж) 

execute:device:mobile_disconnect  ЯНϱи Ὲ 

show:config:mobile_module  ЯНϱиЯЅв˔и ꜘ 

show:config:mobile_peer  ЯНϱиСϯ ꜘ 

append:config :mobile_peer  ЯНϱиСϯ ᴥ 

update:config:mobile_peer  ЯНϱиСϯ   

delete:config:mobile_peer  ЯНϱиСϯ ⌡  

show:device:ppp  PPPІГ˔ЌІ ꜘ 

execute:device:ppp_connect  PPP Ὲ(︣ ) 

execute:device:ppp_disconnect  PPP Ὲ 

show:config:ppp_peer  PPP ꜘ 

append:config:ppp_peer  PPP ᴥ 

update:config:ppp_peer  PPP   

delete:config:ppp_peer  PPP ⌡  
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ОжЮ˔Ќ˔  

show:device:interface  ϱрЌ˔ТϴϱІІГ˔ЌІ ꜘ 

show:config:interface  ϱрЌ˔ТϴϱІ ꜘ 

append:config:interface  ϱрЌ˔ТϴϱІ ᴥ 

update:config:interface  ϱрЌ˔ТϴϱІ   

delete:config:interface  ϱрЌ˔ТϴϱІ ⌡  

show:device:routing_static  и˔ГϰрϽГ˔Уи ꜘ 

show:config:routing_static  и˔ГϰрϽ ꜘ 

append:config:routing_static  и˔ГϰрϽ ᴥ 

update:config:routing_static  и˔ГϰрϽ   

delete:config:routing_static  и˔ГϰрϽ ⌡  

show:config:filter_input  ТϰиЌ˔ ꜘ(input)  

append:config:filter_input  ТϰиЌ˔ ᴥ(input)  

update:config:filter_input  ТϰиЌ˔  (input)  

delete:config:filter_input  ТϰиЌ˔ ⌡ (input)  

show:config:filter_output  ТϰиЌ˔ ꜘ(output)  

append:config:filter_output  ТϰиЌ˔ ᴥ(output)  

update:config:filter_output  ТϰиЌ˔  (output)  

delete:config:filter_output  ТϰиЌ˔ ⌡ (output)  

show:config:filter_forward  ТϰиЌ˔ ꜘ(forward)  

append:config:filter_forward  ТϰиЌ˔ ᴥ(forward)  

update:config:filter_forward  ТϰиЌ˔  (forward)  

delete:config:filter_forward  ТϰиЌ˔ ⌡ (forward)  

show:config:nat_snat_dynamic  NAT ꜘ(dynamic -snat)  

append:config:nat_snat_dynamic  NAT ᴥ(dynamic -snat)  

update:config:nat_snat_dynamic  NAT  (dynamic -snat)  

delete:config:nat_snat_dynamic  NAT ⌡ (dynamic -snat)  

show:config:nat_snat_static  NAT ꜘ(static -snat)  

append:config:nat_snat_static  NAT ᴥ(static -snat)  

update:config:nat_snat_static  NAT  (static -snat)  

delete:config:nat_snat_static  NAT ⌡ (static -snat)  

show:config:nat_dnat  NAT ꜘ(dnat)  

append:config:nat_dnat  NAT ᴥ(dnat)  

update:config:nat_dnat  NAT  (dnat)  

delete:config:nat_dnat  NAT ⌡ (dnat)  

execute:device:nslookup  DNS ( ԏΦʾẄԏΦ)ᾁ┤ 

show:device:dns  DNSІГ˔ЌІ ꜘ 

show:config:dns  DNS ꜘ 

append:config:dns  DNS ᴥ 

update:config:dns  DNS   

delete:config:dns  DNS ⌡  

show:device:dhcp_lease_list  DHCPз˔Іԁ ꜘ 

show:config:dhcp  DHCPЂ˔Н˔ ꜘ 

append:config:dhcp  DHCPЂ˔Н˔ ᴥ 
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ОжЮ˔Ќ˔  

update:config:dhcp  DHCPЂ˔Н˔   

delete:config:dhcp  DHCPЂ˔Н˔ ⌡  

show:device:ipsec  IPsecІГ˔ЌІ ꜘ 

execute:device:ipsec_connect  IPsec Ὲ(︣ ) 

execute:device:ipsec_disconnect  IPsec Ὲ 

show:config:ipsec  IPsec ꜘ 

append:config:ipsec  IPsec ᴥ 

update:config:ipsec  IPsec Ὲ 

delete:config:ipsec  IPsec ⌡  

show:device:ntp  NTPІГ˔ЌІ ꜘ 

show:config:ntp  NTP ꜘ 

update:config:ntp  NTP   

delete:config:ntp  NTP ⌡ ˢДТ϶иЕ ˣ 

show:config:ssh  SSH ꜘ 

update:config:ssh  SSH   

delete:config:ssh  SSH ⌡ ˢДТ϶иЕ ˣ 

show:device:storage_partition  ІЕй˔ЅО˔ГϰЄдр ꜘ 

execute:device:storage_partition  ІЕй˔ЅО˔ГϰЄдр Ὲ 

show:device:storage_format  ІЕй˔ЅТ϶˔ЫАЕ ꜘ 

execute:device:storage_format  ІЕй˔ЅТ϶˔ЫАЕ Ὲ 

show:device:storage_mount  ІЕй˔ЅЫϳрЕ ꜘ 

execute:device:storage_mount  ІЕй˔ЅЫϳрЕ Ὲ 

execute:device:storage_fsck  ІЕй˔ЅЎϴАϼ Ὲ 

show:device:storage_usage  ІЕй˔Ѕ► ệ ꜘ 

show:config:storage  ІЕй˔Ѕ ꜘ 

append:config:storage  ІЕй˔Ѕ ᴥ 

update:config:storage  ІЕй˔Ѕ   

delete:config:storage  ІЕй˔Ѕ ⌡  

show:device:schedule_general_control  ІϾЅв˔и ⌠ ệ ꜘ(general -control)  

show:device:schedule_keep_alive  ІϾЅв˔и ⌠ ệ ꜘ(keep-alive) 

show:device:schedule_user_define  ІϾЅв˔и ⌠ ệ ꜘ(user -devine) 

show:config:schedule_general_control  ІϾЅв˔и ꜘ(general -control)  

append:config:schedule_general_control  ІϾЅв˔и ᴥ(general -control)  

update:config:schedule_general_control  ІϾЅв˔и  (general -control)  

delete:config:schedule_general_control  ІϾЅв˔и ⌡ (general -control)  

show:config:schedule_keep_alive  ІϾЅв˔и ꜘ(keep-alive) 

append:config:schedule_keep_alive  ІϾЅв˔и ᴥ(keep-alive) 

update:config:schedule_keep_alive  ІϾЅв˔и  (keep-alive) 

delete:config:schedule_keep_alive  ІϾЅв˔и ⌡ (keep-alive) 

show:config:schedule_user_define  ІϾЅв˔и ꜘ(user -define)  

append:config:schedule_user_define  ІϾЅв˔и ᴥ(user -define)  

update:config:schedule_user_define  ІϾЅв˔и  (user -define)  

delete:config:schedule_user_define  ІϾЅв˔и ⌡ (user -define)  
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ОжЮ˔Ќ˔  

show:device:poe  PoEІГ˔ЌІ ꜘ 

execute:device:poe  PoEЪ˔Е Ὲ( ᾛ ON/OFFʺзЈАЕ) 

show:config:poe  PoE ꜘ 

update:config:poe  PoE   

delete:config:poe  PoE ⌡ (ДТ϶иЕ τ βˣ 

show:device:usb  USBДНϱІԁ ꜘ 

execute:device:usb  USBДНϱІ Ὲ( ᾛ ON/OFFʺзЈАЕ) 

show:device:syslog_local  SyslogЮАЈ˔Ѕ ꜘ 

show:config:syslog_local  Syslog ꜘ(local)  

update:config:syslog_local  Syslog  (local)  

show:config:syslog_remote  Syslog ꜘ(remote)  

update:config:syslog_remote  Syslog  (remote)  

execute:device:amlog  amlog Ὲ 

show:device:amlog  amlog ꜘ 

execute:device:ping  ping Ὲ 

execute:device:traceroute  TRACEROUTE Ὲ 

show:device:arp  ARP ꜘ 

execute:device:arp  ARP Ὲ 

execute:device:packet_dump  ОϾАЕЍрФ Ὲ 

show:device:packet_dump_file  ОϾАЕЍрФТϮϱи ꜘ 

execute:device:packet_dump_file  ОϾАЕЍрФТϮϱи Ὲ 

show:device:cpu  CPU ⌠ ꜘ 

show:config:cpu  CPU ⌠ ꜘ 

update:config:cpu  CPU ⌠ Ὲ 

show:config:temperature  ‰ ᴛ ῐ ꜘ 

update:config:temperature  ‰ ᴛ ῐ Ὲ 

delete:config:temperature  ‰ ᴛ ῐ ⌡ ˢДТ϶иЕ ˣ 

show:device:temperature  ᴛ ꜘ 

show:device:voltage  ӊ ꜘ 

show:device:datetime  Ⱳ⁭ ꜘ 

execute:device:datetime_manual  Ⱳ⁭ (︣ ) 

execute:device:datetime_ntpdate  Ⱳ⁭ (ntpdate)  

show:device:dout  DOUT ꜘ 

execute:device:dout  DOUT Ὲ 

show:device:din  DIN ꜘ 

show:device:din_logger  DINкϹ˔ ꜘ 

show:config:din_logger  DINкϹ˔ ꜘ 

update:config:din_logger  DINкϹ˔   

show:device:dip_switch  DIPІϱАЎ ꜘ 

show:device:dms  DMS ꜘ 

execute:device:dms  DMS Ὲ 

show:config:dms  DMS ꜘ 

update:config:dms  DMS Ὲ 
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ОжЮ˔Ќ˔  

execute:device:nxwitness  Nx Witness Ὲ 

show:device:nxwitness  Nx Witness ꜘ 

show:config:nxwitness  Nx Witness ꜘ 

update:config:nxwitness  Nx Witness Ὲ 

execute:device:nxwitness_save  Nx Witness ₅ϙ 

execute:device:nxwitness_load  Nx Witness ₅ϙ 

execute:firmware:snap_shot  FWІЗАФЄдАЕ  

show:config:gui  GUI ꜘ 

update:config:gui  GUI Ὲ 

show:device:remoteit  remote.it ꜘ 

execute:device:remoteit  remote.it Ὲ 

show:config:remoteit  remote.it ꜘ 

update:config:remoteit  remote.it Ὲ 

execute:device:application  ϯФзϾ˔ЄдрЀЫрЖם“ 

show:config:dhcp_relay  DHCPзй˔ ꜘ 

append:config:dhcp_relay  DHCPзй˔ ᴥ 

update:config:dhcp_relay  DHCPзй˔   

delete:config:dhcp_relay  DHCPзй˔ ⌡  

show:config:proxy  ФкϺЄЂ˔Н˔ ꜘ 

update:config:proxy  ФкϺЄЂ˔Н˔   

show:config:proxy_listen_port  ФкϺЄЂ˔Н˔ κ ΪЪ˔Е ‹ ꜘ 

update:config:proxy_listen_port  ФкϺЄЂ˔Н˔ κ ΪЪ˔Е ‹   

show:device: WiFi_ap_status LANϯϼЈІЪϱрЕ ꜘ 

show:device: WiFi_ap_connect LANϯϼЈІЪϱрЕ ꜘ 

execute:device: WiFi_ap_connect LANϯϼЈІЪϱрЕ Ὲ 

show:device: WiFi_sta_status  LANІГ˔Єдр ꜘ 

show:device: WiFi_sta_connect_select  LANІГ˔Єдр Ὲ ꜘ 

execute:device: WiFi_sta_connect_select  LANІГ˔Єдр Ὲ 

execute:device WiFi_wps WPS Ὲ 

show:config: WiFi_ap LANϯϼЈІЪϱрЕ ꜘ 

append:config WiFi_ap LANϯϼЈІЪϱрЕ ᴥ 

update:config WiFi_ap LANϯϼЈІЪϱрЕ   

delete:config WiFi_ap LANϯϼЈІЪϱрЕ ⌡  

show:config: WiFi_sta LANІГ˔Єдр ꜘ 

append:config: WiFi_sta LANІГ˔Єдр ᴥ 

update:config: WiFi_sta LANІГ˔Єдр   

delete:config: WiFi_sta LANІГ˔Єдр ⌡  

show:config: WiFi_wps WPS ꜘ 

update:config WiFi_wps WPS   
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ОжЮ˔Ќ˔  

show:config:simple_settings  ḛӬ ꜘ 

ᴞṜᾂᾢΥ ήϦοΜϥάρρ α τσ
ϤϘβʻ 

show:config:mobile_peer  

show:config:interface  

show:config:apt_auth_hostname  

show:config:dms  

show:config:nxwitness  

show:config:remoteit  
 

update:config:simple_settings  ḛӬ    

ᴞṜᾂᾢΥ ήϦοΜϥάρρ α τσ
ϤϘβʻ 

append:config:mobile_peer  

update:config:mobile_peer  

delete:config:mobile_peer  

append:config:interface  

update:config:interface  

delete:config:interface  

append:config:apt_auth_hostname  

update:config:apt_auth_hostname  

delete:config:apt_auth_hostname  

update:config:dms  

update:config:nxwitness  

update:config:remoteit  
 

show:device:equipment_information  ṐṀ ꜘ 

ᴞṜᾂᾢΥ ήϦοΜϥάρρ α τσ
ϤϘβʻ 

show:device:information  

show:device:firmware  

show:device:boot  

show:device:mobile_module  
 

show:device:storage  ІЕй˔Ѕ ꜘ 

ᴞṜᾂᾢΥ ήϦοΜϥάρρ α τσ

ϤϘβʻ 

show:device:storage_partition  

show:device:storage_format  

show:device:storage_mount  

show:device:storage_usage  
 

execute:device:storage  ІЕй˔Ѕ Ὲ 

ᴞṜᾂᾢΥ ήϦοΜϥάρρ α τσ
ϤϘβʻ 

execute:device:storage_partition  

execute:device:storage_fsck  

execute:device:storage_format  

execute:device:storage_mount  
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ОжЮ˔Ќ˔  

show:device:schedule  ІϾЅв˔и ꜘ 

ᴞṜᾂᾢΥ ήϦοΜϥάρρ α τσ
ϤϘβʻ 

show:device:schedule_general_control  

show:device:schedule_keep_alive  

show:device:schedule_user_define  
 

execute:firmware:package  ТϮ˔ЭϳϴϯОАϾ˔Ѕ₯    

ᴞṜᾂᾢΥ ήϦοΜϥάρρ α τσ
ϤϘβʻ 

execute:firmware:package_update  

execute:firmware:package_upgrade  

execute:firmware:package_clean  
 

execute:firmware:area  ТϮ˔Эϳϴϯ    

ᴞṜᾂᾢΥ ήϦοΜϥάρρ α τσ
ϤϘβʻ 

execute:firmware:file_check  

execute:firmware:area_update  

execute:firmware:file_delete  
 

execute:device:datetime  Ⱳ⁭  

ᴞṜᾂᾢΥ ήϦοΜϥάρρ α τσ

ϤϘβʻ 

execute:device:datetime_manual  

execute:device:datetime_ntpdate  
 

execute:config:file_download  ֶ ᴟ ТϮϱиχЍϳрк˔Ж Ὲ 

execute:config:file_upload  ֶ ᴟ ТϮϱиχϯАФк˔Ж Ὲ 

ᴞṜᾂᾢΥ ήϦοΜϥάρρ α τσ

ϤϘβʻ 

execute:config:file_save  

execute:device:reboot  
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3  ТϮϱиχ ⌠ 

 

πψʺ χ Ϭ βϥ ТϮϱиχ ⌠τνΜο ΰϘβʻ 

3.1 Ϭ ṍᴟβϥ 

ϬῬ ᴻⱲχ τΰϘβʻ 

 

= ЀЫрЖϬם“ΰοϜ ТϮϱиψ ṍᴟήϦϘδϭʻζχθϛʺ ЀЫрЖϬם“

ΰθΚρτ ТϮϱиϒχ Φ₅ϙϬם“δγτ™Ṟ βϥρʺ Ϭ ṍᴟβϥ χ

πṞ ΰϘβʻ 

= χ Linux χ CLIϬ► ΰοΜϥ ›ψ ӟ̋ᴞχЀЫрЖπ Ϭ ṍᴟβϥάρΥπ

ΦϘβʻ 

sudo amcfg init  
 

 

 

 

 

         

AIϵАЅϿ˔ЕϳϴϱʺЀрОϼЕи˔Ќ˔ϬΣ►Μχ ›ʺӟᴞχ ᾢΥΚϤϘβʻ 

ДНϱІḚ ЄІГЭπ ῟ᴟήϦοΜϥДНϱІχ Ϭ ṍᴟΰ™ ДНϱІḚ ЄІ

ГЭτ βϥ∑ψʺԁ ДНϱІḚ ЄІГЭ Τϣ ῟ᴟΰʺДНϱІ ṍᴟῇτ™

῟ᴟϬΣḻΜΰϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# config initialize  8 

Do you want to initialize the settings? (y/ n)  βˮ y˯Ϻ˔τ Ϊο Enter Ϭ  

Creating SSH2 RSA key; this may take some time ...  

2048 SHA256:kCDYzetsJhvXc7L/+XPmLdQ7zsNnXCwdobed2jMyYG0 root@amnimo (RSA) 

Creating SSH2 ECDSA key; this may take some time ...  

256 SHA256:icLKggm53e6Dvpds61+d5n7ArOiZ12hM2nLetl/o08g root@amnimo (ECDSA)  

Creating SSH2 ED25519 key; this may take some time ...  

256 SHA256:CtWGK0BNYxgYwuZsnADJ3QX5OczqC3NlnBTSsYpeQN4 root@amnimo (ED25519) 

Would you like to save settings and reboot the system? (y/N): n    βˮ y˯Ϭ ΰ EnterϬ

βϥρʺᵠ“ ῇτṐṀΥ™Ṟ ΰϘβʻ 

Need to registration for new password.  

Enter password for admin.  

Enter new passw ord:                              β ΰΜОІм˔ЖϬ ΰο Enter 

Retype new password:                             β ™ ΰΜОІм˔Ж ΰο Enter  

passwd: password updated successfully.  

 

 
ЀЫрЖχם“ϬϺарЈиβϥτψʺˮn˯Ϻ˔τ Ϊο Enter Ϭ ΰϘβʻ 
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3.2 ԁ Ϭ ꜘβϥ 

ᾝ∕χ ТϮϱиχ ԁ Ϭ ꜘΰϘβʻ 

“ם  

 

amnimo# show config  8 

# - - --  transition  to configure mode --- -  

configure  

# -- - -  hostname configure --- --  

hostname amnimo 

# --- -  account  amnimo configure  --- -  

account amnimo  

password secret ENCRYPT - ADMIN- PASWORD 

group admin  

no auto - logout  

no password - expires  

exit  

ˢ ˣ 

# - - --  exit  configure mode --- -  

exit  

amnimo# 

 

amnimo(cfg)# show config  8 

# - - --  hostname configure --- -  

hostname amnimo 

# --- -  account amnimo configure --- -  

account amnimo  

password secret ENCRYPT - ADMIN- PASWORD 

group admin  

no au to - logout  

no password - expires  

exit  

ˢ ˣ 

amnimo(cfg)#  
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3.3 ТϮϱиχзІЕϬ ꜘβϥ 

ТϮϱи ρТϮϱиχΩ   Ϭ RFC 3339Ἱ꜠π ꜘΰϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show config file  8 

startup - config 2020- 01- 02T00:00:00+09:00  

backup- 20200101 2020 - 01- 01T00:00:00+09:00  

backup- 20200202 2020 - 01- 02T00:00:00Z+09:00  

 

 
ˮstartup -config˯ψʺ χṞ Ⱳτ╥ ήϦϥТϮϱиπβʻ 

3.4 ТϮϱиτ Φ₅Ϛ 

ЀЫрЖπ ΰθ Ϭ ТϮϱиτ Φ₅ϙϘβʻ 

꜠ 

config file save [ FILENAME]  

‮  

‮   

FILENAME ТϮϱи Ϭ ΰϘβʻ 
 
= Ω π 32 ⱫχТϮϱи Ϭ πΦϘβʻ 

= ТϮϱи ρΰο πΦϥ Ⱬψʺˮ ֽ Ⱬ (˯ Ⱬρ ⱫψỸ ΰϘ

β)ʺˮ-(МϱТр)˯ˢ ΣϢό πχ ψπΦϘδϭˣπβʻ 
 

= ˮTab Ϻ˯˔Ϭ βϥρʺ ТϮϱи ˮstartup -config χ˯
Ϭ ḁβϥάρΥπΦϘβʻ 

= ТϮϱи χ Ϭ βϥρʺˮstartup -config˯Υ ήϦ
Ϙβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# config file save startup - config  8 

 

 

 

 

ЀрОϼЕи˔Ќ˔πψ Φ₅ϙ χὊᵃΥ ꜘήϦϘβʻ 
 

amnimo# config file save startup - config  8 

...  ̡Ὂᵃ ꜘ 
 

 

Linux χ bash Ϭ► ΰοΜϥ ›ψʺӟᴞχЀЫрЖπϯЭИЯχ Ϭ ТϮϱиτ

Φ₅ϚάρΥπΦϘβʻ 

admin@amnimo:~$ sudo amcfg save [ FILENAME]  
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3.5 ТϮϱиϬ ϙ₅Ϛ 

ТϮϱиΤϣ Ϭ ϙ₅ϙϘβʻ 

 ‮ τνΜοψʺ˰ 3.4 ТϮϱиτ Φ₅Ϛ˱Ϭ╥ ΰοΨιήΜʻ 

꜠ 

config file load FILENAME 

‮  

‮   

FILENAME ТϮϱи Ϭ ΰϘβʻ 
 
= Ω π 32 ⱫχТϮϱи Ϭ πΦϘβʻ 

= RFC 1738πṛ ήϦοΜϥ ⱫˢunreservedˣϬ πΦϘβʻ 
 

= ˮTab Ϻ˯˔Ϭ βϥρʺ ТϮϱи ˮstartup -config χ˯
Ϭ ḁβϥάρΥπΦϘβʻ 

= ТϮϱи χ Ϭ βϥρʺˮstartup -config˯Υ ήϦ
Ϙβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# config file load startup - config  8 

 

 

χ Linux χ CLI Ϭ► ΰοΜϥ ›ψʺӟᴞχЀЫрЖπ ТϮϱиϬ ϙ₅Ϛάρ

ΥπΦϘβʻ 

sudo amcfg load [ FILENAME]  
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3.6 ТϮϱиχ Ϭ  βϥ 

ТϮϱиχ Ϭ  ΰϘβʻ 

꜠ 

config file move SRC- FILENAME DST- FILENAME 

‮  

‮   

SRC-FILENAME   χ ТϮϱи Ϭ ΰϘβʻ 

= Ω π 32 Ⱬπβʻ 

= RFC 1738πṛ ήϦοΜϥ ⱫˢunreservedˣϬ πΦϘβʻ 
 

ˮTab˯Ϻ˔Ϭ βϥρʺ ТϮϱи χ Ϭ ḁβϥάρΥπ
ΦϘβʻ 

DST-FILENAME  ῇχ ТϮϱи Ϭ ΰϘβʻ 

= Ω π 32 Ⱬπβʻ 

= RFC 1738πṛ ήϦοΜϥ ⱫˢunreservedˣϬ πΦϘβʻ 
 

ˮTab˯Ϻ˔Ϭ βϥρʺ ТϮϱи χ Ϭ ḁβϥάρΥπ
ΦϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# config file move backup- 20200101 backup - 20200101- 2 8 

 

 

= Ṟ ТϮϱи ˮstartup -config˯χ Ϭ  ψπΦϘδϭʻ 

= χ Linux χ CLIϬ► ΰοΜϥ ›ψ ӟ̋ᴞχЀЫрЖπ ТϮϱиχ Ϭ  

βϥάρΥπΦϘβʻ 

sudo amcfg move SRC- FILENAME DST- FILENAME 
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3.7 ТϮϱиϬЀС˔βϥ 

ТϮϱиϬЀС˔ΰϘβʻ 

 ‮ τνΜοψʺ˰ 3.6 ТϮϱиχ Ϭ  βϥ˱Ϭ╥ ΰοΨιήΜʻ 

꜠ 

config file copy SRC- FILENAME DST- FILENAME 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# config file copy startup - config startup - config _2 8 

 

 

χ Linux χ CLI Ϭ► ΰοΜϥ ›ψʺӟᴞχЀЫрЖπ ТϮϱиϬЀС˔βϥά

ρΥπΦϘβʻ 

sudo amcfg copy SRC- FILENAME DST- FILENAME 
 

 

3.8 ТϮϱиϬ⌡ βϥ 

ТϮϱи Ϭ◙ ΰοʺ ТϮϱиϬ⌡ ΰϘβʻ 

 ‮ τνΜοψʺ˰ 3.4 ТϮϱиτ Φ₅Ϛ˱Ϭ╥ ΰοΨιήΜʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# no config file startup - config _2 8 

 

 

χ Linux χ CLI Ϭ► ΰοΜϥ ›ψʺӟᴞχЀЫрЖπ ТϮϱиϬ⌡ βϥάρ

ΥπΦϘβʻθιΰʺṞ ТϮϱиˮstartup -config˯Ϭ⌡ βϥάρψπΦϘδϭ  ̒

sudo amcfg delete FILENAME 
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4  ІЕй˔Ѕχ ⌠ 

πψ І̋Ей˔ЅχЫϳрЕϞЎϴАϼ ►̋ ệχ ꜘσςχІЕй˔Ѕ χ ⌠ Σ̋ϢόТ

Ϯϱиχ ⌠τνΜο ΰϘβʻ 

4.1 ІЕй˔ЅДНϱІϬ ꜘβϥ 

 

ІЕй˔ЅДНϱІχ Ϭ ꜘβϥτψ s̋how device storage partition ЀЫрЖϬם“ΰϘβ  ̒

꜠ 

show device storage partition [ PARTITION]  

‮  

‮   

PARTITION ЫϳрЕ Ϭ ꜘΰθΜО˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψ mmcblk<1 -9>p <1-9> s̋d<a -z><1 -
9>πβʻ 

= ◙ ΰθ PARTITIONχ► ệχϙΥ ꜘήϦϘβʻ 

= /dev χᴞτ mmcblk<1 -9>p <1 -9> s̋d<a -z><1 -9>χО˔ГϰЄд
рΥ ∕βϥ ›ʺˮTab˯Ϻ˔Ϭ βϥρʺО˔ГϰЄдр χ

Ϭ ḁβϥάρΥπΦϘβʻ 

= PARTITION Ϭ βϥρʺ/dev χᴞτΚϥ mmcblk<1 -9>p <1-9>
ρ sd<a -z><1 -9>̞χ Υ ꜘήϦϘβʻ 

AIϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p< 1-9>Υ ΠϘβʻ 

 

 

 

Т϶˔ЫАЕ 

# ----  DEVICE ----  

-  DISK- SIZE DISK- TYPE 

NUMBER PARTITION- SIZE PARTITION- TYPE 

ˢ ˣ 

# ----  DEVICE ----  

-  DISK- SIZE DISK- TYPE 

NUMBER PARTITION- SIZE PARTITION- TYPE 

‮  

‮   

DEVICE ІЕй˔ЅДНϱІ Υ ꜘήϦϘβʻ 

ІЕй˔ЅДНϱІ ψʺmmcblk< 1-9>̞ʺsd<a -z>̞ρΜΞἹ꜠τσϤϘβ  ̒

DISK-SIZE ДϰІϼ χ ΥϺкНϱЕ ӡπ ꜘήϦϘβʻ 

DISK-TYPE ӟᴞχΜγϦΤχДϰІϼЌϱФΥ ꜘήϦϘβʻ 

= MBR 

= GPT 

NUMBER 1˙9χО˔ГϰЄдр ‹Υ ꜘήϦϘβʻ 

PARTITION-SIZE О˔ГϰЄдр ΥϺкНϱЕ ӡπ ꜘήϦϘβʻ 
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‮   

PARTITION-TYPE О˔ГϰЄдрЌϱФΥ ꜘήϦϘβʻ 

ДϰІϼЌϱФτϢμο ꜘήϦϥ ΥӰσϤϘβʻ 

MBRχ › 

= partition id Υӟᴞχ ›ψʺˮfat(partition id) ˯ρ ꜘήϦϘβʻ 

0x1ʺ0x4ʺ0x6ʺ0x7ʺ0xbʺ0xcʺ0xeʺ0x11ʺ0x14ʺ0x16ʺ0x1bʺ0x1cʺ

0x1eʺ0x24ʺ0xbcʺ0xc1ʺ0xc4ʺ0xc6ʺ0xe1ʺ0xe3ʺ0xefʺ0xf2 

ʿ fat(0x1)  

= partition id Υӟᴞχ ›ψʺˮlinux(partition id) ˯ρ ꜘήϦϘβʻ 

0x83 

ʿ linux(0x83)  

= Ṝχ partition id ӟᵰχ ›ψʺˮpartition id ˯ρ ꜘήϦϘβʻ 

ʿ 0x46 

GPTχ › 

= GUIDΥӟᴞχ ›ψʺˮwindows(GUID) ˯ρ ꜘήϦϘβʻ 

E3C9E316-0B5C-4DB8-817D-F92DF00215AE 

EBD0A0A2-B9E5-4433-87C0-68B6B72699C7 

5808C8AA-7E8F-42E0-85D2-E1E90434CFB3 

AF9B60A0-1431-4F62-BC68-3311714A69AD 

DE94BBA4-06D1-4D40-A16A-BFD50179D6AC 

37AFFC90-EF7D-4E96-91C3-2D7AE055B174 

E75CAF8F-F680-4CEE-AFA3-B001E56EFC2D 

558D43C5-A1AC-43C0-AAC8-D1472B2923D1 

ʿ windows(5808C8AA -7E8F-42E0-85D2-E1E90434CFB3) 

= partition id Υӟᴞχ ›ψʺˮlinux(GUID)˯ρ ꜘήϦϘβʻ 

0FC63DAF-8483-4772-8E79-3D69D8477DE4 

A19D880F-05FC-4D3B-A006-743F0F84911E 

44479540-F297-41B2-9AF7-D131D5F0458A 

4F68BCE3-E8CD-4DB1-96E7-FBCAF984B709 

69DAD710-2CE4-4E3C-B16C-21A1D49ABED3 

B921B045-1DF0-41C3-AF44-4C6F280D3FAE 

BC13C2FF-59E6-4262-A352-B275FD6F7172 

0657FD6D-A4AB-43C4-84E5-0933C84B4F4F 

E6D6D379-F507-44C2-A23C-238F2A3DF928 

933AC7E1-2EB4-4F13-B844-0E14E2AEF915 

3B8F8425-20E0-4F3B-907F-1A25A76F98E8 

7FFEC5C9-2D00-49B7-8941-3EA10A5586B7 

CA7D7CCB-63ED-4C53-861C-1742536059CC 

8DA63339-0007-60C0-C436-083AC8230908 

ʿ linux(0FC63DAF-8483-4772-8E79-3D69D8477DE4) 

= Ṝ partition id ӟᵰχ ›ψʺˮGUID˯Υ ꜘήϦϘβʻ 

ʿ 49F48D32-B10E-11DC-B99B-0019D1879648 

̞ ДНϱІΥ ∕ΰθ ›τχϙ ꜘήϦϘβʻ 

̞ AIϵАЅϿ˔Еϳϴϱπψʺήϣτ τ nvme0n1 Υ ΠϘβʻ 

 

  



 

 

73 

І
Е
й

Ѕ
χ

⌠ 

 

4 

 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show device storage partition  8 

# ----  sda ----  

-  495104 MBR 

1 39936 fat(0x0c)  

2 39936 fat(0x0c)  

3 39936 fat(0x0c)  

4 39936 linux(0x83)  

# ----  mmcblk1 ----  

-  1955840 GPT 

1 51200 linux(0FC63DAF - 8483- 4772- 8E79- 3D69D8477DE4) 

2 51200 linux(0FC63DAF - 8483- 4772- 8E79- 3D69D8477DE4) 

3 1852399 windows(EBD0A0A2- B9E5- 4433- 87C0- 68B6B72699C7) 
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4.2 ІЕй˔ЅχО˔ГϰЄдрϬ βϥ 

 

ІЕй˔ЅτО˔ГϰЄдрϬ⌠ ΰθϤʺ⌡ ΰθϤβϥ τνΜο ΰϘβʻ 

 О˔ГϰЄдрϬ⌠ βϥ 

О˔ГϰЄдрϬ⌠ βϥτψʺdevice storage partition ЀЫрЖϬם“ΰϘβʻ 

꜠ 

device storage partition DEVICE NUMBER [type < linux  | fat32 >] [size SIZE]  

‮  

‮   

DEVICE ДНϱІ Ϭ ΰϘβʻ 

= ► ᴦ σДНϱІ ψ m̋mcblk < 1-9> s̋d<a -z>ρΜ
ΞἹ꜠τσϤϘβʻ 

= ДНϱІΥ ∕βϥ ›ʺˮ Tab Ϻ˯˔Ϭ βϥρ Д̋
НϱІ χ Ϭ ḁβϥάρΥπΦϘβʻ 

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1 Υ Π
Ϙβʻ 

 

 

NUMBER О˔ГϰЄдр ‹Ϭ 1˙9χ Ӥπ◙ ΰϘβʻ 

type ӟᴞχΜγϦΤχО˔ГϰЄдрЌϱФϬ◙ ΰϘβʻ 
 

  

linux Linux χО˔ГϰЄдрЌϱФπβʻ 

ˢДТ϶иЕ ˣ 

fat32  FAT32s LBAˣχО˔ГϰЄдрЌϱФπβ  ̒

Windows π► βϥ ›ψ ά̋κϣϬ β

ϥ ΥΚϤϘβʻ 
 

size SIZEτψʺО˔ГϰЄдр ϬϺкНϱЕ ӡπ ΰϘβʻ 

SIZEϬ βϥρ І̋Ей˔ЅДНϱІχΩ Υ► ήϦϘβ  ̒

О˔ГϰЄдрχ⌠ ψ 10Mbytes ӟ χ Υ πβ  ̒

 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# device storage partition mmcblk1 1  8 

amnimo# device storage partition mmcblk1 1 type fat32  8 

amnimo# device storage partition mmcblk1 1 type fat32 size 31166976  8 

amnimo# device storage partition mmcblk1 1 size 31166976 type fat32  8 

amnimo# device storage partition mmcblk1 1 size 31166976  8 
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 О˔ГϰЄдрϬ⌡ βϥ 

ІЕй˔ЅχО˔ГϰЄдрϬ⌡ βϥτψ n̋o device storage partition ЀЫрЖϬם“ΰϘβʻ 

꜠ 

no device storage partition PARTITION 

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψʺmmcblk < 1-9> p<1 -
9>ʺsd<a -z><1 -9>ρΜΞἹ꜠τσϤϘβʻ 

= О˔ГϰЄдрΥ ∕βϥ ›ʺˮ Tab Ϻ˯˔Ϭ βϥ
ρ О̋˔ГϰЄдр χ Ϭ ḁβϥάρΥπΦϘβ  ̒

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>
Υ ΠϘβʻ 

 

 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# no device storage partition mmcblk1p1 8 
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4.3 ІЕй˔ЅϬТ϶˔ЫАЕβϥ 

 

О˔ГϰЄдрϬТ϶˔ЫАЕβϥτψʺdevice storage format ЀЫрЖϬם“ΰϘβʻ 

꜠ 

device storage format PARTITION [type < ext4  | xfs  | vfat >] [ aes <256 | 512>]  

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

► ᴦ σО˔ГϰЄдр ψʺmmcblk< 1-9>p<1 -9>ʺ
sd<a -z><1 -9>πβʻ 

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ
ΠϘβʻ 

 

 

type ТϮϱиЄІГЭЌϱФϬ◙ ΰϘβʻ 
 

  

ext4 EXT4ТϮϱиЄІГЭˢДТ϶иЕ ˣ 

xfs XFSТϮϱиЄІГЭ 

vfat  

VFATТϮϱиЄІГЭ 

VFAT χΩ О˔ГϰЄдрЂϱЇψ
2TByte πβʻᴒᵰЌϱФχϵАЅϿ˔
Еϳϴϱπ 4TByte χ SSD ϷФЄдр
Ϭ ήϦϥ ›ψέ ӪΨιήΜʻ 

 

aes О˔ГϰЄдрϬӚ‹ᴟβϥ ›τ◙ ΰϘβʻ 

Ӛ‹ᴟτ► βϥ ˢbitˣρΰο 2̋56Ϙθψ 512Ϭ◙ ΰϘβ  ̒

  

256 256bit ЫІЌ˔Ϻ˔Ϭ► βϥʻ 

512 512bit ЫІЌ˔Ϻ˔Ϭ► βϥʻ 

 

= aesϬ◙ ΰθ ›ʺЀЫрЖχם“ⱲτОІм˔ЖϬ
βϥ ΥΚϤϘβʻ 

= О˔ГϰЄдрЂϱЇΥ 100MBytes ӟ τσϤϘ
βʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# device storage format mmcblk1 aes 256 8 

Enter password:    βОІм˔ЖϬ ΰο Enter 

Retype password:    β™ ОІм˔ЖϬ ΰο Enter 
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4.4 ІЕй˔ЅχЫϳрЕ Ϭ ꜘβϥ 

 

ІЕй˔ЅχЫϳрЕ Ϭ ꜘβϥτψʺshow device storage mount ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show device storage mount [ PARTITION]  

‮  

‮   

PARTITION ЫϳрЕ Ϭ ꜘΰθΜО˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψʺmmcblk< 1-9>p<1 -9>ʺ
sd<a -z><1 -9>πβʻ 

= ◙ ΰθ PARTITIONχ► ệχϙΥ ꜘήϦϘβʻ 

= /dev χᴞτ mmcblk <1 -9> p<1 -9>ʺsd<a -z><1 -9>χО
˔ГϰЄдрΥ ∕βϥ ›ʺˮ Tab Ϻ˯˔Ϭ βϥρʺ
О˔ГϰЄдр χ Ϭ ḁβϥάρΥπΦϘβʻ 

= PARTITION Ϭ βϥρʺ/dev χᴞτΚϥ mmcblk <1 -
9> p<1 -9>ρ sd<a -z><1 -9>χЫϳрЕ Υ ꜘήϦ
Ϙβʻ 

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ

ΠϘβʻ 

 

 

Т϶˔ЫАЕ 

Partition  Type     MountPoint  

PARTITION VFSTYPE POINT 

ˢ ˣ 

‮  

‮   

PARTITION О˔ГϰЄдр Υ ꜘήϦϘβʻ 

VFSTYPE ТϮϱиЄІГЭЌϱФΥ ꜘήϦϘβʻ 
 

  

ext4 EXT4ТϮϱиЄІГЭ 

xfs XFSТϮϱиЄІГЭ 

vfat  VFATТϮϱиЄІГЭ 
 

POINT ЫϳрЕЪϱрЕΥ ꜘήϦϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show device storage mount  8 

Partition  Type  MountPoint  

mmcblk1p1  ext4  /media/sd card 1 

mmcblk1p2  vfat  /media/sd card 2 

mmcblk1p4  ext4  /media/sd card 4 
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4.5 ІЕй˔ЅχО˔ГϰЄдрχЫϳрЕ Ϭ Ὲβϥ 

 

ІЕй˔ЅχО˔ГϰЄдрϬЫϳрЕΣϢόϯрЫϳрЕβϥ τνΜο ΰϘβʻ 

 

τṜ∏ΰοΜϥṐ πψʺЫϳрЕ Ϭֶ ᴟπΦϘδϭʻ 

 ЫϳрЕ Ϭֶ ᴟβϥ ›ψʺ˰4.8 ІЕй˔ЅϬ ΰο Ϭ βϥ˱

χṐ Ϭέ ΨιήΜʻ 

 О˔ГϰЄдрϬЫϳрЕβϥ 

ІЕй˔ЅχО˔ГϰЄдрϬЫϳрЕβϥτψʺdevice storage mount ЀЫрЖϬם“ΰϘβ  ̒

꜠ 

device storage mount  PARTITION [ POINT [type < ext4  | xfs  | vfat >]  [options OPTIONS] ]  

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψʺmmcblk< 1-9>p<1 -9>ʺ
sd<a -z><1 -9>πβʻ 

= /dev χᴞτ mmcblk <1 -9> p<1 -9>ʺsd<a -z><1 -9>χО
˔ГϰЄдрΥ ∕βϥ ›ʺˮ Tab Ϻ˯˔Ϭ βϥρʺ
О˔ГϰЄдр χ Ϭ ḁβϥάρΥπΦϘβʻ 

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ
ΠϘβʻ 

 

 

POINT Ω 32 Ⱬχֽ ⱫπЫϳрЕЪϱрЕ Ϭ◙ ΰϘβʻ 

= ОІχ◙ Υᴦ πβʻ 

= ОІχ ›ψ ϸ̋йрЕДϰйϼЕзτ POINTД

ϰйϼЕз˔Υ⌠ ήϦϘβʻ 

type ТϮϱиЄІГЭЌϱФϬ◙ ΰϘβʻ 
 

  

ext4 EXT4ТϮϱиЄІГЭˢДТ϶иЕ ˣ 

xfs XFSТϮϱиЄІГЭ 

vfat  VFATТϮϱиЄІГЭ 
 

options  ЫϳрЕϷФЄдрϬ◙ ΰϘβʻ 

ДТ϶иЕ ψˮdefaults˯πβʻ 

 

= POINTʺtypeʺOPTIONSϬ βϥρʺО˔ГϰЄдрΥ ήϦοΜϥ ›ψʺζχ

τ μοЫϳрЕήϦϘβʻО˔ГϰЄдрΥ ήϦοΜσΜ ›ψʺϵж˔τσ

ϤϘβʻ 

= PARTITIONϘθψ POINTΥβπτЫϳрЕήϦοΜϥ ›ψʺϵж˔τσϤϘβʻ 

PARTITIONϘθψ POINTΥ ТϮϱиτ ήϦοΜοϜ Ы̋ϳрЕήϦοΜσΜ

›ψЫϳрЕΥᴦ πβʻ 

= PARTITIONΥӚ‹ᴟήϦοΜϥ ›ψʺ ‹ᴟΰθΚρτЫϳрЕήϦϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 
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amnimo# device storage mount mmcblk1p1  8 

amnimo# device storage mount mmcblk1p1 /media/ sdcard1  8 

amnimo# device storage mount mmcblk1p1 /media/ sdcard1  type ext4  8 

amnimo# device storage mount mmcblk1p1 /media/ sdcard1  type ext4 options defaults  8 

Enter password:   βО˔ГϰЄдрΥӚ‹ᴟήϦοΜϥ ›ψОІм˔ЖϬ ΰο Enter 

 О˔ГϰЄдрϬϯрЫϳрЕβϥ 

ІЕй˔ЅχО˔ГϰЄдрϬϯрЫϳрЕβϥτψʺno device storage  mount ЀЫрЖϬם“

ΰϘβʻ 

꜠ 

no device storage mount  PARTITION 

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψʺmmcblk< 1-9>p<1 -
9>ʺsd<a -z><1 -9>ρΜΞἹ꜠τσϤϘβʻ 

= О˔ГϰЄдрΥ ∕βϥ ›ʺˮ Tab Ϻ˯˔Ϭ βϥ
ρ О̋˔ГϰЄдр χ Ϭ ḁβϥάρΥπΦϘβ  ̒

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>
Υ ΠϘβʻ 

 

 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# no device storage mount mmcblk1p1  8 
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4.6 ІЕй˔ЅϬЎϴАϼβϥ 

 

ІЕй˔ЅϬЎϴАϼβϥτψʺdevice storage fsck ЀЫрЖϬם“ΰϘβʻ 

꜠ 

device storage fsck PARTITION [type < ext4  | xfs  | vfat >] [ check  | preen  | customize  CUS

TOMIZE]  

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψʺmmcblk< 1-9>p<1 -9>ʺ
sd<a -z><1 -9>πβʻ 

= /dev χᴞτ mmcblk <1 -9> p<1 -9>ʺsd<a -z><1 -9>χО
˔ГϰЄдрΥ ∕βϥ ›ʺˮ Tab Ϻ˯˔Ϭ βϥρʺ
О˔ГϰЄдр χ Ϭ ḁβϥάρΥπΦϘβʻ 

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ
ΠϘβʻ 

 

 

type ТϮϱиЄІГЭЌϱФϬ◙ ΰϘβʻ 
 

  

ext4 EXT4ТϮϱиЄІГЭˢДТ϶иЕ ˣ 

xfs XFSТϮϱиЄІГЭ 

vfat  VFATТϮϱиЄІГЭ 
 

check ЈϼЌ˔ϬЎϴАϼΰϘβΥʺϵж˔ψ ΰϘδϭʻ 

= fsck Ϙθψ xfs_repair ЀЫрЖχϷФЄдрτˮ -n Ϭ˯◙
ΰθρΦχ ⌠ρ απβʻ 

= ḁτ ᴂΰοΜϘβʻ 

preen ὖ σϵж˔Ϭ ΰϘβʻДТ϶иЕπ ήϦοΜϘβʻ 

= fsck ЀЫрЖχϷФЄдрτˮ-y Ϭ˯◙ ΰθρΦχ ⌠
ρ απβʻ 

= ḁτ ᴂΰοΜϘβʻ 

customize fsckϘθψxfs_repair ЀЫрЖτϷФЄдрϬ βάρΥπΦϘβ  ̒
 

  

CUSTOMIZE fsck Ϙθψ xfs_repair ЀЫрЖχϷФЄдр 

ḁτ ᴂΰοΜϘβʻ 

 

 

 

= PARTITION ΥӚ‹ᴟήϦοΜϥ ›ψʺ ТϮϱиτ ήϦοΜϥОІм˔ЖϬ►

ΰο ‹ᴟήϦϘβʻ ТϮϱиτОІм˔ЖΥ ήϦοΜσΜ ›ʺОІм˔Ж

Ϭ βϥ ΥΚϤϘβʻ 

= fsck ρ xfs_repair χ кϽψʺCLIτ ήϦϘβʻ 
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“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# device storage fsck mmcblk1p1 type ext4 check  8 

amnimo# device storage fsck mmcblk1p1 type ext4 preen  8 

amnimo# device storage fsck mmcblk1p1 type ext4 customize - y 8 

Enter password:   βО˔ГϰЄдрΥӚ‹ᴟήϦοΜοʺ ТϮϱиτОІм˔ЖΥ ή

ϦοΜσΜ ›ʺОІм˔ЖϬ ΰο Enter 
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4.7 ІЕй˔Ѕχ► ệϬ ꜘβϥ 

 

ІЕй˔Ѕχ► ệϬ ꜘβϥτψʺshow device storage usage ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show device storage usage [ PARTITION]  

‮  

‮   

PARTITION ► ệϬ ꜘΰθΜО˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψʺmmcblk< 1-9>p<1 -9>ʺ
sd<a -z><1 -9>πβʻ 

= PARTITION Ϭ βϥρʺЫϳрЕήϦοΜϥО˔Гϰ
ЄдрχІЕй˔Ѕ► ệΥ ꜘήϦϘβʻ 
ζχ∑ʺ/dev χᴞτΚϥ mmcblk<1 -9>p<1-9>ρ sd<a -
z><1 -9>Υ ꜘήϦϘβʻ 

= PARTITION Ϭ◙ ΰθ ›ψʺζχ PARTITION χϙχ
► ệΥ ꜘήϦϘβʻ 

= /dev χᴞτ mmcblk<1 -9>p <1-9>ʺsd<a -z><1 -9>χО
˔ГϰЄдрΥ ∕βϥ ›ʺˮ Tab Ϻ˯˔Ϭ βϥρʺ
О˔ГϰЄдр χ Ϭ ḁβϥάρΥπΦϘβʻ 

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ
ΠϘβʻ 

 

 

Т϶˔ЫАЕ 

Partition  Size   Used   Avail  Use%     MountPoint  

PARTITION  SIZE   USED  AVAIL   PERCENT  POINT 

ˢ ˣ 

‮  

‮   

PARTITION О˔ГϰЄдр Υ ꜘήϦϘβʻ 

SIZE Υ ꜘήϦϘβʻ 

USED ► Υ ꜘήϦϘβʻ 

AVAIL ἋΦ Υ ꜘήϦϘβʻ 

PERCENT ► Υ ꜘήϦϘβʻ 

POINT ЫϳрЕЪϱрЕΥ ꜘήϦϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show device storage usage  8 

Partition  Size  Used  Avail  Use%  MountPoint  

mmcblk0p1  13G   637M  12G    6%    /  

mmcblk0p3  3.9G  20M   3.7G   1%    /var/log  

mmcblk1p2  7.0G  4.0K  7.0G   1%    /media/sd2  

mmcblk1p1  7.9G  36M   7.4G   1%    /media/ sdcard1  

mmcblk1p4  4.9G  20M   4.6G   1%    /media/ sdcard4  
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ІЕй˔Ѕχ Ϭ ꜘβϥ 

 

ІЕй˔Ѕχ Ϭ ꜘβϥτψʺshow config storage ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config storage [ PARTITION]  

‮  

‮   

PARTITION ІЕй˔Ѕχ Ϭ ꜘΰθΜО˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψʺmmcblk< 1-9>p<1 -9>ʺ
sd<a -z><1 -9>πβʻ 

= PARTITION Ϭ βϥρʺЫϳрЕήϦοΜϥО˔Гϰ
ЄдрχІЕй˔Ѕ► ệΥ ꜘήϦϘβʻ 
ζχ∑ʺ/dev χᴞτΚϥ mmcblk<1 -9>p<1-9>ρ sd<a -
z><1 -9>Υ ꜘήϦϘβʻ 

= PARTITION Ϭ◙ ΰθ ›ψʺζχ PARTITION χϙχ
Υ ꜘήϦϘβʻ 

= /dev χᴞτ mmcblk<1 -9>p <1-9>ʺsd<a -z><1 -9>χО
˔ГϰЄдрΥ ∕βϥ ›ʺˮ Tab Ϻ˯˔Ϭ βϥρʺ
О˔ГϰЄдр χ Ϭ ḁβϥάρΥπΦϘβʻ 

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ

ΠϘβʻ 

 

 

Т϶˔ЫАЕ 

storage mount PARTITION POINT type VFSTYPE options OPTIONS CRYPT 

FSCK PARTITION OPTIONS 

MONITOR PARTITION INTERVAL 

FAILSAFE PARTITION RETRY INTERVAL2 REBOOT 

‮  

‮   

PARTITION О˔ГϰЄдр Υ ꜘήϦϘβʻ 

POINT ЫϳрЕЪϱрЕΥ ꜘήϦϘβʻ 

VFSTYPE ТϮϱиЄІГЭЌϱФΥ ꜘήϦϘβʻ 
 

  

ext4 EXT4ТϮϱиЄІГЭ 

xfs XFSТϮϱиЄІГЭ 

vfat  VFATТϮϱиЄІГЭ 
 

CRYPT ІЕй˔ЅΥӚ‹ᴟήϦοΜϥ ›τ ꜘήϦϥ πβʻ 
 

 ꜘ 

῟ ˮcrypt secret { Ӛ‹ᴟήϦθОІм˔Ж}˯Υ ꜘή

ϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

FSCK fsck Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮstorage fsck˯ρ ꜘήϦϘβʻ 

῟ ˮno storage fsck˯ρ ꜘήϦϘβʻ 
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‮   

OPTIONS fsck χϷФЄдр Υ ꜘήϦϘβʻ 
 

FSCK  ꜘ 

῟ ϷФЄдр Υ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

MONITOR read˗write ЯИЌ˔Ṑ Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮstorage monitor ˯ρ ꜘήϦϘβʻ 

῟ ˮno storage monitor˯ρ ꜘήϦϘβʻ 
 

INTERVAL read˗write ЎϴАϼχḧᶖΥ ꜘήϦϘβʻ 
 

MONITOR  ꜘ 

῟ ˮinterval  {ЎϴАϼχḧᶖ}˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 

= w( ), d( )ʺh(Ⱳ)ʺm( )Ϭ ӡρΰο ꜘήϦϘβʻ 

= ꜘ Ӥψ 1 (1m)˙2 ḧ(2w)τσϤϘβʻ 

FAILSAFE ТϴϱиЈ˔ТṐ Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 

Л˔Ж Υ ∕ΰσΜ ›ʺДТ϶иЕ ˮtrue˯Υ► ήϦϘβʻ 
 

 ꜘ 

῟ ˮstorage failsafe ˯ρ ꜘήϦϘβʻ 

῟ ˮno storage failsafe ˯ρ ꜘήϦϘβʻ 
 

RETRY fsck˗mount˗read˗write Υﬞ ΰθρΦχΩ зЕжϱᵕ Υ ꜘήϦϘ

βʻ 
 

FAILSAFE  ꜘ 

῟ ˮretry  {Ω зЕжϱᵕ }˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

INTERVAL2 fsck˗mount Υﬞ ΰθΚρχʺзЕжϱχḧᶖΥ ꜘήϦϘβʻ 
 

FAILSAFE  ꜘ 

῟ ˮinterval  {зЕжϱḧᶖ}˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

REBOOT fsck˗mount˗read˗write Υﬞ ΰθρΦχΩ зУ˔Еᵕ Υ ꜘήϦϘ

βʻ 
 

FAILSAFE  ꜘ 

῟ ˮreboot  {Ω зУ˔Еᵕ }˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
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“ם 1 

fsckʺЯИЌ˔Ṑ (10 ḧᶖ)ʺТϴϱиЈ˔ТṐ (зЕжϱ 3ᵕʺзЕжϱḧᶖ 10 ʺΩ з

У˔Еᵕ 3ᵕ)Υ ῟σ ›χם“ ϬӟᴞτꜘΰϘβʻ 

 

amnimo(cfg)# show config storage  8 

# ----  storage mmcblk1p1 configure ----  

storage mount mmcblk1p1 /media/ sdcard 1 type ext4 options defaults  

storage fsck mmcblk1p1 preen  

storage monitor mmcblk1p1 interval 10m  

storage failsafe mmcblk1p1 retry 3 interval 10 reboot 3  

“ם 2 

ІЕй˔ЅχӚ‹ᴟʺfsckʺЯИЌ˔Ṑ (10 ḧᶖ)ʺТϴϱиЈ˔ТṐ Υ ῟σ ›χם“

ϬӟᴞτꜘΰϘβʻ 

 

amnimo(cfg)# show config storage  8 

# ----  storage mmcblk1p1 configure ----  

storage mount mmcblk1p1 /media/ sdcard 1 type e xt4 options defaults  

no storage fsck mmcblk1p1  

no storage monitor mmcblk1p1  

no storage failsafe mmcblk1p1  

“ם 3 

ІЕй˔ЅχӚ‹ᴟ f̋sckʺЯИЌ˔Ṑ (10 ḧᶖ)ʺТϴϱиЈ˔ТṐ (зЕжϱ 3ᵕʺзЕж

ϱḧᶖ 10 ʺΩ зУ˔Еᵕ 3ᵕ)Υ ῟σ ›χם“ ϬӟᴞτꜘΰϘβʻ 

 

amnimo(cfg)# show config storage  8 

# ----  storage mmcblk1p1 configure ----  

storage mount mmcblk1p1 /media/ sdcard 1 type ext4 options defaults crypt secret TMrOPL0

CE+4FWZ1B1nwIoQ== 

storage fsck mmcblk1p1 preen  

storage monitor mmcblk1p1 interval 10m  

storage failsafe mmcblk1p1 retry 3 interval 10 rebo ot 3  
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4.8 ІЕй˔ЅϬ ΰο Ϭ βϥ 

 

ІЕй˔ЅχЫϳрЕ˗ϯрЫϳрЕ Т̋ϮϱиЄІГЭχᾁ₰˗ І̋Ей˔Ѕχ read˗write

χЎϴАϼ f̋sck˗mount σςχ ϬΰϘβʻάάπ ΰθ ψʺ ТϮϱиτ Φ₅Ϙ

ϦϘβʻ 

 ІЕй˔ЅχЫϳрЕ Ϭβϥ 

ІЕй˔ЅχЫϳрЕ Ϭβϥτψʺstorage mount ЀЫрЖϬם“ΰϘβʻ 

 

ψΩ ͑ὯϘπ βϥάρΥᴦ πβʻ 

꜠ 

storage mount PARTITION POINT [type < ext4  | xfs  | vfat >] [options OPTIONS] [crypt [secr

et ENCRYPT- PASSWORD]]  

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψʺmmcblk< 1-9> p<1 -9>ʺ
sd<a -z><1 -9>ρΜΞἹ꜠τσϤϘβʻ 

= О˔ГϰЄдрΥ ∕βϥ ›ʺˮTab˯Ϻ˔Ϭ βϥ
ρʺО˔ГϰЄдр χ Ϭ ḁβϥάρΥπΦϘβ  ̒

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ

ΠϘβʻ 

 

 

POINT ЫϳрЕЪϱрЕϬ◙ ΰϘβʻ 

type ТϮϱиЄІГЭЌϱФϬ◙ ΰϘβʻ 

ДТ϶иЕ ψˮext4˯πβʻ 

options  OPTIONSτЫϳрЕϷФЄдрϬ◙ ΰϘβʻ 

ДТ϶иЕ ψˮdefaults˯πβʻ 

crypt  Ӛ‹ᴟО˔ГϰЄдрτЫϳрЕβϥ ›τ◙ ΰϘβʻ 

secret  ENCRYPT-PASSWORDτӚ‹ᴟήϦθОІм˔Ж Ⱬ Ϭ◙ ΰ

Ϙβʻ 

crypt Ϭ◙ ΰʺΤν secret Ϭ◙ ΰσΜ ›ψʺˮEnter 
password: Υ˯ ꜘήϦ О̋˔ГϰЄдрχӚ‹ᴟχОІм˔
Жχ Υ ẐήϦϘβʻ 

“ם 1 

crypt Ϭ◙ βϥ ›χם“ ϬӟᴞτꜘΰϘβʻ 

 

amnimo(cfg)# storage mount mmcblk1p1 /media/ sdcard1  crypt  8 

Enter password:   βО˔ГϰЄдрχӚ‹ᴟОІм˔ЖϬ ΰο Enter 

“ם 2 

crypt ρ secret Ϭ◙ βϥ ›χם“ ϬӟᴞτꜘΰϘβʻ 

 

amnimo(cfg)# storage mount mmcblk1p1 /media/ sdcard1  type ext4 options defaults crypt s
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ecret TMrOPL0CE+4FWZ1B1nwIoQ== 8 

 

 ІЕй˔ЅχϯрЫϳрЕ Ϭβϥ 

ІЕй˔ЅχϯрЫϳрЕ Ϭβϥτψʺno storage mount ЀЫрЖϬם“ΰϘβʻ 

꜠ 

no storage mount PARTITION 

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψ m̋mcblk < 1-9> p<1 -9> s̋d<a -z><1 -
9>ρΜΞἹ꜠τσϤϘβʻ 

= О˔ГϰЄдрΥ ∕βϥ ›ʺˮTab˯Ϻ˔Ϭ βϥρʺО˔Гϰ
Єдр χ Ϭ ḁβϥάρΥπΦϘβʻ 

AIϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ ΠϘβʻ 

 

 

 

“ם  

 

amnimo(cfg)# no storage mount mmcblk1p1  8 

 

 ТϮϱиЄІГЭϬᾁ₰˗ βϥ 

ТϮϱиЄІГЭϬᾁ₰˗ Ṑ Ϭ ῟τβϥτψʺstorage fsck ЀЫрЖϬם“ΰϘβʻ 

꜠ 

storage fsck PARTITION [ check  | preen  | customize CUSTOMIZE]  

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψ m̋mcblk< 1-9> p<1 -9> s̋d<a -z><1 -
9>ρΜΞἹ꜠τσϤϘβʻ 

= О˔ГϰЄдрΥ ∕βϥ ›ʺˮTab˯Ϻ˔Ϭ βϥρʺО˔Гϰ
Єдр χ Ϭ ḁβϥάρΥπΦϘβʻ 

AIϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ ΠϘβʻ 

 

 

 

check ЈϼЌ˔ϬЎϴАϼΰϘβΥʺϵж˔ψ ΰϘδϭʻ 

preen ὖ σϵж˔Ϭ ΰϘβʻˢДТ϶иЕπ ήϦοΜϘβʻˣ 

customize fsck ЀЫрЖˢТϮϱиЄІГЭΥ xfs χ ›ψ xfs_repair ЀЫрЖˣτ βϷ

ФЄдрϬ◙ ΰϘβʻ 

“ם  

Я˔ЖπʺО˔ГϰЄдр/ dev/ mmcblk1p1 χᾁ₰/ Ṑ Ϭ ῟τΰϘβʻ 
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amnimo(cfg)# storage fsck mmcblk1p1 preen  8 
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 ТϮϱиЄІГЭϬᾁ₰˗ βϥṐ Ϭ ῟τβϥ 

ТϮϱиЄІГЭϬᾁ₰˗ βϥṐ Ϭ ῟τβϥτψʺno storage fsck ЀЫрЖϬם“ΰϘ

βʻ 

꜠ 

no storage fsck PARTITION 

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψʺmmcblk< 1-9> p<1 -9>ʺsd<a -
z><1 -9>ρΜΞἹ꜠τσϤϘβʻ 

= О˔ГϰЄдрΥ ∕βϥ ›ʺˮTab˯Ϻ˔Ϭ βϥρʺО˔Г
ϰЄдр χ Ϭ ḁβϥάρΥπΦϘβʻ 

AIϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ ΠϘβʻ 

 

 

 

“ם  

Я˔ЖπʺО˔ГϰЄдр/ dev/ mmcblk1p1 χᾁ₰/ Ṑ Ϭ ῟τΰϘβʻ 

 

amnimo(cfg)# no storage fsck mmcblk1p1  8 

 

 ІЕй˔Ѕχ read˗write ệϬ ṍ τЎϴАϼβϥ 

ІЕй˔Ѕχ read˗write ệϬ ṍ τЎϴАϼβϥτψʺstorage monitor ЀЫрЖϬם“ΰ

Ϙβʻ 

꜠ 

storage monitor PARTITION [interval TIME]  

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψ m̋mcblk < 1-9> p<1 -9> s̋d<a -z><1 -
9>ρΜΞἹ꜠τσϤϘβʻ 

= О˔ГϰЄдрΥ ∕βϥ ›ʺˮTab˯Ϻ˔Ϭ βϥρʺО˔Гϰ
Єдр χ Ϭ ḁβϥάρΥπΦϘβʻ 

AIϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ ΠϘβʻ 

 

 

 

interval  TIME τʺread˗write ЎϴАϼΥﬞ ΰθρΦχзЕжϱχḧᶖϬ◙ ΰϘβ  ̒

= w( ), d( )ʺh(Ⱳ)ʺm( )Ϭ ӡρΰο◙ ᴦ ʻ 

= 1 (1m)˙2 ḧ(2w)χ ӤϬʺ Ṝχ Ӫ ӡπ◙ ᴦ ʻ 

“ם  

Я˔ЖπʺО˔ГϰЄдр/ dev/ mmcblk1p1 χЎϴАϼḧᶖϬ 10 ρ ΰϘβʻ 
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amnimo(cfg)# storage monitor mmcblk1p1 interval 10m  8 
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 ІЕй˔Ѕχ read˗write ệχ ṍ σЎϴАϼṐ Ϭ ῟τβϥ 

ІЕй˔Ѕχ read˗write ệϬ ṍ τЎϴАϼβϥṐ Ϭ ῟τβϥτψ n̋o storage monitor

ЀЫрЖϬם“ΰϘβʻ 

꜠ 

no storage monitor PARTITION 

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψ m̋mcblk < 1-9> p<1 -9> s̋d<a -z><1 -
9>ρΜΞἹ꜠τσϤϘβʻ 

= О˔ГϰЄдрΥ ∕βϥ ›ʺˮTab˯Ϻ˔Ϭ βϥρʺО˔Гϰ
Єдр χ Ϭ ḁβϥάρΥπΦϘβʻ 

AIϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ ΠϘβʻ 

 

“ם  

 

amnimo(cfg)# no storage monitor mmcblk1p1  8 
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 fsck˗mount˗read˗write ﬞ ⱲχТϴϱиЈ˔ТϬ βϥ 

fsck˗mount Υﬞ ΰθρΦτТϴϱиЈ˔Тs зЕжϱρзУ˔Е Ϭx βϥτψ s̋torage 

failsafe ЀЫрЖϬם“ΰϘβʻ 

 ТϴϱиЈ˔ТṐ χ ⇔τνΜοψ˰12.3 ТϴϱиЈ˔Т˱Ϭέ╥ ΨιήΜʻ 

꜠ 

storage failsafe PARTITION [retry COUNT] [interval TIME] [reboot COUNT]  

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψ m̋mcblk < 1-9> p<1 -9> s̋d<a -z><1 -
9>ρΜΞἹ꜠τσϤϘβʻ 

= О˔ГϰЄдрΥ ∕βϥ ›ʺˮTab˯Ϻ˔Ϭ βϥρʺО˔Гϰ
Єдр χ Ϭ ḁβϥάρΥπΦϘβʻ 

AIϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ ΠϘβʻ 

 

 

 

retry  
COUNTτ f̋sck˗mount˗read˗write Υﬞ ΰθρΦχΩ зЕжϱᵕ

Ϭ◙ ΰϘβʻ Ӥψ 1˙10πβʻДТ϶иЕ ψˮ3˯πβʻ 

interval  
TIME τʺfsck˗mount Υﬞ ΰθρΦχзЕжϱχḧᶖ( )Ϭ◙ ΰϘβʻ

Ӥψ 1˙60πβʻДТ϶иЕ ψˮ10˯πβʻ 

reboot  
COUNTτ f̋sck˗mount˗read˗write Υﬞ ΰθρΦχΩ зУ˔Еᵕ

Ϭ◙ ΰϘβʻ Ӥψ 1˙10πβʻДТ϶иЕ ψˮ3˯πβʻ 

“ם  

Я˔Жπʺ/ dev/mmcblk1p1 τ ΰοзЕжϱ 3ᵕʺзЕжϱḧᶖ 10 ʺΩ зУ˔Еᵕ

3ᵕπТϴϱиЈ˔ТṐ Ϭ ΰϘβʻ 

 

amnimo(cfg)# storage failsafe mmcblk1p1 retry 3 interval 10 reboot 3  8 
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 fsck˗mount˗read˗write ﬞ ⱲχТϴϱиЈ˔Т Ϭ ῟τβϥ 

ІЕй˔Ѕχ fsck˗mount Υﬞ ΰθρΦχТϴϱиЈ˔Т Ϭ ῟τβϥτψʺno 

storage monitor ЀЫрЖϬם“ΰϘβʻ 

꜠ 

no storage  failsafe PARTITION 

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψʺmmcblk<1 -9>p<1 -9>ʺ
sd<a -z><1 -9>ρΜΞἹ꜠τσϤϘβʻ 

= О˔ГϰЄдрΥ ∕βϥ ›ʺˮTab˯Ϻ˔Ϭ βϥ
ρʺО˔ГϰЄдр χ Ϭ ḁβϥάρΥπΦϘβ  ̒

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ

ΠϘβʻ 

 

 

“ם  

 

no storage failsafe mmcblk1p1 8 
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 ІЕй˔ЅχТ϶˔ЫАЕ Ϭ ꜘβϥ 

ІЕй˔ЅχТ϶˔ЫАЕ Ϭ ꜘβϥ ›ψʺԏ τО˔ГϰЄдр Ϭ◙ ΰο show 

device storage format ЀЫрЖϬם“ΰϘβ ԏ̒ Ϭ◙ ΰσΜ ›ψβϓοχО˔ГϰЄдрχ

Υ ꜘήϦϘβʻ 

꜠ 

show device storage f ormat  PARTITION 

‮  

‮   

PARTITION О˔ГϰЄдр Ϭ◙ ΰϘβʻ 

= ► ᴦ σО˔ГϰЄдр ψʺmmcblk<1 -9>p<1 -9>ʺ
sd<a -z><1 -9>ρΜΞἹ꜠τσϤϘβʻ 

= О˔ГϰЄдрΥ ∕βϥ ›ʺˮTab˯Ϻ˔Ϭ βϥ
ρʺО˔ГϰЄдр χ Ϭ ḁβϥάρΥπΦϘβ  ̒

AI ϵАЅϿ˔Еϳϴϱπψήϣτ τ nvme0n1p<1 -9>Υ
ΠϘβʻ 

 

 

Т϶˔ЫАЕ 

Part i tion  Type  Crypt  

PARTITION  TYPE  CRYPT 

ˢ ˣ 

‮  

‮   

PARTITION О˔ГϰЄдр Υ ꜘήϦϘβʻ 

TYPE ТϮϱиЄІГЭЌϱФΥ ꜘήϦϘβʻ 

  

-  

ӟᴞχςκϣΤχ Ϭ ΰϘβʻ 

= Ӛ‹ᴟ ΤνЫϳрЕήϦοΜσΜ  

= Т϶˔ЫАЕήϦοΜσΜ  

ext4 EXT4ТϮϱиЄІГЭ 

xfs XFSТϮϱиЄІГЭ 

vfat  VFATТϮϱиЄІГЭ 
 

CRYPT О˔ГϰЄдрχӚ‹ᴟ Υ ꜘήϦϘβʻ 

  

Disable  Ӛ‹ᴟ  

Enable Ӛ‹ᴟ  
 

“ם  

г˔Ѓ˔Я˔Жπ Ӛ‹ᴟχ ext4 πТ϶˔ЫАЕήϦθ/dev/sda1 χТ϶˔ЫАЕ Ϭ ꜘΰ

Ϙβʻ 

 

ag10- sy3$ show device storage format sda1  8 

Partition  Type  Crypt  

sda1       ext4  Disable  
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4.9 ТϮϱиχ ⌠ 

 

ТϮϱиχԁ ꜘʺӱ ʺЀС˔ʺ⌡ Ϭ“ΜϘβʻ 

 
ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

 ТϮϱиϬзІЕ ꜘβϥ 

ТϮϱиϬзІЕ ꜘβϥτψʺshow file ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show file [ PATH]  

‮  

‮   

PATH PATH τ◙ ΰθДϰйϼЕз˔τΚϥТϮϱиΥзІЕ ꜘήϦ

Ϙβʻ 

PATH Ϭ βϥρʺкϽϱрг˔Ѓ˔χШ˔ЭДϰйϼЕ
з˔τΚϥТϮϱиΥзІЕ ꜘήϦϘβʻ 

Т϶˔ЫАЕ 

PERMISSION OWNER GROUP SIZE TIMESTAMP FILENAME 

‮  

‮   

PERMISSION ТϮϱиχО˔ЬАЄдрΥ ꜘήϦϘβʻ 

ˮls - l˯ЀЫрЖϬם“ΰθρΦρ αἹ꜠πβʻ 

 

OWNER ТϮϱиχ יּ Υ ꜘήϦϘβʻ 

GROUP ТϮϱиχϽи˔Ф Υ ꜘήϦϘβʻ 

SIZE ТϮϱиЂϱЇˢНϱЕˣΥ ꜘήϦϘβʻ 

TIMESTAMP ТϮϱиΥ ήϦθⱲ⁭ˢк˔ϸиЌϱЭˣΥʺRFC 3339Ἱ꜠π

ꜘήϦϘβʻ 

FILENAME ТϮϱи Υ ꜘήϦϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show file /etc/amnimo/config.yaml 8 βPATHτТϮϱи Ϭ◙ ΰθ › 

- rw- r -- r --  root root 8325 2020 - 01- 01T00:00:00Z config.yaml  

amnimo# show file /etc/amnimo  8   βPATHτДϰйϼЕз˔Ϭ◙ ΰθ › 

- rw- r -- r --  root root  762  2020- 01- 01T00:00:00Z amenv.conf  

- rw- r -- r --  root root  265 2020 - 01- 01T00:00:00Z archive.list  

- rw- r -- r --  root root 8325 2020 - 01- 01T00:00:00Z config.yaml  

drwxr - xr - x root root 4096 2020 - 01- 01T00:00:00Z default  

- rwxr - xr - x root root  861 2020 - 01- 01T00:00:00Z en crypt  

drwxr - xr - x root root 4096 2020 - 01- 01T00:00:00Z if - configured.d  
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drwxr - xr - x root root 4096 2020 - 01- 01T00:00:00Z if - configuring.d  

drwxr - xr - x root root 4096 2020 - 01- 01T00:00:00Z if - down.d 

drwxr - xr - x root root 4096 2020 - 01- 01T00:00:00Z if - post - down.d 

drwxr - xr - x root root 4096 2020 - 01- 01T00:00:00Z if - post - up.d  

drwxr - xr - x root root 4096 2020 - 01- 01T00:00:00Z if - up.d  

drwxr - xr - x root root 4096 2020 - 01- 01T00:00:00Z service  

- rwxr - xr - x root root  243 2020 - 01- 01T00:00:00Z uvol - detection  

drwxr - xr - x root root 4096 2020 - 01- 01T00:00:00Z uvol - detection.d  

- rwxr - xr - x root root  242 2020 - 01- 01T00:00:00Z uvol - recovery  

drwxr - xr - x root root 4096 2020 - 01- 01T00:00:00Z uvol - recovery.d  

 

 ТϮϱиϬӱ βϥ 

ТϮϱиϬӱ βϥτψʺfile move ЀЫрЖϬם“ΰϘβʻ 

꜠ 

file move SRC- FILENAME DST- FI LENAME 

‮  

‮   

SRC-FILENAME ӱ ᾕχТϮϱи Ϭ◙ ΰϘβʻ 

ˮTab˯Ϻ˔Ϭ βϥρʺ ТϮϱи χ Ϭ ḁβϥάρΥπ
ΦϘβʻ 

DST-FILENAME ӱ χТϮϱи Ϭ◙ ΰϘβʻ 

ˮTab˯Ϻ˔Ϭ βϥρʺ ТϮϱи χ Ϭ ḁβϥάρΥπ
ΦϘβʻ 

 

 

= SRC-FILENAME ρ DST-FILENAME τʺ αТϮϱи Ϭ◙ βϥάρψπΦϘδϭʻ 

= SRC-FILENAME ρ DST-FILENAME τʺДϰйϼЕз˔Ϭ◙ βϥάρψπΦϘδϭʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# file move /etc/amnimo/config.yaml .backup  /etc/amnimo/config.yaml .backup2  8 
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 ТϮϱиϬЀС˔βϥ 

ТϮϱиϬЀС˔βϥτψʺfile copy ЀЫрЖϬם“ΰϘβʻ 

꜠ 

file copy < config  | SRC- FILENAME> < config  | DST- FILENAME> 

‮  

‮   

config  ˮ/etc/amnimo/config.yaml ˯Υ ήϦϘβʻ 

SRC-FILENAME ӱ ᾕχТϮϱи Ϭ◙ ΰϘβʻ 

ˮTab˯Ϻ˔Ϭ βϥρʺ ТϮϱи χ Ϭ ḁβϥάρΥπ

ΦϘβʻ 

DST-FILENAME ӱ χТϮϱи Ϭ◙ ΰϘβʻ 

ˮTab˯Ϻ˔Ϭ βϥρʺ ТϮϱи χ Ϭ ḁβϥάρΥπ

ΦϘβʻ 

 

 

= SRC-FILENAME ρ DST-FILENAME τʺ αТϮϱи Ϭ◙ βϥάρψπΦϘδϭʻ 

= SRC-FILENAME ρ DST-FILENAME τʺДϰйϼЕз˔Ϭ◙ βϥάρψπΦϘδϭʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# file copy config  /etc/amnimo/config.yaml.backup 8 

 

 ТϮϱиϬ⌡ βϥ 

ТϮϱиϬ⌡ βϥτψʺno file ЀЫрЖϬם“ΰϘβʻ 

꜠ 

no file <PATH> 

‮  

‮   

PATH PATHτ⌡ βϥТϮϱиϬ◙ ΰϘβʻ 

 

 
PATHτʺДϰйϼЕз˔Ϭ◙ βϥάρψπΦϘδϭʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# no file  /etc/amnimo/config.yaml.backup 2 8 
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5  ЯНϱиχ ⌠ 

 

πψ Я̋НϱиЯЅв˔иχ ᾛχ Ὲʺ ІГ˔ЌІχ ꜘʺ︣ πχ ρ Я̋Нϱи

ᵕ χ σςϬ“ΜϘβʻ 

5.1 ЯНϱиЯЅв˔иϬ ꜘβϥ 

ЯНϱиЯЅв˔иϬ ꜘβϥτψʺshow device mobile ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show device mobile [module MODULE- NUMBER] [sim [ SIM- NUMBER]]  

‮  

‮   

module  MODULE-NUMBERτʺЯНϱиЯЅв˔и ‹Ϭ◙ ΰϘβʻ 

χЯНϱиЯЅв˔иϬ ∏ΰοΜϥ ›τ ῟ρσϤ

Ϙβʻ 

sim SIM-NUMBER τʺSIM ІкАЕ ‹ˢSIMʿSubscriber identity 

moduleʿἸ Ṝ ЯЅв˔иˣϬ◙ ΰϘβʻ 

Т϶˔ЫАЕ 

# ----  module MODULE- NUMBER ----  

manufacturer  MANUFACTURER 

model   MODEL 

fw_version  FW_VERSION 

imei   IMEI  

# ----  sim SIM- NUMBER ----  

pin   PIN- STATUS 

iccid   ICCID 

imsi   IMSI  

MSISDN 
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‮  

‮   

MODULE-NUMBER ЯНϱиЯЅв˔и ‹Υ ꜘήϦϘβʻ 

SIM-NUMBER SIMІкАЕ ‹Υ ꜘήϦϘβʻ 

MANUFACTURER ЯНϱиЯЅв˔иχЮ˔ϸ˔ Υ ꜘήϦϘβʻ 

MODEL ЯНϱиЯЅв˔иχЯДи Υ ꜘήϦϘβʻ 

FW_VERSION ЯНϱиЯЅв˔иχТϮ˔ЭϳϴϯН˔ЅдрΥ ꜘήϦϘβʻ 

IMEI ЯНϱиЯЅв˔иχ IMEI Υ ꜘήϦϘβʻ 

PIN-STATUS SIMϘθψ eSIM χ PINЀ˔Жχ Υ ꜘήϦϘβʻ 

ꜘ  

READY = SIM► ᴦ  

PINкАϼΥ ῟σ Ϝ̋ΰΨψ PINкАϼΥᵔ ήϦ

θ  

SIM PIN = PINЀ˔Ж  

PINкАϼᵔ κ  

SIM PUK = PUKЀ˔Ж  

PINЀ˔Жχ Ϭԁ ᵕ ḧӸΠ к̋Аϼΰθ  
 

ICCID SIM Ϙθψ eSIM χ ICCIDˢIC Card Identifier ʿᾤ ꜡ ‹ˣΥ ꜘή

ϦϘβʻ 

IMSI SIMϘθψ eSIM χ IMSIˢInternational Mobile Subscriber Identity ʿᴥ

꜡יּ ‹ˣΥ ꜘήϦϘβʻ 

MSISDN SIMϘθψ eSIM τMSISDNˢMobile Subscriber ISDNNumber ʿ

‹ˣΥ ήϦοΜϥ ›ʺˮmsisdn MSISDN˯ρ ꜘήϦϘβʻἸ τ

ϢμοMSISDN Υ ήϦοΜσΜ ›ΥΚϤϘβʻ 

 

 

Ṑ π ꜘήϦϥ SIM ψʺΩ πψσΜᴦ ΥΚϤϘβʻΩ χ SIM ψʺSIM

Ϭ  ΰθΚρτέᶎ ΨιήΜʻ 

 ˰5.2.3 SIM Ϭ  βϥ˱ 
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“ם   

“ם 1 

“ם “ם˙1 5χЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ

˔Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo$ show device mobile 8 

# ----  module 0 ----  

manufacturer  GOSUNCN 

model   ME3630- J2A 

fw_version  ME3630J2AV1.0B18 [Sep 15 2018 17:04:51]  

imei   123456789012345 

# ----  module 0 sim 0 ----  

iccid   1122334455667788990 

imsi   998877665544332 

msisdn   07012345678 

# ----  module 0 sim 1 ----  

iccid   1122334455667788990 

imsi   998877665544332 

msisdn   07012345678 

“ם 2 

 

amnimo$ show device mobile module 0 8 

# ----  module 0 ----  

manufacturer  GOSUNCN 

model   ME3630- J2A 

fw_version  ME3630J2AV1.0B18 [Sep 15 2018 17:04:51]  

imei   123456789012345 

# ----  module 0 sim 0 ----  

iccid   1122334455667788990 

imsi   998877665544332 

msis dn   07012345678 

# ----  module 0 sim 1 ----  

iccid   1122334455667788990 

imsi   998877665544332 

msisdn   07012345678 

“ם 3 

 

amnimo$ show device mobile sim 8 

# ----  module 0 sim 0 ----  

iccid   1122334455667788990 

imsi   998877665544332 

msisdn   07012345678 

# ----  module 0 sim 1 ----  

iccid   1122334455667788990 

imsi   998877665544332 

msisdn   07012345678 
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“ם 4 

 

amnimo$ show device mobile module 0 sim 8 

# ----  module 0 sim 0 ----  

iccid   1122334455667788990 

imsi   998877665544332 

msisdn   07012345678 

# ----  module 0 sim 1 ----  

iccid   1122334455667788990 

imsi   998877665544332 

msisdn   07012345678 

amnimo$ show device mobile sim module 0 8 

ˢ Ṝρ α ˣ 

“ם 5 

 

amnimo$ show device mobile module 0 sim 0 8 

# ----  module 0 sim 0 ----  

iccid   1122334455667788990 

imsi   998877665544332 

msisdn   07012345678 

amnimo$ show device mobile sim 0 module 0 8 

ˢ Ṝρ α ˣ 
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5.2 ЯНϱиЯЅв˔иϬ Ὲβϥ 

 

ЯНϱиЯЅв˔иχ ᾛχON˗OFFʺзЈАЕʺSIM χ  Ϭ“ΜϘβʻ 

 ЯНϱиЯЅв˔иχ ᾛϬ ONτβϥ 

 

ЯНϱиЯЅв˔иχ ᾛϬONτβϥτψʺdevice mobile  power ЀЫрЖϬם“ΰϘβʻ 

꜠ 

device mobile power module <MODULE- NUMBER> 

‮  

‮   

MODULE-NUMBER ЯНϱиЯЅв˔иχ ‹Ϭ◙ ΰοʺ ᾛϬ ONτΰϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# device mobile  power module 0 8 βЯНϱиЯЅв˔и 0χ ᾛϬONτΰϘβ 

 

 ЯНϱиЯЅв˔иχ ᾛϬзЈАЕβϥ 

 

ЯНϱиЯЅв˔иχ ᾛϬзЈАЕβϥτψʺdevice mobile  reset ЀЫрЖτ reset ϷФЄдр

Ϭ Ϊοם“ΰϘβʻ 

꜠ 

device mobile reset module <MODULE- NUMBER> 

‮  

‮   

MODULE-NUMBER ЯНϱиЯЅв˔иχ ‹Ϭ◙ ΰοʺ ᾛϬзЈАЕΰϘβʻ 

 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# device mobile  reset  module 0 8 βЯНϱиЯЅв˔и 0ϬзЈАЕΰϘβ 
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 SIM Ϭ  βϥ 

SIM Ϭ  βϥτψʺdevice mobile information ЀЫрЖϬם“ΰϘβʻ 

꜠ 

device mobile information module <MODULE- NUMBER> 

‮  

‮   

module  MODULE-NUMBER τЯНϱиЯЅв˔иχ ‹Ϭ◙ ΰοʺSIM

Ϭ  ΰϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔Жπ Ѐ̋ЫрЖχ ρ ψ απβ ӟ̒ᴞτ s̋im0 s̋im1ρϜτ SIM

Υ ήϦοΜϥ ›χḚ “םЯ˔Жχיּ ϬꜘΰϘβʻ 

 

amnimo# device mobile information  module 0 8ЯНϱиЯЅв˔и 0χ SIM Ϭ   

# ----  module 0 sim 0 ----  

pin   READY 

iccid   1122334455667788990 

imsi   998877665544332 

msisdn   07012345678 

# ----  module 0 sim 1 ----  

pin   READY 

iccid   2122334455667788990 

imsi   898877665544332 

msisdn   08098761234 
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 ЯНϱиЯЅв˔иχ ᾛϬ OFFτβϥ 

ЯНϱиЯЅв˔иχ ᾛϬOFFτβϥτψʺno device mobile  power ЀЫрЖϬם“ΰϘβʻ 

꜠ 

no device mobile  power module <MODULE- NUMBER> 

‮  

‮   

MODULE-NUMBER MODULE-NUMBER τЯНϱиЯЅв˔иχ ‹Ϭ◙ ΰοʺЯН

ϱиЯЅв˔иχ ᾛϬ OFFτΰϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# no device mobile power module 0 8 βЯНϱиЯЅв˔и 0χ ᾛϬOFFτΰϘβ 
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 PINχ Ϭᶎ βϥ 

PIN(Personal Identification Number) χ Ϭᶎ βϥτψʺdevice mobile  pin status ЀЫр

ЖϬם“ΰϘβʻ 

 

ЯНϱиЯЅв˔иχϱрЌ˔ТϴϱІ(ecm0)Υ ῟πΚϥ ›ʺ ЀЫрЖψ πΦϘ

δϭʻ 

꜠ 

device mobile  pin status  module <MODULE- NUMBER> sim <SIM- NUMBER> 

‮  

‮   

MODULE-NUMBER χЯНϱиЯЅв˔иχ ‹Ϭ◙ ΰϘβʻ 

SIM-NUMBER χЯНϱиЯЅв˔иτ ΰοΜϥ SIM χ ‹Ϭ◙ ΰϘ

βʻ 

Ὣᴮ 

‮   

READY: MT is not pending for any password  PINкАϼΥ ῟σ Ϝ̋ΰΨψ PINкАϼΥ

ᵔ ήϦθ  

SIM PUK: MT is waiting phone -to-very first 

SIM/UICC card password to be given  

PIN Ѐ˔Жχ Ϭԁ ᵕ ḧӸΠʺкАϼ

ΰθ  

SIM PIN: MT is waiting SIM PIN to be given  PINкАϼᵔ κ  

“ם  

ЯНϱиЯЅв˔иχϱрЌ˔ТϴϱІ ecm0Υ ῟πΚϥ π Я̋НϱиЯЅв˔и 0χSIM0

ρ SIM1χ PIN Ϭᶎ ΰϘβʻḚ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ

απβʻӟᴞτʺḚ “םЯ˔Жχיּ ϬꜘΰϘβʻ 

 

amnimo# device mobile pin status module 0 sim 0  8  

READY: MT is not pending for any password  βPINкАϼΥ ῟σ Ϝ̋ΰΨψ PINкАϼΥᵔ

ήϦθ   

amnimo# device mobile pin status module 0 sim 1 8  

SIM PUK: MT is waiting phone - to - very first SIM/UICC card password to be given  βPINЀ˔

Жχ Ϭԁ ᵕ ḧӸΠʺкАϼΰθ  
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 SIM ϸ˔ЖкАϼϬᵔ βϥ 

SIM ϸ˔ЖкАϼϬᵔ βϥτψʺdevice mobile  pin unlock ЀЫрЖϬם“ΰϘβʻ 

 
PINЀ˔ЖψΣ►Μχ SIM Ϭ “ΰθ Ϻазϯτ Μ›ϩδΨιήΜʻ 

 

꜠ 

device mobile  pin unlock  <PIN- CODE> module <MODULE- NUMBER> sim <SIM- NUMBER> 

‮  

‮   

PIN-CODE PINЀ˔ЖϬ◙ ΰϘβʻ 

MODULE-NUMBER χЯНϱиЯЅв˔иχ ‹Ϭ◙ ΰϘβʻ 

SIM-NUMBER χЯНϱиЯЅв˔иτ ΰοΜϥ SIM χ ‹Ϭ◙ ΰϘ

βʻ 

“ם  

ЯНϱиЯЅв˔и 0χ SIM0 χ SIM ϸ˔ЖкАϼϬ PIN Ѐ˔Ж τϢϤᵔ ΰϘβʻḚ יּ

Я˔Жρ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ Ϭꜘΰ

Ϙβʻ 

‮   

PINЀ˔Ж 1234 

 

amnimo# device mobile pin unlock 1234 module 0 sim 0  8  
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 PINЀ˔ЖϬ ῟τβϥ 

PINЀ˔ЖϬ ῟τβϥτψʺdevice mobile  pin enable ЀЫрЖϬם“ΰϘβʻ 

 
PINЀ˔ЖψΣ►Μχ SIM Ϭ “ΰθ Ϻазϯτ Μ›ϩδΨιήΜʻ 

 

꜠ 

device mobile  pin enable  <PIN- CODE> module <MODULE- NUMBER> sim <SIM- NUMBER> 

‮  

‮   

PIN-CODE PINЀ˔ЖϬ◙ ΰϘβʻ 

MODULE-NUMBER χЯНϱиЯЅв˔иχ ‹Ϭ◙ ΰϘβʻ 

SIM-NUMBER χЯНϱиЯЅв˔иτ ΰοΜϥ SIM χ ‹Ϭ◙ ΰϘ

βʻ 

“ם  

ЯНϱиЯЅв˔и 0χ SIM0χ PINЀ˔ЖϬ ῟τΰϘβʻḚ Я˔Жρיּ Я˔ЖπʺЀЫ

рЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ ϬꜘΰϘβʻ 

‮   

PINЀ˔Ж 1234 

 

amnimo# device mobile pin enable  1234 module 0 sim 0  8  
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 PINЀ˔ЖϬ ῟τβϥ 

PINЀ˔ЖϬ ῟τβϥτψʺdevice mobile  pin disable ЀЫрЖϬם“ΰϘβʻ 

 
PINЀ˔ЖψΣ►Μχ SIM Ϭ “ΰθ Ϻазϯτ Μ›ϩδΨιήΜʻ 

 

꜠ 

device mobile  pin disable  <PIN- CODE> module <MODULE- NUMBER> sim <SIM- NUMBER> 

‮  

‮   

PIN-CODE PINЀ˔ЖϬ◙ ΰϘβʻ 

MODULE-NUMBER χЯНϱиЯЅв˔иχ ‹Ϭ◙ ΰϘβʻ 

SIM-NUMBER χЯНϱиЯЅв˔иτ ΰοΜϥ SIM χ ‹Ϭ◙ ΰϘ

βʻ 

“ם  

ЯНϱиЯЅв˔и 0χ SIM0χ PINЀ˔ЖϬ ῟τΰϘβʻḚ Я˔Жρיּ Я˔ЖπʺЀЫ

рЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ ϬꜘΰϘβʻ 

‮   

PINЀ˔Ж 1234 

 

amnimo# device mobile pin  dis able  1234 module 0 sim 0  8  
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 PINЀ˔ЖϬ  βϥ 

PINЀ˔ЖϬ  τβϥτψʺdevice mobile  pin change ЀЫрЖϬם“ΰϘβʻ 

 
PINЀ˔ЖψΣ►Μχ SIM Ϭ “ΰθ Ϻазϯτ Μ›ϩδΨιήΜʻ 

 

꜠ 

device mobile  pin change <OLD- PIN- CODE> <NEW- PIN- CODE> module <MODULE- NUMBER> sim <SIM

- NUMBER> 

‮  

‮   

OLD-PIN-CODE ᾝ∕χ PINЀ˔ЖϬ◙ ΰϘβʻ 

NEW-PIN-CODE ΰΨ βϥ PINЀ˔ЖϬ◙ ΰϘβʻ 

MODULE-NUMBER χЯНϱиЯЅв˔иχ ‹Ϭ◙ ΰϘβʻ 

SIM-NUMBER χЯНϱиЯЅв˔иτ ΰοΜϥ SIM χ ‹Ϭ◙ ΰϘ

βʻ 

“ם  

ЯНϱиЯЅв˔и 0χ SIM0 χ PIN Ѐ˔ЖϬ 1234Τϣ 9876τ  ΰϘβʻḚ Я˔Жρיּ

Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ ϬꜘΰϘβʻ 

‮   

ᾝ PINЀ˔Ж 1234 

PINЀ˔Ж 9876 

 

amnimo# device mobile pin  change 1234 9876 module 0 sim 0  8  
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 PUKЀ˔ЖτϢϤ PINкАϼϬᵔ βϥ 

PUK(Personal Unbloking Key) Ѐ˔ЖτϢϤ PINкАϼϬᵔ βϥτψʺdevice mobile  puk ЀЫ

рЖϬם“ΰϘβʻ 

 
PINЀ˔Ж˗PUKЀ˔ЖψΣ►Μχ SIM Ϭ “ΰθ Ϻазϯτ Μ›ϩδΨιήΜʻ 

 PUKЀ˔Жχ Ϭԁ ᵕ ﬞ βϥρΣ►Μ SIM ϸ˔ЖΥ► πΦσΨσϤ ™̋ “βϥ

ΥΚϥᴦ ΥΚϤϘβʻϘθ™ “βϥ ›ψ™ “︣ Υ βϥᴦ ΥΚϤ

Ϙβχπέ ӪΨιήΜʻ 

꜠ 

device mobile  puk <PUK- CODE> <PIN- CODE> module <MODULE- NUMBER> sim <SIM- NUMBER> 

‮  

‮   

PUK-CODE PUKЀ˔ЖϬ◙ ΰϘβʻ 

PIN-CODE ΰΨ βϥ PINЀ˔ЖϬ◙ ΰϘβʻ 

MODULE-NUMBER χЯНϱиЯЅв˔иχ ‹Ϭ◙ ΰϘβʻ 

SIM-NUMBER χЯНϱиЯЅв˔иτ ΰοΜϥ SIM χ ‹Ϭ◙ ΰϘ

βʻ 

 

“ם  

ЯНϱиЯЅв˔и 0χ SIM0 χ PUKЀ˔ЖτϢϤ PINкАϼ Ϭᵔ ΰϘβʻḚ Я˔Жיּ

ρ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ ϬꜘΰϘβ  ̒

‮   

PUKЀ˔Ж 12345678 

PINЀ˔Ж 9876 

 

amnimo# device mobile p uk 12345678 9876 module 0 sim 0  8  
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5.3 ЯНϱиᵕ χ ІГ˔ЌІϬ ꜘβϥ 

ЯНϱиᵕ χ ІГ˔ЌІϬ ꜘβϥτψʺshow mobile ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show mobile [ IFNAME]  

‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

IFNAME Ϭ βϥρʺЯНϱи ήϦοΜϥβϓοχϱ
рЌ˔ТϴϱІχ Υ ꜘήϦϘβʻ 

Т϶˔ЫАЕ 

# ----  mobile IFNAME ----  

number   MODULE- NUMBER 

module   MODULE- NAME 

peer   MOB- PEER- NAME 

session   SESSION- NAME 

sim   SIM- NUMBER 

apn   APN 

state   STATE 

rat   RAT 

ARFCN 

UARFCN 

EARFCN 

band  BAND 

mcc  MCC 

mnc  MNC 

TAC 

cellid   CELLID 

LAC 

PCI 

PSC 

BSIC 

rssi   RSSI 

RSCP 

RSRP 

RSRQ 

SINR 

ecio   ECIO 

DURATION 
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‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Υ ꜘήϦϘβʻ 

MODULE-

NUMBER 

ЯНϱиЯЅв˔и ‹Υ ꜘήϦϘβʻ 

MODULE-

NAME 

ЯНϱиЯЅв˔и Υ ꜘήϦϘβʻ 

MOB-PEER-

NAME 

ЯНϱиЯЅв˔иχ Υ ꜘήϦϘβʻ 

SESSION-

NAME 

ЯНϱиЈАЄдр Υ ꜘήϦϘβʻ 

SIM-NUMBER SIMІкАЕ ‹Υ ꜘήϦϘβʻ 

APN APNˢAccess Point NameʿϯϼЈІЪϱрЕ ˣΥ ꜘήϦϘβʻ 

STATE ЯНϱиЯЅв˔иχ Υ ꜘήϦϘβʻ 
 

  

dialing   

connected   

disconnected   
 

RAT RATˢRadio Access Technologyʿ ϯϼЈІṪ ʺЯНϱи ᵕ ˣΥ

ꜘήϦϘβʻ 
 

  

GPRS 2G 

EDGE 2G 

WCDMA 3G 

HSDPA 3G 

HSUPA 3G 

HSDPA-HSUPA 3G 

E-UTRAN 4G 
 

ARFCN ARFCNs Absolute Radio Frequency Channel Number ˣΥ ꜘήϦϘβʻ2Gπ

ήϦοΜϥ ›ʺˮarfcn {︡ }˯ρ ꜘήϦϘβʻ 

UARFCN UARFCNs UTRAs Universal Terrestrial Radio Access  x Absolute Radio Frequency 

Channel Number Υx ꜘήϦϘβ 3̒Gπ ήϦοΜϥ ›ʺˮ uarfcn {︡ }˯

ρ ꜘήϦϘβʻ 

EARFCN EARFCNs E-UTRA Absolute Radio Frequency Channel Number Υx ꜘήϦϘβʻ

4Gπ ήϦοΜϥ ›ʺˮearfcn {︡ }˯ρ ꜘήϦϘβʻ 

BAND ► βϥ Υ ꜘήϦϘβʻ 

MCC MCCs Mobile Country Codeʿὀ ⱧỘּיχ֫ ӽЀ˔Ж Υx ꜘήϦϘβ  ̒

= ԁ τνΜοψʺӟᴞχЂϱЕϬ╥ ΰοΨιήΜʻ 
https://mcc -mnc-list.com/list  

= ӟᴞτ ϬꜘΰϘβʻ 
ʿ440ʺ441 

⁯ʿ310˙316 

MNC MNCˢMobile Network Code ʿ ṓ ⱧỘּי꜡ Ѐ˔ЖˣΥ ꜘήϦϘβʻ 

= ԁ τνΜοψʺӟᴞχЂϱЕϬ╥ ΰοΨιήΜʻ 
https://mcc -mnc-list.com/list  

= ӟᴞτ ϬꜘΰϘβʻ 
NTT ЖЀЯʿ10 
ЊТЕНрϼʿ20 
KDDIʿ50ʺ51ʺ53ʺ54 

TAC TACˢTracking Area Codeʿӱ χӡ Ϭꜘβϵзϯχ꜡ Ѐ˔ЖˣΥ ꜘή

ϦϘβʻ4Gπ ήϦοΜϥ ›ʺˮtac {︡ }˯ρ ꜘήϦϘβʻ 

CELLID CELLIDˢCell Identifyʿṁ ộ IDˣΥ ꜘήϦϘβʻ 
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‮   

LAC LACs Location Area Codeʿṁ ộχϵзϯЀ˔Ж Υx ꜘήϦϘβ 3̒Gπ ή

ϦοΜϥ ›ʺˮlac {︡ }˯ρ ꜘήϦϘβʻ 

PCI PCIˢPhysical Cell Idʿ Ји IDˣΥ ꜘήϦϘβʻ4Gπ ήϦοΜϥ

›ʺˮpci {︡ }˯ρ ꜘήϦϘβʻ 

PSC PSCs Primary Scrambling CodeʿW-CDMA ꜠χṁ ộ꜡ Ѐ˔ЖˣΥ ꜘήϦ

Ϙβʻ3Gπ ήϦοΜϥ ›ʺˮpsc {︡ }˯ρ ꜘήϦϘβʻ 

BSIC BSICˢBase Station Identity Code ʿGSM ꜠χṁ ộ꜡ Ѐ˔ЖˣΥ ꜘήϦϘ

βʻ2Gπ ήϦοΜϥ ›ʺˮbsic {︡ }˯ρ ꜘήϦϘβʻ 

RSSI RSSIs Received Signal Strength Indicator ʿ ế ˣΥ ꜘήϦϘβʻ 

ϯрГЗйЦи LED(ANT) RSSIйЦи 

► Ⱳ    

  LED  -73dBm ӟ  

ϞϞ   LED (500msḧᶖ) -74dBm˙-83dBm 

  LED (125msḧᶖ) -84dBm˙-93dBm 

ϞϞֿפ  LED (125msḧᶖ) -94dBm˙-109dBm 

LED  פֿ (500msḧᶖ) -110dBm˙-112dBm 

ίᵰ  LED  -113dBm ӟᴞ 
 

RSCP RSCPs Received Signal Code power in dBm ʿṆ ˣΥ ꜘήϦϘβʻ

3Gπ ήϦοΜϥ ›ʺˮrscp {︡ }˯ρ ꜘήϦϘβʻ 

ϯрГЗйЦи RSCPйЦи 

 -90dBmӟ  

 -90dBm˙-100dBm 

 100dBm˙113dBm- פֿ

ίᵰ -113dBmӟᴞ 
 

RSRP RSRPs Reference Signal Received Powerʿ╥ ‹ ʺ ḇ ˣΥ ꜘ

ήϦϘβʻ4Gπ ήϦοΜϥ ›ʺˮrsrp {︡ }˯ρ ꜘήϦϘβʻ 

ϯрГЗйЦи RSRPйЦи 

 -105dBm ӟ  

 -105dBm˙-115dBm 

 115dBm˙-120dBm- פֿ

ίᵰ -120dBm ӟᴞ 
 

RSRQ RSRQs Reference Signal Received Quality ʿ╥ ‹ ˣΥל ꜘήϦϘβʻ

4Gπ ήϦοΜϥ ›ʺˮrsrq {︡ }˯ρ ꜘήϦϘβʻ 

SINR SINRˢSignal to Interference plus Noise Ratio ʿ τ βϥḄ ˴╛ᴝ

χ ˣΥ ꜘήϦϘβʻ4Gπ ήϦοΜϥ ›ʺˮ sinr {︡ }˯ρ ꜘ

ήϦϘβʻ 

ECIO EC/IOˢPilot Strength EC/IO=RSCP/RSSI ʿṆ ‹ Ḅ ˣΥ ꜘ

ήϦϘβʻ 

DURATION ЯНϱи τ ΰοΜϥ Ὃ ⱲḧΥ ꜘήϦϘβʻ ӡψ πβʻ

ԁӡϘπ ꜘήϦϘβʻ 

ꜘψН˔Ѕдр 2.3.0ӟ‭χЊТЕϳϴϯπ ᴂΰοΜϘβʻ 
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“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show mobile ecm0  8 

# ----  mobile ecm0 ----  

number  0 

module  ME3630- J2A 

peer   amnimo- mobile  

session   amnimo- session  

sim   0 

apn   amnimo 

state   connected  

rat   E- UTRAN 

earfcn   1850 

band  3 

mcc  440 

mnc  10 

tac   4633 

cellid   49507893 

pci   404 

rssi   - 68.0  

rsrp   - 95.0  

rsrq   - 7.1  

sinr   186.0  

ecio   0.0  

duration          4508.1        minutes  
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5.4 ЯНϱиᵕ Ϭ︣ βϥ 

︣ πЯНϱиᵕ χ Ϭᵫ◐βϥτψʺmobile connect ЀЫрЖϬם“ΰϘβʻ 

꜠ 

mobile connect IFNAME [session SESSION- NAME]  

‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

SESSION-NAME ЈАЄдр Ϭ◙ ΰϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# mobile connect ecm0  8 

 

5.5 ЯНϱиᵕ Ϭ βϥ 

ế τЯНϱиᵕ Ϭ βϥτψʺno mobile connect ЀЫрЖϬם“ΰϘβʻ 

θιΰʺ Ⱳ Я˔Жχ ›ʺꜛ τ™ ήϦϘβʻ 

꜠ 

no mobile connect IFNAME 

‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# no mobile connect ecm0  8 
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5.6 ЯНϱиᵕ χ Ϭ ꜘβϥ 

ЯНϱиχ Ϭ ꜘβϥτψʺshow config mobile peer ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config mobile peer [ MOB- PEER- NAME]  

‮  

‮   

MOB-PEER-NAME ЯНϱиᵕ Ϭ◙ ΰϘβʻ 

MOB-PEER-NAME Ϭ βϥρʺβϓοχЯНϱи Υ
ꜘήϦϘβʻ 

Т϶˔ЫАЕ 

# ----  transition  to configure mode ----  

configure  

# ----  mobile peer MOB- PEER- NAME configure ----  

mobile peer MOB- PEER- NAME 

verbose VERBOSE 

module MODULE- NAME 

FAILSAFE 

# ----  session SESSION- NAME configure ----  

session SESSION- NAME 

ENABLE 

priority PRIORITY 

sim SIM 

PIN 

apn APN 

USERNAME 

password  secret  ENCRYPT- PASSWORD 

connect CONNECT 

authentication AUTHENTICATION 

operator  OPERATOR 

attach - timeout ATTACH- TIMEOUT 

call - timeout CALL- TIMEOUT 

IDLE- TIMEOUT 

CONNECTION- TIMEOUT 

RECONNECT- TIMEOUT 

DISCONNECT- DETECTION 

RETRY 

rat select RAT- SELECT 

rat preferred RAT- PREFERRED 

rat mode RAT- MODE 

RAT- SERVICE- BANDS 

exit  

exit  

# ----  exit  configure mode ----  

exit  
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‮  

‮   

MOB-PEER-NAME ЯНϱиᵕ Υ ꜘήϦϘβʻ 

VERBOSE ЮАЈ˔Ѕ йЦиΥ ꜘήϦϘβʻ 

MODULE-NAME ЯЅв˔и Υ ꜘήϦϘβʻ 

FAILSAFE ТϴϱиЈ˔Т Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮfailsafe retry FAILSAFE -RETRY reboot FAIL

SAFE-REBOOT˯ ρ ꜘήϦϘβʻ 

῟ ˮno failsafe˯ρ ꜘήϦϘβʻ 
 

FAILSAFE-RETRY ТϴϱиЈ˔ТχзЕжϱᵕ Υ ꜘήϦϘβʻ 

FAILSAFE-REBOOT ТϴϱиЈ˔ТχзУ˔Е Υ ꜘήϦϘβʻ 

SESSION-NAME ЈАЄдр Υ ꜘήϦϘβʻ 

ENABLE ЈАЄдрΥ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

PRIORITY Υ ꜘήϦϘβʻ 

ˮ0˯ΥΩ‰ ʺˮ9˯ΥΩ ρσϤϘβʻ 

SIM SIMІкАЕ ‹Υ ꜘήϦϘβʻ 

PIN SIM χ PIN Ѐ˔ЖΥ ήϦοΜϥ ›ʺˮpin { }˯ρ ꜘήϦϘ

βʻ 

APN APNΥ ꜘήϦϘβʻ 

USERNAME г˔Ѓ˔ Υ ήϦοΜϥ ›ʺˮ username { } ρ˯ ꜘήϦϘβ  ̒

ENCRYPT-PASSWORD ОІм˔ЖΥ ήϦοΜϥ ›ʺˮpassword secret  {Ӛ‹ᴟήϦθ

}˯ρ ꜘήϦϘβʻ 

CONNECT Υ ꜘήϦϘβʻ 

  

manual  ︣  

always Ⱳ  
 

AUTHENTICATION ꜠Υ ꜘήϦϘβʻ 

  

pap χ ꜠τ PAPˢPassword Authenticatio

n ProtocolˣϬ► ΰϘβʻ 

chap χ ꜠τ CHAPs Challenge Handshake 

Authentication Protocol ˣϬ► ΰϘβʻ 

both  χ ꜠τ PAPρCHAPχ ꜠Ϭ► ΰ

Ϙβʻ 
 

OPERATOR КАЕм˔ϼϷЧй˔Ќχ ꜠Υ ꜘήϦϘβʻ 

  

automatic  ꜛ π ᴦ σ Ϭ ΰϘβʻ 

manual  

{PLMN } 

ᴦ σ PLMN (Public Land Mobile Network) Ϭ◙

ΰʺᾧ ΰϘβʻ Ӥψ 0˙999999πβʻ 

manual -

automatic  

{PLMN } 

ᴦ σ PLMN (Public Land Mobile Network) Ϭ◙

ΰ ᾧ̋ ΰϘβʻ Ӥψ 0˙999999πβ ◙̒ ΰθ

PLMN τ πΦσΤμθ ›ψ Я̋Ѕв˔и π

ᴦ σ PLMN Ϭꜛ τ◙ ΰϘβʻ 
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‮   

ATTACH-TIMEOUT κⱲḧΥ ꜘήϦϘβʻ 

κⱲḧρψˮṁ ộρ Υᶎ ήϦϥϘπχⱲḧ˯πβʻ 

 

CALL-TIMEOUT ᾦό ΰ κⱲḧΥ ꜘήϦϘβʻ 

ᾦό ΰ κⱲḧρψˮṁ ộρ Υᶎ ΰοΤϣ ήϦϥϘ

πχⱲḧ˯πβʻ 

IDLE-TIMEOUT ᾁ ⱲḧΥ ήϦοΜϥ ›ʺˮ idle-timeout { } ρ˯ ꜘή

ϦϘβʻ 

ρψЯНϱиЯЅв˔иϬ ΰο ΰθОϾАЕϬḗ♪
ΰʺ ОϾАЕΥᾁ ήϦσΜ πβʻθιΰӟᴞОϾАЕψ

ḗ♪ πψΚϤϘδϭʻ 

= IGMPОϾАЕ 

= ӟᴞχ ICMPОϾАЕ 

destination unreachable, echo request  

= ӟᴞχ UDPОϾАЕ 

DNSʺDHCPʺNTPʺSSDP 

= SYNОϾАЕ 

= IPv4ӟᵰχ Ethertn et ЌϱФ ‹χОϾАЕ 

CONNECTION-

TIMEOUT 

Ω ⱲḧΥ ήϦοΜϥ ›ʺˮconnection -timeout { }˯ρ

ꜘήϦϘβʻ 

RECONNECT-

TIMEOUT 

™ κⱲḧΥ ήϦοΜϥ ›ʺˮ reconnect -timeout { }˯ρ

ꜘήϦϘβʻ 

DISCONNECT-

DETECTION 

ᾁ Ṑ Υ ήϦοΜϥ ›ʺˮdisconnect -detection time 

DISCONNECT-TIME rssi DISCONNECT-RSSI˯ ρ ꜘήϦϘβʻ 

  

DISCONNECT-TIME ᾁ Ⱳḧˢ ˣΥ ꜘήϦϘβʻ 

DISCONNECT-RSSI ᾁ RSSI ˢdBmˣΥ ꜘήϦϘβʻ 
 

RETRY ᵕ зЕжϱᵕ Υ ήϦοΜϥ ›ʺˮretry { }˯ρ ꜘή

ϦϘβʻ 

зЕжϱϬם☼ΰσΜ ›ʺˮno retry˯ρ ꜘήϦϘβʻ 

RAT-SELECT RATˢRadio Access TechnologyˣЂ˔РІΥ ꜘήϦϘβʻ 

RAT-PREFERRED RATФзТϮ˔Ж Υ ꜘήϦϘβʻ 

RAT-MODE RATЯ˔Жχ Υ ꜘήϦϘβʻ 

  

auto ЯНϱиЯЅв˔иΥ► ᴦ σ RAT Ϭꜛ τ ΰ

Ϙβʻ 

manual  ► ᴦ σ RAT Ϭ◙ ΰϘβʻ► βϥ RAT ψʺrat 

service ЀЫрЖπ◙ ΰϘβʻ 
 

RAT-SERVICE-BANDS RATЂ˔РІНрЖΥ ήϦοΜθ ›ʺˮrat service  RAT-SERVICE 

RAT-BANDS˯ρ ꜘήϦϘβʻ 

RAT-SERVICE RATЂ˔РІχ Υ ꜘήϦϘβʻ 

RAT-BANDS НрЖ ‹χ Υ ꜘήϦϘβʻ 
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“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show config mobile peer amnimo - mobile  8 

# ----  transition  to configure mode. ----  

configure  

# ----  mobile peer amnimo - mobile configure ----  

mobile peer amnimo - mobile  

verbose informational  

module ME3630- J2A- PORT0 

failsafe retry 3 reboot 3  

# ----  session amnimo - session configure ----  

session amnimo - session  

enable  

priority 0  

sim 0  

apn amnimo 

username user  

password /ARnp8GLdLN3r5FFQ2B0yQ== 

connect always  

operator automatic  

authentication both  

attach - timeout 55  

call - timeout 30  

reconnect - timeout 30  

disconnect - detection time 30 rssi - 113 

no retry  

rat select 4G - 3G 

rat preferred 4G  

rat mode auto  

exit  

exit  

# ----  exit  configure mode. ----  

exit  
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5.7 ЯНϱиᵕ Ϭ βϥ 

ЯНϱиϬ βϥτψʺЯНϱиχ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻάά

π ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

mobile peer MOB- PEER- NAME 

verbose < emergencies  | alerts  | critical  | errors  | warnings  | notifications  | informa

tional  | debugging  > 

module MODULE- NAME 

failsafe [retry < 1 Ƶ 10>] [reboot < 1 Ƶ 10>]  

no failsafe  

session SESSION- NAME 

enable  

no enable  

priority < 0 Ƶ 9> 

sim < 0 Ƶ 3> 

pin  PIN 

no pin  

apn APN 

username USERNAME 

no username  

password 

password secret ENCRYPT- PASSWORD 

no password 

connect < manual | always > 

authentication < pap | chap | both > 

no authentication  

operator  <automatic  |  manual [ 0- 999999]  |  manual- automatic  [ 0- 999999] > 

attach - timeout < 1 Ƶ 600> 

call - timeout < 1 Ƶ 600> 

idle - timeout < 1 Ƶ 3600> 

no idle - timeout  

connection - timeout < 1 Ƶ 86400> 

no connection - timeout  

reconnect - timeout < 1 Ƶ 600> 

no reconnect - timeout  

disconnect - detection [time < 1 Ƶ 600>] [rssi < - 113 -  - 51>]  

no disconnect - detection  

retry < 1 Ƶ 9> 

no retry  

rat select < 4G- 3G- 2G | 4G- 3G | 4G- 2G |  4G | 3G- 2G | 3G | 2G |  AUTOMATIC> 

rat preferred < 4G | 3G | 2G> 

rat mode < auto  | manual> 

rat service < 4G | 3G | 2G> BANDS 

no rat service < 4G | 3G | 2G> 

exit  

no session SESSION- NAME 

exit  

no mobile peer MOB- PEER- NAME 
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ЀЫрЖ 

ЀЫрЖ  

mobile peer  MOB-PEER-NAME τЯНϱиᵕ Ϭ◙ ΰοʺ ЀЫрЖϬם“

ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ◙ ΰθЯНϱиᵕ χ

⇔ Я˔Жτӱ“ΰϘβʻ 

verbose ЮАЈ˔Ѕ йЦиϬ◙ ΰϘβʻ 

τψʺemergenciesʺalertsʺcritical ʺerrorsʺwarningsʺ
notifications ʺinformational ʺdebugging χΜγϦΤϬ ΰϘ
βʻ 

module  MODULE-NAME τЯЅв˔и Ϭ◙ ΰϘβʻ 

failsafe  ТϴϱиЈ˔ТϬ ῟τΰϘβʻДТ϶иЕ ψ ῟πβʻ 
 

  

retry  ТϴϱиЈ˔ТχзЕжϱᵕ Ϭʺ1˙10χ

Ӥπ◙ ΰϘβʻДТ϶иЕ ψ 3πβʻ 

reboot  ТϴϱиЈ˔ТχзУ˔Е Ϭʺ1˙10χ Ӥ

π◙ ΰϘβʻДТ϶иЕ ψ 3πβʻ 

 ТϴϱиЈ˔ТṐ χ ⇔τνΜοψ˰12.3 ТϴϱиЈ˔Т˱Ϭ

έ╥ ΨιήΜʻ 

no failsafe  ТϴϱиЈ˔ТϬ ῟τΰϘβʻ 

session ⇔ Я˔Жπ S̋ESSION-NAME τЈАЄдр Ϭ◙ ΰοם“βϥ

ρʺЈАЄдрχ ⇔ Я˔Жτӱ“ΰϘβʻ 

enable ЈАЄдрϬ ῟τΰϘβʻ 

no enable  ЈАЄдрϬ ῟τΰϘβʻ 

priority  Ϭʺ0˙9χ Ӥπ ΰϘβʻ 

sim SIMІкАЕ ‹Ϭʺ0˙3χ Ӥπ ΰϘβʻ 

pin SIM χ PINЀ˔ЖϬ ΰϘβʻ 

SIMχ PINΥ ῟σ ›ψ πβʻ 

 

no pin SIM χ PINЀ˔ЖϬ⌡ ΰϘβʻ 

apn APNϬ ΰϘβʻ 

username г˔Ѓ˔ Ϭ ΰϘβʻ 

г˔Ѓ˔ Υ σ SIMϬέ χ∑Ϝ Ӫχ Ⱬ ϬṜ∏βϥ
ϢΞτΣḻΜΰϘβʻ 

no username  г˔Ѓ˔ Ϭ⌡ ΰϘβʻ 

password  ОІм˔Ж( Ӛ‹ᴟ)Ϭ ΰϘβʻ 

= ͎ᵕ βϥ ΥΚϤϘβʻ 

= ήϦθОІм˔ЖψӚ‹ᴟΰθ π ήϦϘβʻ 

= ОІм˔ЖΥ σ SIM Ϭέ χ∑Ϝ Ӫχ Ⱬ ϬṜ∏
βϥϢΞτΣḻΜΰϘβʻ 

password secret  Ӛ‹ᴟОІм˔ЖϬ ΰϘβʻ 

no password  ОІм˔ЖϬ⌡ ΰϘβʻ 

connect  Ϭ◙ ΰϘβʻДТ϶иЕ ψˮalways˯πβʻ 
 

  

manual  ︣  

always Ⱳ  
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ЀЫрЖ  

authentication  ꜠Ϭ◙ ΰϘβʻДТ϶иЕ ψˮboth˯πβʻ 
 

  

pap χ ꜠τ PAPˢPassword Authentication P

rotocolˣϬ► ΰϘβʻ 

chap χ ꜠τ CHAPs Challenge Handshake Aut

hentication Protocol ˣϬ► ΰϘβʻ 

both  χ ꜠τ PAP ρ CHAP χ ꜠Ϭ► ΰϘ

βʻ 
 

no authentication  ꜠χ Ϭ⌡ ΰϘβʻ 

operator  КАЕм˔ϼϷЧй˔Ќ ꜠Ϭ◙ ΰϘβʻДТ϶иЕ ψ

ˮautomatic˯πβʻ 
 

  

automatic  ꜛ π ᴦ σ Ϭ ΰϘβʻ 

manual   ᴦ σ PLMN (Public Land Mobile Network) Ϭ

ԏ π◙ ΰʺᾧ ΰϘβʻ Ӥψ 0˙999999π

βʻ 

manual -

automatic  

ᴦ σ PLMN (Public Land Mobile Network) Ϭԏ

π◙ ΰ ᾧ̋ ΰϘβʻ Ӥψ 0˙999999πβʻ

◙ ΰθ PLMN τ πΦσΤμθ ›ψ Я̋Нϱи

ЯЅв˔и πꜛ τ ᴦ σ Ϭ ΰϘ

βʻ 
 

attach -timeout  κⱲḧˢ ˣϬʺ1˙600χ Ӥπ ΰϘβʻДТ϶иЕ ψ

ˮ55( )˯πβʻ 

κⱲḧρψˮṁ ộρ Υᶎ ήϦϥϘπχⱲḧ˯πβ  ̒

 

call - timeout  ᾦό ΰ κⱲḧˢ ˣϬʺ1˙600χ Ӥπ ΰϘβʻДТ϶иЕ

ψˮ30( )˯πβʻ 

ᾦό ΰ κⱲḧρψˮṁ ộρ Υᶎ ΰοΤϣ ήϦϥ

ϘπχⱲḧ˯πβʻ 

idle-timeout  ᾁ Ⱳḧˢ ˣϬʺ1˙3600χ Ӥπ ΰϘβʻ 

◙ ήϦθṍḧʺ ΥὋ ΰθ ›ʺᵕ Ϭ ΰϘβʻ 

ρψЯНϱиЯЅв˔иϬ ΰο ΰθОϾАЕϬḗ♪

ΰʺ ОϾАЕΥᾁ ήϦσΜ πβʻθιΰӟᴞОϾАЕ
ψḗ♪ πψΚϤϘδϭʻ 

= IGMPОϾАЕ 

= ӟᴞχ ICMPОϾАЕ 

destination unreachable, echo request  

= ӟᴞχ UDPОϾАЕ 

DNSʺDHCPʺNTPʺSSDP 

= SYNОϾАЕ 

= IPv4ӟᵰχ Ethertn et ЌϱФ ‹χОϾАЕ 

no idle -timeout  ᾁ Ṑ Ϭ ῟τ ΰϘβʻ 

connection -timeout  Ω Ⱳḧˢ ˣϬʺ1˙86400χ Ӥπ ΰϘβʻ 

◙ ήϦθṍḧʺ ΥὋ ΰθ ›ʺᵕ Ϭ ΰϘβʻ 

no connection -timeout  Ω ⱲḧϬ ῟τ ΰϘβʻ 

reconnect -timeout  ™ κⱲḧˢ ˣϬʺ1˙600χ Ӥπ ΰϘβʻДТ϶иЕ

ψˮ30( )˯πβʻ 

no reconnect -timeout  ™ κⱲḧϬ ῟τ ΰϘβʻ 
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ЀЫрЖ  

disconnect -detection  ᾁ Ṑ Ϭ ῟τΰϘβʻ 

RSSIΥ DISCONNECT-RSSI ӟᴞχ Ϭ DISCONNECT-TIME ḧὋ

ΰθ ›ʺᵕ Ϭ ΰϘβʻ 
 

  

time ᾁ Ⱳḧs Ϭx 1̋˙600χ Ӥπ◙

ΰϘβʻДТ϶иЕ ψˮ30( )˯πβʻ 

rssi ꜡ RSSIs dBm Ϭx -̋113˙-51χ Ӥ

π◙ ΰϘβ Д̒Т϶иЕ ψˮ -113(dB)m˯

πβʻ 
 

no disconnect -detection  ᾁ Ṑ Ϭ ῟τ ΰϘβʻ 

retry  ᵕ зЕжϱᵕ Ϭʺ1˙9χ Ӥπ ΰϘβʻДТ϶иЕ ψ

῟ˢno retryˣπβʻ 

no retry  ᵕ зЕжϱṐ Ϭ ῟τ ΰϘβʻ 

rat select  RATˢRadio Access TechnologyˣЂ˔РІϬ◙ ΰϘβʻ 

τψʺ4G-3G-2Gʺ4G-3Gʺ4G-2Gʺ4Gʺ3G-2Gʺ3Gʺ2Gʺ
AUTOMATIC χΜγϦΤϬ ΰϘβʻ► βϥЯЅв˔иτϢ

μο► ᴦ σ ψӰσϤϘβʻДТ϶иЕ ψ
ˮAUTOMATIC˯πβʻ 

rat preferred  RATФзТϮ˔Жρΰοʺ4Gʺ3Gʺ2GχΜγϦΤϬ◙ ΰϘβʻ 

► βϥЯЅв˔иτϢμο► ᴦ σ ψӰσϤϘβʻ 

 

rat mode  RATЯ˔ЖϬ◙ ΰϘβʻДТ϶иЕ ψˮauto˯πβʻ 
 

  

auto ЯНϱиЯЅв˔иΥ► ᴦ σ RAT Ϭꜛ

τ ΰϘβʻ 

manual  ► ᴦ σ RATϬ◙ ΰϘβʻ► βϥ RAT

ψʺrat service ЀЫрЖπ◙ ΰϘβʻ 
 

rat service  4G 3̋G 2̋GχΜγϦΤϬ◙ ΰ B̋ANDSτ► ΰθΜНрЖ ‹Ϭ◙

ΰοʺRATЂ˔РІϬ ΰϘβʻBANDSτψ , (ϸрЫ)Ỹ Ϥπ

χНрЖ ‹Ϭ ᴦ πβʻ 

= ► βϥЯЅв˔иτϢμο► ᴦ σ ψӰσϤϘβʻ 

= НрЖ ‹Ϭ ΰʺНрЖ ‹Ϭ ᾢβϥ ›ψ RAT Я˔
ЖϬºmanualºτ ΰοΨιήΜʻ 

no rat service  4Gʺ3Gʺ2GχΜγϦΤϬ◙ ΰοʺRATЂ˔РІНрЖϬ ῟τ

ΰϘβʻ 

► βϥЯЅв˔иτϢμο► ᴦ σ ψӰσϤϘβʻ 

 

exit ЈАЄдрχ ⇔ Я˔Жχ ›ʺЈАЄдрχ ⇔ Я˔ЖϬ

ΰοʺ ⇔ Я˔Жϒӱ“ΰϘβʻ 

no session  SESSION-NAME τЈАЄдр Ϭ◙ ΰο Ј̋АЄдр Ϭ⌡ ΰϘ

βʻ 

exit ⇔ Я˔Жχ ›ʺ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰ

Ϙβʻ 

no mobile peer  MOB-PEER-NAME τЯНϱиᵕ Ϭ◙ ΰοʺЯНϱи Ϭ⌡

ΰϘβʻ 
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 ᶆЯНϱи ‮ χ  

⇔ Я˔Жπ βϥⱲḧϞᵕ Ϭꜘβ‮ τνΜοʺ ᵔπ ΰϘβʻ 

 

 ЯНϱиᵕ χ Ὲ 

⇔ Я˔ЖΤϣ ᴦ σˮ κⱲḧ˯̋ˮᾦό ΰ κⱲḧ˯̋ˮᵕ зЕжϱᵕ ˯

ᶆ‮ Υᵕ ⱲχςχЌϱЬрϽπ► ήϦϥΤτνΜοᴞ τꜘΰϘβʻ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

‮  ᴂЀЫрЖ  ӡ ДТ϶иЕ  

Na attach -timeout  κⱲḧ  55 

Nc1 call - timeout  ᾦό ΰ κⱲḧ  30 

Nr1 retry  ᵕ зЕжϱᵕ  ᵕ no retry  

 

 

amnimo(cfg)# mobile peer MOB- PEER- NAME 

amnimo(cfg - mp- MOB- PEER- NAME)# session SESSION- NAME 

amnimo(cfg - mps- SESSION- NAME)# attach - timeout  Na 8 β κⱲḧ Ϭ◙  

amnimo(cfg - mps- SESSION- NAME)# call - timeout  Nc1 8 βᾦό ΰ κⱲḧ Ϭ◙  

amnimo(cfg - mps- SESSION- NAME)# retry  Nr 1 8  βᴗ зЕжϱᵕ  Ϭ◙  
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 ᾁ Ⱳḧ τϢϥЯНϱиᵕ χ Ὲ 

⇔ Я˔ЖΤϣˮ ᾁ Ⱳḧ˯Ϭ βϥάρπʺ◙ ήϦθṍḧʺ ΥὋ ΰ

θ ›τᴞ χ ϤЯНϱиᵕ χ ῈΥᴦ πβʻ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Ṑ ψДТ϶иЕπψ ῟τ ήϦοΜϥθϛʺ ῟τβϥ ›ψ ⇔ Я˔ЖΤϣ

Ϭ“μοΨιήΜʻ 

 

‮  ᴂЀЫрЖ  ӡ ДТ϶иЕ  

Ni idle-timeout  ᾁ Ⱳḧ  no idle -timeout  

 

 

amnimo(cfg)# mobile peer MOB- PEER- NAME 

amnimo(cfg - mp- MOB- PEER- NAME)# session SESSION- NAME 

amnimo(cfg - mps- SESSION- NAME)# idle - timeout  Ni  8 β ᾁ Ⱳḧ Ϭ◙  
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 Ω Ⱳḧ τϢϥЯНϱиᵕ χ Ὲ 

⇔ Я˔ЖΤϣˮΩ Ⱳḧ˯Ϭ βϥάρπʺ◙ ήϦθṍḧʺᵕ ΥὋ ΰ

θ ›τᴞ χ ϤЯНϱиᵕ χ ῈΥᴦ πβʻ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Ṑ ψДТ϶иЕπψ ῟τ ήϦοΜϥθϛʺ ῟τβϥ ›ψ ⇔ Я˔ЖΤϣ

Ϭ“μοΨιήΜʻ 

χᵕ ψʺϯЌАЎ ẉό ϬꜘΰϘβʻ 

 

‮  ᴂЀЫрЖ  ӡ ДТ϶иЕ  

Nc2 connection -timeout  Ω Ⱳḧ  no connection -timeout  

 

 

amnimo(cfg)# mobile peer MOB- PEER- NAME 

amnimo(cfg - mp- MOB- PEER- NAME)# session SESSION- NAME 

amnimo(cfg - mps- SESSION- NAME)# connection - timeout  Nc2 8 βΩ Ⱳḧ Ϭ◙  
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 ЯНϱиᵕ χ™ κ Ὲ 

⇔ Я˔ЖΤϣˮ™ κⱲḧ˯Ϭ βϥάρπʺṁ ộρԁⱲ τ ΥπΦσΨσϥ

ϢΞσϾ˔ІτΣΜοʺᴞ χ Ϥ ΰθⱲḧ ψᵕ δγ ϬӲⱱβϥϢΞ ῈΥ

ᴦ πβʻ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Ṑ ψ ΰθⱲḧ ʺᵕ ϬӲⱱβϥάρπᵕ ῇʺ™ ᵕ Ⱳτ

βϥ τΤΤϥϷ˔Н˔ХАЖϬ Πʺ χӗ Ϭ‰ϛϥθϛχṐ πβʻ 

 

ΰθⱲḧ τᵕ ™ ΥπΦσΤμθ ›ψᵕ ⌠Ϭ“ΜϘβʻ 

 

⇔ Я˔Жπ no reconnect -timeout  Ϭ◙ βϥάρπ ṁ̋ ộρχ ᾁ Ⱳτ Ⱳ

ᵕ χ ῈϬβϥάρϜᴦ πβʻ 

 

‮  ᴂЀЫрЖ  ӡ ДТ϶иЕ  

Nr2 reconnect -timeout  ™ κⱲḧ  30 

 

 

amnimo(cfg)# mobile peer MOB- PEER- NAME 

amnimo(cfg - mp- MOB- PEER- NAME)# session SESSION- NAME 

amnimo(cfg - mps- SESSION- NAME)# reconnect - timeout  Nr 2 8 β™ κⱲḧ Ϭ◙  

 

amnimo(cfg - mps- SESSION- NAME)#  no reconnect - timeout  8 βṐ Ϭ ῟ᴟβϥ › 
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 ᾁ Ṑ τϢϥЯНϱиᵕ χ Ὲ 

⇔ Я˔ЖΤϣˮ ᾁ Ṑ ˯Ϭ βϥάρπʺᴞ χ Ϥʺ◙ ήϦθⱲḧӟ τ RSSI

Υ◙ ήϦθ ӟᴞτσμθ ›τᵕ Ϭ βϥ ῈΥᴦ πβʻ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

⇔ Я˔Жπ no disconnect -detection Ϭ◙ βϥάρπ ί̋ᵰⱲπϜᵕ Ϭ“ϩσ

ΜϢΞτ ῈβϥάρΥᴦ πβ ά̒χ › “ם̋ 2 “ם̋ 3χϢΞτ ЈАЄдр

Ϭ“μοΜοϜᵕ Ϥ Πψ“ϩϦϘδϭʻ 

 ˮ5.7.2ם“ ˯ 

 

θιΰʺṁ ộϞ Ђ˔Н˔Τϣ ΥΚμθ ›ψ Ṑ χ ᵰπβʻάχ ›ʺ™

κⱲḧ τᵕ ™ ΥπΦσΤμθ ›ψᵕ Υ“ϩϦʺ ЈАЄдр

Ⱳψᵕ Υ Ϥ ϩϤϘβʻ 

 

‮  ᴂЀЫрЖ  ӡ ДТ϶иЕ  

Nrssi 

Ntime 

disconnect -detection  ᾁ  

ʾrssiʿ ᾁ  RSSI  

ʾtimeʿ ᾁ Ὃ ṍḧ 

rssiʿdBm 

timeʿ  

rssiʿ-113 

timeʿ30 

 

 

amnimo(cfg)# mobile peer MOB- PEER- NAME 

amnimo(cfg - mp- MOB- PEER- NAME)# session SESSION- NAME 

amnimo(cfg - mps- SESSION- NAME)# disconnect - detection  rssi Nr ssi  time Ntime  8 β ᾁ

Ṑ  Ϭ◙  

 

amnimo(cfg - mps- SESSION- NAME)#  no disconnect - detection  8 βṐ Ϭ ῟ᴟβϥ › 
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 ϱЦрЕρЈАЄдрχ Ϥ Π Ὲ 

ᶆ ‮ ρḩ βϥ ϱЦрЕτϢϤζχῇτ“ϩϦϥЈАЄдр ῈΥӰσϤϘβʻ 

No. ϱЦрЕ ḩ βϥ ЀЫрЖ ЈАЄдр Ὲ 

 

1 

 

ᵕ зЕжϱϷ˔Н˔ attach -timeout  

call - timeout  

retry 

ⱳτ χ‰ΜЈАЄдрτ

 

2 
ᾁ Ⱳḧ  idle-timeout  ⱳτ χ‰ΜЈАЄдрτ

 

3 
Ω Ⱳḧ  connection -timeout  ⱳτ χ‰ΜЈАЄдрτ

 

4 
ᾁ Ṑ τϢϥ 

ᵕ ᾁ  

disconnect -detection  ⱳτ χ‰ΜЈАЄдрτ

 

5 
ṁ ộΤϣχᵕ  reconnect -timeout  ⱳτ χ‰ΜЈАЄдрτ

 

6 
ЯНϱиᵕ  

(ІϾЅв˔и ) 

schedule general -control  

action disconnect ecm0̞ 
™ ΰ(Ђ˔РІ ♁) 

7 
ЯНϱиᵕ  

(Ϻ˔ФϯжϱУ ) 

schedule keep -alive 

action disconnect ecm0̞ 

χԁ ‰ΜЈАЄдрτ

 

8 
ЯНϱиᵕ χϱрЌ˔Т

ϴϱІ ῟ᴟ 

interface ecm0  

no enable  
™ ΰ(Ђ˔РІ ♁) 

9 
DMS χϺ˔ФϯжϱУṐ

τϢϥ  

˵ χԁ ‰ΜЈАЄдрτ

 

10 
ζχ χϵж˔ ˵ χԁ ‰ΜЈАЄдрτ

 

 

 

No.1˙5χ ЀЫрЖϘπψЯНϱиχ ⇔ Я˔ЖΤϣם“βϥЀЫрЖπβʻ 

 ˰5.7 ЯНϱиᵕ Ϭ βϥ˱Ϭ╥ ΨιήΜʻ 

No.6˙7χ ЀЫрЖψІϾЅв˔иχ ⇔ Я˔ЖΤϣם“βϥЀЫрЖπβʻ 

 ˰7.7.3 ІϾЅв˔иϬ βϥ˱Ϭ╥ ΨιήΜʻ 

No.8χ ЀЫрЖψϱрЌ˔ТϴϱІχ ⇔ Я˔ЖΤϣם“βϥЀЫрЖπβʻ 

 ˰6.2.3 ϱрЌ˔ТϴϱІϬ ΰο Ϭ βϥ˱Ϭ╥ ΨιήΜʻ 

 

ЀЫрЖχ ⇔ψ ᴂβϥṐ χЧ˔ЅϬέᶎ ΨιήΜʻ 

 ЈАЄдр χ ꜠Ϭˮ︣ ˯τ ΰθ ›ʺЈАЄдрχ Ϥ Πψ ΰ

Ϙδϭʻ 

 

 

 

̞ЀрОϼЕи˔Ќ˔πψЯНϱиᵕ χϱрЌ˔ТϴϱІψʺrmnet_data0 τσϤϘβʻ 
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“ם   

“ם 1 ԁЈАЄдрχ  

‮   

ЈАЄдр  amnimo-session 

SIMІкАЕ sim0 

SIM PINЀ˔Ж 1234 

 priority 0  

APN amnimo.net  

IDs г˔Ѓ˔  x user 

ОІм˔Ж pass 

 

amnimo(cfg)# mobile peer amnimo - mobile 8 

amnimo(cfg - mp- amnimo- mobile)# session amnimo - session 8 

amnimo(cfg - mps- amnimo- session)# sim 0  

amnimo(cfg - mps- amnimo- session)# pin 1234  

amnimo(cfg - mps- amnimo- session)# apn amnimo .net  8 

amnimo(cfg - mps- amnimo- session)# username user  8 

amnimo(cfg - mps- amnimo- session)# password 8 

Enter new password:    β͍ ᵕ χОІм˔Ж(Ƨpassƨ)Ϭ ΰο Enter  

Retype new password:     β͎ ᵕ χОІм˔Ж(Ƨpassƨ)Ϭ ΰο Enter  

amnimo(cfg - mps- amnimo- session)# enable 8 

amnimo(cfg - mps- amnimo- session)# show config  8 

enable  

priority 0  

sim 0  

pin 1234  

apn amnimo.net  

username user  

password secret /ARnp8GLdLN3r5FFQ2B0yQ==   β ήϦθОІм˔ЖΥӚ‹ᴟήϦθἹπ ꜘ 

connect always  

operator automatic  

authentication both  

attach - timeout 300  

call - timeout 300  

reconnect - timeout 30  

disconnect - detection time 60 rssi - 113 

no retry  

rat select 4G - 3G 

rat preferred 4G  

rat mode auto  

amnimo(cfg - mps- amnimo- session)# exit 8 

amnimo(cfg - mp- amnimo- mobile)# exit 8 
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“ם 2 ЈАЄдр ˢ Ϭ 3ᵕ ΰοﬞ ΰθ ›ʺꜛ τЈАЄдрϬ Ϥ
Πϥ ›ˣ 

‰ЈАЄдр Aπ Ϭ͏ᵕ ΰοﬞ ΰθ ›ʺꜛ τ ЈАЄдр

Bτ Ϥ Πϥ ϬꜘΰϘβʻ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

‮  ‰ЈАЄдр  ЈАЄдр  

ЈАЄдр  A B 

SIMІкАЕ sim0 sim1 

 priority 0  priority 1  

APN amnimo.net  amnimo.net  

IDˢг˔Ѓ˔  x user user 

ОІм˔Ж pass pass 

κⱲḧ attach -timeout  55ˢДТ϶иЕ ˣ attach -timeout  55ˢДТ϶иЕ  x

ᾦό ΰ κⱲḧ call - timeout  30ˢДТ϶иЕ ˣ call - timeout  30ˢДТ϶иЕ ˣ 

ᵕ зЕжϱᵕ  retry  3 retry  3 

™ κⱲḧ reconnect -timeout  30 

ˢДТ϶иЕ ˣ 

reconnect -timeout  30 

ˢДТ϶иЕ ˣ 
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amnimo(cfg)# mobile peer amnimo 8  βЯНϱиχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - mp- amnimo)# session A  8  βЈАЄдр Aχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - mps- A)# priority 0  8   β χ Ϭ◙  

amnimo(cfg - mps- A)# sim 0 8  βSIM Ϭ◙  

amnimo(cfg - mps- A)# apn amnimo.net 8 

amnimo(cfg - mps- A)# username user 8 

amnimo(cfg - mps- A)# password 8 

Enter new password:    β͍ ᵕ χОІм˔ЖϬ ΰο Enter  

Retype new password:     β͎ ᵕ χОІм˔ЖϬ ΰο Enter  

amnimo(cfg - mps- A)# attach - timeout 55 8 β κⱲḧϬ 55 τ◙ ˢДТ϶иЕ ˣ 

amnimo(cfg - mps- A)# call - timeout 30 8 βᾦό ΰ κⱲḧϬ 30 τ◙ ˢДТ϶иЕ ˣ 

amnimo(cfg - mps- A)# retry 3 8  β зЕжϱᵕ Ϭ 3ᵕτ◙  

amnimo(cfg - mps- A)# reconnect - timeout 30  8 β™ κⱲḧϬ 30 τ◙ ˢДТ϶иЕ ˣ 

amnimo(cfg - mps- A)# enable 8 

amnimo(cfg - mps- A)# exit 8 

amnimo(cfg - mp- amnimo)# session B 8  βЈАЄдр Bχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - mps- B)# priority 1 8  β χ Ϭ◙  

amnimo(cfg - mps- B)# sim 1 8  βSIM Ϭ◙  

amnimo(cfg - mps- B)# apn amnimo.net 8 

amnimo(cfg - mps- B)# username user 8 

amnimo(cfg - mps- B)# password 8 

Enter new password:    β͍ ᵕ χОІм˔ЖϬ ΰο Enter  

Retype new password:     β͎ ᵕ χОІм˔ЖϬ ΰο Enter  

amnimo(cfg - mps- B)# attach - timeout 55 8 β κⱲḧϬ 55 τ◙ ˢДТ϶иЕ ˣ 

amnimo(cfg - mps- B)# call - timeout 30 8 βᾦό ΰ κⱲḧϬ 30 τ◙ ˢДТ϶иЕ ˣ 

amnimo(cfg - mps- B)# retry 3 8  β зЕжϱᵕ Ϭ 3ᵕτ◙  

amnimo(cfg - mps- B)# reconnect - timeout 30  8 β™ κⱲḧϬ 30 τ◙ ˢДТ϶иЕ ˣ 

amnimo(cfg - mps- B)# enable 8 

amnimo(cfg - mps- B)# exit 8 

amnimo(cfg - mp- amnimo)# exit 8  

amnimo(cfg)# interface ecm0 8  βϱрЌ˔ТϴϱІχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - interface - ecm0)# mobile amnimo 8 

amnimo(cfg - interface - ecm0)# dhcp4 8 

amnimo(cfg - interface - ecm0)# enable 8 

amnimo(cfg - interface - ecm0)# exit 8 

amnimo(cfg)#  

 

 

‰χᵕ Υᴡ Τχ ԍˢ ϱЦрЕρЈАЄдрχ Ϥ Π ῈϬ╥ ˣτ

ϢϤ ήϦʺ χᵕ ϒ Υ ῞ΰθ ›ʺ ‰χᵕ Υ ẛΰο

Ϝꜛ τ ϤϘδϭʻЯНϱиЯЅв˔иΥ χᵕ τ ήϦοΜϥᾢϤʺ

‰χᵕ χ ẛϬᾁ βϥάρΥπΦσΜθϛπβʻ 

χᵕ Υ πΚϥ ›τ ‰χᵕ ϒꜛ τ β ›ψʺ

ЈАЄдрχ τΣΜοʺconnection -timeout χ Ϭ“Μʺ◙ Ⱳḧᵕ Υ

ῇτᵕ Ϭ ΰʺ ‰χᵕ ϒ Ϥ ΠϥάρΥᴦ πβʻ 

 

ρΰο RSSIτᴂαοꜛ τЈАЄдрϬ Ϥ Πϥם“ ϬⱳχЧ˔ЅτṜ∏ΰϘβ  ̒

 

 

ЀрОϼЕи˔Ќ˔πψЯНϱиᵕ χϱрЌ˔ТϴϱІψʺrmnet_data0 τσϤϘβʻ 
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“ם 3 ЈАЄдр ˢRSSIτᴂαοꜛ τЈАЄдрϬ Ϥ Πϥ ›ˣ 

‰ЈАЄдр A ρ ЈАЄдр B Ϭ ᾁ Ṑ τϢϤ ‹ế

ˢRSSIx χ τᴂαοʺῖ῀τ Ϥ Πϥ ϬꜘΰϘβʻ 

ЈАЄдр A χ ‹ế ˢRSSIx Υ ϢϤ Ψσμθ ›τʺꜛ τ ЈАЄдр B 

τ Ϥ ΠʺЈАЄдр B χ ‹ế Υ ϢϤ Ψσμθ ›τʺꜛ τЈАЄдр 

A τ Ϥ ΠϘβʻ 

ϘθΩ ⱲḧϬЈАЄдр B τ ΰʺRSSIΥ ϢϤ ΨσϣσΜ ›Ϝʺԁ Ⱳḧ

ῇʺ χ‰ΜЈАЄдр Aτ ΰϘβʻ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

‮  ‰ЈАЄдр  ЈАЄдр  

ЈАЄдр  A B 

SIMІкАЕ sim0 sim1 

 priority 0  priority 1  

APN amnimo.net  amnimo.net  

ᾁ Ṑ  time 30 rssi -93 

 

30 ˢtimeˣӟ Ὃ ΰο ‹ế

ˢrssiˣΥ -93dBm ӟᴞρσμθ

›τЈАЄдрΥ Ϥ ϩϤϘβʻ 

time 30 rssi -93 

IDs г˔Ѓ˔  x user user 

ОІм˔Ж pass pass 

Ω Ⱳḧ no connection -timeout  

ˢДТ϶иЕ ˣ 
connection -timeout  60 

 



 

 

134 

Я
Н
ϱ
и
χ

⌠ 

 

5 

 

 

‹ế τᴂαο LED(ANT)χ ῈΥ ϩϤϘβʻ 

ϯрГЗ 

йЦи 

LED 

(ANT) 

RSSIйЦи 

► Ⱳ    

  LED  -73dBm ӟ  

ϞϞ   LED (500msḧᶖ) -74dBm˙-83dBm 

  LED (125msḧᶖ) -84dBm˙-93dBm 

ϞϞֿפ  LED (125msḧᶖ) -94dBm˙-109dBm 

LED  פֿ (500msḧᶖ) -110dBm˙-112dBm 

ίᵰ  LED  -113dBm ӟᴞ 
 

 

amnimo(cfg)# mobile peer amnimo 8  βЯНϱиχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - mp- amnimo)# session A 8  βЈАЄдр Aχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - mps- A)# priority 0 8  β χ Ϭ◙  

amnimo(cfg - mps- A)# sim 0 8  βSIM Ϭ◙  

amnimo(cfg - mps- A)# disconnect - detection time 30 rssi - 93 8 β ᾁ Ṑ  

amnimo(cfg - mps- A)# apn amnimo.net 8 

amnimo(cfg - mps- A)# username user 8 

amnimo(cfg - mps- A)# password 8 

Enter new password:    β͍ ᵕ χОІм˔ЖϬ ΰο Enter  

Retype new password:     β͎ ᵕ χОІм˔ЖϬ ΰο Enter  

amnimo(cfg - mps- B)# no connection - timeout 8  βΩ ⱲḧϬ ΰσΜˢДТ϶иЕ ˣ 

amnimo(cfg - mps- A)# enable 8 

amnimo(cfg - mps- A)# exit 8 

amnimo(cfg - mp- amnimo)# session B 8  βЈАЄдр Bχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - mps- B)# priority 1 8  β χ Ϭ◙  

amnimo(cfg - mps- B)# sim 1 8  βSIM Ϭ◙  

amnimo(cfg - mps- B)# disconnect - detection time 30 rssi - 93 8 β ᾁ Ṑ  

amnimo(cfg - mps- B)# apn amnimo.net 8 

amnimo(cfg - mps- B)# username user 8 

amnimo(cfg - mps- B)# password 8 

Enter new password:    β͍ ᵕ χОІм˔ЖϬ ΰο Enter  

Retype new password:     β͎ ᵕ χОІм˔ЖϬ ΰο Enter  

amnimo(cfg - mps- B)# connection - timeout 60 8  βΩ ⱲḧϬ 60 τ◙  

amnimo(cfg - mps- B)# enable 8 

amnimo(cfg - mps- B)# exit 8 

amnimo(cfg - mp- amnimo)# exit 8 

amnimo(cfg)# interface ecm0 8  βϱрЌ˔ТϴϱІχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - interface - ecm0)# mobile amnimo 8 

amnimo(cfg - interface - ecm0)# dhcp4 8 

amnimo(cfg - interface - ecm0)# enable 8 

amnimo(cfg - interface - ecm0)# exit 8 

amnimo(cfg)#  

 

 

 

ЀрОϼЕи˔Ќ˔πψЯНϱиᵕ χϱрЌ˔ТϴϱІψʺrmnet_data0 τσϤϘβʻ 

 

  



 

 

135 

Я
Н
ϱ
и
χ

⌠ 

 

5 

 

 Ⱳ⁭ꜛ Ṑ ˢV1.5.0Τϣ ᴂˣ 

ЯНϱиᵕ Ϭ ΰοΜϥ ›ʺᴗ ῞Ⱳτ Я̋НϱиКАЕм˔ϼ ΤϣⱲ⁭Ϭ︡ ΰʺ

1 ӟ ЄІГЭⱲ⁭ρ₯ΥΚϥ ›ψ Я̋НϱиКАЕм˔ϼ Τϣ︡ ΰθⱲ⁭τ ΰϘβʻ

ϘθʺNTPṐ Υ ῟τσμοΜθ ›Ϝʺ Ṑ ψ ῟τσμοΜϘβʻ 
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6  КАЕм˔ϼχ  

πψʺϱрЌ˔ТϴϱІϞи˔ГϰрϽʺPPPʺОϾАЕТϰиЌзрϽρ NATʺIPSec ρΜμ

θ χКАЕм˔ϼ τνΜο ΰϘβʻ 

6.1 PPPχ Ϭβϥ 

 

PPPχ ρ ʺІГ˔ЌІχ ꜘʺ χ ῈσςϬ“ΜϘβʻ 

 PPPχІГ˔ЌІϬ ꜘβϥ 

PPPχІГ˔ЌІϬ ꜘβϥτψʺshow pppoe ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show pppoe [ IFNAME]  

‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

ppp<0 -9> 

Т϶˔ЫАЕ 

# ----  pppoe IFNAME ----  

peer   PPP- PEER- NAME 

state   STATE 

‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Υ ꜘήϦϘβʻ 

ppp<0 -9> 

PPP-PEER-NAME PPP Υ ꜘήϦϘβʻ 

STATE ЯНϱиЯЅв˔иχ Υ ꜘήϦϘβʻ 
 

  

dialing   

connected   

disconnected   
 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show pppoe ppp0 8 
# ----  pppoe ppp0 ----  
peer     amnimo - ppp 
state    connected  
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 PPPϬ︣ π βϥ 

︣ π PPP βϥτψʺpppoe connect ЀЫрЖϬם“ΰϘβʻ 

 
ΥˮḛӬ RAS Я˔Ж˯πΚϥ ›ʺ Ṑ ψ πΦϘδϭʻ 

꜠ 

pppoe connect IFNAME 

‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

ppp<0 -9> 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# pppoe connect ppp0  8 

 

 PPPϬ βϥ 

PPPϬ βϥτψʺno pppoe connect ЀЫрЖϬם“ΰϘβʻ 

 
ΥˮḛӬ RAS Я˔Ж˯πΚϥ ›ʺ Ṑ ψ πΦϘδϭʻ 

꜠ 

no pppoe connect IFNAME 

‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

ppp<0 -9> 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# no pppoe connect ppp0  8 
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 PPPχ Ϭ ꜘβϥ 

PPPχ Ϭ ꜘβϥτψʺshow config ppp  peerЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config ppp peer [ PPP- PEER- NAME]  

‮  

‮   

PPP-PEER-NAME PPP Ϭ◙ ΰϘβʻ 

Т϶˔ЫАЕ 

# ----  transition  to configure mode ----  

configure  

# ----  ppp peer PPP - PEER- NAME configure ----  

ppp peer PPP- PEER- NAME 

verbose VERBOSE 

USERNAME 

password secret ENCRYPT- PASSWORD 

connect CONNECT 

authentication AUTHENTICATION 

PASSIVE 

IDLE- TIMEOUT 

CONNECTION- TIMEOUT 

BSDCOMP 

DEFLATE 

CCP 

PCCOMP 

VJ 

VJCOMP 

VJ- MAX- SLOT 

PREDICTOR1 

ifname IFNAME 

MOBILE- TRANSPARENT- IFNAME 

MOBILE- TRANSPARENT- DNS 

exit  

# ----  exit  configure mode ----  

exit  

‮  

‮   

PPP-PEER-NAME PPP Υ ꜘήϦϘβʻ 

VERBOSE ЮАЈ˔Ѕ йЦиΥ ꜘήϦϘβʻ 

USERNAME г˔Ѓ˔ Υ ήϦοΜϥ ›ʺˮusername { }˯ρ ꜘήϦϘβʻ 

ENCRYPT-

PASSWORD 

ОІм˔ЖΥ ήϦοΜϥ ›ʺˮpassword secret  {Ӛ‹ᴟήϦθ }˯

ρ ꜘήϦϘβʻ 

CONNECT Υ ꜘήϦϘβʻ 

 ꜘ 

︣ Я˔Ж manual  

Ⱳ Я˔Ж always 

ḛӬ RAS Я˔Ж(remote access service)  remote-access 

ЯНϱи IP ᵃЯ˔ЖṐ Ϭ ῟τβϥ ›ψʺЯНϱи IP ᵃЯ˔

ЖχЯНϱиϱрЌ˔ТϴϱІ Ϭ βϥ ΥΚϤϘβʻ 

ḛӬ RASṐ ψН˔Ѕдр 2.4.0ӟ‭χᴒ ЌϱФЀрОϼЕи˔Ќ˔
χϙ ᴂΰοΜϘβʻ 
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‮   

AUTHENTICATION ꜠Υ ꜘήϦϘβʻ 

authentication AUTHENTICATION 

 

 ꜘ 

 ˮauthentication AUTHENTICATION ρ˯ ꜘήϦϘβ  ̒

 ˮno authentication ˯ρ ꜘήϦϘβʻ 

 

AUTHETICATION( ꜠)χ ψӟᴞπβʻ 

 ꜘ 

PAPˢPassword Authentication Protocol ˣ pap 

CHAPˢChallenge Handshake Authentication  Protocolˣ chap 

PAP/ CHAP both 
 

PASSIVE passive ϷФЄдр Υ ꜘήϦϘβʻ 

passive ϷФЄдр ρψʺ ᵫ◐Ⱳτʺ Τϣᴂ ΥσΜ
›ʺ Τϣ ῟σ LCP ОϾАЕχ Ϭ νθϛχ χάρπ

βʻ 
 

 ꜘ 

῟ ˮpassive˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

IDLE-TIMEOUT ᾁ ⱲḧΥ ήϦοΜϥ ›ʺˮ idle-timeout { } ρ˯ ꜘήϦϘ

βʻ 

CONNECTION-

TIMEOUT 

Ω ⱲḧΥ ήϦοΜϥ ›ʺˮconnection -timeout { }˯ρ ꜘ

ήϦϘβʻ 

BSDCOMP BSD-Compress ꜠ОϾАЕӊ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮbsdcomp BSDCOMP-NR BSDCOMP-NT ρ˯

ꜘήϦϘβʻ 

῟ ˮno bsdcomp˯ρ ꜘήϦϘβʻ 
 

BSDCOMP-NR Ω Ѐ˔ЖЂϱЇ(РАЕ)Υ ꜘήϦϘβʻ 

BSDCOMP-NT ︣ Υ βϥОϾАЕχΩ ЂϱЇ(РАЕ)Υ ꜘήϦϘβʻ 

DEFLATE Deflate ꜠ОϾАЕӊ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮdeflate DEFLATE-NR DEFLATE-NT ρ˯ ꜘή

ϦϘβʻ 

῟ ˮno deflate˯ρ ꜘήϦϘβʻ 
 

DEFLATE-NR Ω ϳϱрЖϳЂϱЇ Υ ꜘήϦϘβʻ 

ϳϱрЖϳЂϱЇψ 2^DEFLATE-NRНϱЕπβʻ 

DEFLATE-NT ︣τ βϥΩ ϳϱрЖϳЂϱЇ Υ ꜘήϦϘβʻ 

ϳϱрЖϳЂϱЇψ 2^DEFLATE-NTНϱЕπβʻ 

CCP CCPˢCompression Control Protocol ˣКЁЄϵ˔Єдр Υ ꜘήϦϘβ  ̒
 

 ꜘ 

῟ ˮccp˯ρ ꜘήϦϘβʻ 

῟ ˮno ccp˯ρ ꜘήϦϘβʻ 
 

PCOMP PCOMPs Protocol Field Compression КxЁЄϵ˔Єдр Υ ꜘήϦϘβ  ̒
 

 ꜘ 

῟ ˮpcomp˯ρ ꜘήϦϘβʻ 

῟ ˮno pcomp˯ρ ꜘήϦϘβʻ 
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‮   

VJ Van-Jacobson ꜠ TCP/IP ХАЍ˔ӊ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮvj˯ρ ꜘήϦϘβʻ 

῟ ˮno vj˯ρ ꜘήϦϘβʻ 
 

VJCCOMP Van-Jacobson ꜠ TCP/IP ХАЍ˔ӊ τΣΪϥ IDӊ ϷФЄдрχ

Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮvjccomp˯ρ ꜘήϦϘβʻ 

῟ ˮno vjccomp˯ρ ꜘήϦϘβʻ 
 

VJ-MAX-SLOTS Van Jacobson ꜠ TCP/IP ХАЍ˔ӊ ˗ τΣΪϥ ІкАЕ χ

Υ ꜘήϦϘβʻ 

PREDICTOR1 Predictor -1ӊ ► Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮpredictor1˯ρ ꜘήϦϘβʻ 

῟ ˮno predictor1˯ρ ꜘήϦϘβʻ 
 

IFNAME PPPoEФкЕЀиΥ► βϥ ϱрЌ˔ТϴϱІ Υ ꜘήϦϘβʻ 

MOBILE-

TRANSPARENT-

IFNAME 

ЯНϱи IP ᵃЯ˔ЖχЯНϱиϱрЌ˔ТϴϱІ χ ΥΚϥ ›ψӟ

ᴞχἹ꜠π ꜘήϦϘβʻ 

mobile - transparent ifname  MT- IF NAME 

ЯНϱи IP ᵃЯ˔ЖṐ Ϭ ῟τβϥ ›ψʺ ρρϜτ

ϬˮḛӬ RAS˯ τ βϥ ΥΚϤϘβʻ 

ЯНϱи IP ᵃЯ˔Ж ψН˔Ѕдр 2.4.0ӟ‭χᴒ ЌϱФЀрО
ϼЕи˔Ќ˔χϙ ᴂΰοΜϘβ ϱ̒рЌ˔ТϴϱІψ rmnet_data0 χ
ϙπβʻ 

MOBILE-

TRANSPARENT-

DNS 

ЯНϱи IP ᵃЯ˔Ж Ⱳχ PPPoEϼжϱϯрЕ τ βϥ DNSχ IP

ϯЖйІ ΥӟᴞχἹ꜠π ꜘήϦϘβʻ τϢμο “ ꜘήϦϘβ  ̒

mobile - transparent dns MT- DNS- ADDRESS 

ЯНϱи IP ᵃЯ˔Ж ψН˔Ѕдр 2.4.0ӟ‭χᴒ ЌϱФЀрО
ϼЕи˔Ќ˔χϙ ᴂΰοΜϘβʻ 
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“ם 1. PPPoEϼжϱϯрЕρΰο PPPoEЂ˔Н˔ϒ βϥ › 

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

‮   

PPP  amnimo-ppp 

ЮАЈ˔Ѕ йЦи Informational  

PPPг˔Ѓ˔  

( χ PPPoEЂ˔Н˔) 

pppoeuser  

PPPОІм˔Ж 

( χ PPPoEЂ˔Н˔) 

pppoepass 

 Ⱳ Я˔Ж 

꜠ ῟ 

passive ϷФЄдр  ῟ 

BSD-Compress ꜠ОϾАЕӊ  

Ω Ѐ˔ЖЂϱЇ(РАЕ) 

︣ Υ βϥОϾАЕχΩ ЂϱЇ(РАЕ) 

῟ 

15bit  

15bit  

Deflate ꜠ОϾАЕӊ  

Ω ϳϱрЖϳЂϱЇ  

︣τ βϥΩ ϳϱрЖϳЂϱЇ  

῟ 

215НϱЕ 

 215НϱЕ 

ᾁ Ⱳḧ σΰ 

Ω Ⱳḧ σΰ 

CCPКЁЄϵ˔Єдр  ῟ 

PCOMPКЁЄϵ˔Єдр  ῟ 

Van-Jacobson ꜠ TCP/IP ХАЍ˔ӊ  ῟ 

Van Jacobson ꜠ TCP/IP ХАЍ˔ӊ ˗ τΣΪϥ

ІкАЕ  

15 

Predictor -1ӊ ►  ῟ 

PPPoEϼжϱϯрЕ ϱрЌ˔ТϴϱІ eth0 

 

amnimo# show config ppp peer amnimo - ppp 8 

# ----  transition  to configure mode. ----  

configure  

# ----  ppp peer amnimo - ppp configure ----  

ppp peer amnimo - ppp 

verbose informational  

username pppoeuser  

password pppoepass  

connect always  

no authentication  

passive  

bsdcomp 15,15  

deflate 15,15  

ccp 

pcomp 

vj  

vjccomp  

vj - max- slots 15  

predictor1  

ifname eth0  

exit  

# ----  exit  configure mode. ----  

exit  
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“ם 2. ЯНϱи IP ᵃЯ˔Жρΰο PPPoEЂ˔Н˔Ϭ βϥ › 

AC10χ eth0 τ ΰοΜϥṐṀτЯНϱиχ IPϯЖйІϬ ΰϘβʻ Я˔Жχם“

ϬꜘΰϘβʻ ΰοΜϥṐṀψ PPPoEϼжϱϯрЕρΰοʺAC10τ PPPoEЂ˔Н˔ρΰο

ΰϘβʻ 

‮   

PPP  amnimo-mobtp  

ЮАЈ˔Ѕ йЦи Informational  

PPPг˔Ѓ˔ (PPPoEЂ˔Н˔) mobtpuser  

PPPОІм˔Ж(PPPoEЂ˔Н˔) mobtp pass 

 ḛӬ RAS Я˔Ж 

꜠ PAP/CHAP 

passive ϷФЄдр  ῟ 

BSD-Compress ꜠ОϾАЕӊ  

Ω Ѐ˔ЖЂϱЇ(РАЕ) 

︣ Υ βϥОϾАЕχΩ ЂϱЇ(РАЕ) 

῟ 

15bit  

15bit  

Deflate ꜠ОϾАЕӊ  

Ω ϳϱрЖϳЂϱЇ  

︣τ βϥΩ ϳϱрЖϳЂϱЇ  

῟ 

215НϱЕ 

 215НϱЕ 

ᾁ Ⱳḧ σΰ 

Ω Ⱳḧ σΰ 

CCPКЁЄϵ˔Єдр  ῟ 

PCOMPКЁЄϵ˔Єдр  ῟ 

Van-Jacobson ꜠ TCP/IP ХАЍ˔ӊ  ῟ 

Van Jacobson ꜠ TCP/IP ХАЍ˔ӊ ˗ τΣ

Ϊϥ ІкАЕ  

15 

Predictor -1ӊ ►  ῟ 

PPPoEϼжϱϯрЕ ϱрЌ˔ТϴϱІ eth0 

ЯНϱи IP ᵃЯ˔Ж ϱрЌ˔ТϴϱІ rmnet_data0  

ЯНϱи IP ᵃЯ˔Ж DNSϯЖйІ  

(ϺазϯΥ ΰθ DNSϬ► βϥʻ) 
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amnimo(cfg) # show config ppp peer amnimo - mobtp 8 

# ----  transition to configure mode. ----  

configure  

# ----  ppp peer amnimo - mobtp configure ----  

ppp peer amnimo - mobtp 

verbose informational  

username mobtp user  

password mobtp pass 

connect remote - access  

authentication  both  

passive  

bsdcomp 15,15  

deflate 15,15  

ccp 

pcomp 

vj  

vjccomp  

vj - max- slots 15  

predictor1  

ifname eth0  

mobile - transparent i fname r mnet_data0  

exit  

# ----  exit configure mode. ----  

exit  
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 PPPχ Ϭβϥ 

PPPϬ βϥτψ P̋PPχ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβ ά̒άπ ΰ

θ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

ppp peer PPP- PEER- NAME 

verbose < emergencies  | alerts  | critical  | errors  | warnings  | notifications  | informa

tional  | debugging  > 

username USERNAME 

no username  

password 

password secret ENCRYPT- PASSWORD 

no password  

connect < manual | always  | remote - access > 

authentication < pap | chap | both > 

no authentication  

passive  

no passive  

idle - timeout < 1 Ƶ 3600> 

no idle - timeout  

connection - timeout < 1 Ƶ 86400> 

no connection - timeout  

bsdcomp NR, MT 

no bsdcomp 

deflate NR, MT 

no deflate  

ccp 

no ccp  

pcomp 

no pcomp 

vj  

no vj  

vjccomp  

no vjccomp  

vj - max- slots < 2 Ƶ 16> 

predictor1  

no predictor1  

ifname IFNAME 

mobile - transparent  ifname  MT- IFNAME  

mobile - transparent  address  MT- ADDRESS 

mobile - transparent  dns MT- DNS 

no mobile - transparent  dns MT- DNS 

no mobile - transparent  ifname  MT- IFNAME  

exit  

no ppp peer PPP- PEER- NAME 

ЀЫрЖ 

ЀЫрЖ  

ppp peer  PPP-PEER-NAMEτ PPP Ϭ◙ ΰοם“ΰϘβʻ 

Я˔Жπ PPP Ϭ◙ ΰοם“βϥρ ◙̋ ΰθ

PPP χ ⇔ Я˔Жτӱ“ΰϘβʻ 

verbose ЮАЈ˔Ѕ йЦиϬ◙ ΰϘβʻ 

τψ e̋mergencies a̋lerts c̋ritical e̋rrors w̋arningsʺ
notifications i̋nformational d̋ebugging χΜγϦΤϬ
ΰϘβʻ 

username г˔Ѓ˔ Ϭ ΰϘβʻ 

no username  г˔Ѓ˔ Ϭ⌡ ΰϘβʻ 
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ЀЫрЖ  

password  ОІм˔Ж( Ӛ‹ᴟ)Ϭ ΰϘβʻ 

= ͎ᵕ βϥ ΥΚϤϘβʻ 

= ήϦθОІм˔ЖψӚ‹ᴟΰθ π ήϦϘ
βʻ 

password secret  Ӛ‹ᴟОІм˔ЖϬ ΰϘβʻ 

no password  ОІм˔ЖϬ⌡ ΰϘβʻ 

connect  Ϭ◙ ΰϘβʻ 
 

  

manual  ︣  

always Ⱳ  

remote -access ḛӬ RAS Я˔Ж 

(remote access service)  

ḛӬ RAS Я˔ЖψН˔Ѕдр 2.4.0ӟ‭χᴒ ЌϱФ
ЀрОϼЕи˔Ќ˔χϙ ᴂΰοΜϘβʻ 

authentication  ꜠Ϭ◙ ΰϘβʻДТ϶иЕ ψ both πβʻ 
 

  

pap χ ꜠τ PAPs Password Authenti

cation Protocol ˣϬ► ΰϘβʻ 

chap χ ꜠τ CHAPˢChallenge Hands

hake Authentication Protocol ˣϬ► ΰϘ

βʻ 

both  χ ꜠τ PAPρ CHAPχ Ϭ►

ΰϘβʻ 
 

no authentication  ꜠χ Ϭ⌡ ΰϘβʻ 

passive passive ϷФЄдрϬ ΰϘβʻ 

passive ϷФЄдр ρψʺ ᵫ◐Ⱳτʺ Τϣᴂ

ΥσΜ ›ʺ Τϣ ῟σ LCPОϾАЕχ Ϭ
νθϛχ χάρπβʻ 

no passive passive ϷФЄдр Ϭ⌡ ΰϘβʻ 

idle-timeout  ᾁ Ⱳḧˢ ˣϬʺ1˙3600χ Ӥπ ΰϘβʻ 

◙ ήϦθṍḧʺ ΥὋ ΰθ ›ʺᵕ Ϭ ΰϘβ  ̒

ДТ϶иЕ ψ ῟πβʻ 

no idle -timeout  ᾁ Ṑ Ϭ ῟τ ΰϘβʻ 

connection -timeout  Ω Ⱳḧˢ ˣϬʺ1˙86400χ Ӥπ ΰϘβʻ 

◙ ήϦθṍḧʺ ΥὋ ΰθ ›ʺᵕ Ϭ ΰϘβʻ 

ДТ϶иЕ ψ ῟πβʻ 

no connection -timeout  Ω ⱲḧϬ ῟τ ΰϘβʻ 

bsdcomp BSD-Compress ꜠ОϾАЕӊ Ϭ ῟ᴟΰϘβʻ 
 

  

nr Ω Ѐ˔ЖЂϱЇˢРАЕˣϬʺ9˙15 χ

Ӥπ ΰϘβʻ 

ДТ϶иЕ ψ 15πβʻ 

nt  ︣ Υ βϥОϾАЕχΩ ЂϱЇˢР

АЕˣϬʺ9˙15χ Ӥπ ΰϘβʻ 

ДТ϶иЕ ψ 15πβʻ 
 

no bsdcomp BSD-Compress ꜠ОϾАЕӊ Ϭ ῟ᴟΰϘβʻ 
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ЀЫрЖ  

deflate  Deflate ꜠ОϾАЕӊ Ϭ ῟ᴟΰϘβʻ 
 

  

nr Ω ϳϱрЖϳЂϱЇ Ϭʺ8˙15 χ

Ӥπ ΰϘβʻ 

ϳϱрЖϳЂϱЇψ 2nrНϱЕπβʻ 

ДТ϶иЕ ψ 15πβʻ 

nt  ︣τ βϥΩ ϳϱрЖϳЂϱЇ

Ϭʺ8˙15χ Ӥπ ΰϘβʻ 

ϳϱрЖϳЂϱЇψ 2ntНϱЕπβʻ 

ДТ϶иЕ ψ 15πβʻ 
 

no deflate  Deflate ꜠ОϾАЕӊ Ϭ ῟ᴟΰϘβʻ 

ccp CCPs Compression Control Protocol ʿӊ ῈФкЕЀиˣКЁ

Єϵ˔Єдр Ϭ ῟ᴟΰϘβʻ 

ДТ϶иЕ ψ ῟πβʻ 

no ccp CCPs Compression Control Protocol ʿӊ ῈФкЕЀиˣКЁ

Єϵ˔Єдр Ϭ ῟ᴟΰϘβʻ 

pcomp PCOMPˢProtocol Field Compression ʿФкЕЀиТϰ˔иЖӊ

ˣКЁЄϵ˔Єдр Ϭ ῟ᴟΰϘβʻ 

ДТ϶иЕ ψ ῟πβʻ 

no pcomp PCOMPˢProtocol Field Compression ʿФкЕЀиТϰ˔иЖӊ

ˣКЁЄϵ˔Єдр Ϭ ῟ᴟΰϘβʻ 

vj Van-Jacobson ꜠ TCP/IP ХАЍ˔ӊ Ϭ ῟ᴟΰϘβʻ 

ДТ϶иЕ ψ ῟πβʻ 

no vj Van-Jacobson ꜠ TCP/IP ХАЍ˔ӊ Ϭ ῟ᴟΰϘβʻ 

vjccomp Van-Jacobson ꜠ TCP/IP ХАЍ˔ӊ τΣΪϥ ID ӊ Ϸ

ФЄдрχ Ϭ ῟ᴟΰϘβʻ 

ДТ϶иЕ ψ ῟πβʻ 

no vjccomp  Van-Jacobson ꜠ TCP/IP ХАЍ˔ӊ τΣΪϥ ID ӊ Ϸ

ФЄдрχ Ϭ ῟ᴟΰϘβʻ 

vj-max-slots  Van Jacobson ꜠ TCP/IP ХАЍ˔ӊ ˗ τΣΪϥ Ік

АЕ Ϭʺ2˙16π ΰϘβʻ 

ДТ϶иЕ ψ 15πβʻ 

predictor1  Predictor -1ӊ ► Ϭ ῟ᴟΰϘβʻ 

ДТ϶иЕ ψ ῟πβʻ 

no predictor1  Predictor -1ӊ ► Ϭ ῟ᴟΰϘβʻ 

ifname  PPPoEФкЕЀиΥ► βϥ ϱрЌ˔ТϴϱІ Ϭ ΰϘ

βʻ 

 

ifname  IFNAME 

 

‮   

IFNAME DHCP ẐϬзАІрβϥϱрЌ˔ТϴϱІϬ

ΰϘβʻ 

= AIϵАЅϿ˔Еϳϴϱ 

wan0ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 

eth0ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= IoTи˔Ќ˔ 

eth<0 -1>ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= ЀрОϼЕи˔Ќ˔ 

eth0 

= LAN ∏ЀрОϼЕи˔Ќ˔ 

lan<0 -1> 
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ЀЫрЖ  

mobile -transparent  ifname ЯНϱи IP ᵃЯ˔ЖχЯНϱиϱрЌ˔ТϴϱІ Ϭ MT-

IFNAMEτ ΰϘβʻ 

mobile - transparent ifname  MT- IFNAME 

ЯНϱи IP ᵃЯ˔ЖṐ Ϭ ῟τβϥ ›ψʺ ρ

ρϜτ Ϭˮ ḛӬ RAS˯ τ βϥ ΥΚϤϘβ  ̒

ЯНϱи IP ᵃЯ˔Ж ψН˔Ѕдр 2.4.0ӟ‭χᴒ
ЌϱФЀрОϼЕи˔Ќ˔χϙ ᴂΰοΜϘβʻϱрЌ˔
ТϴϱІψ rmnet_data0 χϙπβʻ 

mobile -transparent  dns ЯНϱи IP ᵃЯ˔Ж Ⱳχ PPPoEϼжϱϯрЕ τ β

ϥ DNSχ IPϯЖйІϬ ΰϘβʻ Υᴦ πβʻ 

mobile - transparent dns  MT- DNS 

ЯНϱи IP ᵃЯ˔Ж ψН˔Ѕдр 2.4.0ӟ‭χᴒ
ЌϱФЀрОϼЕи˔Ќ˔χϙ ᴂΰοΜϘβʻ 

no mobile -transparent  dns ЯНϱи IP ᵃЯ˔Ж Ⱳχ PPPoEϼжϱϯрЕ τ β

ϥ DNSχ IPϯЖйІ Ϭ⌡ ΰϘβʻ 

no mobile -transparent  ifname ЯНϱи IP ᵃЯ˔ЖχЯНϱиϱрЌ˔ТϴϱІϬ⌡ ΰϘ

βʻ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no ppp peer  PPP PEER NAMEϬ◙ ΰο PPP Ϭ⌡ ΰϘβʻ 
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“ם  1. PPPoEϼжϱϯрЕρΰο PPPoEЂ˔Н˔ϒ βϥ › 

ӟᴞτʺchap π ppp βϥ ϬꜘΰϘβʻ 

‮   

PPP  amnimo-ppp 

ЮАЈ˔Ѕ йЦи Informational  

PPPг˔Ѓ˔  

( χ PPPoEЂ˔Н˔) 

pppoeuser  

PPPОІм˔Ж 

( χ PPPoEЂ˔Н˔) 

pppoepass 

 Ⱳ Я˔Ж 

꜠ chap 

passive ϷФЄдр  ῟ 

BSD-Compress ꜠ОϾАЕӊ  

Ω Ѐ˔ЖЂϱЇ(РАЕ) 

︣ Υ βϥОϾАЕχΩ ЂϱЇ(РАЕ) 

῟ 

15bit  

15bit  

Deflate ꜠ОϾАЕӊ  

Ω ϳϱрЖϳЂϱЇ  

︣τ βϥΩ ϳϱрЖϳЂϱЇ  

῟ 

215НϱЕ 

 215НϱЕ 

ᾁ Ⱳḧ σΰ 

Ω Ⱳḧ σΰ 

CCPКЁЄϵ˔Єдр  ῟ 

PCOMPКЁЄϵ˔Єдр  ῟ 

Van-Jacobson ꜠ TCP/IP ХАЍ˔ӊ  ῟ 

Van Jacobson ꜠ TCP/IP ХАЍ˔ӊ ˗ τΣΪϥ

ІкАЕ  

15 

Predictor -1ӊ ►  ῟ 

PPPoEϼжϱϯрЕ ϱрЌ˔ТϴϱІ eth0 

 

amnimo(cfg)# ppp peer amnimo - ppp 8 

amnimo(cfg - pp- amnimo- ppp)# username pppoeuser  8 β г˔Ѓ˔ Ϭ  

amnimo(cfg - pp- amnimo- ppp)# password 8   

Enter new password:     β ОІм˔Ж(1ᵕ )Ϭ ΰο Enter  

Retype new password:      β ОІм˔Ж(2ᵕ )Ϭ ΰο Enter  

amnimo(cfg - pp- amnimo- ppp)# authentication chap  8 βchap Ϭ ῟τβϥ 

amnimo(cfg - pp- amnimo- mobtp)#  ifname eth0  8      βPPP Ђ˔Н˔Υ ΰοΜϥϱрЌ˔Т

ϴϱІϬ  

amnimo(cfg - pp- amnimo- ppp)# show config  8 

verbose informational  

username pppoeuser  

password pppoepass  

connect always  

authentication chap  

bsdcomp 15,15  

deflate 15,15  

ccp 

pcomp 

vj  

vjccomp  

vj - max- slots 15  

predictor1  

ifname eth0  

amnimo(cfg - pp- amnimo- ppp)# exit  8 

amnimo(cfg)#  
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“ם  2. ЯНϱи IP ᵃЯ˔Жρΰο PPPoEЂ˔Н˔Ϭ βϥ › 

ЀрОϼЕи˔Ќ˔χ eth0 τ ΰοΜϥṐṀτЯНϱиχ IPϯЖйІϬ ΰϘβʻ Я

˔Жχם“ ϬꜘΰϘβʻ ΰοΜϥṐṀψ PPPoE ϼжϱϯрЕρΰοʺЀрОϼЕи˔Ќ˔

τ PPPoEЂ˔Н˔ρΰο ΰϘβʻ 

 ЯНϱи IP ᵃЯ˔Ж ψН˔Ѕдр 2.4.0ӟ‭χᴒ ЌϱФЀрОϼЕи˔Ќ˔χϙ

ᴂΰοΜϘβʻ 

PPPṐ χ  

‮   

PPP  amnimo-mobtp  

ЮАЈ˔Ѕ йЦи informational  

PPPг˔Ѓ˔ (PPPoEЂ˔Н˔) mobtpuser  

PPPОІм˔Ж(PPPoEЂ˔Н˔) mobtppass  

 ḛӬ RAS Я˔Ж 

꜠ PAP/CHAP 

passive ϷФЄдр  ῟ 

BSD-Compress ꜠ОϾАЕӊ  

Ω Ѐ˔ЖЂϱЇ(РАЕ) 

︣ Υ βϥОϾАЕχΩ ЂϱЇ(РАЕ) 

῟ 

15bit  

15bit  

Deflate ꜠ОϾАЕӊ  

Ω ϳϱрЖϳЂϱЇ  

︣τ βϥΩ ϳϱрЖϳЂϱЇ  

῟ 

215НϱЕ 

 215НϱЕ 

ᾁ Ⱳḧ σΰ 

Ω Ⱳḧ σΰ 

CCPКЁЄϵ˔Єдр  ῟ 

PCOMPКЁЄϵ˔Єдр  ῟ 

Van-Jacobson ꜠ TCP/IP ХАЍ˔ӊ  ῟ 

Van Jacobson ꜠ TCP/IP ХАЍ˔ӊ ˗ τΣ

Ϊϥ ІкАЕ  

15 

Predictor -1ӊ ►  ῟ 

PPPoEϼжϱϯрЕ ϱрЌ˔ТϴϱІ eth0 

ЯНϱи IP ᵃЯ˔Ж ϱрЌ˔ТϴϱІ rmnet_data0  

ЯНϱи IP ᵃЯ˔Ж DNSϯЖйІ  

(ϺазϯΥ ΰθ DNSϬ► βϥʻ) 

ЯНϱиṐ χ  

‮   

ЈАЄдр  amnimo-session 

SIMІкАЕ sim0 

SIM PINЀ˔Ж 1234 

 priority 0  

APN amnimo.net  

IDs г˔Ѓ˔  x user 

ОІм˔Ж pass 

 

 

  



 

 

150 

К

Е
м

ϼ
χ

 

 

6 

 

 

amnimo(cfg)# ppp peer amnimo - mobtp 8  βPPPχ Ϭᵫ◐ 

amnimo(cfg - pp- amnimo- mobtp)# username mobtpuser  8 β г˔Ѓ˔ Ϭ  

amnimo(cfg - pp- amnimo- mobtp)# password 8   

Enter new password:     β ОІм˔Ж(1ᵕ )Ϭ ΰο Enter  

Retype new password:      β ОІм˔Ж(2ᵕ )Ϭ ΰο Enter  

amnimo(cfg - pp- amnimo- mobtp)# connect remote - access  8 βḛӬ RASṐ Ϭ  

amnimo(cfg - pp- amnimo- mobtp)#  ifname eth0  8      βPPP ϼжϱϯрЕΥ ΰοΜϥϱрЌ

˔ТϴϱІϬ  

amnimo(cfg - pp- amnimo- mobtp)#  mobile - transparent ifname  r mnet_data0  8  βЯНϱи IP ᵃЯ

˔ЖπЯНϱиχ IPϯЖйІϬ PPPϼжϱϯрЕτᶤϤ ϥЯНϱиϱрЌ˔ТϴϱІ Ϭ  

amnimo(cfg - pp- amnimo- mobtp)# show config  8 

verbose informational  

username mobtp user  

password mobtp pass 

connect remote - access  

authentication  both  

passive  

bsdcomp 15,15  

deflate 15,15  

ccp 

pcomp 

vj  

vjccomp  

vj - max- slots 15  

predictor1  

ifname eth0  

mobile - transparent ifnam e r mnet_data0  

amnimo(cfg - pp- amnimo- mobtp)#  exit  8 

amnimo(cfg)# mobile peer amnimo - mobile 8 βЯНϱиχ Ϭᵫ◐ 

amnimo(cfg - mp- amnimo- mobile)# session amnimo - session 8 

amnimo(cfg - mps- amnimo- session)# sim 0  

amnimo(cfg - mps- amnimo- session)# pin 1234  

amnimo(cfg - mps- amnimo- session)# apn amnimo.net  8 

amnimo(cfg - mps- amnimo- session)# username user 8 

amnimo(cfg - mps- amnimo- session)# password 8 

Enter new password:    β͍ ᵕ χОІм˔Ж(Ƨpassƨ)Ϭ ΰο Enter  

Retype new password:     β͎ ᵕ χОІм˔Ж(Ƨpassƨ)Ϭ ΰο Enter  

amnimo(cfg - mps- amnimo- session)# enable 8 

amnimo(cfg - mps- amnimo- session)# exit 8 

amnimo(cfg - mp- amnimo- mobile)# exit 8 

amnimo(cfg)#  interface eth0  8    βeth0 ϱрЌ˔ТϴϱІχ  

amnimo(cfg - interface - eth0)#  no address 192.168.0.254/24  8 βIPϯЖйІϬ⌡  

amnimo(cfg - interface - eth0)#  enable                   βeth0 ϱрЌ˔ТϴϱІχ ῟ᴟ 

amnimo(cfg - interface - eth0)# exit  8 

amnimo(cfg)#  interface ppp0  8    βPPPoEϱрЌ˔ТϴϱІχ  

amnimo(cfg - interface - ppp0)#  pppoe4 amnimo- mobtp 8 βPPPoEχ Ṝ peer Ϭ  

amnimo(cfg - interface - ppp0)#  pppoe4 route 30         βи˔ЕχЮЕзАϼ 30τ ̞ 

amnimo(cfg - interface - ppp0)#  pppoe4 dns 30           βDNSχЮЕзАϼ 30τ ̞  

amnimo(cfg - interface - ppp0)#  enable  8  βPPPoEϱрЌ˔ТϴϱІχ ῟ᴟ 

amnimo(cfg - interface - ppp0)# exit  8   

amnimo(cfg)#  interface r mnet_data0  8 

amnimo(cfg - interface - rmnet_data0)#  mobile amnimo - mobile  8 βЯНϱиṐ χ peer Ϭ  

amnimo(cfg - interface - rmnet_data0 )#  enable            βЯНϱиϱрЌ˔ТϴϱІχ ῟ᴟ 

amnimo(cfg - interface - rmnet_data0 )#  exit  8  

amnimo(cfg)#  

̞PPPoEϱрЌ˔ТϴϱІϢϤЯНϱиϱрЌ˔ТϴϱІ rmnet_data0 Ϭ ρβϥθϛʺPPPoEϱрЌ˔ТϴϱІ
χЮЕзАϼ ψЯНϱиϱрЌ˔ТϴϱІДТ϶иЕЮЕзАϼ 20ϢϤ ΦΨ ΰοΜϘβʻ 
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ˢ╥― ϵxАЅϿ˔Еϳϴϱχ eth0 Ϭ ЀрОϼЕи˔Ќ˔χ PPPoEЂ˔Н˔χϼжϱϯр

Еρβϥ › 

amnimo(cfg)# ppp peer amnimo - ppp 8 

amnimo(cfg - pp- amnimo- ppp)# username mobtpuser  8 β г˔Ѓ˔ Ϭ  

amnimo(cfg - pp- amnimo- ppp)# password 8   

Enter new password:     β ОІм˔Ж(1ᵕ )Ϭ ΰο Enter  

Retype new password:      β ОІм˔Ж(2ᵕ )Ϭ ΰο Enter  

amnimo(cfg - pp- amnimo- mobtp)# connect always  8 β Ⱳ  

amnimo(cfg - pp- amnimo- ppp)#  ifname eth0  8      βPPP Ђ˔Н˔Υ ΰοΜϥϱрЌ˔Т

ϴϱІϬ  

amnimo(cfg - pp- amnimo- ppp)# show config  8 

verbose informational  

username mobtpuser  

password mobtp pass 

connect always  

authentication chap  

bsdcomp 15,15  

deflate 15,15  

ccp 

pcomp 

vj  

vjccomp  

vj - max- slots 15  

predictor1  

ifname eth0  

amnimo(cfg - pp- amnimo- ppp)# exit  8 

amnimo(cfg)#  interface eth0  8    βeth0 ϱрЌ˔ТϴϱІχ  

amnimo(cfg - interface - eth0)#  no address 192.168.0.254/24  8 βIPϯЖйІϬ⌡  

amnimo(cfg - interface - eth0)#  enable                   βeth0 ϱрЌ˔ТϴϱІχ ῟ᴟ 

amnimo(cfg - interface - eth0 )#  exit  8 

amnimo(cfg)#  interface ppp0  8    βPPPoEϱрЌ˔ТϴϱІχ  

amnimo(cfg - interface - ppp0)#  pppoe4 amnimo- ppp 8 βPPPoEχ Ṝ peer Ϭ  

amnimo(cfg - interface - ppp0)#  enable  8  βPPPoEϱрЌ˔ТϴϱІχ ῟ᴟ 

amnimo(cfg - interface - ppp0)#  exit  8   

amnimo(cfg)#  
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6.2 ϱрЌ˔ТϴϱІχ Ϭβϥ 

 

ϱрЌ˔ТϴϱІχІГ˔ЌІϞ χ ꜘʺ Ϭ“ΜϘβʻ 

 ϱрЌ˔ТϴϱІχІГ˔ЌІϬ ꜘβϥ 

ϱрЌ˔ТϴϱІχІГ˔ЌІϬ ꜘβϥτψʺshow interface ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show interface [ IFNAME]  

‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

IFNAME Ϭ βϥρʺ ήϦοΜϥβϓοχϱрЌ˔Т
ϴϱІχІГ˔ЌІΥ ꜘήϦϘβʻ 

Т϶˔ЫАЕ 

IFNAME: state LINK - DETECT mtu MTU 

  mac MAC- ADDRESS 

  ipv4 IPv4 - ADDRESS/IPv4- PREFIX 

  ipv6 IPv6 - ADDRESS/IPv6- PREFIX 

‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Υ ꜘήϦϘβʻ 

LINK-DETECT зрϼ Υ ꜘήϦϘβʻ 

= зрϼЍϳр ʿ DOWN 

= зрϼϯАФ ʿ UP 

MTU MTUˢMaximum Transfer Unit ˣ Υ ꜘήϦϘβʻ 

MAC-ADDRESS ӟᴞχἹ꜠πʺMACϯЖйІΥ ꜘήϦϘβʻ 

xx: xx: xx: xx: xx: xx 

xxψ 16 πβʻ 

IPv4-ADDRESS IPv4ϯЖйІΥ ꜘήϦϘβʻ 

IPv4-PREFIX IPv4ФйТϰАϼІ Υ ꜘήϦϘβʻ 

IPv6-ADDRESS IPv6ϯЖйІΥ ꜘήϦϘβʻ 

IPv6-PREFIX IPv6ФйТϰАϼІ Υ ꜘήϦϘβʻ 

 

 

= ipv4ρ ipv6ψʺ “ ꜘήϦϘβʻ 

= ήϦϥ ψʺ ТϮϱиΤϣ︡ ΰθ πψσΨʺם∑τ ήϦοΜϥ πβ  ̒
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“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺϵАЅϿ˔Еϳϴϱπχԁ г˔

Ѓ˔Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo$ show interface  8 

eth0: state UP mtu 1500  

  mac e8:1b:4b:00:30:01  

  ipv4 192.168.0.254/24  

  ipv6 fe80::ea1b:4bff:fe00:3001/64  

lan0: state UP mtu 1500  

  mac e8:1b:4b:00:31:01  

lan1: state DOWN mtu 1500  

  mac e8:1b:4b:00:31:01  

lan2: state DOWN mtu 1500  

  mac e8:1b:4b:00:31:01  

lan3: state DOWN mtu 1500  

  mac e8:1b:4b:00:31:01  

br0: state UP mtu 1500  

  mac e8:1b:4b:00:31:01  

  ipv4 192.168.1.254/24  

  ipv4 172.16.0.1/16  

  ipv6 fe80::ea1b:4bff:fe00:3101/64  

 

 ϱрЌ˔ТϴϱІχ Ϭ ꜘβϥ 

ϱрЌ˔ТϴϱІχ Ϭ ꜘβϥτψʺshow config interface ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config interface [ IFNAME]  

‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

IFNAME Ϭ βϥρʺ ήϦοΜϥβϓοχϱрЌ˔Т

ϴϱІχ Υ ꜘήϦϘβʻ 

Т϶˔ЫАЕˢϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ˣ 

# ----  transition  to configure mode ----  

configure  

# ----  interface IFNAME configure ----  

interface IFNAME 

ENABLE 

BRIDGE 

MAC- ADDRESS 

PMTU 

MOBILE 

PPPOE4 

PPPOE4- DNS 

PPPOE4- ROUTE 

ADDRESS 

DHCP4 

DHCP4- DNS 

DHCP4- NTP 

DHCP4- MTU 
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DHCP4- ROUTE 

GATEWAY4 

GATEWAY4- VIA 

DYNAMIC- SNAT4 

mtu MTU 

MRU 

MODE 

PROXY- ARP 

OPTIONAL 

exit  

# ----  exit  configure mode ----  

exit  

Т϶˔ЫАЕˢЀрОϼЕи˔Ќ˔ˣ 

# ----  transition to configure mode ----  

configure  

# ----  interface IFNAME configure ----  

interface IFNAME 

ENABLE 

BRIDGE 

MAC- ADDRESS 

PMTU 

MOBILE 

MOBILE- DNS 

MOBILE- ROUTE 

PPPOE4 

PPPOE4- DNS 

PPPOE4- ROUTE 

ADDRESS 

DHCP4 

DHCP4- DNS 

DHCP4- NTP 

DHCP4- MTU 

DHCP4- ROUTE 

GATEWAY4 

GATEWAY4- VIA 

DYNAMIC- SNAT4 

mtu MTU 

MRU 

MODE 

PROXY- ARP 

OPTIONAL 

WIFI- AP 

WIFI- STA 

exit  

# ----  exit configure mode ----  

exit  
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‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Υ ꜘήϦϘβʻ 

ᴦ σϱрЌ˔ТϴϱІ ψʺ τϢμοӰσϤϘβʻ 

= ЈрЂ˔ Ͽ˔Еϳϴϱ 

lan0ʺlan1ʺbr<0 -9>ʺecm0ʺppp<0 -9> 

= AIϵАЅϿ˔Еϳϴϱ 
wan0ʺlan<0 -3>ʺbr<0 -9>ʺecm0ʺppp<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 
eth0ʺlan<0 -3>ʺbr<0 -9>ʺecm0ʺppp<0 -9> 

= IoTи˔Ќ˔ 
eth<0 -1>ʺbr<0 -9>ʺecm0ʺppp<0 -9> 

= ЀрОϼЕи˔Ќ˔ 

eth0ʺrmnet_data0  

=  LAN ∏ЀрОϼЕи˔Ќ˔ 

lan0ʺlan1ʺrmnet_data0ʺwlan0ʺwlan1 

ENABLE ϱрЌ˕ТϴϱІΥ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

BRIDGE УзАЅ χ Υ ꜘήϦϘβʻ 

MAC-ADDRESS MACϯЖйІΥˮmac { }˯ρ ꜘήϦϘβʻ 

PMTU ОІMTU χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

auto ˮpmtu auto˯ρ ꜘήϦϘβʻ 

manual  ˮpmtu manual { }˯ρ ꜘήϦϘβʻ 
 

MOBILE ЯНϱи π► βϥЯНϱиСϯ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮmobile { }˯ρ ꜘήϦϘβʻ 

τψMOB PEER NAMEˢЯНϱиСϯ

ˣΥ ϤϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

MOBILE-DNS ЯНϱиṐ χ DNS Υ ꜘήϦϘβʻ 
 

= ЯНϱиСϯ Υ ῟σ › 
 

 ꜘ 

῟ ˮmobile dns { }˯ρ ꜘήϦϘβʻ 

τψ ˢ︡ ˣΰθ DNS Ђ˔Н˔ϯ

ЖйІχ Υ ϤϘβʻ 

῟ ˮno mobile  dns˯ρ ꜘήϦϘβʻ 
 

= ЯНϱиСϯ Υ ῟σ › 

ꜘήϦϘδϭʻ 

ЀрОϼЕи˔Ќ˔χ rmnet_data0 χ 

ϱрЌ˔ТϴϱІχϙ Υᴦ πβʻ 
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‮   

MOBILE-ROUTE ЯНϱиṐ χи˔Е Υ ꜘήϦϘβʻ 
 

= ЯНϱиСϯ Υ ῟σ › 
 

 ꜘ 

῟ ˮmobile route { }˯ρ ꜘήϦϘβʻ 

τψ ˢ︡ ˣΰθДТ϶иЕи˔Е

χЮЕзАϼ Υ ϤϘβʻ 

῟ ˮno mobile  route˯ρ ꜘήϦϘβʻ 
 

= ЯНϱиСϯ Υ ῟σ › 

ꜘήϦϘδϭʻ 

ЀрОϼЕи˔Ќ˔χ rmnet_data0 χ 

ϱрЌ˔ТϴϱІχϙ Υᴦ πβʻ 

PPPOE4 PPPoEˢIPv4ˣ π► βϥ PPPСϯ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮpppoe4 { }˯ρ ꜘήϦϘβʻ 

τψ PPP PEER NAMEˢPPPСϯ

ˣΥ ϤϘβʻ 

῟ ꜘήϦϘδϭʻ 

ᴒ ЌϱФЀрОϼЕи˔Ќ˔χ rmnet_data0 χϱрЌ˔ТϴϱІ
πψʺPPPoEḩ ψ πΦϘδϭʻ 

PPPOE4-DNS PPPoEˢIPv4ˣχ DNS Υ ꜘήϦϘβʻ 
 
= PPPOE4Υ ῟σ › 
 

 ꜘ 

῟ ˮpppoe4 dns { }˯ρ ꜘήϦϘβʻ 

τψ ˢ︡ ˣΰθ DNS Ђ˔Н˔ϯ

ЖйІχ Υ ϤϘβʻ 

῟ ˮno pppoe4 dns˯ρ ꜘήϦϘβʻ 
 
= PPPOE4Υ ῟σ › 

ꜘήϦϘδϭʻ 

PPPOE4-ROUTE PPPoEˢIPc4)χ Route Υ ꜘήϦϘβʻ 
 
= PPPOE4Υ ῟σ › 
 

 ꜘ 

῟ ˮpppoe4 route { }˯ρ ꜘήϦϘβʻ 

τψ ˢ︡ ˣΰθДТ϶иЕи˔Е

χЮЕзАϼ Υ ϤϘβʻ 

῟ ˮno pppoe4 route˯ρ ꜘήϦϘβʻ 
 
= PPPOE4Υ ῟σ › 

ꜘήϦϘδϭʻ 

ADDRESS IPϯЖйІρФйТϰАϼІ Υˮaddress { }˯ρ ꜘήϦϘβʻ 

DHCP4 DHCPˢIPv4ˣχ ῟ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮdhcp4˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 

ᴒ ЌϱФЀрОϼЕи˔Ќ˔χ rmnet_data0 χϱрЌ˔ТϴϱІ

πψʺdhcp4ḩ ψ πΦϘδϭʻ 
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‮   

DHCP4-DNS DHCPˢIPv4ˣχ DNS Υ ꜘήϦϘβʻ 
 
= DHCP4Υ ῟σ › 
 

 ꜘ 

῟ 

ˮdhcp4 dns { }˯ρ ꜘήϦϘβʻ 

τψ ˢ︡ ˣΰθ DNS Ђ˔Н˔ϯ

ЖйІχ Υ ϤϘβʻ 

῟ ˮno dhcp4 dns˯ρ ꜘήϦϘβʻ 
 
= DHCP4Υ ῟σ › 

ꜘήϦϘδϭʻ 

DHCP4-NTP DHCPˢIPv4ˣχ NTPχ ῟˗ ῟ Υ ꜘήϦϘβʻ 
 
= DHCP4Υ ῟σ › 
 

 ꜘ 

῟ ˮdhcp4 ntp˯ρ ꜘήϦϘβʻ 

῟ ˮno dhcp4 ntp˯ρ ꜘήϦϘβʻ 
 
= DHCP4Υ ῟σ › 

ꜘήϦϘδϭʻ 

DHCP4-MTU  DHCPˢIPv4ˣχMTU χ ῟˗ ῟ Υ ꜘήϦϘβʻ 
 
= DHCP4Υ ῟σ › 
 

 ꜘ 

῟ ˮdhcp4 mtu˯ρ ꜘήϦϘβʻ 

῟ ˮno dhcp4 mtu˯ρ ꜘήϦϘβʻ 
 
= DHCP4Υ ῟σ › 

ꜘήϦϘδϭʻ 

DHCP4-ROUTE DHCPˢIPv4ˣχὊ Υ ꜘήϦϘβʻ 
 
= DHCP4Υ ῟σ › 
 

 ꜘ 

῟ 

ˮdhcp4 route { }˯ρ ꜘήϦϘβʻ 

τψ ˢ︡ ˣΰθДТ϶иЕи˔Е

χЮЕзАϼ Υ ϤϘβʻ 

῟ ˮno dhcp4 route˯ρ ꜘήϦϘβʻ 
 
= DHCP4Υ ῟σ › 

ꜘήϦϘδϭʻ 

GATEWAY4 Ͽ˔ЕϳϴϱˢIPv4ˣχЮЕзАϼ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮgateway4 { }˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

GATEWAY4-VIA Ͽ˔ЕϳϴϱˢIPv4ˣχϯЖйІ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮgateway4 via { }˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

DYNAMIC-SNAT4 SNATˢIPv4ˣχ ῟ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮdynamic -snat4˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

MTU MTUˢMaximum Transmission Unit ˣ Υˮ mtu { } ρ˯ ꜘήϦϘβ  ̒
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‮   

MRU MRUˢMaximum Receive Unit ˣ Υ ꜘήϦϘβʻ 

MODE зрϼЯ˔Ж Υˮmode { }˯ρ ꜘήϦϘβʻ 

 ꜘ 

10BASE-T ᾧ  10baseT-Half  

10BASE-T ᾧ  10baseT-Full  

100BASE-Tꜛ ꜡ 100baseT-Auto 

100BASE-T ᾧ  100baseT-Half  

100BASE-T ᾧ  100baseT-Full  

1000BASE-Tꜛ ꜡ 1000baseT-Auto 

1000BASE-T ᾧ  1000baseT-Full  

ЀрОϼЕи˔Ќ˔πψ 

ˮ1000baseT-Auto˯,ˮ1000baseT-Full˯ψ 

ꜘήϦϘδϭʻ 

PROXY-ARP ФкϺЄ ARPχ ῟˗ ῟ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮproxy-arp˯ρ ꜘήϦϘβʻ 

῟ ˮno proxy-arp˯ρ ꜘήϦϘβʻ 
 

OPTIONAL ṐṀṞ ⱲχϱрЌ˔ТϴϱІṞ κ ῟Ṑ Ϭ ῟˗ ῟ Υ ꜘ

ήϦϘβʻ 
 

 ꜘ 

῟ ˮoptional˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 

= ЀрОϼЕи˔Ќ˔πψ ꜘήϦϘδϭʻ 

= Н˔Ѕдр 3.0.0ӟ‭πψ ꜘήϦϘδϭʻ 

WIFI-AP ϱрЌ˔ТϴϱІτϯϼЈІЪϱрЕχ ΥήϦοΜϥ ›ψʺӟᴞχἹ

꜠π ꜘήϦϘβʻ 

access - point  AP- NAME 

 

‮   

AP-NAME ϯϼЈІЪϱрЕχ꜡ (SSID)Υ ꜘή

ϦϘβʻ 

LAN ∏ЀрОϼЕи˔Ќ˔χ 

wlan0ʺwlan1 χϙ ꜘήϦϘβʻ 

WIFI-STA ϱрЌ˔ТϴϱІτІГ˔Єдр ΥήϦοΜϥ ›ψʺӟᴞχἹ꜠π

ꜘήϦϘβʻ 

access - point  STA- NAME 

 

‮   

STA-NAME ІГ˔Єдрχ꜡ Υ ꜘήϦϘβʻ 

LAN ∏ЀрОϼЕи˔Ќ˔χ 

wlan0ʺwlan1 χϙ ꜘήϦϘβʻ 
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“ם  

ӟᴞτʺϵАЅϿ˔ЕϳϴϱπχḚ Я˔ЖΣϢόיּ ⇔ Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo# show config interface  8 

# ----  transition  to configure mode. ----  

configure  

# ----  interface eth0 configure ----  

interface eth0  

enable  

pmtu auto  

address 192.168.0.254/24  

mtu 1500  

mode 100baseT- Auto  

proxy - arp  

exit  

# ----  interface lan0 configure ----  

interface lan0  

enable  

pmtu auto  

mtu 1500  

mode 100baseT- Auto  

proxy - arp  

exit  

# ----  interface lan1 configure ----  

interface lan1  

enable  

pmtu auto  

mtu 1500  

mode 100baseT- Auto  

proxy - arp  

exit  

# ----  interface lan2 configure -- --  

interface lan2  

enable  

pmtu auto  

mtu 1500  

mode 100baseT- Auto  

proxy - arp  

exit  

# ----  interface lan3 configure ----  

interface lan3  

enable  

pmtu auto  

mtu 1500  

mode 100baseT- Auto  

proxy - arp  

exit  

# ----  interface br0 configure ----  

interface br0  

enable  

bridge lan0  

bridge lan1  

bridge lan2  

bridge lan3  

mac lan0  

pmtu auto  

address 192.168.1.254/24  

mtu 1500  
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proxy - arp  

exit  

# ----  exit  configure mode. ----  

exit  

 

amnimo(cfg)# show config  8 

amnimo(cfg - interface - eth0)# show config  8 

enable  

pmtu auto  

address 192.168.0.254/24  

mtu 1500  

mode 100baseT- Auto  

proxy - arp  

 

 

ӟᴞχϢΞτʺ Я˔ЖπϱрЌ˔ТϴϱІϬ◙ ΰο interface ЀЫрЖϬם“βϥρʺ

ϱрЌ˔ТϴϱІχ ⇔ Я˔Жτӱ“βϥάρΥπΦϘβʻ 

 ΰΨψʺ˰6.2.3 ϱрЌ˔ТϴϱІϬ ΰο Ϭ βϥ˱Ϭ╥ ΰοΨι

ήΜʻ 
 

amnimo(cfg) # interface  eth0  8 

amnimo(cfg - interface - eth0 )#  
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 ϱрЌ˔ТϴϱІϬ ΰο Ϭ βϥ 

ϱрЌ˔ТϴϱІϬ βϥτψʺϱрЌ˔ТϴϱІχ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬ

ΰϘβʻάάπ“ם ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ˢϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ˣ 

i nterface IFNAME 

enable  

no enable  

bridge BRIDGE- IFNAME 

no bridge BRIDGE- IFNAME 

mac <auto  | MAC- IFNAME | MAC- ADDRESS> 

no mac 

pmtu < auto  | manual [ MSS]>  

no pmtu  

mobile MOB- PEER- NAME 

no mobile  

pppoe4 PPP- PEER- NAME 

no pppoe4  

pppoe4 dns [ PRIORITY]  

no pppoe4 dns  

pppoe4 route [ PPPOE4- ROUTE- METRIC]  

no pppoe4 route  

address ADDRESS/ PREFIX 

no address ADDRESS/ PREFIX 

dhcp4 

no dhcp4  

dhcp4 dns [ PRIORITY]  

no dhcp4 dns  

dhcp4 ntp  

no dhcp4 ntp  

dhcp4 mtu  

no dhcp4 mtu  

dhcp4 route [ DHCP4- ROUTE- METRIC]  

no dhcp4 route  

gateway4 via GATEWAY4- ADDRESS 

gateway4 GATEWAY4- METRIC 

no gateway4  

dynamic - snat 4 

no dynamic - snat 4 

mtu < 576 Ƶ 9676> 

mru < 576 Ƶ 9676> 

mode <10baseT- Half  | 10baseT- Full  | 100baseT- Auto  | 100baseT- Half  | 100baseT- Full  | 10

00baseT- Auto  | 1000baseT- Full > 

proxy - arp  

no proxy - arp  

optional  

no optional  

exit  

no interface IFNAME  
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꜠ˢЀрОϼЕи˔Ќ˔ˣ 

i nterface IFNAME 

enable  

no enable  

bridge BRIDGE- IFNAME 

no bridge BRIDGE- IFNAME 

mac <auto  | MAC- IFNAME | MAC- ADDRESS> 

no mac 

pmtu < auto  | manual [ MSS]>  

no pmtu  

mobile MOB- PEER- NAME 

no mobile  

mobile dns [ PRIORITY]  

no mobile dns  

mobile  route [ MOBILE- ROUTE- METRIC]  

no mobile route  

pppoe4 PPP- PEER- NAME 

no pppoe4  

pppoe4 dns [ PRIORITY]  

no pppoe4 dns  

pppoe4 route [ PPPOE4- ROUTE- METRIC]  

no pppoe4 route  

address ADDRESS/ PREFIX 

no address ADDRESS/ PREFIX 

dhcp4 

no dhcp4  

dhcp4 dns [ PRIORITY]  

no dhcp4 dns  

dhcp4 ntp  

no dhcp4 ntp  

dhcp4 mtu  

no dhcp4 mtu  

dhcp4 route [ DHCP4- ROUTE- METRIC]  

no dhcp4 route  

gateway4 via GATEWAY4- ADDRESS 

gateway4 GATEWAY4- METRIC 

no gateway4  

dynamic - snat4  

no dynamic - snat4  

mtu < 576- 1500> 

mode <10baseT- Half  | 10baseT- Full  | 100baseT- Auto  | 100baseT- Half  | 100baseT- Full  | 10

00baseT- Auto  | 1000baseT- Full > 

proxy - arp  

no proxy - arp  

optional  

no optional  

access - point AP- NAME 

no access - point AP- NAME 

station STA- NAME 

no station STA- NAME 

exit  

no interface IFNAME  
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ЀЫрЖ 

ЀЫрЖ  

interface  ϱрЌ˕ТϴϱІ Ϭ◙ ΰοם“ΰϘβʻ 

  

IFNAME ϱрЌ˔ТϴϱІϬ◙ ΰϘβʻ 

 

Я˔ЖπϱрЌ˔ТϴϱІϬ◙ ΰοם“βϥρʺ◙ ΰθϱ
рЌ˔ТϴϱІχ ⇔ Я˔Жτӱ“ΰϘβʻ 

ᴦ σϱрЌ˔ТϴϱІ ψʺ τϢμοӰσϤϘβʻ 

= ЈрЂ˔ Ͽ˔Еϳϴϱ 

lan0ʺlan1ʺbr<0 -9>ʺecm0ʺppp<0 -9> 

= AIϵАЅϿ˔Еϳϴϱ 

wan0ʺlan<0 -3>ʺbr<0 -9>ʺecm0ʺppp<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 
eth0ʺlan<0 -3>ʺbr<0 -9>ʺecm0ʺppp<0 -9> 

= IoTи˔Ќ˔ 
eth<0 -1>ʺbr<0 -9>ʺecm0ʺppp<0 -9> 

= ЀрОϼЕи˔Ќ˔ 
eth0ʺrmnet_data0  

= LAN ∏ЀрОϼЕи˔Ќ˔ 
lan<0 -1>ʺwlan<0 -1>ʺrmnet_data0  

 

ЯНϱиЯЅв˔иΥσΜṐṀπψ ecm0Ϭ ῟τΰοϜʺ ψ
πΦϘδϭʻ 

enable ϱрЌ˕ТϴϱІϬ ῟τΰϘβʻ 

no enable ϱрЌ˕ТϴϱІϬ ῟τΰϘβʻ 

bridge УзАЅχϱрЌ˔ТϴϱІ Ϭ ᴥΰϘβʻ 

  

BRIDGE-

IFNAME 

УзАЅχϱрЌ˔ТϴϱІϬ◙ ΰϘβʻ 

ᴦ σϱрЌ˔ТϴϱІ ψʺ τϢμοӰσϤϘβʻ 

= ЈрЂ˔ Ͽ˔Еϳϴϱ 

lan0ʺlan1ʺbr<0 -9>ʺtap<0 -9>ʺtun<0 -9> 

= AIϵАЅϿ˔Еϳϴϱ 
wan0ʺlan<0 -3>ʺtap<0 -9>ʺtun<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 
eth0ʺlan<0 -3>ʺtap<0 -9>ʺtun<0 -9> 

= IoTи˔Ќ˔ 
eth<0 -1>ʺtap<0 -9>ʺtun<0 -9> 

= LAN ∏ЀрОϼЕи˔Ќ˔ 
lan<0 -1>ʺwlan<0 -1> 

ЀЫрЖψ ϱ̋рЌ˔ТϴϱІ Υ br<0 -9>χ ›τχϙ β

ϥάρΥπΦϘβʻ 

ᴒ ЌϱФχ LAN ∏ЀрОϼЕи˔Ќ˔ψʺwlan0 ΥІГ
˔Єдр πΚϥ ›ψʺУзАЅχϱрЌ˔ТϴϱІρΰο
πΦϘδϭʻ 

ᴒ ЌϱФχЀрОϼЕи˔Ќ˔ψУзАЅṐ ΥΚϤϘδϭʻ 

 

no bridge УзАЅχϱрЌ˔ТϴϱІ Ϭ◙ ΰο ӲзАЅχ Ϭ⌡ ΰϘβ  ̒

  

BRIDGE-

IFNAME 

УзАЅχϱрЌ˔ТϴϱІϬ◙ ΰϘβʻ 

 



 

 

164 

К

Е
м

ϼ
χ

 

 

6 

 

ЀЫрЖ  

mac УзАЅχMACϯЖйІϬ ΰϘβʻ 

  

auto MACϯЖйІϬꜛ ΰϘβʻ 

MAC-IFNAME ϱрЌ˔ТϴϱІ Ϭ◙ ΰʺ ᵺϱрЌ

˔ТϴϱІχ MACϯЖйІϬ ΰϘβʻ 

MAC-

ADDRESS 

ӪχMACϯЖйІϬ ΰϘβʻ 

ϱрЌ˔ТϴϱІ Υ br<0 -9>χ ›τχϙ βϥάρΥᴦ
πβʻ 

ψʺ зУ˔Еῇτ ֳήϦϘβʻ 

 

no mac MACϯЖйІχ Ϭ⌡ ΰϘβʻ 

pmtu  Path MTU(Path Maximum Transmission Unit) Ϭ ΰϘβʻ 

  

auto Path MTUϬꜛ ΰϘβʻ 

manual  MSS(Maximum Segment Size) Ϭ ΰϘβ  ̒

536˙1460χ Ӥπ ΰϘβʻ 
 

no pmtu  PMTUχ Ϭ⌡ ΰϘβʻ 

mobile ЯНϱиЯЅв˔иχ Ϭ◙ ΰϘβʻ 

  

MOB-PEER-

NAME 

ЯНϱиЯЅв˔иχ Ϭ◙ ΰϘβʻ 

 ψʺ˰5.7 ЯНϱиᵕ Ϭ β

ϥ˱π ΰθ τσϤϘβʻ 

ϱрЌ˔ТϴϱІ ΥϵАЅϿ˔ЕϳϴϱʺIoT и˔Ќ˔πψ
ecm<0 -9>χ › Ѐ̋рОϼЕи˔Ќ˔πψ rmnet_data0 χ ›χ
ϙ βϥάρΥᴦ πβʻ 

no mobile  ЯНϱи Ϭ⌡ ΰϘβʻ 

mobile dns 

ЯНϱи χ DNSϬ ΰϘβʻ 

  

PRIORITY DNSχ Ϭ ΰϘβʻ 

0˙99χ Ӥπ ΰϘβʻ 

ДТ϶иЕψˮ20˯πβʻ 

ЀрОϼЕи˔Ќ˔χ rmnet_data0 χ 

ϱрЌ˔ТϴϱІχϙ Υᴦ πβʻ 

no mobile dns ЯНϱи χ DNSϬ► ΰϘδϭʻ 

mobile route 

ЯНϱи χὊ Ϭ ΰϘβʻ 

  

MOBILE-

ROUTE-

METRIC 

ЮЕзАϼ Ϭ ΰϘβʻ 

ДТ϶иЕψˮ 20 π˯β 1̒˙254χ Ӥπ

ΰϘβʻ 

ЀрОϼЕи˔Ќ˔χ rmnet_data0 χ 

ϱрЌ˔ТϴϱІχϙ Υᴦ πβʻ 

no mobile route ЯНϱи χὊ Ϭ► ΰϘδϭʻ 

pppoe4 PPPoEˢIPv4ˣϬ ΰϘβʻ 

  

PPP-PEER-

NAME 

PPPχ Ϭ◙ ΰϘβʻ 

 ψʺ˰ 6.1.5 PPPχ Ϭβϥ π˱

ΰθ τσϤϘβʻ 

ϱрЌ˔ТϴϱІ Υ ppp<0 -9>χ ›τχϙ βϥ 
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ЀЫрЖ  

no pppoe4 PPPoEˢIPv4ˣ Ϭ⌡ ΰϘβʻ 

pppoe4 dns 

PPPoEˢIPv4ˣχ DNSϬ ΰϘβʻ 

  

PRIORITY DNSχ Ϭ ΰϘβʻ 

0˙99χ Ӥπ ΰϘβʻ 

ДТ϶иЕψˮ20˯πβʻ 
 

no pppoe4 dns  PPPoEˢIPv4ˣχ DNSϬ► ΰϘδϭʻ 

pppoe4 route  

PPPoEˢIPv4ˣχὊ Ϭ ΰϘβʻ 

  

PPPOE4-

ROUTE-

METRIC 

ЮЕзАϼ Ϭ ΰϘβʻ 

1˙254χ Ӥπ ΰϘβʻ 

ДТ϶иЕψˮ20˯πβʻ 

ϵАЅϿ˔Еϳϴϱ I̋oTи˔Ќ˔χН˔Ѕдр 1.x.xπψ Ӥ
ψ 0˙255τσϤϘβʻ 

no pppoe4 route  PPPoEˢIPv4ˣχὊ Ϭ► ΰϘδϭʻ 

address 

ᾧ IPϯЖйІϬ ᴥΰϘβʻ 

  

ADDRESS/PREFIX IPϯЖйІ/ФйТϰАϼІϬ◙ ΰϘβʻ 

ϱрЌ˔ТϴϱІ ΥӟᴞτΚοψϘϥ ›τχϙ βϥάρΥ
ᴦ πβʻ 

= ЈрЂ˔ Ͽ˔Еϳϴϱ 

lan0ʺlan1ʺbr<0 -9> 

= AIϵАЅϿ˔Еϳϴϱ 
wan0ʺbr<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 
eth0ʺbr<0 -9> 

= IoTи˔Ќ˔ 
eth<0 -1>ʺbr<0 -9> 

= ЀрОϼЕи˔Ќ˔ 

eth0 

=  LAN ∏ЀрОϼЕи˔Ќ˔ 

lan<0 -1>ʺbr<0 -9>ʺwlan< 0-1> 

no address ᾧ IPϯЖйІϬ⌡ ΰϘβʻ 
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ЀЫрЖ  

dhcp4 

DHCPˢIPv4ˣϼжϱϯрЕϬ ΰϘβʻ 

ϱрЌ˔ТϴϱІ ΥӟᴞτΚοψϘϥ ›τχϙ βϥάρΥ

ᴦ πβʻ 

= ЈрЂ˔ Ͽ˔Еϳϴϱ 

lan<0 -1>ʺbr<0 -9>ʺecm<0 -9>ʺtun<0 -9>ʺtap<0 -9>  

= AIϵАЅϿ˔Еϳϴϱ 
wan0ʺlan<0 -3>ʺbr<0 -9>ʺecm<0 -9>ʺtun<0 -9>ʺtap<0 -
9>  

= ϵАЅϿ˔Еϳϴϱ 
eth0 l̋an<0 -3> b̋r<0 -9> e̋cm<0 -9> t̋un<0 -9> t̋ap<0 -9>  

= IoTи˔Ќ˔ 
eth<0 -1>ʺbr<0 -9>ʺecm<0 -9>ʺtun<0 -9>ʺtap<0 -9>  

= ЀрОϼЕи˔Ќ˔ 

eth0 

=  LAN ∏ЀрОϼЕи˔Ќ˔ 

lan<0 -1>ʺrmnet_data0ʺwlan<0 -1> 

ЀрОϼЕи˔Ќ˔χ rmnet_data0 χϱрЌ˔ТϴϱІπψʺ
dhcp4 ḩ ψ πΦϘδϭʻ 

 

 

 

 

no dhcp4 DHCPˢIPv4ˣϼжϱϯрЕϬ⌡ ΰϘβʻ 

dhcp4 dns 

DHCPˢIPv4ˣϼжϱϯрЕχ DNSϬ ΰϘβʻ 

  

PRIORITY DNSχ Ϭ ΰϘβʻ 

0˙99χ Ӥπ ΰϘβʻ 

ДТ϶иЕψˮ30˯πβʻ 
 

no dhcp4 dns  DHCPˢIPv4ˣϼжϱϯрЕχ DNSϬ► ΰϘδϭʻ 

dhcp4 ntp  DHCPˢIPv4ˣϼжϱϯрЕχ NTPϬ ΰϘβʻ 

no dhcp4 ntp  DHCPˢIPv4ˣϼжϱϯрЕχ NTPϬ► ΰϘδϭʻ 

dhcp4 mtu  DHCPˢIPv4ˣϼжϱϯрЕχ MTU Ϭ ΰϘβʻ 

no dhcp4 mtu  DHCPˢIPv4ˣϼжϱϯрЕχ MTU Ϭ► ΰϘδϭʻ 

dhcp4 route  

DHCPˢIPv4ˣϼжϱϯрЕχὊ Ϭ ΰϘβʻ 

  

DHCP4-

ROUTE-

METRIC 

ЮЕзАϼ Ϭ ΰϘβʻ 

1˙254χ Ӥπ ΰϘβʻ 

ДТ϶иЕψˮ20˯πβʻ 

ϵАЅϿ˔Еϳϴϱ I̋oTи˔Ќ˔χН˔Ѕдр 1.x.xπψ Ӥ

ψ 0˙255τσϤϘβʻ 

no dhcp4 route  DHCPˢIPv4ˣϼжϱϯрЕχὊ Ϭ► ΰϘδϭʻ 
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ЀЫрЖ  

gateway4 via  

Ͽ˔Еϳϴϱχ IPϯЖйІϬ ΰϘβʻ 

  

GATEWAY4-

ADDRESS 

Ͽ˔Еϳϴϱχ IPϯЖйІϬ◙ ΰϘβʻ 

ЮЕзАϼ ˢ10ˣΥ Ⱳτ ήϦϘβʻ 

 

ϱрЌ˔ТϴϱІ ΥӟᴞτΚοψϘϥ ›τχϙ βϥάρΥ

ᴦ πβʻ 

= ЈрЂ˔ Ͽ˔Еϳϴϱ 

lan<0 -1>ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= AIϵАЅϿ˔Еϳϴϱ 
wan0ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 
eth0ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= IoTи˔Ќ˔ 
eth<0 -1>ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= ᴒ ЌϱФЀрОϼЕи˔Ќ˔ 

eth0 

= ᴒ ЌϱФ/ᴒᵰЌϱФ LANЀрОϼЕи˔Ќ˔ 

lan<0 -1>ʺwlan<0 -1>ʺbr<0 -9> 

gateway4 

Ͽ˔ЕϳϴϱχЮЕзАϼ Ϭ  ΰϘβʻ 

  

GATEWAY4-

METRIC 

Ͽ˔ЕϳϴϱχЮЕзАϼ Ϭ◙ ΰϘβʻ 

1˙254χ Ӥπ ΰϘβʻ 

ϱрЌ˔ТϴϱІ ΥӟᴞτΚοψϘϥ ›τχϙ βϥάρΥ

ᴦ πβʻ 

= ЈрЂ˔ Ͽ˔Еϳϴϱ 

lan<0 -1>ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= AIϵАЅϿ˔Еϳϴϱ 
wan0ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 
eth0ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= IoTи˔Ќ˔ 
eth<0 -1>ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= ᴒ ЌϱФЀрОϼЕи˔Ќ˔ 

eth0 

= ᴒ ЌϱФ/ᴒᵰЌϱФ LANЀрОϼЕи˔Ќ˔ 

lan<0 -1>ʺwlan<0 -1>ʺbr<0 -9> 

ϵАЅϿ˔Еϳϴϱ I̋oTи˔Ќ˔χН˔Ѕдр 1.x.xπψ Ӥ

ψ 0˙255τσϤϘβ 

no gateway4  Ͽ˔Еϳϴϱχ Ϭ⌡ ΰϘβʻ 

dynamic -snat4 

SNATϬ ΰϘβʻ 

ϱрЌ˔ТϴϱІ lan<0 -3>ψ πΦϘδϭʻ 

  

no dynamic -snat4 SNATχ Ϭ⌡ ΰϘβʻ 
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ЀЫрЖ  

mtu 

MTU(Maximum Transmission Unit) Ϭ ΰϘβʻ 

576˙9676χ Ӥπ ΰϘβʻДТ϶иЕψˮ1500˯πβʻ 

ppp<0 -9>χ ›ʺДТ϶иЕψˮ1454˯πβʻ 

 

= ᵰMTU Ӥ 

ṐṀ ϱрЌ˔ТϴϱІ MTU Ӥ 

 

 

eth0 = V2.6.2ӟ‭ 

576˙1500 

= V2.5.2ӟ  

1500χϙ 
 br<0 -9>, 

lan<0 -1>, wlan<0 -1> 

 

 

rmnet_data0 , ppp<0 -9> 576˙1500 

 

 

 

wan0, lan<0 -3> , ppp<0 -9> 

 lan<0 -3> , ppp<0 -9> 

 

 

 

Н˔Ѕдр 2.1.0ӟ‭ 

eth0, br0<0 -9>,  

lan<0 -9> , ppp<0 -9> 

576˙9668 

 

mru 

MRU(Maximum Receive Unit) Ϭ ΰϘβʻ 

576˙9676χ Ӥπ ΰϘβʻДТ϶иЕψˮ1454˯πβʻ 

ϱрЌ˔ТϴϱІ Υ ppp<0 -9>χ ›τχϙ βϥάρΥᴦ
πβʻ 

mode 

ϱрЌ˔ТϴϱІχзрϼЯ˔ЖϬ ΰϘβʻ 

  

10baseT-Half  10BASE-T ᾧ  

10baseT-Full  10BASE-T ᾧ  

100baseT-Auto 100BASE-Tꜛ ꜡ 

100baseT-Half  100BASE-T ᾧ  

100baseT-Full  100BASE-T ᾧ  

1000baseT-Auto 1000BASE-Tꜛ ꜡ 

1000baseT-Full  1000BASE-T ᾧ  

ϱрЌ˔ТϴϱІ ΥӟᴞτΚοψϘϥ ›τχϙ βϥάρΥ

ᴦ πβʻ 

= ЈрЂ˔ Ͽ˔Еϳϴϱ 

lan<0 -1> 

= AIϵАЅϿ˔Еϳϴϱ 
wan0ʺlan<0 -3> 

= ϵАЅϿ˔Еϳϴϱ 
eth0ʺlan<0 -3> 

= IoTи˔Ќ˔ 
eth<0 -1>  

= ᴒ ЌϱФЀрОϼЕи˔Ќ˔ 

eth0 

= ᴒ ЌϱФ/ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ 

lan<0 -1> 

ᴒ ЌϱФЀрОϼЕи˔Ќ˔πψˮ 1000baseT-Auto˯ ,
ˮ1000baseT-Full˯ψ πΦϘδϭʻ 

ᴒ ЌϱФ/ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔πψ  
ψˮ100baseT-Auto˯ᾧ τσϤϘβʻ 
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ЀЫрЖ  

proxy-arp ФкϺЄ ARPϬ ΰϘβʻ 

no proxy-arp ФкϺЄ ARPϬ⌡ ΰϘβʻ 

optional  

ṐṀṞ ⱲχϱрЌ˔ТϴϱІṞ κ ῟Ṑ Ϭ ΰϘβʻ 

= ЀрОϼЕи˔Ќ˔πψ πΦϘδϭʻ 

= Н˔Ѕдр 3.0.0ӟ‭πψ Ṑ πΦϘδϭʻ 

no optional  

ṐṀṞ ⱲχϱрЌ˔ТϴϱІṞ κ ῟Ṑ Ϭ⌡ ΰϘβʻ 

= ЀрОϼЕи˔Ќ˔πψ πΦϘδϭʻ 

= Н˔Ѕдр 3.0.0ӟ‭πψ Ṑ πΦϘδϭʻ 

access-point  

ṐṀṞ ⱲχϱрЌ˔ТϴϱІṞ κ ῟Ṑ Ϭ ΰϘβʻ 

LAN ∏ЀрОϼЕи˔Ќ˔χϙ Υᴦ πβʻ 

 

 

 

no access-point  ṐṀṞ ⱲχϱрЌ˔ТϴϱІṞ κ ῟Ṑ Ϭ⌡ ΰϘβʻ 

station  

ṐṀṞ ⱲχϱрЌ˔ТϴϱІṞ κ ῟Ṑ Ϭ ΰϘβʻ 

LAN ∏ЀрОϼЕи˔Ќ˔χϙ Υᴦ πβʻ 

 

 

 

no station  ṐṀṞ ⱲχϱрЌ˔ТϴϱІṞ κ ῟Ṑ Ϭ⌡ ΰϘβʻ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no interface  IFNAMEτ◙ ΰθϱрЌ˔ТϴϱІϬ⌡ ΰϘβʻ 
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“ם 1 

eth0 χ IPϯЖйІϬ DHCPϼжϱϯрЕs ДТ϶иЕ Τxϣᾧ IPϯЖйІ 192.168.254.254/24

τ  ΰϘβʻ 

 

amnimo(cfg)# interface eth0  8 

amnimo(cfg - interface - eth0)# no dhcp4 8 

amnimo(cfg - interface - eth0)# address 192.168. 254.254/24  8 

“ם 2 

ДТ϶иЕ πʺbr0τУзАЅϱрЌ˔ТϴϱІρΰο eth0 Ϭ ᴥΰϘβʻ 

 

amnimo(cfg)# interface eth0  8 

amnimo(cfg - interface - eth0)# no dhcp 4 8  βeth0 χДТ϶иЕ Υ DHCPπΚϥθϛ ῟ᴟβϥ 

amnimo(cfg - interface - eth0)# exit  8 

amnimo(cfg)# interface br0  8 

amnimo(cfg - interface - br 0)# bridge eth0  8 

amnimo(cfg - interface - br 0)# show config  8 

enable  

bridge lan0  

bridge lan1  

bridge lan2  

bridge lan3  

bridge eth0  

mac lan0  

pmtu auto  

address 192.168.0.254/24  

mtu 1500  

proxy - arp  

no optional  

 

 

= УзАЅϱрЌ˔ТϴϱІτ ᴥβϥϱрЌ˔ТϴϱІψ ῟ᴟβϥ ΥΚϤϘβʻ 

= УзАЅϱрЌ˔ТϴϱІτ ᴥβϥϱрЌ˔ТϴϱІτ DHCP Ϙθψᾧ IPϯЖ

йІχ ΥΚϥ ›ψ ῟ᴟΰοΨιήΜʻ 
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“ם 3 

τלμοʺЯНϱиχϱрЌ˔ТϴϱІϬ ecm0τ ΰϘβʻ 

 

amnimo(cfg)# interface ecm0  8 

amnimo(cfg - interface - ecm0)# mobile amnimo  8 

amnimo(cfg - interface - ecm0)# dhcp4  8 

amnimo(cfg - interface - ecm0)# enable  8 

amnimo(cfg - interface - ecm0)# show config  8 

enable  

pmtu auto  

mobile amnimo  

dhcp4 

dhcp4 dns 30  

dhcp4 ntp  

dhcp4 mtu  

dhcp4 route 30  

mtu 1500  

proxy - arp  

no optional  

“ם 4 

˰6.1.5 PPPχ Ϭβϥ˱χ 
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“ם τלμοʺPPPoEχϱрЌ˔ТϴϱІϬ ppp0τ ΰϘβʻ 

 

amnimo(cfg)# interface ppp0  8 

amnimo(cfg - interface - ppp0)# pppoe4 amnimo - ppp 8 

amnimo(cfg - interface - ppp0)# enable 8 

amnimo(cfg - interface - ppp0)# show config 8 

enable  

pmtu auto  

pppoe4 amnimo- ppp 

pppoe4 dns 20  

pppoe4 route 20  

mtu 1454  

mru 1454  

proxy - arp  

no optional  
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6.3 и˔ГϰрϽχ Ϭβϥ 

 

и˔ГϰрϽГ˔УиϞи˔ГϰрϽχ χ ꜘʺ и˔ГϰрϽχ Ϭ“ΜϘβʻ 

 и˔ГϰрϽГ˔УиϬ ꜘβϥ 

и˔ГϰрϽГ˔УиϬ ꜘβϥτψʺshow routing ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show routing  

Т϶˔ЫАЕ 

TO  VIA  METRIC INTERFACE βХАЍ˔“ 

TO  VIA  METRIC IF NAME 

ˢ ˣ 

‮  

‮   

TO Ӎ КАЕм˔ϼΥ ꜘήϦϘβʻ 

VIA Ͽ˔ЕϳϴϱϯЖйІΥ ꜘήϦϘβʻ 

METRIC ЮЕзАϼ Υ ꜘήϦϘβʻ 

IFNAME ϱрЌ˔ТϴϱІ Υ ꜘήϦϘβʻ 

“ם ˢϵАЅϿ˔Еϳϴϱ Н˔Ѕдр 1ὉʺIoTи˔Ќ˔ Н˔Ѕдр 1Ὁˣ 

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show routing  8 

TO  VIA  METRIC INTERFACE 

default   192.168.0.1  0 eth0  

192.168.0.0/24  0.0.0.0   0 eth0  

192.168.1.0/24  0.0.0.0   0 br0  

“ם ˢЀрОϼЕи˔Ќ˔ʺAIϵАЅϿ˔ЕϳϴϱʺЈрЂ˔ Ͽ˔ЕϳϴϱʺϵАЅϿ˔Е
ϳϴϱ Н˔Ѕдр 2Ὁӟ‭ʺIoTи˔Ќ˔ Н˔Ѕдр͎Ὁӟ‭ˣ 

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show routing  8 

Status: K -  kernel route, C -  connected, S -  static,  

        > -  selected route, * -  FIB route  

STATUS   TO                  VIA                 METRIC  INTERFACE  

S>*      0.0.0.0/0            172.16.0.1          10      eth0  

C>*      127.0.0.0/8         0.0.0.0                     lo      βЮЕзАϼ Υꜛ χ

›ψ ꜘήϦϘδϭʻ 

C>*      172.16.0.0/24      0.0.0.0                     eth0    βЮЕзАϼ Υꜛ χ

›ψ ꜘήϦϘδϭʻ 
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 и˔ГϰрϽχ Ϭ ꜘβϥ 

и˔ГϰрϽχ Ϭ ꜘβϥτψʺshow config routing static ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config routing static [ STATIC- ROUTE- NAME]  

‮  

‮   

STATIC-ROUTE-NAME и˔ГϰрϽ Ϭ◙ ΰϘβʻ 

Т϶˔ЫАЕ 

# ----  transition  to configure mode ----  

configure  

# ----  routing static  STATIC- ROUTE- NAME configure ----  

TO- ADDRESS 

VIA- ADDRESS 

INTERFACE 

METRIC 

# ----  exit  configure mode ----  

exit  

‮  

‮   

STATIC-ROUTE-NAME и˔ГϰрϽ Υ ꜘήϦϘβʻ 

TO-ADDRESS Ӎ КАЕм˔ϼϯЖйІΥ ꜘήϦϘβʻ 

VIA-ADDRESS Ὂ χϿ˔Еϳϴϱ IPϯЖйІΥ ꜘήϦϘβʻ 

INTERFACE Ὂ ΥᶤϤ οϣϦϥϱрЌ˔ТϴϱІΥ ꜘήϦϘβʻ 

METRIC Ὂ χЮЕзАϼ Υ ꜘήϦϘβʻ 

 

“ם  

 

amnimo(cfg)# show config routing static default  8 

# ----  routing static  default configure ----  

routing static default  

to 0.0.0.0/0  

via 192.168.0.1  

metric 0  

exit  
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 и˔ГϰрϽГ˔Уиχ Ϭβϥ 

и˔ГϰрϽϬ βϥτψʺ и˔ГϰрϽχ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“

ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

routing static STATIC- ROUTE- NAME 

to TO- ADDRESS/ PREFIX 

via VIA- ADDRESS 

interface IFNAME 

metric METRIC 

exit  

no routing static STATIC- ROUTE- NAME 

ЀЫрЖ 

ЀЫрЖ  

routing static  STATIC-ROUTE-NAME STATIC-ROUTE-NAME τ и˔ГϰрϽ Ϭ◙ ΰο

 ΰϘβʻ“ם

Я˔Жπ и˔ГϰрϽ Ϭ◙ ΰοם“β
ϥρʺ◙ ΰθи˔ГϰрϽ χ ⇔ Я˔Жτ
ӱ“ΰϘβʻ 

to Ӎ КАЕм˔ϼϯЖйІϬ ΰϘβʻ 

via Ὂ χϿ˔Еϳϴϱ IPϯЖйІϬ ΰϘβʻ 

interface  ϱрЌ˔ТϴϱІϬ ΰϘβʻ 

metric  ЮЕзАϼϬ ΰϘβʻ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no routing static  и˔ГϰрϽ Ϭ⌡ ΰϘβʻ 

 

 

Н˔Ѕдр 2Ὁӟ χТϮ˔Эϳϴϯπψ Ͽ̋˔Еϳϴϱ IPϯЖйІρϱрЌ˔ТϴϱІψ

Ⱳτ πΦϘδϭʻ 

“ם  

ӟᴞχḕẽτΣΪϥи˔ГϰрϽ χ ϬꜘΰϘβʻ 

ϱрЌ˔ТϴϱІ  

eth0 192.168.0.254/24ˢᾧ IPˣ 

 

ДТ϶иЕи˔ЕϬϿ˔Еϳϴϱ ˢ192.168.0.1ˣὊ χи˔Е  

amnimo(cfg)# routing static default  8 

amnimo(cfg - rts - default)# to 0.0.0.0/0  8 

amnimo(cfg - rts - default)# via 192.168.0.1  8 

amnimo(cfg - rts - default)# exit  8 

 

Ͽ˔Еϳϴϱ ˢ192.168.0.2ˣχ τ ήϦοΜϥКАЕм˔ϼ Aˢ172.16.1.0/24ˣϒχи˔Е  

amnimo(cfg)# routing static network_a  8 

amnimo(cfg - rts - network_a)# to 172.16.1.0/24  8 

amnimo(cfg - rts - network_a )# via 192.168.0. 2 8 

amnimo(cfg - rts - network_a)# exit  8 

 

КАЕм˔ϼ Aˢ172.16.1.0/24ˣϒχи˔Е Ϭ⌡  

amnimo(cfg)# no routing static network_a  8 
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6.4 ОϾАЕТϰиЌзрϽχ Ϭβϥ 

 

ОϾАЕТϰиЌзрϽχ ΣϢό χ ꜘϬ“ΜϘβʻ 

ОϾАЕТϰиЌзрϽπψʺОϾАЕχ ˢinput ˣ̋ ˢoutput ˣ̋ ˢforwardˣτ ΰ

οʺОϾАЕχ› Ὧρʺ› ΰθ ›τОϾАЕϬςχϢΞτӌΞΤϬЪзЄ˔ρΰο ΰ

Ϙβʻ 

› ὯΣϢόЪзЄ˔χ ϙ›ϩδχάρϬи˔иρᾦόϘβʻ χи˔иϬ ΰθ ›ʺ

INDEXχ ήΜ τᶎ ήϦϘβʻΚϥи˔иΥ ήϦθ ›ʺζϦӟ‭χ INDEXχи˔иψ

ᶎ ήϦϘδϭ Μ̒γϦχи˔иτϜ ήϦσΤμθ › Д̋Т϶иЕЪзЄ˔Υ ήϦϘβ  ̒

 ОϾАЕТϰиЌзрϽχ Ϭ ꜘβϥ 

ОϾАЕТϰиЌзрϽχ Ϭ ꜘβϥτψʺshow config filter ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config filter < input  | output  | forward  > 

‮  

‮   

input  
ˢinputˣχОϾАЕТϰиЌзрϽ Ϭ ꜘβϥ ›τ◙

ΰϘβʻ 

output  
ˢoutput χxОϾАЕТϰиЌзрϽ Ϭ ꜘβϥ ›τ◙

ΰϘβʻ 

forward  
ˢforwardˣχОϾАЕТϰиЌзрϽ Ϭ ꜘβϥ ›τ◙

ΰϘβʻ 

Т϶˔ЫАЕ 

ˢinputˣχОϾАЕТϰиЌзрϽ Ϭ ꜘΰθ › 

# ----  transition  to configure mode ----  

configure  

# ----  filter input configure  ----  

filter input default - policy DEFAULT- POLICY 

# ----  rule INDEX ----  

filter input INDEX 

ENABLE 

policy POLICY REJECT- CODE 

ˢкϽρОϾАЕ› Ὧχ Υ ꜘήϦϥˣ 

exit  

# ----  exit  configure mode ----  

exit  

ˢӟᴞ ˣ 

 

ˢoutputˣχОϾАЕТϰиЌзрϽ Ϭ ꜘΰθ › 

# ----  transition  to configure mode ----  

configure  

# ----  filter output configure  ----  

filter output default - policy DEFAULT- POLICY 

# ----  rule INDEX ----  

filter output rule INDEX 

ENABLE 

policy POLICY REJECT- CODE 

ˢкϽρОϾАЕ› Ὧχ Υ ꜘήϦϥˣ 

exit  

# ----  exit  configure mode ----  
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exit  

 

 

ˢforwardˣχОϾАЕТϰиЌзрϽ Ϭ ꜘΰθ › 

# ----  transition  to configure mode ----  

configure  

# ----  filter forward configure  ----  

filter forward default - policy DEFAULT- POLICY 

# ----  rule INDEX ----  

filter forward rule INDEX 

ENABLE 

policy POLICY REJECT- CODE 

ˢкϽρОϾАЕ› Ὧχ Υ ꜘήϦϥˣ 

exit  

# ----  exit  configure mode ----  

exit  

 

 

кϽρОϾАЕ› Ὧχ ꜘτνΜοψʺӟᴞχЧ˔ЅϬ╥ ΰοΨιήΜʻ 

 ˰6.6.1 ОϾАЕ› Ὧχ Ϭ ꜘβϥ˱ 

 ˰6.6.4 кϽ Ϭ ꜘβϥ˱ 

 

‮  

‮   

DEFAULT-POLICY ДТ϶иЕЪзЄ˔Υ ꜘήϦϘβʻ 

INDEX и˔иχϱрДАϼІ ‹Υ ꜘήϦϘβʻ 

ENABLE ТϰиЌ˔Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

POLICY ЪзЄ˔ Υ ꜘήϦϘβʻ 

REJECT-CODE POLICYτ reject Ϭ◙ ΰθ ›ʺϵж˔ᴂ Υ ꜘήϦϘβʻ 
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“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo(cfg)# show config filter forward  8 

# ----  filter forward configure  ----  

filter forward default - policy accept  

# ----  rule 100 ----  

filter forward 100  

enable  

policy drop  

match protocol udp dst - port 137:138  

exit  

# ----  rule 110 ----  

filter forward 110  

enable  

policy drop  

match protocol udp src - port 137:138  

exit  

# ----  rule 120 ----  

filter forward 120  

enable  

policy drop  

match protoco l tcp dst - port 137  

exit  

# ----  rule 130 ----  

filter forward 130  

enable  

policy drop  

match protocol tcp src - port 137  

exit  

# ----  rule 140 ----  

filter forward 140  

enable  

policy drop  

match protocol tcp dst - port 139  

exit  

# ----  rule 150 ----  

filter forward 150  

enable  

policy drop  

match protocol tcp src - port 139  

exit  

# ----  rule 160 ----  

filter forward 160  

enable  

policy drop  

match protocol tcp dst - port 445  

exit  

# ----  rule 170 ----  

filter forward 170  

enable  

policy drop  

match protocol tcp src - port 445  

exit  
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 ОϾАЕТϰиЌзрϽχДТ϶иЕЪзЄ˔Ϭ βϥ 

ДТ϶иЕЪзЄ˔Ϭ βϥτψ f̋ilter ЀЫрЖτʺ ˢinput ˣ̋ ˢoutput ˣ̋ ˢforwardˣ

χΜγϦΤϬ◙ ΰοם“ΰϘβʻ 

꜠ 

filter < input | output  | forward  > default - policy < accept  | drop  > 

‮  

‮   

input  ˢinputˣχДТ϶иЕЪзЄ˔Ϭ βϥ ›τ◙ ΰϘβʻ 

output  ˢoutputˣχДТ϶иЕЪзЄ˔Ϭ βϥ ›τ◙ ΰϘβ  ̒

forward  ˢforward χxДТ϶иЕЪзЄ˔Ϭ βϥ ›τ◙ ΰϘβ  ̒

accept  ОϾАЕϬ ΰϘβʻ 

drop ОϾАЕϬ ṏΰϘβʻϵж˔ᴂ ψΰϘδϭʻ 

“ם  

 

amnimo(cfg) # filter input default - policy accept  8   βinput χДТ϶иЕЪзЄ˔τ

accept Ϭ  
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 ОϾАЕТϰиЌзрϽχи˔иϬ βϥ 

ОϾАЕТϰиЌзрϽχи˔иϬ βϥτψʺи˔иχ ⇔ Я˔Жτӱ“ΰʺ ЀЫр

ЖϬם“ΰϘβʻάάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

filter < input  | output  | forward > INDEX 

enable  

no enable  

policy < accept  |  

 drop  |  

 reject  [ icmp- net - unreachable  |  

  icmp- port - unreachable  |  

  icmp- host - unreachable  |  

  icmp- proto - unreachable  |  

  icmp- net - prohibited  |  

  icmp- host - prohibited  |  

  icmp- admin- prohibited ] >  

match ƛ ˢОϾАЕ› Ὧχ Ὲπ ṰήϦθЀЫрЖϬάάπ “ᴦ ˣ 

log  ƛ ˢкϽ χ π ṰήϦθЀЫрЖϬάάπ “ᴦ ˣ 

exit  

no filter < input  | output  | forward > INDEX 

ЀЫрЖ 

ЀЫрЖ  

filter input INDEX  

filter output INDEX  

filter forward INDEX  

и˔иχ ᴥ ρΰο i̋nput őutput f̋orward χΜγϦΤϬ◙ ΰ I̋NDEX

τОϾАЕТϰиЌзрϽχи˔иχϱрДАϼІ ‹Ϭ◙ ΰοʺЀЫ

рЖϬם“ΰϘβʻ 

= ϱрДАϼІ ‹τψ 1̋˙1000χ Ӥπ и̋˔иχᶎ Ϭ
◙ ΰϘβʻ ψ πΚϥ ψΚϤϘδϭΥʺ Υ ήΜ
τᶎ ήϦϘβʻ 

= Я˔Жπи˔иχϱрДАϼІ ‹Ϭ◙ ΰοЀЫрЖϬ
◙ʺβϥρ“ם ΰθи˔иχ ⇔ Я˔Жτӱ“ΰϘβʻ 

enable и˔иϬ ῟ᴟΰϘβʻ 

no enable  и˔иϬ ῟ᴟΰϘβʻ 

policy ЪзЄ˔Ϭ ΰϘβʻ 
 

 ꜘ 

accept  ОϾАЕϬ ΰϘβʻ 

drop ОϾАЕϬ ṏΰϘβʻϵж˔ᴂ ψΰϘδϭʻ 

reject  ОϾАЕϬả ΰϘβʻϵж˔ᴂ ΰϘβʻ 
 
reject Ϭ ΰθ ›ʺςχϢΞσϵж˔ᴂ ϬβϥΤϬ◙ ΰϘβʻ 
 

‮   

icmp-net-unreachable  Ӎ КАЕм˔ϼτ πΦϘδϭʻ 

icmp-port -unrechable  Ӎ Ъ˔Еτ πΦϘδϭʻ 

icmp-host -unreachable  Ӎ ШІЕτ πΦϘδϭʻ 

icmp-proto -unreachable  ФкЕЀиτ πΦϘδϭʻ 

icmp-net-prohibited  Ӎ КАЕм˔ϼϒχ ΥỨ♁ήϦοΜ

Ϙβʻ 

icmp-host -prohibited  Ӎ ШІЕϒχ ΥỨ♁ήϦοΜϘβʻ 

icmp-admin-prohibited  Ḛ τϢμοיּ ΥỨ♁ήϦοΜϘβʻ 
 

match ОϾАЕχ› ὯϬ ΰϘβʻ 

 ˰6.6.2 ОϾАЕ› ὯϬ βϥ˱ 
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ЀЫрЖ  

log кϽ Ϭ ΰϘβʻ 

 ˰6.6.5 кϽ Ϭ βϥ˱ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no filter input INDEX  

no filter output INDEX  

no filter forward INDEX  

INDEXτϱрДАϼІ ‹Ϭ◙ ΰοʺОϾАЕТϰиЌзрϽχи˔и

Ϭ⌡ ΰϘβʻ 

“ם  (GUIτϢϥḛӬ τϢϤꜛ τ ήϦϥТϰиЌ˔ ) 

ϵАЅϿ˔ЕϳϴϱχЯНϱи(WAN) ΤϣχϯϼЈІϬả βϥάρϬ ΰθḛӬ πβ  ̒

ТϰиЌ˔  ϱрДАϼІ ‹  

 ДТ϶иЕЪзЄ˔ ṏ 

 

10 Ṍ χ τ ΰοΜϥОϾАЕ(established) ϞṌ

χ τḩ ΪήϦθОϾАЕ(related)ϬẨᴦ 

(LAN Τϣ ΰ W̋AN Τϣχ ϤОϾАЕσς) 

 20 χ Ẩᴦ 

 30 Ṍ χ ρψ ḩἰχОϾАЕϬ ṏ 

 21 ϱрЌ˔ТϴϱІ eth0 Τϣχ ϬẨᴦˢLAN  x

 22 ϱрЌ˔ТϴϱІ br0 Τϣχ ϬẨᴦˢLAN ˣ 

 

amnimo(cfg)# filter input default - policy drop  8 βОϾАЕ χДТ϶иЕЪзЄ˔Ϭ drop

τ  

amnimo(cfg)# filter input 10  8 

amnimo(cfg - fin - 10)#  policy accept  8 

amnimo(cfg - fin - 10)#  match conntrack state related,established  8 

amnimo(cfg - fin - 10)# enable  8 

amnimo(cfg - fin - 10)# exit  8 

amnimo(cfg)# filter input 20  8 

amnimo(cfg - fin - 20)# enable  8 

amnimo(cfg - fin - 20)#  policy accept  8 

amnimo(cfg - fin - 20)#  match in - interface lo  8 

amnimo(cfg - fin - 20)# exit  8 

amnimo(cfg)# filter input 30  8 

amnimo(cfg - fin - 30)#  enable  8 

amnimo(cfg - fin - 30)#  policy drop  8 

amnimo(cfg - fin - 30)#  match conntrack state invalid  8 

amnimo(cfg - fin - 30)# exit  8 

amnimo(cfg)# filter input 21  8 

amnimo(cfg - fin - 21)#  enable  8 

amnimo(cfg - fin - 21)#  policy accept  8 

amnimo(cfg - fin - 21)#  match in - interface eth0  8 

amnimo(cfg - fin - 21)# exit  8 

amnimo(cfg)# filter input 22  8 

amnimo(cfg - fin - 22)#  enable  8 

amnimo(cfg - fin - 22)#  policy accept  8 

amnimo(cfg - fin - 22)#  match in - interface br0  8 

amnimo(cfg - fin - 22)# exit  8 

amnimo(cfg)#   
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6.5 NATχ Ϭβϥ 

 

SNATʺ SNATʺDNATχ ΣϢό ꜘϬ“ΜϘβʻ 

 NATχ Ϭ ꜘβϥ 

NATχ Ϭ ꜘβϥτψʺshow config nat ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config nat < dynamic - snat  | static - snat  | dnat  > 

‮  

‮   

dynamic -snat  SNATˢdynamic -snatˣχ Ϭ ꜘβϥ ›τ◙ ΰϘβʻ 

static -snat SNATˢstatic -snatˣχ Ϭ ꜘβϥ ›τ◙ ΰϘβʻ 

dnat  DNATˢdnatˣχ Ϭ ꜘβϥ ›τ◙ ΰϘβʻ 

Т϶˔ЫАЕ 

SNATˢdynamic-snatˣχ Ϭ ꜘΰθ › 

# ----  transition  to configure mode ----  

configure  

# ----  nat dynamic - snat configure  ----  

# ----  rule INDEX ----  

nat dynamic - snat INDEX 

ENABLE 

OUT- INTERFACE 

TO- PORT 

ˢкϽρОϾАЕ› Ὧχ Υ ꜘήϦϥˣ 

exit  

# ----  exit  configure mode ----  

exit  
 

SNATˢstatic -snatˣχ Ϭ ꜘΰθ › 

# ----  transition  to configure mode ----  

configure  

# ----  nat static - snat configure  ----  

# ----  rule INDEX ----  

nat static - snat INDEX 

ENABLE 

out - interface OUT- INTERFACE 

to - ip TO- IP  

ˢкϽρОϾАЕ› Ὧχ Υ ꜘήϦϥˣ 

exit  

# ----  exit  configure mode ----  

exit  
 
DNATˢdnatˣχ Ϭ ꜘΰθ › 

# ----  transition  to configure mode ----  

configure  

# ----  nat dnat configure  ----  

# ----  rule INDEX ----  

nat dnat INDEX 

ENABLE 

in - interface IN- INTERFACE 

to - ip TO- IP  

ˢкϽρОϾАЕ› Ὧχ Υ ꜘήϦϥˣ 

exit  
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# ----  exit  configure mode ----  

exit  

 

 

кϽρОϾАЕ› Ὧχ ꜘτνΜοψʺӟᴞχЧ˔ЅϬ╥ ΰοΨιήΜʻ 

 ˰6.6.1 ОϾАЕ› Ὧχ Ϭ ꜘβϥ˱ 

 ˰6.6.4 кϽ Ϭ ꜘβϥ˱ 

‮  

‮   

INDEX NAT χϱрДАϼІ ‹Υ ꜘήϦϘβʻ 

ENABLE NATи˔иΥ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

OUT-INTERFACE ϱрЌ˔ТϴϱІχ Υ ꜘήϦϘβʻ 

IN-INTERFACE ϱрЌ˔ТϴϱІχ Υ ꜘήϦϘβʻ 

TO-PORT to-port Υ ήϦοΜϥ ›ʺˮto-port  {Ӎ Ъ˔Е}˯ρ ꜘήϦ

Ϙβ t̒o-port Υ ήϦοΜσΜ ›ʺˮ no to-port˯ψʺ ꜘήϦ

Ϙδϭʻ 

TO-IP Ӎ IPϯЖйІΥ ꜘήϦϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

SNATˢdynamic-snatˣχ Ϭ ꜘΰθ › 

amnimo# show config nat dynamic - snat  8 

# ----  transition  to configure mode. ----  

configure  

# ----  nat dynamic - snat configure ----  

# ----  rule 100 ----  

nat dynamic - snat 100  

enable  

exit  

# ----  exit  configure mode. ----  

exit  

 

SNATˢstatic -snatˣχ Ϭ ꜘΰθ › 

amnimo# show config nat static - snat  8 

# ----  transition  to configure mode. ----  

configure  

# ----  nat static - snat configure ----  

# ----  rule 100 ----  

nat static - snat 100  

enable  

out - interface eth0  

to - ip 234.192.0.10  

exit  

# ----  exit  configure mode. ----  

exit  

 

DNATˢdnatˣχ Ϭ ꜘΰθ › 

amnimo# show config nat dnat  8 
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# ----  transition  to configure mode. ----  

configure  

# ----  nat dnat configure  ----  

# ----  rule 100 ----  

nat dnat 100  

enable  

in - interface eth0  

to - ip 234.192.0.10  

exit  

# ----  exit  configure mode. ----  

exit  

 

 SNATϬ βϥ 

SNATϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

nat dynamic - snat INDEX 

enable  

no enable  

out - interface [not] IFNAME 

to - port PORT[ - PORT]  

no to - port  

match ƛ ˢОϾАЕ› Ὧχ Ὲπ ṰήϦθЀЫрЖϬάάπ “ᴦ ˣ 

log  ƛ ˢкϽ χ π ṰήϦθЀЫрЖϬάάπ “ᴦ ˣ 

exit  

no nat  dynamic- snat INDEX 

ЀЫрЖ 

ЀЫрЖ  

nat dynamic -snat INDEXτ SNATχи˔иχϱрДАϼІ ‹Ϭ◙ ΰοʺЀЫ

рЖϬם“ΰϘβʻ 

= ϱрДАϼІ ‹τψ 1̋˙1000χ Ӥπʺи˔иχᶎ
Ϭ◙ ΰϘβʻ ψ πΚϥ ψΚϤϘδϭΥʺ

Υ ήΜ τᶎ ήϦϘβʻ 

= Я˔Жπи˔иχϱрДАϼІ ‹Ϭ◙ ΰοЀЫ
рЖϬם“βϥρ ◙̋ ΰθи˔иχ ⇔ Я˔Жτӱ
“ΰϘβʻ 

enable и˔иϬ ῟ᴟΰϘβʻ 

no enable  и˔иϬ ῟ᴟΰϘβʻ 

out- interface  SNATϬ βϥ ᾕϱрЌ˔ТϴϱІϬ◙ ΰϘβʻ 
 

 ꜘ 

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

IFNAME ᾕϱрЌ˔ТϴϱІϬ◙ ΰϘβʻ 
 

to-port  SNATχ Ḋ Ъ˔ЕϬ◙ ΰϘβˢϷФЄдр ˣʻ 
 

 ꜘ 

PORT[-PORT] Ḋ χЪ˔Е ӤϬ◙ ΰϘβʻ 
 

no to-port  Ḋ Ъ˔Еχ Ϭ⌡ ΰϘβʻ 

match ОϾАЕχ› ὯϬ ΰϘβʻ 

 ˰6.6.2 ОϾАЕ› ὯϬ βϥ˱ 

log кϽ Ϭ ΰϘβʻ 

 ˰6.6.5 кϽ Ϭ βϥ˱ 
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ЀЫрЖ  

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no nat dynamic -snat ◙ ΰθ INDEXχ SNATи˔иϬ⌡ ΰϘβʻ 

“ם 1 

ӟᴞτ IP ϯЖйІ 192.168.0.x/24 χṐṀΤϣ ήϦθОϾАЕχ ᾕϯЖйІ 192.168.0.x

Ϭ eth0 χ DHCPτϢϤ τ︡ ΰθ IPϯЖйІτ ΦḊΠο eth0 τ βϥם“ Ϭꜘΰ

Ϙβʻ 

ϱрЌ˔ТϴϱІ IPϯЖйІ 

eth0 (DHCPϼжϱϯрЕ) 

br0 192.168.0.1/24  

 

amnimo(cfg)# nat dynamic - snat 10 1 8      βи˔и ‹◙  

amnimo(cfg - dsnat - 101)# out - interface eth0  8     β ϱрЌ˔ТϴϱІϬ◙  

amnimo(cfg - dsnat - 101)# match src - ip 192.168.0.0/24  8 β ᾕКАЕм˔ϼϯЖйІϬ◙  

amnimo(cfg - dsnat - 101)# enable  8 

amnimo(cfg - dsnat - 101)# exit  8 

 

“ם 2 

ӟᴞτʺ ᾕˢКАЕм˔ϼϯЖйІʿ192.168.0.0/24ˣΤϣʺӍ ˢКАЕм˔ϼϯЖйІʿ

172.16.0.0/24ˣτ ήϦϥОϾАЕϬ ᾕ IP ϯЖйІΥϱрЌ˔ТϴϱІˢeth0ˣτ ή

ϦοΜϥ IPϯЖйІϒ Ḋβϥ dynamic -snat и˔иϬ βϥם“ ϬꜘΰϘβʻ 

 

amnimo(cfg)# nat dynamic - snat 10 2 8     βи˔и ‹◙  

amnimo(cfg - dsnat - 102)# out - interface eth0  8    β ϱрЌ˔ТϴϱІϬ◙  

amnimo(cfg - dsnat - 102)# match src - ip 192.168.0.0/24  8  β ᾕКАЕм˔ϼϯЖйІϬ◙  

amnimo(cfg - dsnat - 102)# match dst - ip 172.16.0.0/16  8    β КАЕм˔ϼϯЖйІϬ◙  

amnimo(cfg - dsnat - 102)# enable  8 

amnimo(cfg - dsnat - 102)# exit  8 

 

 ϱрЌ˔ТϴϱІṐ χºdynamic -snat4º τνΜο 

˰6.2.3ϱрЌ˔ТϴϱІϬ ΰο Ϭ βϥ˱χ τΚϥ dynamic-snat4 Ṑ Ϭ

῟τβϥάρτϢϤʺḛӬ τ SNATϬ βϥάρΥᴦ πβʻ 

“ם  

eth0 ӟᵰτ ΰοΜϥᾧ IP Ϭ ΰθϱрЌ˔ТϴϱІˢEx. br0 Υ 192.168.0.254/24 τ

ήϦοΜϥˣΥΚϦωʺζχКАЕм˔ϼΤϣ θОϾАЕψ SNATχ ρΰοʺeth0 χ IP

ϯЖйІϒ Ḋβϥם“ ϬꜘΰϘβʻ 

 

amnimo(cfg)# interface eth0 8   β ϱрЌ˔ТϴϱІ eth0 Ϭ◙  

amnimo(cfg - interface - eth0 )# dynamic- snat4  8  β SNATϬ◙  

amnimo(cfg - interface - eth0 )# exit  8 
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 SNATϬ βϥ 

SNATϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

nat static - snat INDEX 

enable  

no enable  

out - interface [not] IFNAME 

to - ip ADDRESS[ - ADDRESS][: PORT[ - PORT]]  

match ƛ ˢОϾАЕ› Ὧχ Ὲπ ṰήϦθЀЫрЖϬάάπ “ᴦ ˣ 

log  ƛ ˢкϽ χ π ṰήϦθЀЫрЖϬάάπ “ᴦ ˣ 

exit  

no nat static - snat INDEX 

ЀЫрЖ 

ЀЫрЖ  

nat static -snat  INDEX INDEXτ SNATχи˔иχϱрДАϼІ ‹Ϭ◙ ΰοʺЀЫ

рЖϬם“ΰϘβʻ 

= ϱрДАϼІ ‹τψ 1̋˙1000χ Ӥπʺи˔иχᶎ
Ϭ◙ ΰϘβʻ ψ πΚϥ ψΚϤϘδϭΥʺ

Υ ήΜ τᶎ ήϦϘβʻ 

= Я˔Жπи˔иχϱрДАϼІ ‹Ϭ◙ ΰοЀЫ
рЖϬם“βϥρ ◙̋ ΰθи˔иχ ⇔ Я˔Жτӱ
“ΰϘβʻ 

enable и˔иϬ ῟ᴟΰϘβʻ 

no enable  и˔иϬ ῟ᴟΰϘβʻ 

out- interface  SNATϬ βϥ ᾕϱрЌ˔ТϴϱІϬ◙ ΰϘβʻ 
 

 ꜘ 

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

IFNAME ᾕϱрЌ˔ТϴϱІϬ◙ ΰϘβ  ̒
 

to- ip SNATχ Ḋ IPϯЖйІΣϢόЪ˔ЕϬ◙ ΰϘβʻ 
 

 ꜘ 

ADDRESS[- ADDRES

S][:PORT[ -PORT]]  

Ḋ χ IP ϯЖйІχ ӤρЪ˔Е

‹χ ӤϬ◙ ΰϘβʻ 
 

match ОϾАЕχ› ὯϬ ΰϘβʻ 

 ˰6.6.2 ОϾАЕ› ὯϬ βϥ˱ 

log кϽ Ϭ ΰϘβʻ 

 ˰6.6.5 кϽ Ϭ βϥ˱ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no nat dynamic -snat ◙ ΰθ INDEXχ SNATχи˔иϬ⌡ ΰϘβʻ 
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“ם  

ӟᴞτ IP ϯЖйІ 192.168.0.x/24 χṐṀΤϣ ήϦθОϾАЕχ ᾕϯЖйІ 192.168.0.x

Ϭ eth0 χ IPϯЖйІ 10.0.0.1τ ΦḊΠο eth0 τ βϥם“ ϬꜘΰϘβʻ 

ϱрЌ˔ТϴϱІ IPϯЖйІ 

eth0 10.0.0.1/24  

br0 192.168.0.1/24  

 

amnimo(cfg)# nat static - snat 100  8    βи˔и ‹◙  

amnimo(cfg - ssnat - 100)# out - interface eth0  8 

amnimo(cfg - ssnat - 100)# to - ip 10.0.0.1  8 

amnimo(cfg - ssnat - 100)# match src - ip 192.168.0.0/24  8 

amnimo(cfg - ssnat - 100)# enable  8 

amnimo(cfg - ssnat - 100)# exit  8 
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 DNATϬ βϥ 

DNATϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

nat dnat INDEX 

enable  

no enable  

in - interface [not] IFNAME 

to - ip ADDRESS[ - ADDRESS][: PORT[ - PORT]]  

match ƛ ˢОϾАЕ› Ὧχ Ὲπ ṰήϦθЀЫрЖϬάάπ “ᴦ ˣ 

log  ƛ ˢкϽ χ π ṰήϦθЀЫрЖϬάάπ “ᴦ ˣ 

exit  

no nat dnat INDEX 

ЀЫрЖ 

ЀЫрЖ  

nat dnat  INDEXτ DNATχи˔иχϱрДАϼІ ‹Ϭ◙ ΰο Ѐ̋ЫрЖϬם“ΰϘβ  ̒

= ϱрДАϼІ ‹τψʺ1˙1000 χ Ӥπʺи˔иχᶎ Ϭ◙ ΰ
Ϙβʻ ψ πΚϥ ψΚϤϘδϭΥʺ Υ ήΜ τᶎ ήϦϘ
βʻ 

= Я˔Жπи˔иχϱрДАϼІ ‹Ϭ◙ ΰοЀЫрЖϬם“βϥ
ρʺ◙ ΰθи˔иχ ⇔ Я˔Жτӱ“ΰϘβʻ 

enable и˔иϬ ῟ᴟΰϘβʻ 

no enable  и˔иϬ ῟ᴟΰϘβʻ 

in- interface  DNATϬ βϥ ᾕϱрЌ˔ТϴϱІϬ◙ ΰϘβʻ 
 

 ꜘ 

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

IFNAME ᾕϱрЌ˔ТϴϱІϬ◙ ΰϘβʻ 
 

to- ip DNATχ Ḋ IPϯЖйІΣϢόЪ˔ЕϬ◙ ΰϘβʻ 
 

 ꜘ 

ADDRESS[-ADDRESS][:PORT[-PORT]]  Ḋ χ IP ϯЖйІχ ӤρЪ˔

Е ‹χ ӤϬ◙ ΰϘβʻ 
 

match ОϾАЕχ› ὯϬ ΰϘβʻ 

 ˰6.6.2 ОϾАЕ› ὯϬ βϥ˱ 

log кϽ Ϭ ΰϘβʻ 

 ˰6.6.5 кϽ Ϭ βϥ˱ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no nat dnat  ◙ ΰθ INDEXχ DNATχи˔иϬ⌡ ΰϘβʻ 
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“ם  

ӟᴞτʺeth0 χЪ˔Е 11080 τ ΰθОϾАЕϬ br0 χ ᴞχФжϱЦ˔ЕКАЕм˔ϼχ

ṐṀχ 192.168.0.200χЪ˔Е 80τ βϥם“ ϬꜘΰϘβʻ 

 

amnimo(cfg)# nat dnat 10 1 8     βи˔и ‹◙  

amnimo(cfg - dnat - 101)# in - interface eth0  8  β ϱрЌ˔ТϴϱІϬ◙  

amnimo(cfg - dnat - 101)# to - ip 192 .168 .0. 200:80  8 β IPϯЖйІρЪ˔ЕϬ◙  

amnimo(cfg - dnat - 101)# match protocol tcp dst - port 1 1080 8 βОϾАЕ› ὯϬ◙  

amnimo(cfg - dnat - 101)# enable  8 

amnimo(cfg - dnat - 101)# exit  8 
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6.6 ОϾАЕТϰиЌзрϽρ NATχẶ Ϭβϥ 

 

ОϾАЕТϰиЌзрϽρ NATπψʺкϽρОϾАЕ› Ὧχ ‮ ΥẶ ΰοΜϘβʻ 

 ОϾАЕ› Ὧχ Ϭ ꜘβϥ 

ОϾАЕ› Ὧχ ρΰο ꜘήϦϥ‮ ϬӟᴞτꜘΰϘβʻ 

Т϶˔ЫАЕ 

SRC- IP  

DST- IP  

IN- IFNAME 

OUT- IFNAME 

MAC- ADDRESS 

PKT- TYPE 

ICMP 

TCP- SRC- PORT 

TCP- DST- PORT 

TCP- FLAG 

UDP- SRC- PORT 

UDP- DST- PORT 

AH- SPI 

ESP- SPI 

PROTOCOL- NUMBER 

CONNTRACK- STATE 

CONNTRACK- PROTO 

CONNTRACK- ORIGSRC- IP  

CONNTRACK- ORIGDST- IP  

CONNTRACK- ORIGDST- IP  

CONNTRACK- ORIGDST- IP  

CONNTRACK- ORIGSRC- PORT 

CONNTRACK- ORIGDST- PORT 

CONNTRACK- REPLSRC- PORT 

CONNTRACK- REPLDST- PORT 

CONNTRACK- STATUS 

CONNTRACK- DIRECTION 

HASHLIMIT- UPTO 

HASHLIMIT- ABOVE 

HASHLIMIT- BURST 

HASHLIMIT- MODE 

HASHLIMIT- SRC- MASK 

HASHLIMIT- DST- MASK 

LIMIT - RATE 

LIMIT - BURST 

‮  

‮   

SRC-IP ᾕ IPϯЖйІΥ ꜘήϦϘβʻ 

DST-IP IPϯЖйІΥ ꜘήϦϘβʻ 

IN-IFNAME ϱрЌ˔ТϴϱІ Υ ꜘήϦϘβʻ 

OUT-IFNAME ϱрЌ˔ТϴϱІ Υ ꜘήϦϘβʻ 
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‮   

MAC-ADDRESS MACϯЖйІΥ ꜘήϦϘβʻ 

MAC- ADDRESS[ /MAC- MASK]  

 

ОжЮ˔Ќ˔ ꜘ 

MAC-ADDRESS MACϯЖйІἹ꜠π ꜘήϦϘβʻ 

xx:xx:xx:xx:xx:xx  

xxψ 16 πβʻ 

MAC-MASK MAC-ADDRESSχ πẨᴦβϥРАЕϬЫ

ІϼϬMACϯЖйІἹ꜠π ꜘήϦϘβ  ̒

MAC-MASK χ◙ ψН˔Ѕдр 2.6.0

ӟ‭π ᴂΰοΜϘβʻ 
 

PKT-TYPE ОϾАЕЌϱФΥ ꜘήϦϘβʻ 

ICMP ˮmatch protocol icmp ˯Υ ήϦοΜϥ ›ʺˮmatch protocol 

icmp {ᴂ ϵж˔}˯Υ ꜘήϦϘβʻ 

ˮmatch protocol icmp ˯Υ ήϦοΜσΜ ›ˢˮno match 

protocol icmp˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

TCP-SRC-PORT ˮmatch protocol tcp src - ip˯Υ ήϦοΜϥ ›ʺˮmatch 

protocol tcp src -ip {TCPОϾАЕχ ᾕ IPϯЖйІ}˯Υ ꜘή

ϦϘβʻ 

ˮmatch protocol tcp src - ip˯Υ ήϦοΜσΜ ›ˢˮno match 

protocol tcp src -ip˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

TCP-DST-PORT ˮmatch protocol tcp dst - ip˯Υ ήϦοΜϥ ›ʺˮmatch 

protocol tcp dst - ip {TCPОϾАЕχ IPϯЖйІ}˯Υ ꜘή

ϦϘβʻ 

ˮmatch protocol tcp dst - ip˯Υ ήϦοΜσΜ ›ˢˮno match 

protocol tcp dst - ip˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

TCP-FLAG ˮmatch protocol tcp flags Υ˯ ήϦοΜϥ ›ʺˮmatch protocol 

tcp flags {TCP ОϾАЕχᶎ χТжϽ} {ᶎ ρΰθТж

ϽχΞκ ήϦοΜϥТжϽ}˯Υ ꜘήϦϘβʻ 

ˮmatch protocol tcp flags˯Υ ήϦοΜσΜ ›ˢˮno match 

protocol tcp flags ˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

UDP-SRC-PORT ˮmatch protocol udp src - ip˯Υ ήϦοΜϥ ›ʺˮmatch 

protocol udp src - ip {UDPОϾАЕχ ᾕ IPϯЖйІ}˯Υ ꜘή

ϦϘβʻ 

ˮmatch protocol udp src - ip˯Υ ήϦοΜσΜ ›ˢˮ no match 

protocol udp src - ip˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

UDP-DST-PORT ˮmatch protocol udp dst - ip˯Υ ήϦοΜϥ ›ʺˮmatch 

protocol udp dst - ip {UDPОϾАЕχ IPϯЖйІ}˯Υ ꜘή

ϦϘβʻ 

ˮmatch protocol udp dst - ip˯Υ ήϦοΜσΜ ›ˢˮ no match 

protocol udp dst - ip˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

AH-SPI ˮmatch protocol ah ˯Υ ήϦοΜϥ ›ʺˮmatch protocol ah 

{SPIТϰ˔иЖχ }˯Υ ꜘήϦϘβʻ 

ˮmatch protocol ah Υ˯ ήϦοΜσΜ ›s ˮno match protocol 

ah˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

ESP-SPI ˮmatch protocol esp Υ˯ ήϦοΜϥ ›ʺˮ match protocol esp 

{SPIТϰ˔иЖχ }˯Υ ꜘήϦϘβʻ 

ˮmatch protocol esp Υ˯ ήϦοΜσΜ ›sˮno match protocol 

esp˯ם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

PROTOCOL-NUMBER ˮmatch protocol ˯Υ ήϦοΜϥ ›ʺˮmatch protocol {Фк

ЕЀи ‹}˯Υ ꜘήϦϘβʻ 

ˮmatch protocol ˯Υ ήϦοΜσΜ ›ˢˮno match protocol ˯

χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 
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‮   

CONNTRACK-STATE ˮmatch conntrack state Υ˯ ήϦοΜϥ ›ʺˮmatch conntrack 

state  { χ }˯Υ ꜘήϦϘβʻ 

ˮmatch connt rack state˯Υ ήϦοΜσΜ ›ˢˮno match 

conntrack state ˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

CONNTRACK-PROTO ˮmatch conntrack proto Υ˯ ήϦοΜϥ ›ʺˮmatch conntrack 

proto {ФкЕЀи ‹}˯Υ ꜘήϦϘβʻ 

ˮmatch conntrack proto ˯Υ ήϦοΜσΜ ›ˢˮno match 

conntrack proto ˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

CONNTRACK-ORIGSRC-IP ˮmatch conntrack origsrc - ip˯Υ ήϦοΜϥ ›ʺˮmatch 

conntrack origsrc -ip { ОϾАЕχ ᾕ IPϯЖйІ}˯Υ ꜘή

ϦϘβʻ 

ˮmatch conntrack origsrc -ip Υ˯ ήϦοΜσΜ ›s ˮno match 

conntrack origsrc -ip˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

CONNTRACK-ORIGDST-IP ˮmatch conntrack origdst - ip˯Υ ήϦοΜϥ ›ʺˮmatch 

conntrack origdst - ip { ОϾАЕχ IPϯЖйІ} Υ˯ ꜘή

ϦϘβʻ 

ˮmatch conntrack origdst - ip Υ˯ ήϦοΜσΜ ›s ˮno match 

conntrack origdst - ip˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

CONNTRACK˵ REPLSRC-IP ˮmatch conntrack replsrc - ip˯Υ ήϦοΜϥ ›ʺˮmatch 

conntrack replsrc -ip {ᴂ ОϾАЕχ ᾕ IPϯЖйІ} Υ˯ ꜘή

ϦϘβʻ 

ˮmatch conntrack replsrc - ip Υ˯ ήϦοΜσΜ ›s ˮno match 

conntrack replsrc - ip˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

CONNTRACK˵ REPLDST-IP ˮmatch conntrack repldst - ip˯Υ ήϦοΜϥ ›ʺˮmatch 

conntrack repldst -ip {ᴂ ОϾАЕχ IPϯЖйІ} Υ˯ ꜘή

ϦϘβʻ 

ˮmatch conntrack repldst - ip Υ˯ ήϦοΜσΜ ›sˮno match 

conntrack repldst - ip˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

CONNTRACK-ORIGSRC-

PORT 

ˮmatch conntrack origsrc -port˯Υ ήϦοΜϥ ›ʺˮmatch 

conntrack origsrc -port { ОϾАЕχ ᾕЪ˔Е}˯Υ ꜘήϦ

Ϙβʻ 

ˮmatch conntrack origsrc -port˯Υ ήϦοΜσΜ ›ˢˮno 

match conntrack origsrc -port˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

CONNTRACK-ORIGDST-

PORT 

ˮmatch conntrack origdst -port˯Υ ήϦοΜϥ ›ʺˮmatch 

conntrack origdst -port { ОϾАЕχ Ъ˔Е}˯Υ ꜘήϦ

Ϙβʻ 

ˮmatch conntrack origdst -port˯Υ ήϦοΜσΜ ›ˢˮno 

match conntrack origdst -port˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

CONNTRACK-REPLSRC-

PORT 

ˮmatch conntrack replsrc -port˯Υ ήϦοΜϥ ›ʺˮmatch 

conntrack replsrc -port {ᴂ ОϾАЕχ ᾕЪ˔Е}˯Υ ꜘήϦ

Ϙβʻ 

ˮmatch conntrack replsrc -port˯Υ ήϦοΜσΜ ›ˢˮno 

match conntrack replsrc -port˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

CONNTRACK-REPLDST-

PORT 

ˮmatch conntrack repldst -port˯Υ ήϦοΜϥ ›ʺˮmatch 

conntrack repldst -port {ᴂ ОϾАЕχ Ъ˔Е}˯Υ ꜘήϦ

Ϙβʻ 

ˮmatch conntrack repldst -port˯Υ ήϦοΜσΜ ›ˢˮno 

match conntrack repldst -port˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

CONNTRACK-STATUS ˮmatch conntrack status ˯Υ ήϦοΜϥ ›ʺˮmatch 

conntrack status { χІГ˔ЌІ}˯Υ ꜘήϦϘβʻ 

ˮmatch conntrack status ˯Υ ήϦοΜσΜ ›ˢˮno match 

conntrack status ˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

CONNTRACK-DIRECTION ˮmatch conntrack direction ˯Υ ήϦοΜϥ ›ʺˮmatch 

conntrack direction { χОϾАЕχ ΰ}˯Υ ꜘήϦϘβʻ 

ˮmatch conntrack direction Υ˯ ήϦοΜσΜ ›s ˮno match 

conntrack  direction˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 
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‮   

HASHLIMIT -UPTO ˮmatch hashlimit upto ˯Υ ήϦοΜϥ ›ʺˮ match hashlimit 

upto {◙ Ⱳḧ}˯Υ ꜘήϦϘβʻ 

ˮmatch hashlimit upto ˯Υ ήϦοΜσΜ ›ˢˮno match 

hashlimit upto ˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

HASHLIMIT -ABOVE ˮmatch hashlimit above Υ˯ ήϦοΜϥ ›ʺˮ match hashlimit 

above {◙ Ⱳḧ}˯Υ ꜘήϦϘβʻ 

ˮmatch hashlimit above ˯Υ ήϦοΜσΜ ›ˢˮno match 

hashlimit above ˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

HASHLIMIT -BURST ˮmatch hashlimit burst Υ˯ ήϦοΜϥ ›ʺˮ match hashlimit 

burst { ΰο› ᴦ σОϾАЕ }˯Υ ꜘήϦϘβʻ 

ˮmatch hashlimit burst ˯Υ ήϦοΜσΜ ›ˢˮno match 

hashlimit burst ˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

HASHLIMIT -MODE ˮmatch hashlimit mode Υ˯ ήϦοΜϥ ›ʺˮ match hashlimit 

mode {hashlimit mode χ }˯Υ ꜘήϦϘβʻ 

ˮmatch hashlimit mode ˯Υ ήϦοΜσΜ ›ˢˮno match 

hashlimit mode ˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

HASHLIMIT -SRC-MASK ˮmatch hashlimit src-mask˯Υ ήϦοΜϥ ›ʺˮmatch 

hashlimit src -mask˯s HASHLIMIT -MODEτ srcip Ϭ◙ ΰθ ›

τʺ ᾕ IPϯЖйІέρτϽи˔СрϽβϥϯЖйІФйТϰА

ϼІˣΥ ꜘήϦϘβʻ 

ˮmatch hashlimit src -mask Υ˯ ήϦοΜσΜ ›s ˮno match 

hashlimit src -mask˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

HASHLIMIT -DST-MASK ˮmatch hashlimit dst -mask˯Υ ήϦοΜϥ ›ʺˮmatch 

hashlimit dst -mask˯s HASHLIMIT -MODEτ dstip Ϭ◙ ΰθ ›

τʺ IPϯЖйІέρτϽи˔СрϽβϥϯЖйІФйТϰА

ϼІˣΥ ꜘήϦϘβʻ 

ˮmatch hashlimit dst -mask Υ˯ ήϦοΜσΜ ›s ˮno match 

hashlimit dst -mask˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

LIMIT -RATE ˮmatch limit rate ˯Υ ήϦοΜϥ ›ʺˮmatch limit rate {◙

Ⱳḧ χОϾАЕ }˯Υ ꜘήϦϘβʻ 

ˮmatch limit rate Υ˯ ήϦοΜσΜ ›s ˮno match limit rate ˯

χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

LIMIT -BURST ˮmatch limit burst Υ˯ ήϦοΜϥ ›ʺˮ match limit burst {

ΰο› ᴦ σОϾАЕ }˯Υ ꜘήϦϘβʻ 

ˮmatch limit burst ˯Υ ήϦοΜσΜ ›ˢˮno match limit 

burst˯χם“Ⱳˣψʺ ꜘήϦϘδϭʻ 

 

“ם  τνΜοψʺ˰6.4.1 ОϾАЕТϰиЌзрϽχ Ϭ ꜘβϥ Ϭ˱╥ ΰοΨιήΜʻ 
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 ОϾАЕ› ὯϬ βϥ 

ОϾАЕ› Ὧχ ЀЫрЖτνΜο ΰϘβʻ 

꜠ 

match src - ip [not] ADDRESS[/ PREFIX]  

no match src - ip  

match dst - ip [not] ADDRESS[/ PREFIX]  

no match dst - ip  

match in - interface [not] IFNAME 

no match in - interface  

match out - interface [not] IFNAME 

no match out - interface  

match mac [not]  MAC- ADDRESS[ / MAC- MASK]  

no match mac  

match pkt - type < unicast  | broadcast  | multicast  > 

no match pkt - type  

match protocol icmp < any |  

destination - unreachable  |  

network - unreachable |  

host - unreachable |  

protocol - unreachable |  

port - unreachable |  

fragmentation - needed |  

source - route - failed |  

network - unknown |  

host - unknown |  

network - prohibited |  

host - prohib ited |  

TOS- network - unreachable |  

TOS- host - unreachable |  

communication - prohibited |  

host - precedence - violation |  

precedence - cutoff |  

source - quench |  

redirect |  

network - redirect |  

host - redirect |  

TOS- network - redirect |  

TOS- host - redirect |  

echo- request |  

echo- reply |  

router - advertisement |  

router - solicitation |  

time - exceeded |  

ttl - exceeded |  

ttl - zero - during - transit |  

ttl - zero - during - reassembly |  

parameter - problem |  

ip - header - bad |  

required - option - missing |  

timestamp - request |  

timestamp - reply |  

address - mask- request |  

address - mask- reply >  

no match protocol icmp  

match protocol tcp src - port [not] PORT 

match protocol tcp dst - port [not] PORT 

match protocol tcp flags [not] < syn , ack , fin , rst , urg , psh, all , none > < syn , ack, fin , rst ,

urg , psh, all , none > 
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no match protocol tcp src - port  

no match protocol tcp dst - port  

no match protocol tcp flags  

no match protocol tcp  

match protocol udp src - port [not] PORT 

match protocol udp dst - port [not] PORT 

no match protocol udp src - port  

no match protocol udp dst - port  

no match protocol udp  

match protocol ah [not] [ SPI[ - SPI] ]  

no match protocol ah  

match protocol esp [not] [ SPI[ - SPI] ]  

no match protocol esp  

match protocol NUMBER 

no match protocol NUMBER 

match conntrack state [not] < invalid , new, established , related , untracked , snat , dnat  > 

match conntrack proto [not] NUMBER 

match conntrack origsrc - ip [not] ADDRESS[/ PREFIX]  

match conntrack origdst - ip [not] ADDRESS[/ PREFIX]  

match conntrack replsrc - ip [not] ADDRESS[/ PREFIX]  

match conntrack repldst - ip [not] ADDRESS[/ PREFIX]  

match conntrack origsrc - port [not] PORT 

match conntrack origdst - port [not] PORT 

match conntrack replsrc - port [not] PORT 

match conntrack repldst - port [not] PORT 

match conntrack status [not] < none, expected , seen_reply , assured , confirmed  > 

match conntrack direction < original  | reply  > 

no match conntrack state  

no match conntrack proto  

no match conntrack origsrc - ip  

no match conntrack origdst - ip  

no match conntrack replsrc - ip  

no match conntrack repldst - ip  

no match conntrack origsrc - port  

no match conntrack origdst - port  

no match conntrack replsrc - port  

no match conntrack repldst - port  

no match conntrack status  

no match conntrack direction  

no match conntrack  

match hashlimit upto NUMBER< / second | / minute  | / hour  | / day > 

match hashlimit above NUMBER< / second | / minute  | / hour  | / day > 

match hashlimit burst NUMBER 

match hashlimit mode < srcip  | srcport  | dstip  | dstport  > 

match hashlimit src - mask PREFIX 

match hashlimit dst - mask PREFIX 

no match hashlimit upto  

no match hashlimit above  

no match hashlimit burst  

no match hashlimit mode  

no match hashlimit src - mask 

no match hashlimit dst - mask 

no match hashlimit  

match limit rate NUMBER< / second | / minute  | / hour  | / day > 

match limit burst NUMBER 

no match limit rate  

no match limit burst  

no match limit  

no match  
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ЀЫрЖ 

ЀЫрЖ  

match src -ip ᾕϯЖйІΥ ADDRESS/PREFIXχОϾАЕτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

ADDRESS ᾕ IPϯЖйІϬ◙ ΰϘβʻ 

PREFIX ФзТϰАϼІ Ϭ◙ ΰϘβʻ 
 

match dst - ip ϯЖйІΥ ADDRESS/PREFIXχОϾАЕτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

ADDRESS IPϯЖйІϬ◙ ΰϘβʻ 

PREFIX ФзТϰАϼІ Ϭ◙ ΰϘβʻ 
 

match in - interface  ϱрЌ˔ТϴϱІΥ IFNAMEπΚϥОϾАЕτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

IFNAME ϱрЌ˔ТϴϱІ Ϭ◙ ΰϘβʻ 

ᴦ σϱрЌ˔ТϴϱІ ψʺ
τϢμοӰσϤϘβʻ 

= ϵАЅϿ˔Еϳϴϱ 
eth0 l̋an<0 -3>ʺbr<0 -9>ʺecm0ʺ
ppp<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= IoTи˔Ќ˔ 
eth<0 -1> b̋r<0 -9> e̋cm0 p̋pp<0 -
9>ʺtun<0 -9>ʺtap<0 -9> 

= ᴒ ЌϱФЀрОϼЕи˔Ќ˔ 

eth0 
 

match out - interface  ϱрЌ˔ТϴϱІΥ IFNAMEχОϾАЕτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

IFNAME ϱрЌ˔ТϴϱІ Ϭ◙ ΰϘβʻ 

ᴦ σϱрЌ˔ТϴϱІ ψʺ
τϢμοӰσϤϘβʻ 

= ϵАЅϿ˔Еϳϴϱ 
eth0 l̋an<0 -3>ʺbr<0 -9>ʺecm0ʺ
ppp<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= IoTи˔Ќ˔ 
eth<0 -1> b̋r<0 -9> e̋cm0 p̋pp<0 -
9>ʺtun<0 -9>ʺtap<0 -9> 

= ᴒ ЌϱФЀрОϼЕи˔Ќ˔ 

eth0 
 

match mac  MACϯЖйІΥMAC-ADDRESSχОϾАЕτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

MAC-ADDRESS ӟᴞχἹ꜠π MACϯЖйІϬ◙ ΰϘβʻ 

xx:xx:xx:xx:xx:xx  

xxψ 16 πβʻ 

MAC-MASK MAC-ADDRESSχ πẨᴦβϥРАЕϬЫ

ІϼϬMACϯЖйІἹ꜠π◙ ΰϘβʻ 

MAC-MASK χ◙ ψН˔Ѕдр 2.6.0
ӟ‭π ᴂΰοΜϘβʻ 
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ЀЫрЖ  

match pkt -type ◙ ΰθОϾАЕЌϱФτ› ΰϘβʻ 
 

  

unicast  гИϺаІЕτ› ΰϘβʻ 

broadcast  Ук˔ЖϺаІЕτ› ΰϘβʻ 

multicast  ЫиЎϺаІЕτ› ΰϘβʻ 
 

match protocol icmp  ICMPЮАЈ˔ЅЌϱФΥӟᴞπΚϥОϾАЕτ› ΰϘβʻ 
 

  

any 

destination -unreachable  

network -unreachable  

host -unreachable  

protocol -unreachable  

port -unreachable  

fragmentation -needed 

source-route -failed  

network -unknown  

host -unknown  

network -prohibited  

host -prohibited  

TOS-network -unreachable  

TOS-host -unreachable  

communication -prohibited  

host -precedence -violation  

precedence -cutoff  

source-quench 

redirect  

network -redirect  

host -redirect  

TOS-network -redirect  

TOS-host -redirect  

echo-request  

echo-reply 

router -advertisement  

router -solicitation  

time -exceeded 

ttl -exceeded 

ttl -zero-during -transit  

ttl -zero-during -reassembly  

parameter -problem 

ip-header-bad 

required -option -missing  

timestamp -request  

timestamp -reply 

address-mask-request  

address-mask-reply 

ICMP ЮАЈ˔ЅЌϱФϬ◙

ΰϘβʻ 

 ЮАЈ˔ЅЌϱФχ ⇔τ

νΜοψʺRFC 792 Ϭ╥

ΰοΨιήΜʻ 

 

match protocol tcp src -port  ᾕЪ˔ЕΥ PORTχ TCPОϾАЕτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

PORT Ъ˔Е ‹Ϭ◙ ΰϘβʻ 
 

match protocol tcp dst -port  Ъ˔ЕΥ PORTχ TCPОϾАЕτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

PORT Ъ˔Е ‹Ϭ◙ ΰϘβʻ 
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ЀЫрЖ  

match tcp protocol flags  ӟᴞχТжϽχ ὯϬ θβ TCPОϾАЕτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

MASK syncʺack f̋i r̋stʺurgʺpshʺallʺnoneχ

Τϣᶎ βϥТжϽϬ◙ ΰϘβʻ 

χТжϽϬ◙ βϥ ›ψʺϸрЫˢ, πx

Ỹ ϤϘβʻ 

COMP MASK π◙ ΰθТжϽχΞκ 1̋πΚϥϓΦ

ТжϽϬ◙ ΰϘβʻ 

syncʺackʺfiʺrstʺurgʺpshʺallʺnone 
 

match protocol udp src -port  ᾕЪ˔ЕΥ PORTχ UDPОϾАЕτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

PORT Ъ˔Е ‹Ϭ◙ ΰϘβʻ 
 

match protocol udp dst -port  Ъ˔ЕΥ PORTχ UDPОϾАЕτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

PORT Ъ˔Е ‹Ϭ◙ ΰϘβʻ 
 

match protocol ah  AHОϾАЕχ SPIТϰ˔иЖΥ SPIπΚϥ ›τ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

SPI SPIТϰ˔иЖχ Ϭ◙ ΰϘβʻ 
 

match protocol esp  ESPОϾАЕχ SPIТϰ˔иЖΥ SPIπΚϥ ›τ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

SPI SPIТϰ˔иЖχ Ϭ◙ ΰϘβʻ 
 

match protocol NUMBER  ФкЕЀи ‹Υ NUMBERχОϾАЕτ› ΰϘβʻ 
 

  

NUMBER ФкЕЀи ‹Ϭ◙ ΰϘβʻ 

 ФкЕЀи ‹τνΜοψʺӟᴞχ Web

Ч˔ЅϬ╥ ΰοΨιήΜʻ 

https://www.iana.org/assignments/prot

ocol-numbers/protocol -numbers.xhtml  
 

match conntrack state  χІГ˔Еτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

new θσ Ϭᵫ◐ΰθОϾАЕπβʻ 

established  ΰχОϾАЕϬᶎ ΰθ χОϾА

Еπβʻ 

related  θσ Ϭᵫ◐ΰθΥṌ χ τḩ

ΪϣϦοΜϥОϾАЕπβʻ 

snat  ОϾАЕχ ᾕϯЖйІρ ᴂ̋ ОϾАЕχ

ϯЖйІΥӰσϥ πβʻ 

dnat  ОϾАЕχ ϯЖйІρᴂ ОϾАЕχ

ᾕϯЖйІΥӰσϥ πβʻ 

invalid Ṍ χ ρḩἰΰοΜσΜОϾАЕπβʻ 
 

https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
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ЀЫрЖ  

match conntrack proto  ОϾАЕχФкЕЀиτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

NUMBER L4ФкЕЀи ‹Ϭ◙ ΰϘβʻ 
 

match conntrack origsrc -ip 

match conntrack origdst - ip 

match conntrack replsrc - ip 

match conntrack repldst - ip 

◙ ΰθ ОϾАЕχ ᾕ IPϯЖйІˢorigsrc -ipˣ̋ ОϾ

АЕχ IP ϯЖйІˢorigdst - ipˣʺᴂ ОϾАЕχ ᾕ IP

ϯЖйІs replsrc - ipˣ̋ ᴂ ОϾАЕχ IPϯЖйІs repldst -

portˣτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

ADDRESS IPϯЖйІϬ◙ ΰϘβʻ 

PREFIX ФйТϰАϼІ Ϭ◙ ΰϘβʻ 
 

match conntrack origsrc -port  

match conntrack origdst -port  

match conntrack replsrc -port  

match conntrack repldst -port  

◙ ΰθ ОϾАЕχ ᾕ IPЪ˔Еˢorigsrc -portˣ̋ ОϾ

АЕχ IP Ъ˔Еˢorigdst -portˣʺᴂ ОϾАЕχ ᾕ IP

Ъ˔Еˢreplsrc -portˣʺᴂ ОϾАЕχ IPЪ˔Еˢreplsrc -

portˣτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

PORT Ъ˔Е ‹Ϭ◙ ΰϘβʻ 
 

match conntrack status  χІГ˔ЌІτ› ΰϘβʻ 
 

  

not  ӟᴞπ◙ ΰθ ὯϬ ΰϘβʻ 

none ӟᴞχΜγϦτϜΚοψϘϣσΜ πβʻ 

expected ṍήϦθ πβʻ 

seen_reply ΰχОϾАЕΥᶎ ήϦθ πβʻ 

assured ΰχОϾАЕΥᶎ ήϦ ṍ̋ᾢ Ϧτσϣ

σΜ πβʻ 

confirmed  Υᶎ ήϦθ πβʻ 
 

match conntrack direction  ОϾАЕχ ΰτ› ΰϘβʻ 
 

  

original  ОϾАЕτ› ΰϘβʻ 

reply ᴂ ОϾАЕτ› ΰϘβʻ 
 

match hashlimit upto  

match hashlimit above  

◙ Ⱳḧ χОϾАЕ χ ᾢϬ◙ ΰϘβʻ 
 
= upto χ ›ψʺζχ ᾢϘπχОϾАЕΥ› ΰϘβʻ 

= aboveχ ›ψʺζχ ᾢϬ ΠθОϾАЕΥ› ΰϘβʻ 
 
ОϾАЕ χ ᾢψʺˮ match hashlimit burst π˯◙ ΰθОϾАЕ

τϢμοὨ ήϦϘβʻ 
 

  

NUMBER/second  

NUMBER/minute  

NUMBER/hour  

NUMBER/day  

◙ Ⱳḧ χОϾАЕ χ ᾢϬ◙ ΰϘ

βʻ 
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ЀЫрЖ  

match hashlimit burst  › ᴦ σОϾАЕ χ ṍ Ϭ◙ ΰϘβʻ 

άχОϾАЕ ψ О̋ϾАЕέρτДϼзЮрЕήϦ 0̋τσϥρӟ

‭χОϾАЕτψ› ΰσΜϢΞτσϤϘβʻˮmatch limit rate ˯

π◙ ΰθⱲḧḧᶖέρτОϾАЕ ΥϱрϼзЮрЕήϦϘβʻ 

θιΰ ϱ̋рϼзЮрЕχ ᾢψ ά̋άπ◙ ΰθОϾАЕ ρσϤ

Ϙβʻ 
 

  

NUMBER ◙ Ⱳḧ τ› ᴦ σОϾАЕ χ ᾢϬ

◙ ΰϘβʻ 
 

match hashlimit mode  match hashlimit π ΰθ ᾢψʺӟᴞπ◙ ΰθ ӡπ ήϦ

Ϙβʻ 
 

  

srcip ᾕ IPϯЖйІϬ◙ ΰϘβʻ 

dstip  IPϯЖйІϬ◙ ΰϘβʻ 

srcport  ᾕЪ˔Е ‹Ϭ◙ ΰϘβʻ 

dstport  Ъ˔Е ‹Ϭ◙ ΰϘβʻ 
 

match hashlimit src -mask HASHLIMIT -MODEτ srcip Ϭ◙ ΰθ ›τʺ ᾕ IPϯЖйІ

έρτϽи˔СрϽβϥϯЖйІФйТϰАϼІϬ 0̋˙32χ Ӥπ

◙ ΰϘβʻ 

match hashlimit dst -mask HASHLIMIT -MODEτ dstip Ϭ◙ ΰθ ›τʺ IPϯЖйІ

έρτϽи˔СрϽβϥϯЖйІФйТϰАϼІϬ 0̋˙32χ Ӥπ

◙ ΰϘβʻ 

match limit rate  ◙ Ⱳḧ τ› βϥ ỡОϾАЕ Ϭ ΰϘβʻ 

ОϾАЕψʺˮ match limit burst ˯π◙ ΰθОϾАЕ τἋΦΥΚ

ϥ ›ψ› ΰʺἋΦΥσΜ ›ψ› ΰϘδϭʻ 
 

  

NUMBER/second  

NUMBER/minute  

NUMBER/hour  

NUMBER/day  

◙ Ⱳḧ τ› ᴦ σ ỡОϾАЕχ Ϭ

◙ ΰϘβʻ 

 

match limit burst  › ᴦ σОϾАЕ χ ṍ Ϭ ΰϘβʻ 

άχОϾАЕ ψ О̋ϾАЕέρτДϼзЮрЕήϦ 0̋τσϥρӟ

‭χОϾАЕτψ› ΰσΜϢΞτσϤϘβʻˮmatch limit rate ˯

π◙ ΰθⱲḧḧᶖέρτОϾАЕ ΥϱрϼзЮрЕήϦϘβʻ 

θιΰ ϱ̋рϼзЮрЕχ ᾢψ ά̋άπ◙ ΰθОϾАЕ ρσϤ

Ϙβʻ 
 

  

NUMBER ◙ Ⱳḧ τ› ᴦ σОϾАЕ χ ᾢϬ

◙ ΰϘβʻ 
 

“ם  

amnimo(cfg - fin - 100)# match src - ip 234.192.0.1/24  8 

amnimo(cfg - fin - 100)# match dst - ip 234.192.0.1/24  8 

amnimo(cfg - fin - 100)# match in - interface eth0  8 

amnimo(cfg - fin - 100)# match mac 00:00:5E:00:53:FF  8 

amnimo(cfg - fin - 100)# match pkt - type multicast  8 

amnimo(cfg - fin - 100)# match protocol icmp destination - unreachable  8 

amnimo(cfg - fin - 100)# match  protocol tcp dst - port 80  8 

amnimo(cfg - fin - 100)# match protocol tcp flags  all syn,ack  8 

amnimo(cfg - fin - 100)# match protocol udp src - port 5353  8 

amnimo(cfg - fin - 100)# match protocol ah 500  8 

amnimo(cfg - fin - 100)# match protocol esp 500  8 
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amnimo(cfg - fin - 100)# match protocol 51  8 

 

 ОϾАЕχ› ὯϬ⌡ βϥ 

ОϾАЕ› Ὧχ⌡ ЀЫрЖτνΜο ΰϘβʻ 

꜠ 

no match  

“ם  

amnimo(cfg - fin - 100) # no match  8 
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 кϽ Ϭ ꜘβϥ 

кϽ χ ρΰο ꜘήϦϥ‮ ϬӟᴞτꜘΰϘβʻ 

Т϶˔ЫАЕ 

LOG 

‮  

‮   

LOG logΥ ήϦοΜϥ ›ʺˮ log {кϽйЦи} {ФзТϰАϼІ} Υ˯

ꜘήϦϘβʻ 

logΥ ήϦοΜσΜ ›ˢˮno log˯χם“Ⱳˣψʺ ꜘήϦϘ

δϭʻ 

 

log informational  

 

 кϽ Ϭ βϥ 

кϽ χ ЀЫрЖτνΜο ΰϘβʻ 

꜠ 

log LEVEL [ PREFIX]  

ЀЫрЖ 

ЀЫрЖ  

log кϽ χ ϬΰϘβʻ 
 

  

LEVEL ӟᴞχΜγϦΤϬ◙ ΰϘβʻ 

emergencies ʺ alerts ʺ criticals ʺ errors ʺ

warnings ʺ notifications ʺ informational ʺ

debugging 

PREFIX кϽχ τ ᴥβϥ Ⱬ Ϭ◙ ΰϘβʻ 
 

no log кϽϬ ΰϘδϭʻ 

“ם  

log notifications prefix  8 
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6.7 IPsecχ Ϭβϥ 

 

IPsecχІГ˔ЌІρ χ ꜘʺ︣ πχ ρ ʺIPsecχ Ϭ“ΜϘβʻ 

 IPsecχІГ˔ЌІϬ ꜘβϥ 

IPsecχІГ˔ЌІϬ ꜘβϥτψʺshow ipsec ЀЫрЖτʺstatus Ϙθψ xfrm ϷФЄдрϬ

Ϊοם“ΰϘβʻ 

꜠ 

show ipsec status [ SA- NAME]  

show ipsec xfrm state  

show ipsec xfrm policy  

‮  

‮   

status  IPsecІГ˔ЌІ Ϭ ꜘβϥ ›τ◙ ΰϘβʻ 

SA-NAMEϬ βϥρ β̋ϓοχ SAІГ˔ЌІΥ ꜘήϦ
Ϙβʻ 

xfrm xfrm ІГ˔ЕϘθψЪзЄ˔Ϭ ꜘβϥ ›ʺӟᴞχΜγϦΤχϷ

ФЄдрϬ◙ ΰϘβʻ 
 

  

state  xfrm ІГ˔ЕϬ ꜘβϥ ›τ◙ ΰϘβʻ 

policy xfrm ЪзЄ˔Ϭ ꜘβϥ ›τ◙ ΰϘβʻ 
 

Т϶˔ЫАЕ 

show ipsec status ЀЫрЖϬם“ΰθ › 

IPSEC- STATUS 

 

show ipsec xfrm state ЀЫрЖϬם“ΰθ › 

IPSEC- XFRM- STATE 

 

show ipsec xfrm policy ЀЫрЖϬם“ΰθ › 

IPSEC- XFRM- POLICY 

‮  

‮   

IPSEC-STATUS IPsecІГ˔ЌІ Υ ꜘήϦϘβʻ 

IPSEC-XFRM-STATE xfrm ІГ˔ЕΥ ꜘήϦϘβʻ π► ήϦοΜϥФкЕЀиϞ

SPI σςΥ ꜘήϦϘβʻ 

IPSEC-XFRM-POLICY xfrm ЪзЄ˔Υ ꜘήϦϘβʻςχ πςχІГ˔ЕΥ► ήϦ

οΜϥχΤΥ ꜘήϦϘβʻ 
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“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show ipsec status  8 

Status of IKE charon daemon (weakSwan 5.6.2, Linux 4.19.93 - 02926- g51250a0eff3c, aarch6

4):  

  uptime: 14 seconds, since Feb 28 06:34:04 2020  

  malloc: sbrk 2572288, mmap 0, used  639760, free 1932528  

  worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 5  

  loaded plugins: charon aes rc2 sha2 sha1 md4 md5 mgf1 random nonce x509 revocation co

nstraints pubkey pkcs1 pkcs7 pkcs8 pkcs12 pgp dnskey sshkey pem openssl fips - prf gmp ag

ent xcbc hmac gcm attr kernel - netlink resolve socket - default connmark stroke updown ea

p- mschapv2 xauth - generic counters  

Listening IP addresses:  

  172.16.1.13  

  192.168.1.254  

Connections:  

        sa01:  192.168.1.254...192.168.1.10  IKEv1, dpddelay=5s  

        sa01:   local:  [test2.test2.test2] uses pre - shared key authentication  

        sa01:   remote: [test.test.test] uses pre - shared key authentication  

        sa01:   child:  192.168.0.0/2 4 === 192.168.10.0/24 TUNNEL, dpdaction=clear  

        sa02:   child:  192.168.0.0/24 === 192.168.20.0/24 TUNNEL, dpdaction=clear  

Security Associations (1 up, 0 connecting):  

        sa01[1]: ESTABLISHED 10 seconds ago, 192.168.1.254[test2.test2.test2]...192 .16

8.1.10[test.test.test]  

        sa01[1]: IKEv1 SPIs: dce80832e5e9fe43_i c707f12f9adcf60c_r*, pre - shared key rea

uthentication in 2 hours  

        sa01[1]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_2048 

        sa01{1}:  INSTALLED, TUNNEL, r eqid 1, ESP SPIs: cee4939e_i ca99e852_o  

        sa01{1}:  AES_CBC_128/HMAC_SHA2_256_128/MODP_2048, 0 bytes_i, 0 bytes_o, rekeyi

ng in 43 minutes  

        sa01{1}:   192.168.0.0/24 === 192.168.10.0/24  

        sa02{2}:  INSTALLED, TUNNEL, reqid 2, ESP SPIs: c7 a43d8d_i c9545378_o  

        sa02{2}:  AES_CBC_128/HMAC_SHA2_256_128/MODP_2048, 0 bytes_i, 0 bytes_o, rekeyi

ng in 45 minutes  

        sa02{2}:   192.168.0.0/24 === 192.168.20.0/24  

amnimo$ show ipsec xfrm state  8 

src 192.168.1.254 dst 192.168.1.10  

        pro to esp spi 0xc9545378 reqid 2 mode tunnel  

        replay - window 0 flag af - unspec 

        auth - trunc hmac(sha256) 0x27c4dbbddf858753e42d10b58501f9173fb55dd3e88a23864ee1

7c8fac3b62c1 128  

        enc cbc(aes) 0x1523a3ad8abe4c1a743a660c7c549c1f  

        anti - rep lay context: seq 0x0, oseq 0x0, bitmap 0x00000000  

src 192.168.1.10 dst 192.168.1.254  

        proto esp spi 0xc7a43d8d reqid 2 mode tunnel  

        replay - window 32 flag af - unspec 

        auth - trunc hmac(sha256) 0x8f9347e1e732351f0d26bdec4024e6b2803bf77404701e97efb7

08f931d14eab 128  

        enc cbc(aes) 0x22eb34273c78e5b8f791200ccd6d03b8  

        anti - replay context: seq 0x0, oseq 0x0, bitmap 0x00000000  

src 192.168.1.254 dst 192.168.1 .10  

        proto esp spi 0xca99e852 reqid 1 mode tunnel  

        replay - window 0 flag af - unspec 

        auth - trunc hmac(sha256) 0xe6c59c4464bb741a58071b44329e6292dd41f9613d988ac05d30

3056c9e54e66 128  

        enc cbc(aes) 0xdd5c0a0654002853119cd9648d876213  
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        anti - replay context: seq 0x0, oseq 0x0, bitmap 0x00000000  

src 192.168.1.10 dst 192.168.1.254  

        proto esp spi 0xcee4939e reqid 1 mode tunnel  

        replay - window 32 flag af - unspec 

        auth - trunc hmac(sha256) 0x733709c60f1d312e7c5199b805755 0bc5896b19ac96aeb97f7e3

c34620f96ef3 128  

        enc cbc(aes) 0x5201ae28eb579c9f08b06a4f511ed97e  

        anti - replay context: seq 0x0, oseq 0x0, bitmap 0x00000000  

amnimo$ show ipsec xfrm policy  8 

src 192.168.0.0/24 dst 192.168.20.0/24  

        dir out priori ty 375423 ptype main  

        tmpl src 192.168.1.254 dst 192.168.1.10  

                proto esp spi 0xc9545378 reqid 2 mode tunnel  

src 192.168.20.0/24 dst 192.168.0.0/24  

        dir fwd priority 375423 ptype main  

        tmpl src 192.168.1.10 dst 192.168.1. 254 

                proto esp reqid 2 mode tunnel  

src 192.168.20.0/24 dst 192.168.0.0/24  

        dir in priority 375423 ptype main  

        tmpl src 192.168.1.10 dst 192.168.1.254  

                proto esp reqid 2 mode tunnel  

src 192.168.0.0/24 dst 192.168.10.0/24  

        dir out priority 375423 ptype main  

        tmpl src 192.168.1.254 dst 192.168.1.10  

                proto esp spi 0xca99e852 reqid 1 mode tunnel  

src 192.168.10.0/24 dst 192.168.0.0/24  

        dir fwd priority 37542 3 ptype main  

        tmpl src 192.168.1.10 dst 192.168.1.254  

                proto esp reqid 1 mode tunnel  

src 192.168.10.0/24 dst 192.168.0.0/24  

        dir in priority 375423 ptype main  

        tmpl src 192.168.1.10 dst 192.168.1.254  

                prot o esp reqid 1 mode tunnel  

src 0.0.0.0/0 dst 0.0.0.0/0  

        socket in priority 0 ptype main  

src 0.0.0.0/0 dst 0.0.0.0/0  

        socket out priority 0 ptype main  

src 0.0.0.0/0 dst 0.0.0.0/0  

        socket in priority 0 ptype main  

src 0.0.0.0/0 dst 0.0.0.0 /0  

        socket out priority 0 ptype main  

src ::/0 dst ::/0  

        socket in priority 0 ptype main  

src ::/0 dst ::/0  

        socket out priority 0 ptype main  

src ::/0 dst ::/0  

        socket in priority 0 ptype main  

src ::/0 dst ::/0  

        socket out priority 0 ptype main  

 

  



 

 

206 

К

Е
м

ϼ
χ

 

 

6 

 

 IPsecϬ︣ π βϥ 

︣ π IPsecχ Ϭᵫ◐βϥτψʺipsec connect ЀЫрЖϬם“ΰϘβʻ 

꜠ 

ipsec connect IPSEC- SA- NAME 

‮  

‮   

IPSEC-SA-NAME βϥ IPsec SAЪзЄ˔ Ϭ◙ ΰϘβʻ 

ˮTab˯Ϻ˔Ϭ βϥρʺIPsec SA ЪзЄ˔ χ Ϭ
ḁβϥάρΥπΦϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ Я˔Жπיּ IPsec 

SA sa01τ βϥם“ ϬꜘΰϘβʻ 

 

amnimo# ipsec connect sa01  8 

 

 IPsecϬ βϥ 

IPsecϬ βϥτψʺno ipsec connect ЀЫрЖϬם“ΰϘβʻ 

꜠ 

no ipsec connect IPSEC- SA- NAME 

‮  

‮   

IPSEC-SA-NAME βϥ IPsec SAЪзЄ˔ Ϭ◙ ΰϘβʻ 

ˮTab˯Ϻ˔Ϭ βϥρʺIPsec SA ЪзЄ˔ χ Ϭ

ḁβϥάρΥπΦϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ Я˔Жπיּ IPsec 

SA sa01Ϭ βϥם“ ϬꜘΰϘβʻ 

 

amnimo# no ipsec connect sa01  8 
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 IPsecχ Ϭ ꜘβϥ 

IPsecχ Ϭ ꜘβϥτψʺshow config ipsec ЀЫрЖτʺlog- levelʺikeʺsaχΜγϦΤχϷ

ФЄдрϬ Ϊοם“ΰϘβʻ 

꜠ 

show config ipsec log - level  

show config ipsec ike [ IKE- NAME]  

show config ipsec sa [ SA- NAME]  

show config ipsec extension  

‮  

‮   

log- level IPsecπ► ήϦοΜϥᶆṐ χкϽйЦиϬ ꜘΰϘβʻ 

ike IKE-NAMEτ IPsec IKE Ϭ◙ ΰοʺIPsec IKE Ϭ ꜘΰϘβʻ 

IKE-NAMEϬ βϥρʺβϓοχ IPsec IKE Ϭ ꜘΰϘβʻ 

 

sa SA-NAMEτ IPsec SA Ϭ◙ ΰοʺIPsec SA Ϭ ꜘΰϘβʻ 

SA-NAMEϬ βϥρʺβϓοχ IPsec SA Ϭ ꜘΰϘβʻ 

 

extension  IPsecχᶈ Ṑ χ Ϭ ꜘΰϘβʻ  

Т϶˔ЫАЕ 

log- levelϷФЄдрϬ Ϊοם“ΰθ › 

# ----  transition  to configure mode ----  

configure  

# ----  ipsec log - levle configure ----  

ipsec loglevel  

asn LOGLEVEL 

cfg LOGLEVEL 

chd LOGLEVEL 

dmn LOGLEVEL 

enc LOGLEVEL 

esp LOGLEVEL 

ike LOGLEVEL 

imc LOGLEVEL 

imv LOGLEVEL 

job LOGLEVEL 

knl LOGLEVEL 

lib LOGLEVEL 

mgr LOGLEVEL 

net LOGLEVEL 

pts LOGLEVEL 

tls LOGLEVEL 

tnc LOGLEVEL 

exit  

# ----  exit  configure mode ----  

exit  

 

ike ϷФЄдрϬ Ϊοם“ΰθ › 

# ----  transition  to configure mode ----  

configure  

# ----  ipsec ike IKE- NAME configure ----  

ipsec ike IKE- NAME 

local address LOCAL- ADDRESS 

LOCAL- IDENTIFY 

remote address REMOTE- ADDRESS 
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REMOTE- IDENTIFY 

version IKE- VERSION 

MOBIKE 

AUTHENTICATION 

IKE- MODE 

FLAGMENTATION 

retry RETRY- COUNT 

IKE- TRANSFORM- RESTRICTION 

IKE- TRANSFORM 

lifetime IKE- LIFETIME 

DPD- ACTION 

dpd interval DPD- INTERVAL 

dpd timeout DPD- TIMEOUT 

exit  

# ----  exit  configure mode ----  

exit  

 

saϷФЄдрϬ Ϊοם“ΰθ › 

# ----  transition  to configure mode ----  

configure  

# ----  ipsec sa SA- NAME configure ----  

ipsec sa SA- NAME 

ENABLE 

key- exchange ike USE- IKE- NAME 

NEGOTIATION- MODE 

REKEY 

type SA- TYPE 

mode SA- MODE 

IPCOMP 

SA- TRANSFORM- RESTRICTION 

SA- TRANSFORM 

lifetime SA- LIFE- TIME 

LOCAL- SUBNET 

REMOTE- SUBNET 

exit  

# ----  exit  configure mode ----  

exit  

‮  

‮   

LOGLEVEL Ṑ έρχкϽйЦи Υ ꜘήϦϘβʻ 
 

ꜘ  

silent  кϽψ ήϦϘδϭʻ 

audit  ṁ σкϽΥ ήϦϘβʻ 

control  ῈТк˔χкϽΥ ήϦϘβʻ 

controlmore  ⇔σ ῈТк˔χкϽΥ ήϦϘβʻ 

raw НϱЗз˔ χкϽϘπ ήϦϘβʻ 

private  σςχṐ χкϽϘπ ήϦϘβʻ 
 

IKE-NAME IPsec IKEχ Υ ꜘήϦϘβʻ 

= ΥσΜ ›ψʺ ꜘήϦϘδϭʻ 

= Υ Κϥ ›ψʺβϓοχ Υ ꜘήϦϘβ  ̒

LOCAL-ADDRESS к˔ϸи χϯЖйІΥʺ τᴂαο ӟ̋ᴞχἹ꜠π ꜘήϦϘ

βʻ 

any 

ipv4 X.X.X.X 

ipv6 X:X::X:X 
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‮   

LOCAL-IDENTIFY к˔ϸи IDχ Υʺ τᴂαοʺӟᴞχἹ꜠π ꜘήϦϘ

βʻ 
 

 Ἱ꜠ 

IPv4 local id ipv4 ADDRESS 

IPv6 local id ipv6 ADDRESS 

FQDN local id fqdn FQDN  

UserFQDN local id userfqdn USERFQDN  

key id local id key KEYID  
 

ΥσΜ ›ψʺ ꜘήϦϘδϭʻ 

 

REMOTE-ADDRESS зЯ˔Е χϯЖйІΥ ꜘήϦϘβʻ 

REMOTE-IDENTIFY зЯ˔Е IDχ Υʺ τᴂαοʺӟᴞχἹ꜠π ꜘήϦϘ

βʻ 
 

 Ἱ꜠ 

IPv4 remote id ipv4 ADDRESS 

IPv6 remote id ipv6 ADDRESS 

FQDN remote id fqdn FQDN  

UserFQDN remote id userfqdn USERFQDN  

key id remote id key KEYID 
 

ΥσΜ ›ψʺ ꜘήϦϘδϭʻ 

 

IKE-VERSION IKEχН˔ЅдрΥ ꜘήϦϘβʻ 

MOBIKE Mobike ФкЕЀи ⌠Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβ  ̒
 

 ꜘ 

῟ ˮmobike˯ρ ꜘήϦϘβʻ 

῟ ˮno mobike˯ρ ꜘήϦϘβʻ 
 

AUTHENTICATION π► ήϦϥ Υ ꜘήϦϘβʻ 

ΥσΜ ›ψʺ ꜘήϦϘδϭʻ 

 

IKE-MODE IKEЯ˔ЖΥ ꜘήϦϘβʻ 
 

ꜘ  

main ЮϱрЯ˔Ж 

aggressive ϯϽйАЄУЯ˔Ж 
 

FLAGMENTATION ТжϽЮрГ˔ЄдрΥ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮflagmentation ˯ρ ꜘήϦϘβʻ 

῟ ˮno flagmentation ˯ρ ꜘήϦϘβʻ 
 

RETRY-COUNT зЕжϱᵕ χ Υ ꜘήϦϘβʻ 

IKE-TRANSFORM-

RESTRICTION 

IKE χЕжрІТ϶˔ЭϬᾢ βϥ ⌠Υ ῟˗ ῟σ ›χ

Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮtransform restriction ˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
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‮   

IKE-TRANSFORM IKEχЕжрІТ϶˔Эχ ΥʺӟᴞχἹ꜠π ꜘήϦϘβʻ 

transform encryption ENCRYPTION integrity INTEGRITY prf 

PFS dh- group GROUP 

 
= ΥσΜ ›ψʺ ꜘήϦϘδϭʻ 

= Υ Κϥ ›ψʺβϓοχ Υ ꜘήϦϘβ  ̒

IKE-LIFETIME IKEχжϱТЌϱЭΥ ꜘήϦϘβʻ 

DPD-ACTION DPDˢDead Peer Detection ˣπ ήϦθρΦχ ⌠Υ ꜘήϦϘ

βʻ 
 

  

clear ˮdpd action clear ˯ρ ꜘήϦϘβʻ 

hold ˮdpd action held ˯ρ ꜘήϦϘβʻ 

restart  ˮdpd action restart ˯ρ ꜘήϦϘβʻ 

none ꜘήϦϘδϭʻ 
 

DPD-INTERVAL DPDχϱрЌ˔НиΥ ꜘήϦϘβʻ 

DPD-TIMEOUT DPDχЌϱЭϯϳЕΥ ꜘήϦϘβʻ 

SA-NAME IPsec SAχ Υ ꜘήϦϘβʻ 

= ΥσΜ ›ψʺ ꜘήϦϘδϭʻ 

= Υ Κϥ ›ψʺβϓοχ Υ ꜘήϦϘβ  ̒

ENABLE IPsecχ SA Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

USE-IKE-NAME ► βϥ IKE Υ ꜘήϦϘβʻ 

NEGOTIATION-MODE IPsecχ ⌠Υ ꜘήϦϘβʻ 
 

  

initiate  ˮnegotiation -mode initiate ρ˯ ꜘήϦϘβ  ̒

ondemand ˮnegotiation -mode ondemand ρ˯ ꜘήϦϘ

βʻ 

hold ˮnegotiation -mode hold˯ρ ꜘήϦϘβʻ 
 

REKEY rekeyΥ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮrekey˯ρ ꜘήϦϘβʻ 

῟ ˮno rekey˯ρ ꜘήϦϘβʻ 
 

SA-TYPE ФкЕЀиЌϱФΥ ꜘήϦϘβʻ 
 

ꜘ  

esp ESPФкЕЀи 

ah AHФкЕЀи 
 

SA-MODE Я˔ЖΥ ꜘήϦϘβʻ 
 

ꜘ  

tunnel  ЕрКиЯ˔Ж 

transport  ЕжрІЪ˔ЕЯ˔Ж 

passthrough  ОІІи˔Я˔Ж 

ОІІи˔Я˔Жψ IPsecОІІи˔Ṑ πψΚϤϘδϭʻ 
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‮   

IPCOMP IPCompΥ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮipcomp˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

ANTI-REPLAY зФйϱ Ὲ Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮanti -replay˯ρ ꜘήϦϘβʻ 

῟ ˮno anti -replay˯ρ ꜘήϦϘβʻ 
 

SA-TRANSFORM-

RESTRICTION 

SAχЕжрІТ϶˔ЭϬᾢ βϥ ⌠Υ ῟˗ ῟σ ›χ Υ

ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮtransform restriction ˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

SA-TRANSFORM SAχЕжрІТ϶˔Эχ ΥʺӟᴞχἹ꜠π ꜘήϦϘβʻ 

transform encryption ENCRYPTION integrity INTEGRITY pfs 

PFS 

 
= ΥσΜ ›ψʺ ꜘήϦϘδϭʻ 

= Υ Κϥ ›ψʺβϓοχ Υ ꜘήϦϘβʻ 

SA-LIFETIME SAχжϱТЌϱЭΥ ꜘήϦϘβʻ 

LOCAL-SUBNET ӟᴞχἹ꜠πʺк˔ϸи ЂУКАЕΥ ꜘήϦϘβʻ 

local subnet LOCAL - SUBNET 

 
= ΥσΜ ›ψʺ ꜘήϦϘδϭʻ 

= Υ Κϥ ›ψʺβϓοχ Υ ꜘήϦϘβʻ 

REMOTE-SUBNET ӟᴞχἹ꜠πʺзЯ˔Е ЂУКАЕΥ ꜘήϦϘβʻ 

remote subnet REMOTE- SUBNET 

 
= ΥσΜ ›ψʺ ꜘήϦϘδϭʻ 

= Υ Κϥ ›ψʺβϓοχ Υ ꜘήϦϘβʻ 

“ם  

ӟᴞτʺḚ Я˔Жρיּ Я˔Жπ IPsec βϥם“ ϬꜘΰϘβʻ 

 

amnimo# show config ipsec log - level  8  βᶆṐ χкϽйЦиϬ ꜘ 

# ----  transition  to configure mode ----  

configure  

# ----  ipsec log - levle configure ----  

ipsec loglevel  

asn contro  

cfg contro  

chd contro  

dmn contro  

enc contro  

esp contro  

ike contro  

imc contro  

imv contro  

job contro  

knl contro  
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lib contro  

mgr contro  

net contro  

pts contro  

tls contro  

tnc contro  

exit  

# ----  exit  configure mode ----  

exit  

amnimo# show config ipsec ike ike01  8  βIPsec IKE Ϭ ꜘ 

# ----  transition  to configure mode ----  

configure  

# ----  ipsec ike IKE - NAME configure ----  

ipsec ike ike01  

local address 192.168.0.254  

remote address 192.168.0.253  

version 2  

mobike 

authentication pre - shared - key secret dGVzdA==  

mode main 

fragmentation  

retr y 3  

transform encryption aes128 integrity sha1 prf sha1 dh - group 14  

lifetime 3h  

dpd interval 150s  

dpd timeout 30s  

exit  

# ----  exit  configure mode ----  

exit  

amnimo# show config ipsec sa sa01  8  βIPsec SA Ϭ ꜘ 

# ----  transition  to configure mode ----  

configu re  

# ----  ipsec sa sa01 configure ----  

ipsec sa sa01  

enable  

key- exchange ike ike01  

negotiation - mode initiate  

rekey  

type esp  

mode tunnel  

transform encryption aes128 integrity sha1 pfs 14  

lifetime 1h  

exit  

# ----  exit  configure mode ----  

exit  

amnimo# show config ipsec extension 8  βIPsec ᶈ Ṑ χ Ϭ ꜘ 

# ----  transition to configure mode ----  

configure  

# ----  ipsec extension configure ----  

ipsec extension  

no rekey - before - break  

exit  

# ----  exit configure mode ----  

exit  
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amnimo(cfg)# show config ipsec log - level  8  βᶆṐ χкϽйЦиϬ ꜘ 

# ----  ipsec log - levle configure ----  

ipsec log - level  

asn contro  

cfg contro  

chd contro  

dmn contro  

enc contro  

esp contro  

ike contro  

imc contro  

imv contro  

job contro  

knl contro  

lib contro  

mgr contro  

net contro  

pts contro  

tls contro  

tnc contro  

exit  

amnimo(cfg)# show config ipsec ike ike01  8  βIPsec IKE Ϭ ꜘ 

# ----  ipsec ike IKE - NAME configure ----  

ipsec ike ike01  

local address 192.168.0.254  

remote address 192.168.0.253  

version 2  

mobike 

authentication pre - shared - key secret dGVzdA==  

mode main 

fragmentation  

retry 3  

transform encryption aes128 integrity sha1 prf sha1 dh - group 14  

lifetime 3h  

dpd interval 150s  

dpd timeout 30s  

exit  

amnimo(cfg)# show config ipsec sa sa01  8  βIPsec SA Ϭ ꜘ 

# ----  ipsec sa sa01 configure ----  

ipsec sa sa01  

enable  

key- exchange ike ike01  

negotiation - mode initiate  

rekey  

type esp  

mode tunnel  

transform encryption aes128 integrity sha1 pfs 14  

lifetime 1h  

exit  

amnimo(cfg)# show config ipsec extension 8  βIPsec ᶈ Ṑ χ Ϭ ꜘ 

# ----  ipsec extension configure ----  

ipsec extension  

no rekey - before - break  

exit  

 

 

IPsec χ ⇔ Я˔Жπ show config ЀЫрЖϬם“βϥρʺ Я˔Жρ χ Υ

ꜘήϦϘβʻ 
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IPsecχ ⇔ Я˔Жτӱ“βϥτψʺipsec ЀЫрЖτʺˮlog- leve˯ˮike˯ˮsa˯χΜ

γϦΤχϷФЄдрϬ Ϊοם“ΰϘβʻ 

ӟᴞτʺᶆ ⇔ Я˔Жπ IPsec Ϭ ꜘβϥ ϬꜘΰϘβʻ 

amnimo(cfg)# ipsec log - level  8 

amnimo(cfg - ips - log)# show config  8 

asn contro     ̡ӟᴞʺ Я˔Жρ α 

cfg contro  

ˢ ˣ 

amnimo(cfg)# ipsec ike ike01 8 

amnimo(cfg - ips - ike - ike01)# show config 8 

local address 192.168.0.254   βӟᴞʺ Я˔Жρ α 

remote address 192.168.0.253  

ˢ ˣ 

amnimo(cfg - ips - ike - ike01)# exit  8 

amnimo(cfg)# ipsec sa sa01  8 

amnimo(cfg - ips - sa- sa01)# show config  8 

enable      βӟᴞʺ Я˔Жρ α 

key- exchange ike ike01  

ˢ ˣ 
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 IPsecϬ βϥ 

IPsecϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

IPsecτψʺкϽйЦиʺIKEʺSAχ Ϭβϥθϛχ ⇔ Я˔ЖΥΚϤϘβʻζϦηϦχ

⇔ Я˔Жτψ i̋psec ЀЫрЖτϷФЄдрϬ Ϊοם“βϥάρπӱ“βϥάρΥπΦϘβ  ̒

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

 кϽйЦиϬ βϥ 

Ṑ έρχкϽйЦиϬ βϥτψʺipsec log - levelЀЫрЖϬם“ΰϘβʻ 

꜠ 

ipsec log - level  

asn LOGLEVEL 

cfg LOGLEVEL 

chd LOGLEVEL 

dmn LOGLEVEL 

enc LOGLEVEL 

esp LOGLEVEL 

ike LOGLEVEL 

imc LOGLEVEL 

imv LOGLEVEL 

job LOGLEVEL 

knl LOGLEVEL 

lib LOGLEVEL 

mgr LOGLEVEL 

net LOGLEVEL 

pts LOGLEVEL 

tls LOGLEVEL 

tnc LOGLEVEL 

exit  

ЀЫрЖ 

ЀЫрЖ  

ipsec log -level IPsecχкϽйЦиϬ βϥθϛχЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“

ΰϘβʻ 

asn LOGLEVELτʺ йЦиχϵрЀ˔Ж˗ДЀ˔Жs ASN.1 X̋.509σ

ςˣχкϽйЦиϬ◙ ΰϘβʻ 
 

  

silent кϽϬ ΰϘδϭʻ 

audit ṁ σкϽϬ ΰϘβʻ 

control  ῈТк˔χкϽϬ ΰϘβʻ 

controlmore  ⇔σ ῈТк˔χкϽϬ ΰϘβʻ 

raw НϱЗз˔ χкϽϘπ ΰϘβʻ 

private σςχṐ χкϽϘπ ΰϘβʻ 
 

cfg LOGLEVELτʺЀрТϰϽй˔ЄдрḚ χкϽйЦиϬ◙ ΰϘ

βʻ◙ πΦϥχψʺsilentʺauditʺcontrolʺcontrolmoreʺrawʺ

private πβʻ 

chd LOGLEVELτʺCHILD_SA˗IPsec SAχкϽйЦиϬ◙ ΰϘβʻ

◙ πΦϥχψ s̋ilent a̋udit c̋ontrol c̋ontrolmore r̋aw p̋rivate

πβʻ 

dmn LOGLEVELτʺЮϱрД˔ЯрχЈАЕϯАФʺϼз˔рϯАФʺ

‹ σςχкϽйЦиϬ◙ ΰϘβʻ◙ πΦϥχψʺsilentʺ

auditʺcontrolʺcontrolmoreʺrawʺprivate πβʻ 
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ЀЫрЖ  

enc LOGLEVELτʺϵрЀ˔Ж˗ДЀ˔ЖˢӚ‹ᴟ˗ᵔ ⌠ˣχкϽ

йЦиϬ◙ ΰϘβʻ◙ πΦϥχψʺsilentʺauditʺcontrolʺ

controlmoreʺrawʺprivate πβʻ 

esp LOGLEVEL τʺIPsec жϱУжзχкϽйЦиϬ◙ ΰϘβʻ◙

πΦϥχψʺsilentʺauditʺcontrolʺcontrolmore r̋awʺprivate π

βʻ 

ike LOGLEVELτʺIKE SA˗ISAKMP SAχкϽйЦиϬ◙ ΰϘβʻ

◙ πΦϥχψ s̋ilent a̋udit c̋ontrol c̋ontrolmore r̋aw p̋rivate

πβʻ 

imc LOGLEVELτ I̋MCs Integrity Measurement Collector χxкϽйЦ

иϬ◙ ΰϘβʻ◙ πΦϥχψʺ silent ʺaudit ʺ control ʺ

control moreʺrawʺprivate πβʻ 

imv LOGLEVELτʺLMVˢIntegrity Measurement Verifier ˣχкϽйЦ

иϬ◙ ΰϘβʻ◙ πΦϥχψʺ silent ʺaudit ʺ control ʺ

controlmoreʺrawʺprivate πβʻ 

job LOGLEVELτʺϺв˔ϱрϽ˗ ϞІйАЖФ˔иḚ χкϽй

ЦиϬ◙ ΰϘβʻ◙ πΦϥχψʺsilentʺauditʺcontrolʺ

controlmoreʺrawʺprivate πβʻ 

knl LOGLEVEL τʺIPsec КАЕм˔ϼχϸ˔КиϱрЌ˔ТϴϱІχ

кϽйЦиϬ◙ ΰϘβʻ◙ πΦϥχψʺsilentʺauditʺcontrolʺ

controlmoreʺrawʺprivate πβʻ 

lib LOGLEVELτʺstrongswan жϱУжзχкϽйЦиϬ◙ ΰϘβʻ

◙ πΦϥχψ s̋ilent a̋udit c̋ontrol c̋ontrolmore r̋aw p̋rivate

πβʻ 

mgr LOGLEVELτ I̋KE_SAϯϼЈІχ ṍϬ βϥ IKE_SAЫК˔Ѕ

а˔χкϽйЦиϬ◙ ΰϘβʻ◙ πΦϥχψʺsilentʺauditʺ

controlʺcontrolmoreʺrawʺprivate πβʻ 

net LOGLEVELτʺОϾАЕῖḊχкϽйЦиϬ◙ ΰϘβʻ◙ πΦ

ϥχψʺsilentʺauditʺcontrolʺcontrolmoreʺrawʺprivate πβ  ̒

pts LOGLEVELτʺPTSˢPlatform Trust Service ˣχкϽйЦиϬ◙

ΰϘβ ◙̒ πΦϥχψ s̋ilent a̋udit c̋ontrol c̋ontrolmore r̋awʺ

private πβʻ 

tls LOGLEVELτʺTLSжϱУжзχкϽйЦиϬ◙ ΰϘβʻ◙ π

Φϥχψ s̋ilent a̋udit c̋ontrol c̋ontrolmore r̋aw p̋rivate πβ  ̒

tnc LOGLEVELτʺTNCˢTrusted Network Connect ˣṐ χкϽйЦ

иϬ◙ ΰϘβʻ◙ πΦϥχψʺ silent ʺaudit ʺ control ʺ

controlmoreʺrawʺprivate πβʻ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 
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“ם  

 

amnimo(cfg)# ipsec log - level  8 

amnimo(cfg - ips - log)# asn controlmore  

amnimo(cfg - ips - log)# cfg controlmore  

amnimo(cfg - ips - log)# chd controlmore  

amnimo(cfg - ips - log)# dmn controlmore  

amnimo(cfg - ips - log)# enc controlmore  

amnimo(cfg - ips - log)# esp controlmore  

amnimo(cfg - ips - log)# ike controlmore  

amnimo(cfg - ips - log)# imc controlmore  

amnimo(cfg - ips - log)# imv controlmore  

amnimo(cfg - ips - log)# job controlmore  

amnimo(cfg - ips - log)# knl controlmore  

amnimo(cfg - ips - log)# lib controlmore  

amnimo(cfg - ips - log)# mgr controlmore  

amnimo(cfg - ips - log)# net controlmore  

amnimo(cfg - ips - log)# pts controlmore  

amnimo(cfg - ips - log)# tls controlmore  

amnimo(cfg - ips - log)# tnc controlmo re  

amnimo(cfg - ips - log)# exit  
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 IPsec IKEϬ βϥ 

IPsec IKEϬ βϥτψʺipsec ike ЀЫрЖϬם“ΰϘβʻ 

꜠ 

ipsec ike IKE- NAME 

local address < any | LOCAL- ADDRESS> 

local id < ipv4  ADDRESS | ipv6  ADDRESS | fqdn FQDN | userfqdn USERFQDN | key KEYID> 

no local id  

remote address < any | REMOTE- ADDRESS> 

remote id < ipv4 ADDRESS | ipv6 ADDRESS | fqdn  FQDN | userfqdn USERFQDN | key KEYID> 

no remote id  

version < 1 | 2> 

mobike 

no mobike  

authentication pre - shared - key [ secret  PRE- SHARED- KEY- DATA]  

mode <main | aggressive > 

fragmentation  

no fragmentation  

retry < forever  | < 1 -  255>> 

transform restriction  

no transform restriction  

transform encryption < aes128 | aes192 | aes256 | 3des> integrity < md5 | sha1 | sha256 |

 sha384 | sha512> prf < md5 | sha1 | sha256 | sha384 | sha512> dh - group < 1 | 2 | 5 | 14 

| 15 | 16 | 17 | 18> 

no transform encryption < aes128 | aes192 | aes256 | 3des> integrity < md5 | sha1 | sha25

6 | sha384 | sha512> prf < md5 | sha1 | sha256 | sha384 | sha512> dh - group < 1 | 2 | 5 | 

14 | 15 | 16 | 17 | 18> 

lifetime < 1081s -  86400s | 19m -  1440m | 1h -  24h> 

dpd action < clear  | hold  | restart > 

no dpd action  

dpd interval < 1s -  86400s | 1m -  1440m | 1h -  24h> 

dpd timeout < 1s -  86400s | 1m -  1440m | 1h -  24h> 

exit  

no ipsec ike IKE- NAME 

ЀЫрЖ 

ЀЫрЖ  

ipsec ike  IKE-NAME τ IKE Ϭ◙ ΰοʺIPsec χ IKEϬ βϥθϛχЀ

ЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺIKE χ ⇔ Я˔Ж
τӱ“ΰϘβʻ 

local address  LOCAL-ADDRESSτʺк˔ϸи χϯЖйІϬ ΰϘβʻβϓο

χϯЖйІϬẨᴦβϥ ›ψʺˮany˯◙ ΰϘβʻ 
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ЀЫрЖ  

local id  к˔ϸи IDχ ϬΰϘβʻ 
 

  

ipv4 ADDRESSτ I̋Pv4Ἱ꜠χϯЖйІϬ ΰ

Ϙβʻ 

ipv6 ADDRESSτ I̋Pv6Ἱ꜠χϯЖйІϬ ΰ

Ϙβʻ 

fqdn FQDNτ F̋QDNἹ꜠χϯЖйІϬ ΰϘ

βʻ 

userfqdn  USERFQDNτʺUSER FQDNἹ꜠χϯЖй

ІϬ ΰϘβʻ 

ID Ч ϱ к ˔ Ж Ќ ϱ Ф Υ
RFC822_ADDRχ IDπβʻ 

key KEYIDτʺKEY IDἹ꜠χ IDϬ ΰϘβ  ̒

ID Чϱк˔ЖЌϱФΥ KEY_IDχ ID
πβʻ 

 

no local id  к˔ϸи IDχ Ϭ⌡ ΰϘβʻ 

remote address  REMOTE-ADDRESSτʺзЯ˔Еˢ ˣ χϯЖйІϬ ΰ

ϘβʻβϓοχϯЖйІϬẨᴦβϥ ›ψʺˮany˯◙ ΰϘβʻ 

remote id  зЯ˔Е IDχ ϬΰϘβʻ 
 

  

ipv4 ADDRESSτ I̋Pv4Ἱ꜠χϯЖйІϬ ΰ

Ϙβʻ 

ipv6 ADDRESSτ I̋Pv6Ἱ꜠χϯЖйІϬ ΰ

Ϙβʻ 

fqdn FQDNτ F̋QDNἹ꜠χϯЖйІϬ ΰϘ

βʻ 

userfqdn  USERFQDNτʺUSER FQDNἹ꜠χϯЖй

ІϬ ΰϘβʻ 

ID Ч ϱ к ˔ Ж Ќ ϱ Ф Υ

RFC822_ADDRχ IDπβʻ 

key KEYIDτʺKEY IDἹ꜠χ IDϬ ΰϘβ  ̒

ID Чϱк˔ЖЌϱФΥ KEY_IDχ ID

πβʻ 
 

no remote id  зЯ˔Е IDχ Ϭ⌡ ΰϘβʻ 

version IKEχН˔ЅдрϬ ΰϘβʻ 
 

  

1 IKE version 1 Ϭ ΰϘβʻ 

2 IKE version 2 Ϭ ΰϘβʻ 
 

mobike  Mobike ФкЕЀи ⌠Ϭ ῟τΰϘβʻ 

IKEv2χ ›τχϙ ῟πβʻ 

 

no mobike  Mobike ФкЕЀи ⌠Ϭ ῟τΰϘβʻ 

IKEv2χ ›τχϙ ῟πβʻ 
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ЀЫрЖ  

authentication  χ ϬΰϘβʻ 
 

  

pre-shared-key̞ PRE-SHARED-KEY-DATA τʺⱧ Ặ

ˢPSKˣϬ◙ ΰϘβʻ 

secret  Ⱨ Ặ ˢPSKˣϬӚ‹ᴟΰθ Ⱬ π◙

βϥ ›τ► ΰϘβʻ 

̞Н˔Ѕдр 1.6.1ӟ χϵАЅϿ˔Еϳϴϱ I̋oTи˔Ќ˔
πψ῏Ṝχ ἇ›χθϛʺºpre-shard-keyºτσμοΜϘβ  ̒

mode IKEЯ˔ЖϬ◙ ΰϘβʻ 

IKEv1χ ›τχϙ ῟πβʻ 

 
 

  

main ЮϱрЯ˔Жτ ΰϘβʻ 

aggressive ϯϽйАЄУЯ˔Жτ ΰϘβʻ 
 

fragmentation  ТжϽЮрГ˔ЄдрϬ ῟τΰϘβʻ 

no fragmentation  ТжϽЮрГ˔ЄдрϬ ῟τΰϘβʻ 

retry  зЕжϱᵕ Ϭʺ1˙255χ Ӥπ ϬΰϘβʻзЕжϱᵕ χ

ᾢσΰχ ›ʺˮforever˯Ϭ◙ ΰϘβʻ 

transform restriction  ◙ χЕжрІТ϶˔Эχϙτᾢ βϥ ⌠Ϭ ῟τΰϘβʻ 

no transform restriction  ◙ χЕжрІТ϶˔Эχϙτᾢ βϥ ⌠Ϭ ῟τΰϘβʻ 

transform  ЕжрІТ϶˔Эχ ϬΰϘβ Ω̒ π 4νϘπ πΦϘβʻ

τ index Ϭ ᴥΰοΜΦϘβʻ 
 

  

encryptio n ӟᴞχΜγϦΤχӚ‹ᴟϯиЁзЇЭϬ◙

ΰϘβʻ 

= aes128 

AES-CBC 128bits 

= aes192 

AES-CBC 192bits 

= aes256 

AES-CBC 256bits 

= 3des 

3DES  

integrity  ӟᴞχΜγϦΤχ ϯиЁзЇЭϬ◙ ΰ

Ϙβʻ 

= md5 

MD5 HMAC  

= sha1 

SHA1 HMAC 

= sha256 

SHA2-256 HMAC 

= sha384 

SHA2-384 HMAC 

= sha512 

SHA2-512 HMAC 
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ЀЫрЖ  

prf  ӟᴞχΜγϦΤχ PRFˢPseudo-Random 

FunctionsˣϬ◙ ΰϘβʻ 

IKEv2χ ›τχϙ ῟πβʻ 

 
 
= md5 

MD5 PRF 

= sha1 

SHA1 PRF 

= sha256 

SHA2_256 PRF 

= sha384 

SHA2_384 PRF 

= sha512 

SHA2_512 PRF 

dh-group ӟᴞχΜγϦΤχ Diffie Hellman Groups Ϭ◙

ΰϘβʻ 

= 1 

DH Group 1ˢMODP768ˣ 

= 2 

DH Group 2ˢMODP1024ˣ 

= 5 

DH Group 5ˢMODP1536ˣ 

= 14 

DH Group 14ˢMODP2048ˣ 

= 15 

DH Group 15ˢMODP3072ˣ 

= 16 

DH Group 16ˢMODP4096ˣ 

= 17 

DH Group 17ˢMODP6144ˣ 

= 18 

DH Group 18ˢMODP8192ˣ 
 

no transform  ЕжрІТ϶˔Э Ϭ⌡ ΰϘβʻ 

πΦϥϷФЄдрψʺtransform ЀЫрЖρ απβʻ 

lifetime  IKEχжϱТЌϱЭϬ ΰϘβʻ ʺ ʺⱲḧπ◙ βϥάρΥπ

ΦϘβʻ 
 

ӡ  

 1081s˙86400sχ Ӥπ◙ ΰϘβʻ 

 19m˙1440mχ Ӥπ◙ ΰϘβʻ 

Ⱳḧ 1h˙24hχ Ӥπ◙ ΰϘβʻ 
 

dpd action  DPDs Dead Peer Detection πx ήϦθρΦχ ⌠Ϭ◙ ΰϘβ  ̒
 

  

clear SA Ϭ⌡ ΰϘβ ⌡̒ ΰθΚρψʺꜛ π

ΰϘδϭʻ 

hold SA Ϭ⌡ ΰθΚρτ I̋Psec τЫАЎ

βϥ ΥΚμθ ›ʺIKEКЁЄϵ˔Єдр

Ϭ“ΜϘβʻ 

restart  SA Ϭ⌡ ΰθΚρτʺIKE КЁЄϵ˔Є

дрϬᵫ◐ΰϘβʻ 
 

no dpd action  DPDχ Ϭ⌡ ΰϘβʻ 
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ЀЫрЖ  

dpd interval  DPD χϱрЌ˔НиϬ ΰϘβʻ ʺ ʺⱲḧπ◙ βϥάρΥ

πΦϘβʻ 
 

ӡ  

 1s˙86400sχ Ӥπ◙ ΰϘβʻ 

 1m˙1440mχ Ӥπ◙ ΰϘβʻ 

Ⱳḧ 1h˙24hχ Ӥπ◙ ΰϘβʻ 
 

dpd timeout  DPD χЌϱЭϯϳЕϬ ΰϘβʻ ʺ ʺⱲḧπ◙ βϥάρΥ

πΦϘβʻ 
 

ӡ  

 1s˙86400sχ Ӥπ◙ ΰϘβʻ 

 1m˙1440mχ Ӥπ◙ ΰϘβʻ 

Ⱳḧ 1h˙24hχ Ӥπ◙ ΰϘβʻ 
 

no ipsec ike  IKE-NAMEτ IKE Ϭ◙ ΰοʺ Ϭ⌡ ΰϘβʻ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

“ם  

ӟᴞτʺIPsec βϥθϛχ IKE χם“ ϬꜘΰϘβʻ 

 

amnimo(cfg)# ipsec ike ike01  8 

amnimo(cfg - ips - ike - ike01)# local address 192.168.0.254  8 

amnimo(cfg - ips - ike - ike01)# remote address 192.168.0.253  8 

amnimo(cfg - ips - ike - ike01)# version 2  8 

amnimo(cfg - ips - ike - ike01)# mobike  8 

amnimo(cfg - ips - ike - ike01)# authentication pre - shared - key secret dGVzdA==  8 

amnimo(cfg - ips - ike - ike01)# mode main 8 

amnimo(cfg - ips - ike - ike01)# fragmentation  8 

amnimo(cfg - ips - ike - ike01)# retry 3  8 

amnimo(cfg - ips - ike - ike01)# transform encryption aes128 integrity sha1 prf sha1 dh - grou

p 14  8 

amnimo(cfg - ips - ike - ike01)# lifetime 3h  8 

amnimo(cfg - ips - ike - ike01)# dpd action restart  8 

amnimo(cfg - ips - ike - ike01)# dpd interval 150s  8 

amnimo(cfg - ips - ike - ike01)# dpd timeout 30s  8 

amnimo(cfg - ips - ike - ike01)# exit  8 
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 IPsec SAϬ βϥ 

IPsec SAϬ βϥτψʺipsec saЀЫрЖϬם“ΰϘβʻ 

꜠ 

ipsec sa SA- NAME 

enable  

no enable  

key- exchange ike IKE- NAME 

negotiation - mode <initiate  | ondemand | hold > 

rekey  

no rekey  

type < esp | ah> 

mode <tunnel  | transport > 

ipcomp 

no ipcomp  

anti - re play  

no anti - repl ay 

transform restriction  

no transform restriction  

transform encryption < aes128 | aes192 | aes256 | 3des> integrity < md5 | sha1 | sha256 |

 sha384 | sha512> [pfs < 1 | 2 | 5 | 14 | 15 | 16 | 17 | 18 | none>]  

no transform encryption < aes128 | aes192 | aes256 | 3des> integrity < md5 | sha1 | sha25

6 | sha384 | sha512> [pfs < 1 | 2 | 5 | 14 | 15 | 16 | 17 | 18 | none>]  

lifetime < 1081s -  86400s | 19m -  1440m | 1h -  24h> 

local subnet < X. X. X. X/ XX | X: X:: X: X/ XX> 

no local subnet [< X. X. X. X/ XX | X: X:: X: X/ XX>]  

remote subnet < X. X. X. X/ XX | X: X:: X: X/ XX> 

no remote subnet [< X. X. X. X/ XX | X: X:: X: X/ XX>]  

exit  

no ipsec sa SA- NAME 

ЀЫрЖ 

ЀЫрЖ  

ipsec sa SA-NAME τ SA Ϭ◙ ΰοʺIPsec χ SAϬ βϥθϛχЀЫ

рЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρ S̋Aχ ⇔ Я˔Жτ

ӱ“ΰϘβʻ 

enable IPsecχ SA Ϭ ῟τΰϘβʻ 

no enable  IPsecχ SA Ϭ ῟τΰϘβʻ 

key-exchange ike IKE-NAMEτʺ ῖḊπ► βϥ IKE Ϭ◙ ΰϘβʻ 

negotiation -mode IPsecχ ⌠Ϭ ΰϘβʻ 

IPsec ψʺӟᴞχ π ⌠ΰϘβʻ 

= initiate ⌠Ϭ“Ξ 

= и˔ЕϬ ᴥβϥˢ τϢμο initiate ⌠Ϭ“Ξˣ 

= SA χϙϬ“Ξˢinitiate ⌠ψ“ϩσΜˣ 
 

σΣʺβϓοχ πʺ ︣Τϣχ Initiate Ϭ Ϊθ

›ʺᴦ πΚϦω Responder ρΰο ⌠ΰϘβʻ 
 

  

initiate  Initiate Ϭ“Ξ ⌠Ϭ◙ ΰϘβʻ 

ondemand и˔ЕϬ ᴥβϥ ⌠Ϭ◙ ΰϘβˢ τϢ

μο initiate ⌠Ϭ“Ξˣʻ 

hold SA χϙϬ“Ξ ⌠Ϭ◙ ΰϘβʻ 
 

rekey rekeyϬ ῟τΰϘβʻ 

no rekey rekeyϬ ῟τΰϘβʻ 
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ЀЫрЖ  

type ФкЕЀиЌϱФϬ◙ ΰϘβʻ 
 

  

esp ESPФкЕЀиϬ◙ ΰϘβʻ 

ah AHФкЕЀиϬ◙ ΰϘβʻ 
 

mode Я˔ЖϬ◙ ΰϘβʻ 
 

  

tunnel  ЕрКиЯ˔ЖϬ◙ ΰϘβʻ 

ШІЕ-ШІЕḧʺШІЕ-ЂУКАЕḧʺЂУ

КАЕ-ЂУКАЕḧπ IPsec Ϭ“ΜϘβ  ̒

transport  ЕжрІЪ˔ЕЯ˔ЖϬ◙ ΰϘβʻ 

ШІЕ-ШІЕḧπ IPsec Ϭ“ΜϘβʻ 

passthrough  ОІІи˔Я˔ЖϬ◙ ΰϘβʻ 

◙ ΰθЂУКАЕτ ΰο IPsec Ϭ“Μ

Ϙδϭʻ 

ОІІи˔Я˔Жψ IPsecОІІи˔Ṑ πψΚϤϘδϭʻ 

 

ipcomp IPCompˢIP Payload Compression Protocol ˣϬ ῟τΰϘβʻ 

no ipcomp  IPCompϬ ῟τΰϘβʻ 

anti -replay зФйϱ Ὲ Ϭ ῟τΰϘβʻ 

no anti -replay зФйϱ Ὲ Ϭ ῟τΰϘβʻ 

transform restriction  ◙ ΰθЕжрІТ϶˔Эχϙτᾢ βϥ ⌠Ϭ ῟τΰϘβʻ 

no transform restriction  ◙ ΰθЕжрІТ϶˔Эχϙτᾢ βϥ ⌠Ϭ ῟τΰϘβʻ 

transform  ЕжрІТ϶˔Эχ ϬΰϘβ Ω̒ π 4νϘπ πΦϘβʻ

τ index Ϭ ᴥΰοΜΦϘβʻ 
 

  

encryptio n ӟᴞχΜγϦΤχӚ‹ᴟϯиЁзЇЭϬ◙

ΰϘβʻ 

= aes128 

AES-CBC 128bits 

= aes192 

AES-CBC 192bits 

= aes256 

AES-CBC 256bits 

= 3des 

3DES  

integrity  ӟᴞχΜγϦΤχ ϯиЁзЇЭϬ◙ ΰ

Ϙβʻ 

= md5 

MD5 HMAC  

= sha1 

SHA1 HMAC 

= sha256 

SHA2-256 HMAC 

= sha384 

SHA2-384 HMAC 

= sha512 

SHA2-512 HMAC 
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ЀЫрЖ  

pfs ӟᴞχΜγϦΤχ PFSˢPerfect Forward 

SecrecyˣϬ◙ ΰϘβʻ 
 

= 1 

DH Group 1ˢMODP768ˣ 

= 2 

DH Group 2ˢMODP1024ˣ 

= 5 

DH Group 5ˢMODP1536ˣ 

= 14 

DH Group 14ˢMODP2048ˣ 

= 15 

DH Group 15ˢMODP3072ˣ 

= 16 

DH Group 16ˢMODP4096ˣ 

= 17 

DH Group 17ˢMODP6144ˣ 

= 18 

DH Group 18ˢMODP8192ˣ 

= ◙ σΰ 

PFSϬ► ΰϘδϭʻ 
 

no transform  ЕжрІТ϶˔Э Ϭ⌡ ΰϘβʻ 

πΦϥϷФЄдрψʺtransform ЀЫрЖρ απβʻ 

lifetime  SAχжϱТЌϱЭϬ ΰϘβʻ ʺ ʺⱲḧπ◙ βϥάρΥπ

ΦϘβʻ 
 

ӡ  

 1081s˙86400sχ Ӥπ◙ ΰϘβʻ 

 19m˙1440mχ Ӥπ◙ ΰϘβʻ 

Ⱳḧ 1h˙24hχ Ӥπ◙ ΰϘβʻ 
 

local subnet  к˔ϸи ЂУКАЕϬʺӟᴞχἹ꜠π ΰϘβʻ 

X.X.X.X/XX 

X:X::X:X/XX 
 

Ω π 4νϘπ πΦϘβʻθιΰʺ πΦϥχψʺ
IKEv2χϙρσϤϘβʻ 

no local subnet  ◙ ΰθк˔ϸи ЂУКАЕϬ⌡ ΰϘβʻ 

remote subnet  зЯ˔Е ЂУКАЕϬʺӟᴞχἹ꜠π ΰϘβʻ 

X.X.X.X/XX 

X:X::X:X/XX 
 

Ω π 4νϘπ πΦϘβʻθιΰʺ πΦϥχψʺ

IKEv2χϙρσϤϘβʻ 

no remote subnet  ◙ ΰθзЯ˔Е ЂУКАЕϬ⌡ ΰϘβʻ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no ipsec sa  SA-NAMEτ SA Ϭ◙ ΰοʺ Ϭ⌡ ΰϘβʻ 
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“ם  

ӟᴞτʺIPsec βϥθϛχ ISA χם“ ϬꜘΰϘβʻ 

 

amnimo(cfg)# ipsec sa sa01  8 

amnimo(cfg - ips - sa- sa01)# enable  8 

amnimo(cfg - ips - sa- sa01)# key - exchange ike ike01  8 

amnimo(cfg - ips - sa- sa01)# negotiation - mode initiate  8 

amnimo(cfg - ips - sa- sa01)# rekey  8 

amnimo(cfg - ips - sa- sa01)# type esp  8 

amnimo(cfg - ips - sa- sa01)# mode tunnel  8 

amnimo(cfg - ips - sa- sa01)# anti - repl ay 8 

amnimo(cfg - ips - sa- sa01)# transform encryption aes128 integrity sha1 pfs 14  8 

amnimo(cfg - ips - sa- sa01)# lifetime 1h  8 

amnimo(cfg - ips - sa- sa01)# l ocal subnet 192.168.10.0/24  8 

amnimo(cfg - ips - sa- sa01)# remote subnet 192.168.20.0/24  8 

amnimo(cfg - ips - sa- sa01)# exit  8 
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 IPsecᶈ Ṑ Ϭ βϥ 

IPsec ᶈ Ṑ Ϭ βϥτψʺipsec extension ЀЫрЖϬם“ΰϘβʻ 

꜠ 

i psec extension  

r ekey- before - break  

no rekey - before - break  

ЀЫрЖ 

ЀЫрЖ  

ipsec extension  

 

IPsecχᶈ Ṑ Ϭ βϥθϛχЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“ΰϘ

βʻ 

rekey-before -break 

 

IKEv2 ™ βϥ∑τʺᾥΜ SA Ϭ⌡ βϥ τΩ τ ΰΜ IKE SA, 

Child SAϬ™⌠ ΰϘβʻ 

= ™ χ ϻаАФχᵕ τ κϘβΥ С̋ϯτϢϥ
 SA χЂЪ˔ЕΥ πβʻ ṐṀ χ▫ Ϭᶎ Ψι

ήΜʻ 

= IKEv1™ βϥ∑τϜ rekey/™ ήϦϘβ θ̒ιΰʺֲ ố
Ϭ Ϊϥχψ IKE SAχϙπβ I̒Psec SAψ ΰΜ IKEA SAτ
Ϣμο⅜ ήϦʺ™⌠ ήϦϘδϭʻ 

= ψβϓοχ SA τֲốΰϘβʻ(SA τᾤ τ
πΦϘδϭʻˣ 

no rekey-before -break IKEv2™ βϥ∑τʺᾥΜ SAϬ⌡ ΰθῇʺ ΰΜ SAϬ™⌠ ΰϘ

βʻДТ϶иЕ πβʻ 

“ם  

ӟᴞτʺIKEv2 ™ βϥ∑τʺᾥΜ SAϬ⌡ βϥ τΩ τβϓοχ ΰΜ SAϬ™⌠ βϥ

χם“ ϬꜘΰϘβʻ 

 

amnimo(cfg)# ipsec extension  8 

amnimo(cfg - ip s- extension )# rekey - before - break 8 

amnimo(cfg - ips - extension )# exit  8 
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6.8 LAN χ Ϭβϥ 

 

LANṐ τḩβϥ ʺ χ ꜘʺ ῈϬ“ΜϘβʻ 

 LANϯϼЈІЪϱрЕχ Ϭ ꜘβϥ 

LAN ϯϼЈІЪϱрЕχ Ϭ ꜘβϥτψʺshow wifi access -point ЀЫрЖϬם“ΰϘ

βʻϱрЌ˔ТϴϱІϬԏ ρΰο ᴥΰʺ◙ βϥάρϜᴦ πβʻ 

꜠ 

show wifi access - point [ WIFI- IFNAME]  

‮  

‮   

WIFI-IFNAME LANϱрЌ˔ТϴϱІϬ◙ ΰο ꜘβϥ ›τ ΰϘβʻ 

= ᴒ ЌϱФ/ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ 

wlan0ʺwlan1 

WIFI-IFNAME Ϭ βϥρʺβϓοχ LAN ϯϼЈІЪϱрЕχ
ϱрЌ˔ТϴϱІχ Υ ꜘήϦϘβʻ 

Т϶˔ЫАЕ 

WIFI- IFNAME 

  state             STATE 

  ssid              SSID 

  bssid             BSSID 

  channel           CHANNEL 

  rx bytes          RX- BYTES 

  rx packets        RX- PACKETS 

  tx bytes          TX- BYTES 

  tx packets        TX- PACKETS 

  tx errors         TX- ERRS 

  tx dropped        TX- DROP 

  connected stations STATION 

‮  

‮   

STATE ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ Ϭ ꜘΰϘβʻ 

ꜘ  

COUNTRY_UPDATE КАЕм˔ϼχ⁯ ˢ ӽϞЎаКи τ

ḩβϥṛ ˣχ  Ϭ“μοΜϥ ʻ 

HT_SCAN ІГ˔ЄдрṐṀϬІϺарΰʺ ᴂβϥ ṛᶊʺ

ЎаКи σςϬ ΰοΜϥ ʻ 

ENABLE ϯϼЈІЪϱрЕṞ І̒Г˔ЄдрṐṀψϯϼЈ

ІЪϱрЕχКАЕм˔ϼτϯϼЈІᴦ σ ʻ 

STOP ϯϼЈІЪϱрЕχṐ Ϭ ♁ΰοΜϥ ʻ 
 

SSID ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ SSID(ServiceSet Identifier )Ϭ ꜘΰϘ

βʻ 

BSSID ◙ ΰθ LANϱрЌ˔ТϴϱІχ BSSID(Basic ServiceSet Identifier )Ϭ

ꜘΰϘβʻ 

CHANNEL ◙ ΰθ LAN ϱрЌ˔ТϴϱІχЎаКи ‹Ϭ ꜘΰϘβʻ 

RX-BYTES ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ НϱЕ Ϭ ꜘΰϘβʻ 

RX-PACKETS ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ ОϾАЕ Ϭ ꜘΰϘβʻ 
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‮   

TX-BYTES ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ НϱЕ Ϭ ꜘΰϘβʻ 

TX-PACKETS ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ ОϾАЕ Ϭ ꜘΰϘβʻ 

TX-ERRS ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ CRCϵж˔Υᾁ ήϦʺ πΦσΤ

μθ ОϾАЕ Ϭ ꜘΰϘβʻ 

TX-DROP ◙ ΰθ LANϱрЌ˔ТϴϱІχӪ τ ṏΰθ ЂЪ˔ЕФкЕЀи

χ ОϾАЕ Ϭ ꜘΰϘβʻ 

STATION ◙ ΰθ LAN ϱрЌ˔ТϴϱІτ ήϦοΜϥṐṀ Ϭ ꜘΰϘβʻ 

 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺwlan0χϯϼЈІЪϱрЕχ

ϬḚ Я˔Жπיּ ꜘβϥם“ ϬꜘΰϘβʻ 

 

amnimo# show wifi access - point wlan0  

wlan0 

  state                  ENABLED  

  ssid                   amnimo - 2G- 123456 

  bssid                  34:69:87:12:34:56  

  channel                12  

  rx bytes               24792964  

  rx packets             198437  

  tx bytes               68585289  

  tx packets             89658  

  tx errs                0  

  tx drop                0  

  connected stations     1  
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 LANϯϼЈІЪϱрЕτ ΰοΜϥṐṀχԁ Ϭ ꜘβϥ 

LAN ϯϼЈІЪϱрЕτ ΰοΜϥṐṀ(ІГ˔Єдр)χԁ Ϭ ꜘβϥτψʺshow wifi 

connect ЀЫрЖϬם“ΰϘβʻϱрЌ˔ТϴϱІϬԏ ρΰο ᴥβϥ ΥΚϤϘβʻ 

꜠ 

show wifi connect  WIFI- IFNAME access - point  

‮  

‮   

WIFI-IFNAME LANϱрЌ˔ТϴϱІχ◙ τ ΰϘβʻ 

= ᴒ ЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ 

wlan0ʺwlan1 

Т϶˔ЫАЕ 

MAC- ADDRESS 

ʾʾʾ 

MAC- ADDRESS 

‮  

‮   

MAC-ADDRESS ΰοΜϥІГ˔Єдрχ MACϯЖйІΥӟᴞχἹ꜠π ꜘήϦϘβʻ 

xx:xx:xx:xx:xx:xx  

xxψ 16 πβʻ 

 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺwlan0χϯϼЈІЪϱрЕχ

ϬḚ Я˔Жπיּ ꜘβϥם“ ϬꜘΰϘβʻ 

 

amnimo# show wifi connect wlan0 access - point  

e8:1b:4b:00:45:ea  

00:00:5e:00:53:5a  

00:00:5e:00:53:60  
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 LANϯϼЈІЪϱрЕτ ΰοΜϥṐṀϬ βϥ 

LAN ϯϼЈІЪϱрЕτ ΰοΜϥṐṀ(ІГ˔Єдр)Ϭ βϥτψʺno wifi connect

ЀЫрЖϬם“ΰϘβʻ ρσϥϱрЌ˔ТϴϱІʺ ṐṀχ MAC ϯЖйІϬԏ ρΰο

ᴥβϥ ΥΚϤϘβʻ 

꜠ 

no wifi connect WIFI- IFNAME access - point  MAC- ADDRESS 

‮  

‮   

WIFI-IFNAME LANϱрЌ˔ТϴϱІχ◙ τ ΰϘβʻ 

= ᴒ ЌϱФ/ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ 

wlan0ʺwlan1 

MAC-ADDRESS ΰοΜϥІГ˔Єдрχ MACϯЖйІΥӟᴞχἹ꜠π◙ ΰϘβʻ 

xx:xx:xx:xx:xx:xx  

xxψ 16 πβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ Я˔Жπיּ wlan0

χϯϼЈІЪϱрЕτ ΰοΜϥІГ˔Єдр 00:00:5e:00:53:4c Ϭ βϥ ꜘβϥם“ Ϭ

ꜘΰϘβʻ 

 

amnimo# no wifi connect wlan0 access - point 00:00:5e:00:53:4c  
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 LANϯϼЈІЪϱрЕχ Ϭ ꜘβϥ 

LAN ϯϼЈІЪϱрЕχ Ϭ ꜘβϥτψʺshow config wifi access -point ЀЫрЖϬם

“ΰϘβʻϯϼЈІЪϱрЕϬԏ ρΰο ᴥΰʺ◙ βϥάρϜᴦ πβʻ 

꜠ 

show config wifi access - point [ AP- NAME]  

‮  

‮   

AP-NAME Ϭ ꜘβϥ LANϯϼЈІЪϱрЕ Ϭ◙ ΰϘβʻ 

Т϶˔ЫАЕ 

# ----  Transition to configure mode ----  

configure  

# ----  access - point AP- NAME configure ----  

wifi access - point AP- NAME 

ENABLED 

band BAND 

SSID 

channel mode MODE 

NUMBER 

channel width WIDTH 

SHORT- GUARD- INTERVAL 

transmit - power TRANSMIT- POWER 

max- station MAX- STATION 

STEALTH 

PRIVACY- SEPARATOR 

dtim - period DTIM- PERIOD 

beacon- interval BEACON- INTERVAL 

RTS- THRESHOLD 

security type TYPE 

SECURITY- KEY 

REKEY 

MAC- ADDRESS- FILTERING 

MAC- ADDRESS 

exit  

# ----  Exit configure mode ----  

exit  

‮  

‮   

AP-NAME Ϭ ꜘβϥ LANϯϼЈІЪϱрЕ Ϭ ꜘΰϘβʻ 

ENABLED ϯϼЈІЪϱрЕṐ χ ῟ ῟χ Ϭ ꜘΰϘβʻ 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

BAND ► ӽ Υ ꜘήϦϘβʻ 

 ꜘ 

2.4GHz ˮ2.4GHz˯ ρ ꜘήϦϘβʻ 

5GHz ˮ5GHz˯ ρ ꜘήϦϘβʻ 
 

SSID SSIDΥ ꜘήϦϘβʻ 
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‮   

MODE Ϸ˔ЕЎаКиЈйϼЕЯ˔Ж Υ ꜘήϦϘβʻ 

 ꜘ 

Ϸ˔ЕЯ˔Ж ˮauto˯ρ ꜘήϦϘβʻ 

ЫИвϯиЯ˔Ж ˮmanual˯ρ ꜘήϦϘβʻ 

W52Я˔Ж ˮw52˯ρ ꜘήϦϘβʻ 

Υ 5GHzχ ›χϙπβʻ 

 

W53Я˔Ж ˮw53˯ρ ꜘήϦϘβʻ 

Υ 5GHzχ ›χϙπβʻ 

 

W56Я˔Ж ˮw56˯ρ ꜘήϦϘβʻ 

Υ 5GHzχ ›χϙπβʻ 

 
 

NUMBER ЎаКи ‹зІЕ Υ ꜘήϦϘβʻ 

ӟᴞχἹ꜠π ꜘήϦϘβʻ 

channel number  CHANNEL_NUM 

 

ОжЮ˔Ќ˔ ꜘ 

CHANNEL_NUM ЎаКи ‹Υ ꜘήϦϘβʻ Κϥ ›ψʺº,ºπ

Ỹ ϣϦο ꜘήϦϘβʻ 

Ϸ˔ЕЎаКиЈйϼЕЯ˔Ж ΥˮЫИвϯиЯ˔Ж˯ӟᵰχ ›ψ
ꜘήϦϘδϭʻ 

WIDTH ӽ Υ ꜘήϦϘβʻ 

 ꜘ 

20MHz ӽ ЄІГЭ ˮ20MHz˯ρ ꜘήϦϘβʻ 

40MHz ӽ ЄІГЭ 

(HT40+ʺФжϱЫзЎаКиᴞ ) 
ˮ40MHz+˯ρ ꜘήϦϘβʻ 

40MHz ӽ ЄІГЭ 

(HT40-ʺФжϱЫзЎаКи ) 
ˮ40MHz-˯ρ ꜘήϦϘβʻ 

80MHz ӽ ЄІГЭ 

(VHT80) 
ˮ80MHz˯ρ ꜘήϦϘβʻ 

 

SHORT-

GUARD-

INTERVAL 

Єд˔ЕϹ˔ЖϱрЌ˔Ни Υ ꜘήϦϘβʻ 

 ꜘ 

῟ ˮchannel short -guard-interval˯ρ ꜘήϦϘβʻ 

῟ ˮno channel short -guard-interval˯ρ ꜘήϦϘβʻ 

ӽ Υˮ80MHz ӽ ЄІГЭ˯χ ›ψʺ γ ῟τσϤϘβʻ 

 

TRANSMIT-

POWER 

Υ ꜘήϦϘβʻ 

 ꜘ 

10% ˮ10˯ρ ꜘήϦϘβʻ 

25% ˮ25˯ρ ꜘήϦϘβʻ 

50% ˮ50˯ρ ꜘήϦϘβʻ 

75% ˮ75˯ρ ꜘήϦϘβʻ 

100% ˮ100˯ρ ꜘήϦϘβʻ 
 

MAX-

STATION 

Ω ІГ˔Єдр Υ ꜘήϦϘβʻ Ӥψˮ1˙10˯τσϤϘβʻ 
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‮   

STEALTH SSIDІГиІ Υ ꜘήϦϘβʻ 

 ꜘ 

῟ ˮstealth˯ρ ꜘήϦϘβʻ 

῟ ˮno stealth˯ρ ꜘήϦϘβʻ 
 

PRIVACY-

SEPARATOR 

ФжϱНЄ˔ЈОй˔Ќ Υ ꜘήϦϘβʻ 

 ꜘ 

῟ ˮprivacy-separator˯ρ ꜘήϦϘβʻ 

῟ ˮno privacy-separator˯ρ ꜘήϦϘβʻ 
 

DTIM -

PERIOD 

Р˔ЀрτḯϘϦϥ DTIM (Delivery Traffic Information Message) χ ṍΥ ꜘήϦ

Ϙβʻ Ӥψˮ1˙255˯πβʻ 

ˮ1˯χ ›ψʺ ᵕ βϥР˔Ѐрτ DTIM ΥḯϘϦϘβʻ 

BEACON-

INTERVAL 

Р˔Ѐрḧᶖ(kus ӡ= 1.024ms) Υ ꜘήϦϘβʻ Ӥψˮ20˙1024˯τσϤ

Ϙβʻ 

RTS-

THRESHOLD 

RTSΰΦΜ Υ ꜘήϦϘβʻ Ӥψˮ1˙2347˯τσϤϘβʻ 

TYPE ЈϺвзГϰЌϱФ Υ ꜘήϦϘβʻ 

 ꜘ 

Ϸ˔ФрЄІГЭ  

ˢӚ‹ᴟσΰˣ 

ˮopen˯ρ ꜘήϦϘβʻ 

Ϸ˔ФрЄІГЭ 128bit  WEP ˮopen-wep128˯ρ ꜘήϦϘβʻ 

Ϸ˔ФрЄІГЭ 64bit  WEP ˮopen-wep64˯ρ ꜘήϦϘβʻ 

Ặ 128bit  WEP ˮshared-wep128˯ρ ꜘήϦϘβʻ 

Ặ 64bit  WEP ˮshared-wep64˯ρ ꜘήϦϘβʻ 

WPA-PSK (Ӛ‹ᴟʿAES-CCMP) ˮwpa-psk-aes˯ρ ꜘήϦϘβʻ 

WPA-PSK (Ӛ‹ᴟʿmixed Я˔Ж) ˮwpa-psk-mixed˯ρ ꜘήϦϘβʻ 

WPA-PSK (Ӛ‹ᴟʿTKIP) ˮwpa-psk-tkip˯ρ ꜘήϦϘβʻ 

WPA-PSK/WPA2 -PSK  

mixedЯ˔Ж(Ӛ‹ᴟʿAES-CCMP) 

ˮwpa-wpa2-mixed-psk-aes˯ρ ꜘήϦ

Ϙβʻ 

WPA-PSK/WPA2 -PSK mixed

Я˔Ж(Ӛ‹ᴟʿmixed Я˔Ж) 

ˮwpa-wpa2-mixed-psk-mixed ρ˯ ꜘή

ϦϘβʻ 

WPA-PSK/WPA2 -PSK mixed

Я˔Ж(Ӛ‹ᴟʿTKIP) 

ˮwpa-wpa2-mixed-psk-tkip ρ˯ ꜘήϦ

Ϙβʻ 

WPA2-PSK (Ӛ‹ᴟʿAES-CCMP) ˮwpa2-psk-aes˯ρ ꜘήϦϘβʻ 

WPA2-PSK (Ӛ‹ᴟʿmixed Я˔Ж) ˮwpa2-psk-mixed˯ρ ꜘήϦϘβʻ 

WPA2-PSK (Ӛ‹ᴟʿTKIP) ˮwpa2-psk-tkip˯ρ ꜘήϦϘβʻ 

WPA2-PSK/WPA 3-SAE  

mixedЯ˔Ж(Ӛ‹ᴟʿAES-CCMP) 

ˮwpa2-psk-wpa3-sae-mixed-aes˯ρ

ꜘήϦϘβʻ 

WPA2-PSK/WPA 3-SAE  

mixedЯ˔Ж(Ӛ‹ᴟʿ mixedЯ˔Ж) 

ˮwpa2-psk-wpa3-sae-mixed-mixed˯ρ

ꜘήϦϘβʻ 

WPA3-SAE (Ӛ‹ᴟʿ AES-

CCMP) 

ˮwpa3-sae-aes˯ρ ꜘήϦϘβʻ 
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‮   

SECURITY-

KEY 

WEP/PSK/SAE ОІм˔Ж Υ ꜘήϦϘβʻ 

ӟᴞχἹ꜠π ꜘήϦϘβʻ 

#security key raw RAW_KEY 

security key secret ENCRYPTED- KEY 

 

ОжЮ˔Ќ˔ ꜘ 

RAW_KEY ОІм˔Ж Υ ꜘήϦϘβʻ 

ENCRYPTED-KEY Ӛ‹ᴟήϦθОІм˔Ж Υ ꜘήϦϘβʻ 
 

REKEY KEY  ḧᶖˢ ˣ Υ ꜘήϦϘβʻ 

ӟᴞχἹ꜠π ꜘήϦϘβʻ 

channel r ekey REKEY- PERIOD 

 

ОжЮ˔Ќ˔ ꜘ 

REKEY-PERIOD KEY  ḧᶖˢ ˣ 

ЈϺвзГϰЌϱФ τϢμοψ ꜘήϦσΜάρϜΚϤϘβʻ 

 

MAC-

ADDRESS-

FILTERING 

MACϯЖйІТϰиЌзрϽ Υ ꜘήϦϘβʻ 

 ꜘ 

῟ ˮmac-address-filtering ˯ρ ꜘήϦϘβʻ 

῟ ˮno mac-address-filtering˯ρ ꜘήϦϘβʻ 
 

MAC-

ADDRESS 

Ẩᴦ MACϯЖйІ Υ ꜘήϦϘβʻ 

ӟᴞχἹ꜠π ꜘήϦϘβʻ 

mac- address  ACCEPT- MAC- ADDR 

 

‮   

ACCEPT-MAC-ADDR ẨᴦήϦθMACϯЖйІ 
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“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ Я˔Жπיּ wlan0

χϯϼЈІЪϱрЕχ Ϭ ꜘβϥם“ ϬꜘΰϘβʻ 

‮   

 5GHz 

SSID  amnimo-5G-000000 

Ϸ˔ЕЎарКиЈйϼЕЯ˔Ж ЫИвϯиЯ˔Ж 

ЎаКи ‹зІЕ 36,52,100,116 

ӽ  80MHz 

Єд˔ЕϹ˔ЖϱрЌ˔Ни  ῟ 

 100% 

ІГ˔ЄдрṐṀΩ  8  

SSIDІГиІṐ  ῟ 

ФжϱНЄ˔ЈОй˔ЌṐ  ῟ 

Р˔Ѐрḧᶖ 50kus 

DTIM ṍ 2 

RTSΰΦΜ  2347 

ЈϺвзГϰЌϱФ WPA2-PSK/WPA 3-SAE  

mixedЯ˔Ж(Ӛ‹ᴟʿmixedЯ˔Ж) 

ЈϺвзГϰϺ˔ amnimoAC15 

MACϯЖйІТϰиЌзрϽ ῟ 

Ẩᴦ MACϯЖйІ 00:00:5e:00:53:01 

00:00:5e:00:53:02 

 

 

amnimo# show config wifi access - point amnimo - 5G  

# ----  access - point amnimo - 5G configure ----  

wifi access - point amnimo - 5G 

enable  

band 5GHz 

ssid amnimo - 5G- 000000 

channel mode manual  

channel number 36,52,100,116  

channel width 80MHz  

channel short - guard - interval  

transmit - power 100  

max- station 8 

no stealth  

privacy - separator  

beacon- interval 50 

dtim - perio d 2  

rts - threshold 2347  

security type wpa2 - psk- wpa3- sae- mixed- mixed  

#security key raw amnimoAC15  

security key secret jjaAf/TE9Dd3NbApwgvDXg==  

mac- address - filtering  

mac- address 00:00:5e:00:53:01  

mac- address 00:00:5e:00:53:02  

exit  
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 LANϯϼЈІЪϱрЕχ Ϭβϥ 

LAN ϯϼЈІЪϱрЕϬ βϥτψʺ Я˔ЖΤϣ ⇔ Я˔Жτӱ“ΰʺ ЀЫ

рЖϬם“ΰϘβʻάάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

wifi access - point AP- NAME 

enable  

no enable  

band BAND 

ssid SSID 

channel mode MODE 

channel number NUMBER 

channel width WIDTH 

channel short - guard - interval  

no channel short - guard - interval  

transmit - power TRANSMIT- POWER 

max- station  MAX- STATION 

stealth  

no stealth  

privacy - separator  

no privacy - separator  

dtim - period DTIM- PERIOD 

beacon- interval BEACON- INTERVAL 

rts - threshold RTS- THRESHOLD 

no rts - threshold  

security type TYPE 

security key  

security key secret ENCRYPT- KEY 

no security key 

security rekey REKEY- PERIOD 

no security rekey  

mac- address - filtering  

no mac- address - filtering  

mac- address ACCEPT- MAC- ADDR 

no mac- address ACCEPT- MAC- ADDR 

exit  

no wifi access - point AP- NAME 

ЀЫрЖ 

ЀЫрЖ  

wifi access -point  

 AP-NAME 

AP-NAME τ LAN ϯϼЈІЪϱрЕ Ϭ◙ ΰʺ ⇔ Я˔Жτ

ӱ“ΰϘβʻ 

  

AP-NAME ϯϼЈІЪϱрЕ Ϭ ΰϘβʻ 

ϯϼЈІЪϱрЕχ ψ ⌠ ᴦ πβΥʺ ᴦ σϱрЌ
˔ТϴϱІψˮwlan0˯ˮwlan1˯τᶆ͍νχϙρσϤϘβʻ 

enable LANϯϼЈІЪϱрЕϬ ῟τΰϘβʻ 

no enable LANϯϼЈІЪϱрЕϬ ῟τΰϘβʻ 
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ЀЫрЖ  

band BAND BANDτ► βϥ ӽϬ ΰϘβʻ 
 

  

2.4GHz 2.4GHz  

= 1˙13ch 

ᴦ σ LAN ϱрЌ˔ТϴϱІψˮwlan0˯χ

ϙπβʻ 

5GHz 5GHz  

= W52(36/40/44/48ch ) 

= W53(52/56/60/64ch ) 

= W56(100/104/108/112/116/1 20/ 124/128/132/136/140ch ) 

ᴦ σ LAN ϱрЌ˔ТϴϱІψˮwlan1˯χ

ϙπβʻ 
 

ssid SSID ϯϼЈІЪϱрЕχКАЕм˔ϼ (SSID)Ϭ ΰϘβʻ 

SSIDτψʺӟᴞχ ὯτΚοψϘϥ Ⱬ Ϭ ΰοΨιήΜʻ 

= RFC1738πṛ ήϦοΜϥ¬xcharºΥ πΦϘβ  ̒

abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0

123456789!ƨ#$%&Ʀ()*+, - ./:; <=>?@[¥]^_`{|}~  

= 1 Ⱬӟ ʺ32 Ⱬӟᴞʻ 

channel mode  

MODE 

MODEτϷ˔ЕЎарКиЈйϼЕЯ˔ЖϬ ΰϘβʻ 

  

auto ꜛ Я˔ЖˢДТ϶иЕ ˣ 

manual  ЎарКи︣ Я˔Ж 

 

 

w52 W52(5.18GHz:36ch˙5.24MHz:48ch)χ Ӥπꜛ β

ϥЯ˔Ж 

= ψ 5GHzχ χ ›χϙʺ ᴦ ʻ 

 

W53 W53(5.26GHz:52ch˙5.32MHz:64ch)χ Ӥπꜛ β

ϥЯ˔Ж 

= ψ 5GHzχ χ ›χϙʺ ᴦ ʻ 

= ϱрЌ˔ТϴϱІ χ τ ϯϼЈІЪϱр
Еχ ΥΚϥΤʺ ϯϼЈІЪϱрЕχ
῟τσμοΜϥ ›ψʺ πΦϘδϭʻ 

W56 W56(5.50GHz:100ch˙5.70MHz:140ch)χ Ӥπꜛ

βϥЯ˔Ж 

= ψ 5GHzχ χ ›χϙʺ ᴦ ʻ 

= ϱрЌ˔ТϴϱІ χ τ ϯϼЈІЪϱр
Еχ ΥΚϥΤʺ ϯϼЈІЪϱрЕχ
῟τσμοΜϥ ›ψʺ πΦϘδϭʻ 
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ЀЫрЖ  

channel number  

NUMBER 

NUMBERτ ЎаКи ‹зІЕϬ ΰϘβʻ 

= Ϸ˔ЕЎаКиЈйϼЕЯ˔ЖΥˮmanual˯χ ›ψ Υᴦ
πβʻ 

= ¬,ºỸ Ϥπ ◙ Υᴦ πβʻ 

= (band)ρ ӽ  (channel witdh) τϢϤ ᴦ
σЎаКиΥӰσϤϘβʻ 

 ӽ  ᴦ ЎаКи ‹ 

2.4GHz 20MHz 1,2,3,4,5,6,7,8,9,10,11,12,13 

40MHz+  1,2,3,4,5,6,7,8,9 

40MHz- 5,6,7,8,9,10,11,12,13 

80MHz ( ᴦ) 

5GHz 20MHz 36,40,44,48,52,56,60,64,100,104,108,1

12,116,120,124,128,132,136,140 

40MHz+  36,44,52,60,100,108,116,124,132 

40MHz- 40,48,56,64,104,112,120,128,136 

80MHz 36,52,100,116 
 

channel width  

WIDTH 

WIDTH τ ӽ Ϭ ΰϘβʻ 
 

  

20MHz 20MHz ӽ ЄІГЭϬ► ΰϘβʻ 

40MHz+  20MHzʺ40MHz ӽ ЄІГЭϬ► ΰϘβʻ 

ЈϸрЍзЎаКиψФжϱЫзЎаКиϢϤ ήϦ

Ϙβʻ 

.36ch(ЈϸрЍзЎаКи)̰40ch(ФжϱЫзЎаК

и) 

40MHz- 20MHzʺ40MHz ӽ ЄІГЭϬ► ΰϘβʻ 

ЈϸрЍзЎаКиψФжϱЫзЎаКиϢϤ ήϦ

Ϙβʻ 

.40ch(ФжϱЫзЎаКи)̰36ch(ЈϸрЍзЎаК

и) 

80MHz 20MHzʺ40MHzʺ80MHz ӽ ЄІГЭϬ► ΰϘβ  ̒

(ДТ϶иЕ ) 

= Єд˔ЕϹ˔ЖϱрЌ˔Ни Ϝ Ⱳτ ῟
τσϤϘβʻ 

= Υˮ 2.4GHz˯ χ ›ψ 4̋0MHz π
⌠ΰϘβʻ 

 

channel short -guard- i

nterval  
Єд˔ЕϹ˔ЖϱрЌ˔Ни Ϭ ῟τΰϘβ Д̒Т϶иЕψ ῟πβ  ̒

Ϭ ῟τβϥρʺД˔ЌḧχϹ˔ЖϱрЌН˔иⱲḧΥ Ψ
σϤʺД˔Ќχ ⱲḧϬ βϥάρΥπΦϘβΥʺ χḄ
τֿפΨσϤϘβχπʺέ ӪΨιήΜʻ 

no channel short -guar

d-interval  
Єд˔ЕϹ˔ЖϱрЌ˔Ни Ϭ ῟τΰϘβʻ 

ӽ Υˮ80MHz˯τ ήϦοΜϥ ›ψʺ ῟τπΦϘδϭ  ̒

 

transmit -power 

TRANSMIT-POWER 

TRANSMIT-POWERτ Ϭ ΰϘβʻ 

  

10 10% 

25 25% 

50 50% 

75 75% 

100 100%ˢДТ϶иЕ ˣ 
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ЀЫрЖ  

max-station  

MAX-STATION 

MAX-STATIONτІГ˔ЄдрṐṀχΩ Ϭ ΰϘβʻ Ӥψˮ 1

˙10˯τσϤϘβʻДТ϶иЕ ψˮ10˯τσϤϘβʻ 

ᴦ σ▫ χ wlan0,wlan 1χ χ›ὓ ψˮ 10 ρ˯σϤʺ
֫ם Ϭ― ΰθ ›χ ψˮ8˯πβʻ 

stealth  SSIDІГиІṐ Ϭ ῟τΰϘβʻДТ϶иЕψ ῟πβʻ 

no stealth  SSIDІГиІṐ Ϭ ῟τΰϘβʻ 

privacy-separator  ФжϱНЄ˔ЈОй˔ЌṐ Ϭ ῟τΰϘβʻДТ϶иЕψ ῟πβʻ 

no privacy-separator  ФжϱНЄ˔ЈОй˔ЌṐ Ϭ ῟τΰϘβʻ 

dtim -period 

DTIM-PERIOD 

DTIM -PERIODτР˔ЀрτḯϘϦϥ DTIM (Delivery Traffic Information 

Message)χ ṍϬ ΰϘβʻ Ӥψˮ 1˙255 π˯β Д̒Т϶иЕ ψˮ 2˯

τσϤϘβʻˮ 1 χ˯ ›ψʺ ᵕ βϥР˔Ѐрτ DTIM ΥḯϘϦϘβ  ̒

beacon-interval  

BEACON-INTERVAL 

BEACON-INTERVALτР˔Ѐрḧᶖ(kus ӡ= 1.024ms) ΰϘβʻ 

Ӥψˮ20˙1024˯τσϤϘβʻДТ϶иЕ ψˮ100˯πβʻ 

rts-threshold  

RTS-THRESHOLD 

RTS-THRESHOLD Ϭ RTSΰΦΜ Ϭ ΰϘβʻ Ӥψˮ1˙2347˯τ

σϤϘβʻДТ϶иЕ ψˮ2347˯πβʻ 

 βϥ ›ψʺ ᵬ τ  ΰКАЕм˔ϼОТ϶˔ЫрІχᶎ

Ϭ“μοΨιήΜʻ 

no rts -threshold  RTSΰΦΜ Ϭ ῟τΰϘβʻ 
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ЀЫрЖ  

security type TYPE  TYPEτЈϺвзГϰЌϱФϬ ΰϘβʻ 

ДТ϶иЕ ̞ψˮwpa2-psk-wpa3-sae-mixed-aes˯τσϤϘβʻ 

 

 ꜘ 

open Ϸ˔ФрЄІГЭ  

ˢӚ‹ᴟσΰˣ 

open-wep128 Ϸ˔ФрЄІГЭ 128bit  WEP 

open-wep64 Ϸ˔ФрЄІГЭ 64bit  WEP 

shared-wep128 Ặ 128bit  WEP 

shared-wep64 Ặ 64bit  WEP 

wpa-psk-aes WPA-PSK 

(Ӛ‹ᴟʿAES-CCMP) 

wpa-psk-mixed WPA-PSK 

(Ӛ‹ᴟʿmixed Я˔Ж) 

wpa-psk-tkip  WPA-PSK 

(Ӛ‹ᴟʿTKIP) 

wpa-wpa2-mixed-psk-aes WPA-PSK/WPA2 -PSK  

mixedЯ˔Ж 

(Ӛ‹ᴟʿAES-CCMP) 

wpa-wpa2-mixed-psk-

mixed 

WPA-PSK/WPA2 -PSK mixedЯ

˔Ж 

(Ӛ‹ᴟʿmixed Я˔Ж) 

wpa-wpa2-mixed-psk-tkip  WPA-PSK/WPA2 -PSK mixedЯ

˔Ж 

(Ӛ‹ᴟʿTKIP) 

wpa2-psk-aes WPA2-PSK 

(Ӛ‹ᴟʿAES-CCMP) 

wpa2-psk-mixed WPA2-PSK 

(Ӛ‹ᴟʿmixed Я˔Ж) 

wpa2-psk-tkip  WPA2-PSK 

(Ӛ‹ᴟʿTKIP) 

wpa2-psk-wpa3-sae-

mixed-aes 

WPA2-PSK/WPA 3-SAE  

mixedЯ˔Ж 

(Ӛ‹ᴟʿAES-CCMP) 

wpa2-psk-wpa3-sae-

mixed-mixed̞ 

WPA2-PSK/WPA 3-SAE  

mixedЯ˔Ж 

(Ӛ‹ᴟʿmixed Я˔Ж) 

wpa3-sae-aes WPA3-SAE  

(Ӛ‹ᴟʿAES-CCMP) 

̞Н˔Ѕдр 1.12.0ӟ χДТ϶иЕ ψˮ wpa2-psk-wpa3-sae-

mixed-mixed˯πβʻ₈ῇχϯАФД˔Еπ⌡ πβʻ 
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ЀЫрЖ  

security key  ОІм˔Ж( Ӛ‹ᴟ)Ϭ ΰϘβʻ 

= ͎ᵕ βϥ ΥΚϤϘβʻ 

= ήϦθОІм˔ЖψӚ‹ᴟΰθ π ήϦϘβʻ 

= ЈϺвзГϰЌϱФτϢϤ ᴦ σ ꜠ʺ Ⱬ ʺ
ὥ ΥӰσϤϘβʻ 

ЈϺвзГϰ 

ЌϱФ 
ᴦ σ ꜠ʺ Ⱬ ʺὥ  

open ˢ ᴦˣ 

open-wep64/  

shared-wep64 

= Ⱬ ʿ5 Ⱬ 

Ⱬχ ψӟᴞʻ 

abcdefghijklmnopqrstuvwxyzABCDEF

GHIJKLMNOPQRSTUVWXYZ0123456789_ 

= 16 ʿ10ὥ 

Ⱬχ ψӟᴞʻ 

abcdefABCDEF0123456789 
 

open-wep128/  

shared-wep128 

= Ⱬ ʿ13 Ⱬ 

Ⱬχ ψӟᴞʻ 

abcdefghijklmnopqrstuvwxyzABCDEF

GHIJKLMNOPQRSTUVWXYZ0123456789_ 

= 16 ʿ26ὥ 

Ⱬχ ψӟᴞʻ 

abcdefABCDEF0123456789 
 

wpa-psk-aes/  

wpa-psk-mixed/  

wpa-psk-tkip /  

wpa-wpa2-mixed-

psk-aes/  

wpa-wpa2-mixed-

psk-mixed/  

wpa-wpa2-mixed-

psk-tkip /  

wpa2-psk-aes/  

wpa2-psk-mixed/  

wpa2-psk-tkip /  

wpa2-psk-wpa3-

sae-mixed-aes 

wpa2-psk-wpa3-

sae-mixed-mixed 

= Ⱬ ʿ8˙64 Ⱬ 

abcdefghijklmnopqrstuvwxyzABCDEF

GHIJKLMNOPQRSTUVWXYZ0123456789!ƨ#

$%&Ʀ()*+, - ./:; <=>?@[¥]^_`{|} ~ 

= 16 ʿ64ὥ 

Ⱬχ ψӟᴞʻ 

abcdefABCDEF0123456789 
 

wpa3-sae-aes = Ⱬ ʿ8˙128 Ⱬ 

abcdefghijklmnopqrstuvwxyzABCDEF

GHIJKLMNOPQRSTUVWXYZ0123456789!ƨ#

$%&Ʀ()*+, - ./:; <=>?@[¥]^_`{|} ~ 
 

 

security key secret  

ENCRYPT-KEY 

ENCRYPT-KEYτʺОІм˔ЖϬӚ‹ᴟΰθ Ⱬ Ϭ◙ ΰοʺОІм˔

ЖϬ  ΰϘβʻ 

no security key  ΰθОІм˔ЖϬ⌡ ΰϘβʻ 



 

 

243 

К

Е
м

ϼ
χ

 

 

6 

 

ЀЫрЖ  

security rekey  

REKEY-PREIOD 

REKEY-PREIODτ KEY  ḧᶖˢ ˣϬ ΰϘβʻ Ӥψˮ0-86400˯

τσϤϘβʻ 

ЈϺвзГϰЌϱФ τϢμο Υ ϩϤϘβʻ 

 

 

ЈϺвзГϰ 

ЌϱФ 
 

open ˢ ᴦˣ 

open-wep64/  

shared-wep64/  

open-wep128/  

shared-wep128 

ДТ϶иЕ ʿ300 

ˮ0 Ϭ˯ βϥρ ῟τσϤϘβ  ̒

Wpa-psk-tkip /  

wpa-wpa2-mixed-

psk-tkip/  

wpa2-psk-tkip/  

ДТ϶иЕ ʿ600 

ˮ0˯ψ ᴦʻ 

Wpa-psk-aes/  

wpa2-psk-aes/  

wpa-wpa2-mixed-

psk-aes/  

wpa2-psk-wpa3-

sae-mixed-aes/  

wpa3-sae-aes 

ДТ϶иЕ ʿ86400 

ˮ0˯ψ ᴦʻ 

Wpa-psk-mixed/  

wpa-wpa2-mixed-

psk-mixed/  

wpa2-psk-mixed/  

wpa2-psk-wpa3-

sae-mixed-mixed 

ˢ ᴦˣ 

 

no security rekey  KEY  ḧᶖˢ ˣχ Ϭ ῟τΰϘβʻ 

mac-address-filtering  MACϯЖйІТϰиЌзрϽ Ϭ ῟τΰϘβʻДТ϶иЕψ ῟ʻ 

no mac-address-filteri

ng 

MACϯЖйІТϰиЌзрϽ Ϭ ῟τΰϘβʻ 

mac-address 

ACCEPT-MAC-ADDR 

ACCCEPT-MAC-ADDRτ ẨᴦβϥMACϯЖйІϬ ΰϘβʻ 

 

no mac-address 

ACCEPT-MAC-ADDR 

ACCEPT-MAC-ADDR τ⌡ ΰθΜ Ẩᴦΰθ MAC ϯЖйІϬ ΰ

Ϙβʻ 

exit LAN ϯϼЈІЪϱрЕχ ⇔ Я˔ЖΤϣ Я˔Жτӱ“ΰϘ

βʻ 

no wifi access -point 

AP-NAME 

⌡ ΰθΜ LAN ϯϼЈІЪϱрЕ Ϭ AP-NAME τ◙ ΰʺ◙ ΰ

θ LAN ϯϼЈІЪϱрЕ χ Ϭ ⌡ βϥʻ 
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“ם  

ӟᴞχ χ τלμθ LANϯϼЈІЪϱрЕχ Ϭ ῟τΰϘβʻ 

‮   

 5GHz 

SSID  amnimo-5G-000000 

Ϸ˔ЕЎарКиЈйϼЕЯ˔Ж Ϸ˔ЕЯ˔Ж 

ӽ  80MHz 

Єд˔ЕϹ˔ЖϱрЌ˔Ни  ῟ 

ІГ˔ЄдрṐṀΩ  10  

ФжϱНЄ˔ЈОй˔Ќ ῟ 

Р˔Ѐрḧᶖ 100kus 

DTIM ṍ 2 

RTSΰΦΜ  2347 

ЈϺвзГϰЌϱФ WPA2-PSK/WPA 3-SAE  

mixedЯ˔Ж(Ӛ‹ᴟʿmixedЯ˔Ж) 

ЈϺвзГϰϺ˔ amnimoAC15 ̞Ӛ‹ᴟЯ˔Жπ  

MACϯЖйІТϰиЌзрϽ ῟ 

ϱрЌ˔ТϴϱІ ψӟᴞχ Ϥʻ 

‮   

ϱрЌ˔ТϴϱІ wlan1 

5GHz ψ wlan1χϙᴦ ʻ 

 

ϯϼЈІЪϱрЕ  amnimo-5G 

IPϯЖйІ 192.168.0.254 

 

amnimo(cfg)# wifi access - point amnimo - 5G 8 

amnimo(cfg - wifi - ap- amnimo- 5G)# band 5GHz 8 

amnimo(cfg - wifi - ap- amnimo- 5G)# ssid amnimo - 5G- 000000 8 

amnimo(cfg - wifi - ap- amnimo- 5G)# channel mode auto  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# channel width 80MHz  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# channel short - guard - interval  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# transmit - power 100  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# max- station 10  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# no stealth  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# privacy - separator  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# beacon- interval 100  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# dtim - period 2  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# rts - threshold 2347  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# security type wpa2 - psk- wpa3- sae- mixed- mixed 8 

amnimo(cfg - wifi - ap- amnimo- 5G)# security key secret jjaAf/TE9Dd3NbApwgvDXg==  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# no mac- address - filtering  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# enable  8 

amnimo(cfg - wifi - ap- amnimo- 5G)# exit  8 

amnimo(cfg ) # interface wlan 1 8    ̡ ϱрЌ˔ТϴϱІwlan1Ϭ LANϯϼЈІЪϱрЕτβ

ϥʻ(5GHz ψwlan1χϙπΚϥθϛ) 

amnimo(cfg - interface - wlan 1) # access - point amnimo - 5G 8  ̡Ⱨ ΰθ LANϯϼЈІЪ

ϱрЕ Ϭ βϥʻ 

amnimo(cfg - interface - wlan 1) # address 192.168.0.254 / 24 8 ̡ LANϯϼЈІЪϱрЕχ IP

ϯЖйІϬ βϥʻ 

amnimo(cfg - interface - wlan 1) # enable  8 ̡ϱрЌ˔ТϴϱІϬ ῟τβϥʻ 

amnimo(cfg - interface - wlan 1) # exit  8 

amnimo(cfg ) # 
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 LANІГ˔Єдрχ Ϭ ꜘβϥ 

LAN ІГ˔Єдрχ Ϭ ꜘβϥτψʺshow wifi station ЀЫрЖϬם“ΰϘβʻϱрЌ

˔ТϴϱІϬԏ ρΰο ᴥΰʺ◙ βϥάρϜᴦ πβʻ 

꜠ 

show wifi station  [ WIFI- IFNAME]  

‮  

‮   

WIFI-IFNAME LANϱрЌ˔ТϴϱІϬ◙ ΰο ꜘβϥ ›τ ΰϘβʻ 

= ᴒ ЌϱФ/ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ 

wlan0 

WIFI-IFNAME Ϭ βϥρʺβϓοχ LAN ϱрЌ˔ТϴϱІχ

Υ ꜘήϦϘβʻ 

Т϶˔ЫАЕ 

WIFI- IFNAME 

  state             STATE 

  ssid              SSID 

  bssid             BSSID 

  channel           CHANNEL 

  security          SECURITY 

  pairwise cipher  PAIRWISE 

  group cipher      GROUP 

  rx bytes          RX- BYTES 

  rx packets        RX- PACKETS 

  tx bytes          TX- BYTES 

  tx packets        TX- PACKETS 

  tx retries         TX- RETRIES 

  tx failed          TX- FAILED 

  signal            SIGNAL dBm 

  tx bitrate        TX- BITRATE 

‮  

‮   

STATE ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ Ϭ ꜘΰϘβʻ 

ꜘ  

SCANNING ϯϼЈІЪϱрЕᾁ┤  

COMPLETED ϯϼЈІЪϱрЕ ḁ  
 

SSID ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ SSID(ServiceSet Identifier )Ϭ ꜘΰϘ

βʻ 

BSSID ◙ ΰθ LANϱрЌ˔ТϴϱІχ BSSID(Basic ServiceSet Identifier )Ϭ

ꜘΰϘβʻ 

CHANNEL ◙ ΰθ LAN ϱрЌ˔ТϴϱІχЎаКи ‹Ϭ ꜘΰϘβʻ 

SECURITY ◙ ΰθ LAN ϱрЌ˔ТϴϱІχӚ‹ᴟṛᶊϬ ꜘΰϘβʻ 

PAIRWISE ◙ ΰθ LANϱрЌ˔ТϴϱІχгИϺаІЕ χӚ‹ᴟ ꜠χ

Ϭ ꜘΰϘβʻ 

GROUP ◙ ΰθ LANϱрЌ˔ТϴϱІχУк˔ЖϺаІЕϘθψЫиЎϺаІЕ

χӚ‹ᴟ ꜠χ Ϭ ꜘΰϘβʻ 

RX-BYTES ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ НϱЕ Ϭ ꜘΰϘβʻ 

RX-PACKETS ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ ОϾАЕ Ϭ ꜘΰϘβʻ 

TX-BYTES ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ НϱЕ Ϭ ꜘΰϘβʻ 

TX-PACKETS ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ ОϾАЕ Ϭ ꜘΰϘβʻ 
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‮   

TX-RETRIES ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ зЕжϱᵕ Ϭ ꜘΰϘβʻ 

TX-FAILED ◙ ΰθ LAN ϱрЌ˔ТϴϱІχ ﬞ ᵕ Ϭ ꜘΰϘβʻ 

SIGNAL ◙ ΰθ LAN ϱрЌ˔ТϴϱІτ ‹ế (dBM)Ϭ ꜘΰϘβʻ 

TX-BITRATE ◙ ΰθ LAN ϱрЌ˔ТϴϱІτ ( )Ϭ ꜘΰϘβʻ 

 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞχϯϼЈІЪϱрЕτ ΰθІГ˔

Єдр wlan0χ ϬḚ Я˔Жπיּ ꜘβϥם“ ϬꜘΰϘβʻ 

 

= ϯϼЈІЪϱрЕ  

‮   

SSID amnimo-5G 

Ӛ‹ᴟЯ˔Ж WPA-PSK/WPA2 -PSK mixed Я˔Ж(Ӛ‹ᴟʿAES-CCMP) 

ӽ W52 

 

 

amnimo# show wifi station wlan0 

wlan0 

  state               COMPLETED  

  ssid                amnimo - 5G 

  bssid               1c:b1:7f:a6:68:2f  

  channel             44  

  security            WPA2 - PSK 

  pairwise cipher     CCMP  

  group cipher        CCMP  

  rx bytes            7838829  

  rx packets          23595  

  tx bytes            4730  

  tx packets          0  

  tx retries          0  

  tx failed           0  

  signal              - 21 dBm 

  tx bitrate          54.0 M bit/s  
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 LANІГ˔Єдрχ χϯϼЈІЪϱрЕϬ Ϥ Πϥ 

LAN ІГ˔Єдрρΰοʺ ΰοΜϥϯϼЈІЪϱрЕϬ Ϥ Πϥ ›ʺ wifi connect

ЀЫрЖϬם“ΰϘβʻ ρσϥϱрЌ˔ТϴϱІϬԏ ρΰο ᴥβϥ ΥΚϤϘβʻ 

꜠ 

wifi connect WIFI- IFNAME station select  

‮  

‮   

WIFI-IFNAME LANϱрЌ˔ТϴϱІχ◙ τ ΰϘβʻ 

= ᴒ ЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ 

wlan0 

Т϶˔ЫАЕ 

network - id   ssid           bssid   flags      

NW- ID        SSID            BSSID              

NW- ID        SSID            BSSID   FLAGS 

ʾʾʾ 

select network - id: INPUT- NW- ID ̡ ‮  

RESULT 

‮  

‮   

NW-ID 

 

ήϦοΜϥ LANϯϼЈІЪϱрЕ(ӟᴞ К̋АЕм˔ϼУкАϼ)χḚ

‹Ϭ ꜘΰϘβʻ 

КАЕм˔ϼУкАϼχ τϢϤ з̋ІЕρΰο ꜘήϦϥάρΥΚ

ϤϘβʻ 

SSID КАЕм˔ϼУкАϼχ SSID(ServiceSet Identifier )Ϭ ꜘΰϘβʻ 

BSSID КАЕм˔ϼУкАϼχ BSSID(Basic ServiceSet Identifier )Ϭ ꜘΰϘβʻ 

FLAGS КАЕм˔ϼУкАϼχ Ϭ ꜘΰϘβʻ 

ꜘ  

(Ἃ ) ῟σКАЕм˔ϼУкАϼˢ ˣ 

CURRENT  

DISABLE ῟σКАЕм˔ϼУкАϼ 

TEMP-DISABLED ОІм˔Ж ԁ π τﬞ ΰʺԁⱲ τ

῟τσμοΜϥ 
 

INPUT-NW-ID βϥКАЕм˔ϼУкАϼχḚ ‹Ϭ ΰϘβʻ( ‮ ) 

RESULT Ϥ ΠὫᴮϬ ꜘΰϘβʻ 

ꜘ  

OK ῞ 

Failed to select WiFi  

connection destination.  

ЌϱЭϯϳЕτϢϥ ﬞ (Ω 3 ) 

Invalid number selected.  ῟σКАЕм˔ϼУкАϼχḚ ‹  
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“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ Я˔Жπיּ wlan0

χ LANІГ˔ЄдрΥ ΰοΜϥ LANϯϼЈІЪϱрЕ(amnimo -5G-1)Τϣ χ

LANϯϼЈІЪϱрЕ(amnimo-5G-0) ᴦ τ βϥם“ ϬꜘΰϘβʻ 

 

amnimo# show wifi station   ̡amnimo-5G-1τ ΰοΜϥ Ϭ ꜘβϥ 

wlan0 

  state               COMPLETED  

  ssid                amnimo - 5G- 1 

  bssid               1c:b1:7f:a6:68:2f  

  channel             44  

  security            WPA2 - PSK 

  pairwise cipher     CCMP  

  group cipher        CCM P 

  rx bytes            391647  

  rx packets          1181  

  tx bytes            5864  

  tx packets          0  

  tx retries          0  

  tx failed           0  

  signal              - 27 dBm 

  tx bitrate          54.0 M bit/s  

amnimo# wifi connect wlan0 station select   ̡ LANϯϼЈІЪϱрЕϬ Ϥ Πϥ 

network - id   ssid           bssid   flags      

0            amnimo - 5G- 0    any              ̡amnimo-5G-0ˢ Ϥ Π ʺ ˣ 

1            amnimo - 5G- 1    any     CURRENT ̡amnimo-5G-1ˢᾝ∕ ˣ 

 

Select network - id: 0            ̡КАЕм˔ϼ IDΥ 0(amnimo-5G-0)Ϭ  

OK 

ƛ 

amnimo# show wifi station   ̡amnimo-5G-0τ ΰοΜϥ Ϭ ꜘβϥ 

 

wlan0 

  state               COMPLETED  

  ssid                amnimo - 5G- 0 

  bssid               1e:b1:7f:a6:68:2f  

  channel             44  

  security            NONE  

  pairwise cipher     WEP - 104 

  group cipher        WEP - 104 

  rx bytes            393483  

  rx packets          1186  

  tx bytes            6590  

  tx packets          0 

  tx retries          0  

  tx failed           0  

  signal              - 30 dBm 

  tx bitrate          54.0 M bit/s  
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 LANІГ˔Єдрχ Ϭ ꜘβϥ 

LAN ϯϼЈІЪϱрЕχ Ϭ ꜘβϥτψʺshow config wifi access -point ЀЫрЖϬם

“ΰϘβʻϯϼЈІЪϱрЕϬԏ ρΰο ᴥΰʺ◙ βϥάρϜᴦ πβʻ 

꜠ 

show config wifi station  [ STA- NAME]  

‮  

‮   

STA-NAME Ϭ ꜘβϥ LANІГ˔Єдр Ϭ◙ ΰϘβʻ 

Т϶˔ЫАЕ 

configure  

# ----  station STA- NAME configure ----  

wifi station STA- NAME 

ENABLED 

band BAND 

SSID 

BSSID 

priority PRIORITY 

max- inactivity - limit MAX- INACTIVITY- LIMIT  

dtim - period DTIM- PERIOD 

beacon- interval BEACON- INTERVAL 

SHORT- GUARD- INTERVAL 

security type TYPE 

SECURITY- KEY 

scan- channel mode MODE 

NUMBER 

exit  

# ----  Exit configure mode ----  

exit  

‮  

‮   

STA-NAME Ϭ ꜘβϥ LANІГ˔Єдр Ϭ ꜘΰϘβʻ 

ENABLED ІГ˔ЄдрṐ χ ῟ ῟χ Ϭ ꜘΰϘβʻ 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

BAND ► ӽ Υ ꜘήϦϘβʻ 

 ꜘ 

2.4GHz ˮ2.4GHz˯ ρ ꜘήϦϘβʻ 

5GHz ˮ5GHz˯ ρ ꜘήϦϘβʻ 

2.4GHz/5GHz Ⱳ►  ˮboth˯ρ ꜘήϦϘβʻ 
 

SSID χ LAN ϯϼЈІЪϱрЕχ SSIDΥ ꜘήϦϘβʻ 

BSSID χ LAN ϯϼЈІЪϱрЕχ BSSIDΥ ꜘήϦϘβʻ 

PRIORITY ІГ˔Єдрχ Ͻи˔Ф Υ ꜘήϦϘβʻ Ӥψˮ 0˙9 τ˯σϤʺ Υ

ήΜ Υ ήϦϘβʻ 
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‮   

MAX-

INACTIVITY-

LIMIT  

ІГ˔Єдрχ ϯϼГϰУ ᾢⱲḧ( )Υ ꜘήϦϘβʻ Ӥψˮ1˙2347˯τσ

ϤϘβʻ 

ІГ˔ЄдрΥ ϯϼГϰУ ᾢⱲḧӟ τᴡϜ ΰσΜ ›ʺϘι Ӥ
τΚϥΤςΞΤϬᶎ βϥθϛτʺἋχД˔ЌТй˔ЭΥІГ˔Єдрτ
ήϦϘβʻάχТй˔ЭΥ ACKήϦσΜ ›ʺІГ˔Єдрψḩ Ϊ

Υᵔ ήϦʺ Υᵔ ήϦϘβʻάχṐ ψʺSTA Υ Ӥᵰτӱ ΰθρ
ΦτʺᾥΜϵрЕз˔χІГ˔ЄдрГ˔УиϬϼзϯβϥθϛτ► ήϦ
Ϙβʻ 

DTIM -

PERIOD 

Р˔ЀрτḯϘϦϥ DTIM (Delivery Traffic Information Message) χ ṍΥ ꜘήϦ

Ϙβʻ Ӥψˮ1˙10˯πβʻ 

ˮ2˯ χ ›ψʺ ᵕ βϥР˔Ѐрτ DTIM ΥḯϘϦϘβʻ 

КАЕм˔ϼУкАϼπϷ˔Н˔жϱЖήϦοΜσΜ ›ʺ► ήϦϘβʻ 

 

BEACON-

INTERVAL 

Р˔Ѐрḧᶖ(kus ӡ= 1.024ms) Υ ꜘήϦϘβʻ Ӥψˮ20˙1024˯τσϤ

Ϙβʻ 

КАЕм˔ϼУкАϼπϷ˔Н˔жϱЖήϦοΜσΜ ›ʺ► ήϦϘβʻ 

 

SHORT-

GUARD-

INTERVAL 

Єд˔ЕϹ˔ЖϱрЌ˔Ни Υ ꜘήϦϘβʻ 

 ꜘ 

῟ ˮchannel short -guard-interval˯ρ ꜘήϦϘβʻ 

῟ ˮno channel short -guard-interval˯ρ ꜘήϦϘβʻ 

ӽ Υˮ80MHz ӽ ЄІГЭ˯χ ›ψʺ γ ῟τσϤϘβʻ 

 

TYPE ЈϺвзГϰЌϱФ Υ ꜘήϦϘβʻ 

 ꜘ 

Ϸ˔ФрЄІГЭ  

ˢӚ‹ᴟσΰˣ 

ˮopen˯ρ ꜘήϦϘβʻ 

Ϸ˔ФрЄІГЭ 128bit  WEP ˮopen-wep128˯ρ ꜘήϦϘβʻ 

Ϸ˔ФрЄІГЭ 64bit  WEP ˮopen-wep64˯ρ ꜘήϦϘβʻ 

Ặ 128bit  WEP ˮshared-wep128˯ρ ꜘήϦϘβʻ 

Ặ 64bit  WEP ˮshared-wep64˯ρ ꜘήϦϘβʻ 

WPA-PSK (Ӛ‹ᴟʿAES-CCMP) ˮwpa-psk-aes˯ρ ꜘήϦϘβʻ 

WPA-PSK (Ӛ‹ᴟʿmixed Я˔Ж) ˮwpa-psk-mixed˯ρ ꜘήϦϘβʻ 

WPA-PSK (Ӛ‹ᴟʿTKIP) ˮwpa-psk-tkip˯ρ ꜘήϦϘβʻ 

WPA-PSK/WPA2 -PSK  

mixedЯ˔Ж(Ӛ‹ᴟʿAES-CCMP) 

ˮwpa-wpa2-mixed-psk-aes˯ρ ꜘήϦ

Ϙβʻ 

WPA-PSK/WPA2 -PSK mixed

Я˔Ж(Ӛ‹ᴟʿmixed Я˔Ж) 

ˮwpa-wpa2-mixed-psk-mixed ρ˯ ꜘή

ϦϘβʻ 

WPA-PSK/WPA2 -PSK mixed

Я˔Ж(Ӛ‹ᴟʿTKIP) 

ˮwpa-wpa2-mixed-psk-tkip ρ˯ ꜘήϦ

Ϙβʻ 

WPA2-PSK (Ӛ‹ᴟʿAES-CCMP) ˮwpa2-psk-aes˯ρ ꜘήϦϘβʻ 

WPA2-PSK (Ӛ‹ᴟʿmixed Я˔Ж) ˮwpa2-psk-mixed˯ρ ꜘήϦϘβʻ 

WPA2-PSK (Ӛ‹ᴟʿTKIP) ˮwpa2-psk-tkip˯ρ ꜘήϦϘβʻ 

WPA2-PSK/WPA 3-SAE  

mixedЯ˔Ж(Ӛ‹ᴟʿAES-CCMP) 

ˮwpa2-psk-wpa3-sae-mixed-aes˯ρ

ꜘήϦϘβʻ 

WPA2-PSK/WPA 3-SAE  

mixedЯ˔Ж(Ӛ‹ᴟʿ mixedЯ˔Ж) 

ˮwpa2-psk-wpa3-sae-mixed-mixed˯ρ

ꜘήϦϘβʻ 

WPA3-SAE (Ӛ‹ᴟʿ AES-

CCMP) 

ˮwpa3-sae-aes˯ρ ꜘήϦϘβʻ 
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‮   

SECURITY-

KEY 

WEP/PSK/SAE ОІм˔Ж Υ ꜘήϦϘβʻ 

ӟᴞχἹ꜠π ꜘήϦϘβʻ 

#security key raw RAW_KEY 

security key secret ENCRYPTED- KEY 

 

 ꜘ 

RAW_KEY ОІм˔Ж Υ ꜘήϦϘβʻ 

ENCRYPTED-KEY Ӛ‹ᴟήϦθОІм˔Ж Υ ꜘήϦϘβʻ 
 

MODE ЎаКи ⌠ Υ ꜘήϦϘβʻ 

 ꜘ 

ᴦ σ ЎаКи ˮall˯ρ ꜘήϦϘβʻ 

︣  ˮmanual˯ρ ꜘήϦϘβʻ 

ЫИвϯиЯ˔Жχ ›ʺⱳиКаЎχ‮ ‹ Υ ꜘήϦϘβʻ 

 

NUMBER ЎаКи ‹ зІЕΥ ꜘήϦϘβʻ 

ӟᴞχἹ꜠π ꜘήϦϘβʻ 

channel number  CHANNEL_NUM 

 

ОжЮ˔Ќ˔ ꜘ 

CHANNEL_NUM ЎаКи ‹Υ ꜘήϦϘβʻ Κϥ ›

ψʺº,ºπỸ ϣϦο ꜘήϦϘβʻ 

Ϸ˔ЕЎаКиЈйϼЕЯ˔Ж ΥˮЫИвϯиЯ˔Ж˯ӟᵰχ ›ψ
ꜘήϦϘδϭʻ 
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“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ Я˔Жπיּ wlan0

χІГ˔Єдрχ Ϭ ꜘβϥם“ ϬꜘΰϘβʻ 

‮   

 5GHz 

SSID  amnimo-5G 

BSSID  ˢ ΰˣ 

ІГ˔Єдрχ Ͻи˔Ф  0 

ϯϼГϰУ ᾢⱲḧ 300  

DTIM ṍ 2 

Р˔Ѐрḧᶖ 100kus 

ЈϺвзГϰЌϱФ WPA2-PSK  

Ӛ‹ᴟʿAES-CCMP 

ЈϺвзГϰϺ˔ amnimoAC15 

ЎаКи ⌠  ︣  

ЎаКи ‹зІЕ 1,2,3,4,5,6,7,8,9,10,11,12,13, 

36,40,44,48, 

52,56,60,64, 

100,104,108,112,116,120,124,128,132,136,140 

 

 

amnimo# show config wifi access - point amnimo - 5G  

enable  

band 5GHz 

ssid amnimo - 5G 

priority 0  

max- inactivity - limit 300  

dtim - period 2  

beacon- interval 100  

security type wpa2 - psk- aes 

#security key raw amnimoAC15 

security key secret jjaAf/TE9Dd3NbApwgvDXg==  

scan- channel mode manual  

scan- channel number 1,2,3,4,5,6,7,8,9,10,11,12,13,36,40,44,48,52,56,60,64,100,104,108,

112,116,120,124,128,132,136,140  

exit  
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 LANІГ˔Єдрχ Ϭβϥ 

LAN ІГ˔ЄдрϬ βϥτψʺ Я˔ЖΤϣ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖ

Ϭם“ΰϘβʻάάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

wifi station  STA- NAME 

enable  

no enable  

band BAND 

ssid SSID 

bssid BSSID 

no bssid BSSID 

priority PRIORITY 

max- inactivity - limit MAX- INACTIVITY- LIMIT  

dtim - period DTIM- PERIOD 

beacon- interval BEACON- INTERVAL 

short - guard - interval  

no short - guard - interval  

security type TYPE 

security key  

security key secret ENCRYPT- KEY 

no security key 

scan- channel mode MODE 

scan- channel number CHANNEL- NUM 

exit  

no wifi station  STA- NAME 

ЀЫрЖ 

ЀЫрЖ  

wifi station STA -NAME STA-NAME τ LAN ІГ˔Єдр Ϭ◙ ΰʺ ⇔ Я˔Жτӱ“

ΰϘβʻ 

  

STA-NAME LANІГ˔Єдр Ϭ ΰϘβʻ 
 

enable LANІГ˔ЄдрϬ ῟τΰϘβʻ 

no enable LANІГ˔ЄдрϬ ῟τΰϘβʻ 

band BAND BANDτ► βϥ ӽϬ ΰϘβʻ 
 

  

2.4GHz 2.4GHz  

= 1˙13ch 

5GHz 5GHz  

= W52(36/40/44/48ch)  

= W53(52/56/60/64ch)  

= W56(100/104/108/112/116/120/124/128/132/136/140ch)  
 

ssid SSID χ LAN ϯϼЈІЪϱрЕχКАЕм˔ϼ (SSID)Ϭ ΰϘ

βʻ 

SSIDτψʺӟᴞχ ὯτΚοψϘϥ Ⱬ Ϭ ΰοΨιήΜʻ 

= RFC1738πṛ ήϦοΜϥ¬xcharºΥ πΦϘβ  ̒

abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWX

YZ0123456789!ƨ#$%&Ʀ()*+, - ./:; <=>?@[¥]^_`{|}~  

= 1 Ⱬӟ ʺ32 Ⱬӟᴞʻ 

bssid BSSID χ LANϯϼЈІЪϱрЕχBSSIDϬӟᴞχἹ꜠π ΰϘβ  ̒

xx:xx:xx:xx:xx:xx  

xxψ 16 πβʻ 
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ЀЫрЖ  

no bssid  ΰθ χ LAN ϯϼЈІЪϱрЕχ BSSIDϬ⌡ ΰϘβʻ 

priority PRIORIY ІГ˔Єдрχ Ͻи˔Ф Ϭ PRIORITYτ ΰϘβʻ 

Ӥψˮ0˙9˯τσϤʺ Υ ήΜ Υ ήϦϘβʻ 

ДТ϶иЕ ψˮ0˯τσϤϘβʻ 

max-inactivity - limit  

MAX-INACTIVITY-LIMIT  

 

ІГ˔Єдрχ ϯϼГϰУ ᾢⱲḧ( )Ϭ MAX-INACTIVITY-LIMIT τ

ΰϘβʻ Ӥψˮ1˙2347˯τσϤϘβʻ 

ДТ϶иЕ ψˮ300˯τσϤϘβʻ 

ІГ˔ЄдрΥ ϯϼГϰУ ᾢⱲḧӟ τᴡϜ ΰσΜ ›ʺ

Ϙι Ӥ τΚϥΤςΞΤϬᶎ βϥθϛτʺἋχД˔ЌТй˔Э
ΥІГ˔Єдрτ ήϦϘβʻάχТй˔ЭΥ ACK ήϦσΜ
›ʺІГ˔Єдрψḩ ΪΥᵔ ήϦʺ Υᵔ ήϦϘβʻά

χṐ ψʺSTAΥ Ӥᵰτӱ ΰθρΦτʺᾥΜϵрЕз˔χІГ
˔ЄдрГ˔УиϬϼзϯβϥθϛτ► ήϦϘβʻ 

dtim -period 

DTIM -PERIOD 

DTIM -PERIODτР˔ЀрτḯϘϦϥ DTIM (Delivery Traffic Information 

Message)χ ṍϬ ΰϘβʻ Ӥψˮ1˙255˯πβʻ 

ˮ1˯χ ›ψʺ ᵕ βϥР˔Ѐрτ DTIM ΥḯϘϦϘβʻ 

ДТ϶иЕ ψˮ2˯τσϤϘβʻ 

beacon-interval  

BEACON-INTERVAL 

BEACON-INTERVALτР˔Ѐрḧᶖ(kus ӡ= 1.024ms) ΰϘβʻ 

Ӥψˮ20˙1024˯τσϤϘβʻ 

ДТ϶иЕ ψˮ100˯πβʻ 

channel short -guard- i

nterval  
Єд˔ЕϹ˔ЖϱрЌ˔Ни Ϭ ῟τΰϘβʻ 

ДТ϶иЕψ ῟πβʻ 

Ϭ ῟τβϥρʺД˔ЌḧχϹ˔ЖϱрЌН˔иⱲḧΥ Ψ

σϤʺД˔Ќχ ⱲḧϬ βϥάρΥπΦϘβΥʺ χḄ
τֿפΨσϤϘβχπʺέ ӪΨιήΜʻ 

no channel short -guar

d-interval  
Єд˔ЕϹ˔ЖϱрЌ˔Ни Ϭ ῟τΰϘβʻ 

ӽ Υˮ80MHz˯τ ήϦοΜϥ ›ψʺ ῟τπΦϘδϭ  ̒
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ЀЫрЖ  

security type TYPE  TYPEτЈϺвзГϰЌϱФϬ ΰϘβʻ 

ДТ϶иЕ ̞ψˮwpa2-psk-wpa3-sae-mixed-aes˯τσϤϘβʻ 

 

  

open Ϸ˔ФрЄІГЭ  

ˢӚ‹ᴟσΰˣ 

open-wep128 Ϸ˔ФрЄІГЭ  

128bit  WEP 

open-wep64 Ϸ˔ФрЄІГЭ  

64bit  WEP 

shared-wep128 Ặ  

128bit  WEP 

shared-wep64 Ặ  

64bit  WEP 

wpa-psk-aes WPA-PSK 

(Ӛ‹ᴟʿAES-CCMP) 

wpa-psk-mixed WPA-PSK 

(Ӛ‹ᴟʿmixed Я˔Ж) 

wpa-psk-tkip  WPA-PSK 

(Ӛ‹ᴟʿTKIP) 

wpa-wpa2-mixed-psk-aes WPA-PSK/WPA2 -PSK  

mixedЯ˔Ж 

(Ӛ‹ᴟʿAES-CCMP) 

wpa-wpa2-mixed-psk-

mixed 

WPA-PSK/WPA2 -PSK  

mixedЯ˔Ж 

(Ӛ‹ᴟʿmixed Я˔Ж) 

wpa-wpa2-mixed-psk-tkip  WPA-PSK/WPA2 -PSK  

mixedЯ˔Ж 

(Ӛ‹ᴟʿTKIP) 

wpa2-psk-aes WPA2-PSK 

(Ӛ‹ᴟʿAES-CCMP) 

wpa2-psk-mixed WPA2-PSK 

(Ӛ‹ᴟʿmixed Я˔Ж) 

wpa2-psk-tkip  WPA2-PSK 

(Ӛ‹ᴟʿTKIP) 

wpa2-psk-wpa3-sae-

mixed-aes 

WPA2-PSK/WPA 3-SAE  

mixedЯ˔Ж 

(Ӛ‹ᴟʿAES-CCMP) 

wpa2-psk-wpa3-sae-

mixed-mixed̞ 

WPA2-PSK/WPA 3-SAE  

mixedЯ˔Ж 

(Ӛ‹ᴟʿmixed Я˔Ж) 

wpa3-sae-aes WPA3-SAE  

(Ӛ‹ᴟʿAES-CCMP) 

̞Н˔Ѕдр 1.12.0ӟ χДТ϶иЕ ψˮ wpa2-psk-wpa3-sae-

mixed-mixed˯πβʻ₈ῇχϯАФД˔Еπ⌡ πβʻ 
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ЀЫрЖ  

security key  ОІм˔Ж( Ӛ‹ᴟ)Ϭ ΰϘβʻ 

= ͎ᵕ βϥ ΥΚϤϘβʻ 

= ήϦθОІм˔ЖψӚ‹ᴟΰθ π ήϦϘβʻ 

= ЈϺвзГϰЌϱФτϢϤ ᴦ σ ꜠ʺ Ⱬ ʺ
ὥ ΥӰσϤϘβʻ 

 

ЈϺвзГϰ 

ЌϱФ 

ᴦ σ 

꜠ʺ Ⱬ ʺὥ  

open ˢ ᴦˣ 

open-wep64/  

shared-wep64 

= Ⱬ ʿ5 Ⱬ 

Ⱬχ ψӟᴞʻ 

abcdefghijklmnopqrstuvwxyzABCDEF

GHIJKLMNOPQRSTUVWXYZ0123456789_ 

 

= 16 ʿ10ὥ 

Ⱬχ ψӟᴞʻ 

abcdefABCDEF0123456789 

 

 

open-wep128/  

shared-wep128 

= Ⱬ ʿ13 Ⱬ 

Ⱬχ ψӟᴞʻ 

abcdefghijklmnopqrstuvwxyzABCDEF

GHIJKLMNOPQRSTUVWXYZ0123456789_ 

 

= 16 ʿ26ὥ 

Ⱬχ ψӟᴞʻ 

abcdefABCDEF0123456789 

 

 

wpa-psk-aes/  

wpa-psk-mixed/  

wpa-psk-tkip/  

wpa-wpa2-mixed-

psk-aes/  

wpa-wpa2-mixed-

psk-mixed/  

wpa-wpa2-mixed-

psk-tkip/  

wpa2-psk-aes/  

wpa2-psk-mixed/  

wpa2-psk-tkip/  

wpa2-psk-wpa3-

sae-mixed-aes 

wpa2-psk-wpa3-

sae-mixed-mixed 

= Ⱬ ʿ8˙64 Ⱬ 

abcdefghijklmnopqrstuvwxyzABCDEF

GHIJKLMNOPQRSTUVWXYZ0123456789!"

#$%&'()*+, - ./:;<=>?@[ ¥]^_`{|} ~ 

 

= 16 ʿ64ὥ 

Ⱬχ ψӟᴞʻ 

abcdefABCDEF0123456789 
 

wpa3-sae-aes = Ⱬ ʿ8˙128 Ⱬ 

abcdefghijklmnopqrstuvwxyzABCDEF

GHIJKLMNOPQRSTUVWXYZ0123456789!"

#$%&'()*+, - ./:;<=>?@[ ¥]^_`{|} ~ 
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ЀЫрЖ  

security key secret  

ENCRYPT-KEY 

ENCRYPT-KEYτʺОІм˔ЖϬӚ‹ᴟΰθ Ⱬ Ϭ◙ ΰοʺОІм˔

ЖϬ  ΰϘβʻ 

no security key  ΰθОІм˔ЖϬ⌡ ΰϘβʻ 

scan-channel mode M

ODE 

ЎаКи ⌠ Ϭ ΰϘβʻ 

  

all ᴦ σ ЎаКи 

manual  ︣  

ЫИвϯиЯ˔Жχ ›ʺ 

ⱳиКаЎχ‮ ‹ Υᴦ τσϤϘβʻ 

scan-channel number 

CHANNEL-NUM 

ЎаКи ‹ зІЕϬ ΰϘβʻ 

ӟᴞχἹ꜠π ΰϘβʻ 

scan- channel number  CHANNEL- NUM 

 

  

CHANNEL-NUM ЎаКи ‹Υ ꜘήϦϘβʻ Κϥ ›

ψʺº,ºπỸ ϣϦο ꜘήϦϘβʻ 

ЎаКи ⌠ Υˮ︣ ˯ӟᵰχ ›ψ ꜘήϦϘδϭʻ 

 

exit LANІГ˔Єдрχ ⇔ Я˔ЖΤϣ Я˔Жτӱ“ΰϘβʻ 

no wifi access -point 

STA-NAME 

⌡ ΰθΜ LANІГ˔Єдр Ϭ STA-NAME τ◙ ΰ ◙̋ ΰθ

LAN ІГ˔Єдр χ Ϭ ⌡ βϥʻ 
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“ם  

ӟᴞχ χ τלμθ LANІГ˔Єдрχ Ϭ ῟τΰϘβʻ 

‮   

 2.4GHz 

SSID  amnimo-2G 

BSSID  ˢ ΰˣ 

ІГ˔Єдрχ Ͻи˔Ф  1 

ϯϼГϰУ ᾢⱲḧ 300  

DTIM ṍ 10 

Р˔Ѐрḧᶖ 1024kus 

ЈϺвзГϰЌϱФ WPA2-PSK  

Ӛ‹ᴟʿAES-CCMP 

ЈϺвзГϰϺ˔ amnimoAC15 

ЎаКи ⌠  ᴦ σ ЎаКи 

 

amnimo(cfg)# wifi station  amnimo- 2G 8 

amnimo(cfg - wifi - sta - amnimo- 2G)# band 2.4 GHz 8 

amnimo(cfg - wifi - sta - amnimo- 2G)# ssid amnimo- 2G 8 

You must fill in the following required fields:  

security key  

amnimo(cfg - wifi - sta - amnimo- 2G)# security type wpa2 - psk- aes 8 

Wifi security type values changed,  

So deleted Wifi key related settings.  

You must fill in the following required fields:  

security key  

amnimo(cfg - wifi - sta - amnimo- 2G)# security key  

Enter new key: ̡ОІм˔ЖƨamnimoAC15ƨϬ  

Retype new key: ̡ОІм˔ЖƨamnimoAC15ƨϬ™  

key: key updated successfully.  

amnimo(cfg - wifi - sta - amnimo- 2G)# priority 1  8 

amnimo(cfg - wifi - sta - amnimo- 2G)# beacon- interval 1024  8 

amnimo(cfg - wifi - sta - amnimo- 2G)# dtim - period 10 8 

amnimo(cfg - wifi - sta - amnimo- 2G)# enable  8 

amnimo(cfg - wifi - sta - amnimo- 2G) # exit  

amnimo(cfg ) # 
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 WPSṐ Ϭ► ΰο βϥ 

WPS Ṑ Ϭ►μοʺ χ LAN ϯϼЈІЪϱрЕϞІГ˔Єдрρ βϥ∑τʺwifi connect  

wps ЀЫрЖϬם“ΰϘβʻ ṐṀψФАЄвЩЌр ꜠ρ PIN ꜠τ ᴂΰοΜϘβʻ ρσϥ

ϱрЌ˔ТϴϱІϬԏ ρΰο ᴥβϥ ΥΚϤϘβʻ 

 

꜠ 

wifi connect wps <pbc | pin - get | pin - set> [wait WAIT]  

‮  

‮   

pdc ṐṀϬ LANϯϼЈІЪϱрЕρΰοФАЄвЩЌр ꜠τϢϤ LAN

(WPS-PBC)Ϭ LANІГ˔Єдрτ βϥάρΥπΦϘβʻ 

= ṐṀχ Υ LANІГ˔ЄдрπΚϥ ›ψ ⌠ΰϘδϭʻ 

= WPSЩЌрϬ 5 ӟ ᴃΰθ ›ρ α῟ᴮτσϤϘβʻ(ЈϺвзГ
ϰΰ χθϛʺ ЩЌрψ ῟ρΰ C̋LI Τϣ α ⌠Ϭם“ΰθΜ
›τ πβʻ) 

pin-get WPSχθϛχ PINЀ˔ЖϬ βϥ∑τ► ΰϘβʻˢⱳН˔Ѕдр ᴂ ˣ 

 ṐṀϬ LAN ІГ˔Єдрρΰο ΰʺPINЀ˔Жχ ʺ LAN

ϯϼЈІЪϱрЕρχ Ϭ“Ξ ›ψʺˮ6.8.12 WPSṐ χ Ϭβϥ˯

τṜ∏ήϦοΜϥ PIN ЀЫрЖϜᶨ πΦϘβʻ 

pin-set ṐṀϬ LANϯϼЈІЪϱрЕρΰο PIN ꜠τϢϤ LANІГ˔Єдр

Υ ΰθ PIN Ѐ˔ЖϬ ΰʺ LAN (WPS-PIN)Ϭ LAN ІГ

˔Єдрτ βϥάρΥπΦϘβʻ 

= ṐṀχ Υ LANІГ˔ЄдрπΚϥ ›ψ ⌠ΰϘδϭʻ 

 

WAIT LAN χ ḁ Ϭ κⱲḧϬ ΰϘβʻ Ӥψˮ10˙3600( )˯τσϤϘ

βʻДТ϶иЕ ψˮ60( )˯πβʻ 

Т϶˔ЫАЕ(ФАЄвЩЌр ꜠WPS) 

............................................................  

Т϶˔ЫАЕ(PIN ꜠WPS) 

Input pin: PIN- CODE 

RESULT 

‮  

‮   

PIN-CODE ṐṀχ PINЀ˔Жˢ8ὥᾧ ˣϬ ΰϘβʻ 

RESULT ὫᴮϬ ꜘΰϘβʻ 

ꜘ  

OK ῞ 

Invalid Pin -Code. PINЀ˔ЖḧӸΜ 
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“ם ͍ˢФАЄвЩЌр ꜠WPSˣ 

Я˔ЖτΣΜοʺwlan0 χ LAN ϯϼЈІЪϱрЕ(amnimo-2G)τФАЄвЩЌр ꜠

WPSϬם☼ΰʺ ṐṀχ LANІГ˔ЄдрϬ βϥם“ ϬꜘΰϘβʻ 

 

amnimo(cfg)# show wifi access - point wla n0 8  ̡amnimo-2Gτ ΰοΜϥ Ϭ ꜘβϥ 

wlan0 

  state                  ENABLED  

  ssid                   amnimo - 2G- 004600 

  bssid                  e8:1b:4b:00:46:00  

  channel                12  

  rx bytes               0  

  rx packets             0  

  tx bytes               0  

  tx packets             0  

  tx errs                0  

  tx drop                0  

  connected stations     0  ̡amnimo-2Gτ ΰοΜϥ LANІГ˔Єдрψ 0  

amnimo(cfg)# wifi connect wps pbc 8  ̡ФАЄвЩЌр ꜠WPSϬם“βϥ 

............................................................ ̡ДТ϶иЕ ψ 60 ḧ

Ψʺάχḧτ LANІГ˔Єдрρ Ϭ“Ξʻ 

amnimo(cfg)# show wifi access - point wlan0 8  ̡amnimo-2Gτ ΰοΜϥ Ϭ ꜘβϥ 

wlan0 

  state                  ENABLED  

  ssid                   amnimo - 2G- 004600 

  bssid                  e8:1b:4b:00:46:00  

  channel                12  

  rx bytes               48527  

  rx packets             519  

  tx bytes               20741  

  tx packets             143  

  tx errs                0  

  tx drop                0  

  connected stations     1  ̡amnimo-2Gτ ΰοΜϥ LANІГ˔ЄдрΥ͍ ᴥ 
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 WPSṐ χ Ϭ ꜘβϥ 

WPSṐ χ Ϭ ꜘβϥτψʺshow config wifi wps ЀЫрЖϬם“ΰϘβʻ LANϯϼЈ

ІЪϱрЕπ► ΰϘβʻ 

꜠ 

show config wifi wps 

Т϶˔ЫАЕ 

configure  

# ----  wps configure ----  

wifi wps  

ENABLED 

PUSH- SWITCH 

EXTERNAL- REGISTRAR 

PIN 

exit  

# ----  Exit configure mode ----  

exit  

‮  

‮   

ENABLED WPSṐ χ ῟ ῟χ Ϭ ꜘΰϘβʻ 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

PUSH-

SWITCH 

WPS ЩЌр ⌠χ ῟ ῟χ Ϭ ꜘΰϘβʻ 

 ꜘ 

῟ ˮpush-switch˯ρ ꜘήϦϘβʻ 

῟ ˮno push-swich˯ρ ꜘήϦϘβʻ 
 

EXTERNL-

REGISTRAR 
ᵰ йЅІЕжṐ χ ῟ ῟χ Ϭ ꜘΰϘβʻ Υ ῟πΚϥ ›ʺ

LAN ІГ˔Єдр πψʺЈϺвзГϰϺ˔πψσΨʺPIN Ѐ˔ЖτϢϥ Υᴦ

τσϤϘβʻ 

 ꜘ 

῟ ˮexternal -registrar˯ρ ꜘήϦϘβʻ 

῟ ˮno external -registrar˯ρ ꜘήϦϘβʻ 
 

PIN WPSṐ π βϥ PINЀ˔ЖϬ ꜘΰϘβʻ 

# pin set XXXXXXXX  

xψ Ⱬπβʻ8ὥ ꜘήϦϘβʻ 
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“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺ Я˔Жπ WPSṐ

Ϭ ꜘβϥם“ ϬꜘΰϘβʻ 

‮   

WPSṐ  ῟ 

WPS ФАЄвІϱАЎṐ  ῟ 

ᵰ йЅІЕжṐ  ῟ 

PINЀ˔Ж 12345678 

 

 

amnimo(cfg)# show config wifi wps  

# ----  wps configure ----  

wifi wps  

enable  

push- switch  

external - registrar  

#pin set 12345678  

exit  
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 WPSṐ χ Ϭβϥ 

WPS Ṑ Ϭ βϥτψʺ Я˔ЖΤϣ ⇔ Я˔Жτӱ“ΰʺwifi  wps ЀЫрЖϬם“ΰ

Ϙβʻάάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

wifi wps  

enable  

no enable  

push- switch  

no push - switch  

external - registrar  

no external - registrar  

pin generate  

exit  

ЀЫрЖ 

ЀЫрЖ  

wifi wps WPSṐ ⇔ Я˔Жτӱ“ΰϘβʻ 

enable WPSṐ Ϭ ῟τΰϘβʻ 

no enable WPSṐ Ϭ ῟τΰϘβʻ 

push-switch  WPSЩЌр ⌠Ϭ ῟τΰϘβʻ 

no push-switch  WPSЩЌр ⌠Ϭ ῟τΰϘβʻ 

external -regist rar ᵰ йЅІЕжṐ Ϭ ῟τΰϘβʻ 

Υ ῟πΚϥ ›ʺ LAN ІГ˔Єдр πψ Ј̋Ϻвз

ГϰϺ˔πψσΨʺPINЀ˔ЖτϢϥ Υᴦ τσϤϘβʻ 

no external -registrar  ᵰ йЅІЕжṐ Ϭ ῟τΰϘβʻ 

pin generate  PINЀ˔ЖϬ ΰϘβʻ 

amnimo(cfg - wifi - wps)# pin gen erate  

XXXXXXXX 

xψ Ⱬπβʻ8ὥ ꜘήϦϘβʻ 

 

exit WPSṐ χ ⇔ Я˔ЖΤϣ Я˔Жτӱ“ΰϘβʻ 

“ם  

ӟᴞχ χ τלμθ LANІГ˔Єдрχ Ϭ ῟τΰϘβʻ 

‮   

WPSṐ  ῟ 

WPS ФАЄвІϱАЎṐ  ῟ 

ᵰ йЅІЕжṐ  ῟ 

PINЀ˔Ж 98765432 (ꜛ Ὣᴮ) 

 

amnimo(cfg)# wifi wps 8 

amnimo(cfg - wifi - wps)# enable  8 

amnimo(cfg - wifi - wps)# no push - switch  8 

amnimo(cfg - wifi - wps)# external - registrar  8 

amnimo(cfg - wifi - wps)# pin gen erate  8 

98765432 

amnimo(cfg - wifi - wps)# exit  8 

amnimo(cfg ) # 
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 LANṐ ρϱрЌ˔ТϴϱІτḩβϥ ᾢ 

ᴒ ЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ψʺ͎ νχ ϱрЌ˔ТϴϱІs wlan0, wlan1 Υx

∕ΰϘβΥʺӟᴞχ τꜘβ ᾢΥΚϤϘβχπʺέ ӪΨιήΜʻ 

Ṑ ‮  wlan0 wlan1 

LANϯϼЈІЪϱрЕṐ ̞1 ᴦ ᴦ 

 ᴂ ӽ 2.4GHz 5GHz̞2 

УзАЅϱрЌ˔ТϴϱІ(brX)ϒχ ᴥ ᴥᴦ 

WPSṐ   

wlan0,wlan1 ► Ⱳ Ὲ  -  

wlan0 χϙ► Ⱳ Ὲ  -  

wlan1 χϙ► Ⱳ -  Ὲ  

LANІГ˔ЄдрṐ ̞1 ᴦ ᴦ 

 ᴂ ӽ 2.4GHz/ 5GHz - 

УзАЅϱрЌ˔ТϴϱІ(brX)ϒχ ᴥ ᴥ ᴦ -  

WPSṐ  ᴂ̞3 -  

̞1 ϯϼЈІЪϱрЕṐ ρІГ˔ЄдрṐ ρχ ψπΦϘδϭʻ 

̞2 2.4GHz,5GHzϬ Ⱳτ► βϥ ›ψʺ5GHz ψ W52τᾢϣϦϘβʻ5GHzπ W53,W56► Ⱳψʺ2.4GHzψ
πΦσΨσϤϘβʻ 

̞3 ᴂ πβʻ 
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7  Ђ˔Н˔χ  

πψʺШІЕ ʺЌϱЭЋ˔рϞⱲ⁭ʺSSHʺDNSʺDHCPʺІϾЅв˔иʺЄІГЭкϽσςʺ

Ϭ► βϥ π σЂ˔Н˔ τνΜο ΰϘβʻ 

7.1 ШІЕ Ϭ βϥ 

 

ШІЕ χ ꜘρ Ϭ“ΜϘβʻ 

 ШІЕ Ϭ ꜘβϥ 

ШІЕ Ϭ ꜘβϥτψʺshow hostname ЀЫрЖϬם“ΰϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show hostname 8 

amnimo  βШІЕ Υ ꜘήϦϥ 

amnimo$ 

 

 ШІЕ χ Ϭ ꜘβϥ 

ШІЕ χ Ϭ ꜘβϥτψʺshow config hostname ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config hostname  

Т϶˔ЫАЕ 

# -- - -  transit ion  to configure mode --- -  

configure  

# --- -  hostname configure --- -  

hostname HOSTNAME 

# -- - -  exit  configure mode --- -  

exit  

‮  

‮   

HOSTNAME ШІЕ Υ ꜘήϦϘβʻ 

“ם  

 

amnimo# show config hostname 8 

# -- - -  transition  to configure mode --- -  

configure  

# -- - -  hostname configure --- -  

hostname amnimo 

# -- - -  exit  configure mode --- -  

exit  
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amnimo(cfg)# show config hostname 8 

# - - --  hostname configure --- -  

hostname amnimo 

 

 ШІЕ Ϭ  βϥ 

ШІЕ Ϭ  βϥτψʺhostname ЀЫрЖϬם“ΰϘβʻ 

꜠ 

hostname HOSTNAME 

‮  

‮   

HOSTNAME ШІЕ Ϭ◙ ΰϘβʻ 

ШІЕ τψʺӟᴞχ ὯτΚοψϘϥ Ⱬ Ϭ ΰοΨ

ιήΜʻ 

= 1 Ⱬӟ ʺ32 Ⱬӟ  

= ֽ Ⱬʺ ⱫϘθψ -  (МϱТр) 

= -(МϱТр)χ ʾ πχ► ψỨ♁ 

= .(ЖАЕ)ψỨ♁(Н˔Ѕдр 2.6.0ӟ‭) 

“ם  

 

amnimo(cfg) # hostname amnimo2 8  βШІЕ Ϭ   

amnimo(cfg) # show hostname 8  βШІЕ Ϭᶎ  

amnimo2 
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7.2 ЌϱЭЋ˔рχ Ϭβϥ 

 

ЌϱЭЋ˔рχ ꜘρ Ϭ“ΜϘβʻ 

 ЌϱЭЋ˔рϬ ꜘβϥ 

ЌϱЭЋ˔рϬ ꜘβϥτψʺshow timezone ЀЫрЖϬם“ΰϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show timezone 8 

UTC   βЌϱЭЋ˔рΥ UTCτ ήϦοΜϥ › 

amnimo$ show timezone 8 

Asia/Tokyo   βЌϱЭЋ˔рΥ Asia/Tokyo τ ήϦοΜϥ › 

 

 ЌϱЭЋ˔рχ Ϭ ꜘβϥ 

ЌϱЭЋ˔рχ Ϭ ꜘβϥτψʺshow config timezone ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config timezone  

Т϶˔ЫАЕ 

# -- - -  transition  to configure mode --- -  

configure  

# --- -  timezone configure --- -  

timezone TZ- AREA TZ- LOCATION 

# -- - -  exit  configure mode --- -  

exit  

‮  

‮   

TZ-AREA ЌϱЭЋ˔рχ ӽΥ ꜘήϦϘβʻ 

= ӽψʺЌϱЭЋ˔р χˮ/˯ϢϤ χ πβʻ 
ʿ Asia 

 

TZ-LOCATION ЌϱЭЋ˔рχ Υ ꜘήϦϘβʻ 

= ψʺЌϱЭЋ˔р χˮ/˯ϢϤῇϧχ πβʻ 

= ЌϱЭЋ˔рχ ӽτ UTC Ϭ ΰθ ›ʺ ψἋ
ρσϤϘβʻ 
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“ם  

 

amnimo# show config timezone 8 

# --- -  transition  to configure mode --- -  

configure  

# --- -  timezone configure --- -  

timezone Asia Tokyo  

# --- -  exit  configure mode --- -  

exit  

 

amnimo(cfg)# show config timezone 8 

# --- -  timezone configure --- -  

timezone Asia Tokyo  

 

 ЌϱЭЋ˔рϬ βϥ 

ЌϱЭЋ˔рϬ  βϥτψʺtimezone ЀЫрЖϬם“ΰϘβʻ 

꜠ 

timezone TIMEZONE 

‮  

‮   

TIMEZONE ЌϱЭЋ˔рϬ◙ ΰϘβʻ 

“ם  

 

amnimo(cfg)# tim ezone UTC 8  βЌϱЭЋ˔рϬ UTCτ   

amnimo(cfg)# tim ezone Asia Tokyo  8  βЌϱЭЋ˔рϬ Asia/Tokyo τ   
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7.3 Ⱳ⁭Ϭ βϥ 

 

︣ πⱲ⁭Ϭ βϥ ρʺNTP Ђ˔Н˔Ϭ ΰοⱲ⁭ϬΚϩδϥ τνΜο ΰϘβ  ̒

 ︣ πⱲ⁭Ϭ βϥ 

ЀЫрЖ ⌠τϢμο︣ πⱲ⁭Ϭ βϥτψʺΜΨνΤχ ΥΚϤϘβʻ 

 Ⱳ⁭Ϭ ꜘβϥ 

ᾝ∕ ήϦοΜϥⱲ⁭Ϭ ꜘβϥτψʺshow date ЀЫрЖϬם“ΰϘβʻ 

 

 

Ⱳ⁭ψ RFC 3339Т϶˔ЫАЕπ ꜘήϦϘβ θ̒ιΰʺ ρⱲ⁭χḧψ T̋πψσΨ ᶑ

ІЧ˔ІπỸ ϣϦοΜϘβʻⱲ⁭τ ΪοЌϱЭЋ˔рΥ ꜘήϦϘβʻ 

Πωʺӟᴞχ ›ʺ+09:00 Υ 9Ⱳḧ ϭπΜϥ ⱲϬ ΰοΜϘβʻ 

2020- 05- 20 17: 30:53+0 9: 00 
 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show date  8 

2020- 05- 20 17: 30:53+0 9: 00 

 

 Ⱳ⁭Ϭ βϥ 

Ⱳ⁭Ϭ ΰο︣ πⱲ⁭Ϭ βϥτψʺdate manual ЀЫрЖϬם“ΰϘβʻ 

Ⱳ⁭χ ꜘρ αϢΞτʺRFC 3339Т϶˔ЫАЕπⱲ⁭Ϭ◙ ΰϘβʻЌϱЭЋ˔рϬ◙ βϥ

ψΚϤϘδϭʻ 

 ЌϱЭЋ˔рχ τνΜοψʺ˰ 7.2 ЌϱЭЋ˔рχ Ϭβϥ˱Ϭ╥ ΰοΨιήΜʻ 

“ם  

Ⱳ⁭ ψṐṀχṞ ῈτΤΤϩϥθϛʺԁ г˔Ѓ˔Я˔Жπ βϥάρψπΦϘδϭʻ 

ӟᴞτʺḚ “םЯ˔Жχיּ ϬꜘΰϘβʻ 

 

amnimo# date manual 20 20- 05- 20 17: 40: 00 8 

amnimo# show date    βⱲ⁭Ϭᶎ βϥ 

2020- 05- 20 17: 40: 10+09: 00 
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 ᵰ χ NTPЂ˔Н˔τ Μ›ϩδοⱲ⁭ϬΚϩδϥ 

ntp ФкЕЀиϬ► ΰοʺⱲ⁭Ϭ ṍβϥάρΥπΦϘβʻ 

꜠ 

date ntp NTP- SERVER 

‮  

‮   

NTP-SERVER NTPЂ˔Н˔χ IPϯЖйІϘθψ FQDNϬ◙ ΰϘβʻ 

“ם  

Ⱳ⁭ ψṐṀχṞ ῈτΤΤϩϥθϛʺԁ г˔Ѓ˔Я˔Жπ βϥάρψπΦϘδϭʻ 

ӟᴞτʺḚ “םЯ˔Жχיּ ϬꜘΰϘβʻ 

 

amnimo# date ntp ntp.nict.jp  8 

amnimo# show date  8   βⱲ⁭Ϭᶎ βϥ 

2020- 05- 20 17: 40: 10+09: 00 
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 NTPІГ˔ЌІϬ ꜘβϥ 

NTP Њ˔ІʺNTPϼжϱϯрЕʺNTP ṍОТ϶˔ЫрІσςχ NTP ІГ˔ЌІϬ ꜘΰϘβ  ̒

 NTPЊ˔ІϬ ꜘβϥ 

NTPχІГ˔ЌІϬ ꜘβϥτψʺshow ntp sources ЀЫрЖϬם“ΰϘβʻ 

 NTP ϼжϱϯрЕΥ ∕βϥ ›χ ꜘτνΜοψʺⱳχ˰NTP ϼжϱϯрЕϬ ꜘβϥ˱

Ϭ╥ ΰοΨιήΜʻ 

꜠ 

show ntp sources  

Т϶˔ЫАЕ 

MS Name/IP address         Stratum Poll Reach LastRx Last sample                

=============================================================================== 

MS NAME- IP                  STM     PL    RCH   LRX    LAST- SAMPLE 

‮  

‮   

M NTPЊ˔ІχЯ˔ЖΥ ꜘήϦϘβʻ 
 

ꜘ  

^ Ђ˔Н˔ˢ ṍβϥ ӡṐṀˣ 

=  Сϯˢ῀Μτ ṍβϥṐṀˣ 

# к˔ϸи ΰοΜϥṁ ϼкАϼs GPSЯЅ

в˔иσςˣ 
 

S NTPЊ˔ІΥ ꜘήϦϘβʻ 
 

ꜘ  

* ṍ  

+  ᴦ σЊ˔І 

-  ᴦ σЊ˔ІΤϣ ᵰήϦθϜχ 

? ОϾАЕΥ ΤσΜЊ˔І 

x Ⱳḧ σϵж˔Υ βϥ 

~  Ⱳḧχ Υᵃ σЊ˔І 
 

NAME-IP NTPЊ˔Іχ Ϙθψ IPϯЖйІ к̋˔ϸи ΰοΜϥṁ ϼ

кАϼˢGPSЯЅв˔иσςˣΥ ꜘήϦϘβʻ 

STM Stratum χ Υ ꜘήϦϘβʻ 

PL Ъ˔зрϽḧᶖΥ ꜘήϦϘβʻ 

RCH Њ˔Іχ ᴦ Υ 8 π ꜘήϦϘβʻ 

ˮ377˯χ ›ʺΩựχ 8ᵕχ π ῟σ Υ ήϦθά

ρϬ ΰοΜϘβʻ 

LRX Њ˔ІΤϣΩῇχОϾАЕϬ ΰοΤϣχὊᵃⱲḧΥ ꜘήϦϘ

βʻ 

LAST-SAMPLE к˔ϸиϼкАϼρΩῇχЊ˔ІḧχϷТЈАЕⱲḧΥʺӟᴞχἹ

꜠π ꜘήϦϘβʻ 

xxxx [ yyyy ] +/ - zzzz 
 
= xxxxʿ ϷТЈАЕ , 

= yyyyʿ ὓ ⱲϷТЈАЕ , 

= zzzzʿ  ᾋ ῏₯ 
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“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺϵАЅϿ˔Еϳϴϱπχԁ г˔

Ѓ˔Я˔Жχם“ ϬꜘΰϘβʻ 

 

χ NTPЂ˔Н˔τ ΰοΜϥ › 

amnimo$ show ntp source  8 

MS Name/IP address         Stratum Poll Reach LastRx Last sample                

=============================================================================== 

^* 192.168.0.203                 1   6   377    38  - 1397us[ - 2217us] +/ -   201ms 

 

GPSЯЅв˔иΥ ∕βϥ ›ˢStratum1 χ NTPЂ˔Н˔χ ›ˣ 

amnimo$ show ntp source  8 

MS Name/IP address         Stratum Poll Reach LastRx Last sample                

=============================================================================== 

#* GPS1                           0   4    77    25  - 1130us[+3785us] +/ -   200ms 

 

 

= IoTи˔Ќ˔ ᴒ̋ ЌϱФχЀрОϼЕи˔Ќ˔ψ GPSτψ ᴂΰοΜσΜθϛʺˮ GPS

ЯЅв˔иΥ ∕βϥ ›˯χם“ ψ ꜘήϦϘδϭʻ 

= GPS ⱲχⱲ⁭︡ χ  

GPSχ Stratum ψ͌χθϛʺGPSπχⱲ⁭︡ ΥΩ ήϦϘβʻ 

ϘθʺGPSπχⱲḧ︡ ρϱрЌ˔КАЕϬᵒΰθ NTPЂ˔Н˔πχⱲḧ︡ χ

ӡϬ  βϥάρψπΦϘδϭʻ 

= GPSʿStratum͌ 

= NTPЂ˔Н˔ʿStratum͍˙16 
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 NTPϼжϱϯрЕϬ ꜘβϥ 

NTPϼжϱϯрЕΥ ∕βϥ ›ψʺshow ntp clients ЀЫрЖϬם“βϥρʺԁ Υ ήϦϘ

βʻ 

꜠ 

show ntp clients  

Т϶˔ЫАЕ 

Hostname                      NTP   Drop Int IntL Last     Cmd   Drop Int  Last  

=============================================================================== 

HOSTNAME                      NTP   DP1  I1   IL  LST1      CMD   DP2  I2   LST2  

‮  

‮   

HOSTNAME NTPϼжϱϯрЕχШІЕ Υ ꜘήϦϘβʻ 

NTP NTPϼжϱϯрЕΤϣ ΰθ NTPОϾАЕ Υ ꜘήϦϘβʻ 

DP1 NTP ϼжϱϯрЕΤϣχᴂ ЌϱЭϯϳЕχθϛʺ πΦσΤμ

θ NTPОϾАЕ Υ ꜘήϦϘβʻ 

I1 NTPОϾАЕχ ỡḧᶖΥ ꜘήϦϘβʻ 

IL ᴂ ЌϱЭϯϳЕΰθΚρχ NTPОϾАЕχ ỡḧᶖΥ ꜘήϦϘ

βʻ 

LST1 Ωῇτ NTPОϾАЕϬ ΰοΤϣχὊᵃⱲḧΥ ꜘήϦϘβʻ 

CMD NTP ϼжϱϯрЕΤϣ ΰθЀЫрЖОϾАЕ Υ ꜘήϦϘ

βʻ 

DP2 NTP ϼжϱϯрЕΤϣχᴂ ЌϱЭϯϳЕχθϛʺ πΦσΤμ

θЀЫрЖОϾАЕ Υ ꜘήϦϘβʻ 

I2 ЀЫрЖОϾАЕ ỡḧᶖΥ ꜘήϦϘβʻ 

LST2 ΩῇτЀЫрЖОϾАЕϬ ΰοΤϣχὊᵃⱲḧΥ ꜘήϦϘ

βʻ 

 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show ntp clients  8 

Hostname                      NTP   Drop Int IntL Last     Cmd   Drop Int  Last  

=============================================================================== 

192.168.0.106                  79      0   6   -      14       0      0   -      -  

172.16.0.2                      0      0   -    -      -         1      0   -      2 

 

  



 

 

274 

Ђ

Н

χ

 

 

7 

 

 NTP ṍОТ϶˔ЫрІϬ ꜘβϥ 

NTP ṍОТ϶˔ЫрІϬ ꜘβϥτψʺshow ntp tracking ЀЫрЖϬם“ΰϘβʻ 

NTPϼжϱϯрЕΥ ∕βϥ ›ψʺ Υԁ ꜘήϦϘβʻ 

꜠ 

show ntp tracking  

‮  

‮   

Reference ID  ЀрСв˔Ќ˔Υᾝ∕ ṍήϦοΜϥЂ˔Н˔χ refid ΣϢό

ˢϘθψ IPϯЖйІˣΥ ꜘήϦϘβʻ 

Stratum  ṁ ϼкАϼΥ ήϦοΜϥЀрСв˔Ќ˔ΤϣχШАФ Υ

ꜘήϦϘβʻ 

Ref time  ╥ Њ˔ІΤϣχΩῇχ Υ ήϦθⱲ⁭s UTC Υx ꜘήϦϘ

βʻ 

System time  ЄІГЭⱲ⁭Υ ꜘήϦϘβʻ 

Last offset  ΩῇτϼкАϼΥ  ήϦθⱲ⁭χ к˔ϸиϷТЈАЕΥ ꜘ

ήϦϘβʻ 

RMS offset  ϷТЈАЕ χ ṍ ỡΥ ꜘήϦϘβʻ 

Frequency ЄІГЭχϼкАϼϬ τﬞ ΰθ ›τʺЄІГЭχϼкАϼ

ΥḧӸμοΜϥй˔ЕΥ ꜘήϦϘβʻ 

Residual freq  ṁ Њ˔ІΤϣχ Υꜘβ ρᾝ∕► ήϦοΜϥ

ρχ₯Υ ꜘήϦϘβʻ 

Skew χ ῏₯ ӤΥ ꜘήϦϘβʻ 

Root delay ЀрСв˔Ќ˔ΥΩ τ ṍήϦϥ stratum -1 ЀрСв˔Ќ˔ϒ

χКАЕм˔ϼОІ χ›ὓΥט ꜘήϦϘβʻ 

Root dispersion  ЀрСв˔Ќ˔ΥΩ τ ṍήϦϥ stratum -1 ЀрСв˔Ќ˔τ

ϥβϓοχЀрСв˔Ќ˔Ϭ αο ήϦθ›ὓ ╩Υ ꜘή

ϦϘβʻ 

Update interval  Ωῇχ 2νχϼкАϼ  χḧᶖΥ ꜘήϦϘβʻ 

Leap status  ΞϥΞ χ ṍ Υ ꜘήϦϘβʻ 
 

ꜘ  

Normal   

Insert Second  ΞϥΞ χ  

Delete Second  ΞϥΞ χ⌡  

Not synchronised  ṍήϦοΜσΜΞϥΞ  
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“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show ntp tracking  8 

Reference ID    : C0A800CB (192.168.0.203)  

Stratum         : 2  

Ref time (UTC)  : Tue Mar 18 11:14:35 2020  

System time     : 0.002314539 seconds fast of NTP time  

Last offset     : +0.004517063 seconds  

RMS offset      : 0.004669765 seconds  

Frequency       : 34.202 ppm fast  

Residual freq   : +3.553 ppm  

Skew            : 20.510 ppm  

Root delay      : 0.200332880 seconds  

Root dispersion : 0.103083454 seconds  

Update interval : 64.4 seconds  

Leap status     : Normal  

 

 NTPχ Ϭ ꜘβϥ 

NTPχ Ϭ ꜘβϥτψʺshow config ntp ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config ntp  

Т϶˔ЫАЕ 

# ----  transition  to configure mode ----  

configure  

# 

ntp  

# ----  NTP configure ----  

ENABLE 

max- update - skew SKEW_VALUE 

make- steps THRESHOLD_VALUE LIMIT_VALUE 

PRIORITY 

SYNC_INTERFACE 

POOL_INFO 

POOL_INFO 

POOL_INFO 

ˢ ˣ 

SERVER_INFO 

ˢ ˣ 

GPS_ENABLE 

exit  
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‮  

‮   

ENABLE NTPЂ˔Н˔Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

SKEW_VALUE ϵж˔ ῏₯χ Ӥ Υ ꜘήϦϘβʻ 

THRESHOLD_VALU

E 
step ꜠ ṍχΰΦΜ Υ ꜘήϦϘβʻ 

LIMIT_VALUE step ꜠ ṍχ ᾢᵕ Υ ꜘήϦϘβʻ 

PRIORITY NTPЂ˔Н˔χФкЈІ Υ ήϦοΜϥ ›ʺӟᴞχТ϶˔Ы

АЕπ ꜘήϦϘβˢϷФЄдр ˣʻ 

priority PRIORITY_VALUE 

 

‮  ꜘ 

PRIORITY_VALUE NTPЂ˔Н˔χФкЈІ Υ ꜘήϦϘβ  ̒

Ӥψ 0˙99πβʻ 
 

SYNC_INTERFACE NTPЂ˔Н˔χ ṍ Υ ήϦοΜϥ ›ʺӟᴞχТ϶˔ЫАЕπ ꜘ

ήϦϘβˢϷФЄдр ˣʻ 

sync - interface  SYNC_I FNAME 

 

‮   

SYNC_IFNAME ◙ ΰθϱрЌ˔ТϴϱІΥ ˗ ΰθЌϱЬрϽ

π ṍΰϘβʻ 

ӟᴞχἹ꜠πʺϱрЌ˔ТϴϱІϬ◙ ΰϘβʻ χ

ϱрЌ˔ТϴϱІϬ◙ βϥάρψπΦϘδϭʻ 

= AIϵАЅϿ˔Еϳϴϱ 

wan0 l̋an<0 -3> b̋r<0 -9> e̋cm<0 -9> p̋pp<0 -9>ʺ

tun<0 -9>ʺtap<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 

eth0 l̋an<0 -3> b̋r<0 -9> e̋cm<0 -9> p̋pp<0 -9>ʺ

tun<0 -9>ʺtap<0 -9> 

= IoTи˔Ќ˔ 

eth<0 -1> b̋r<0 -9> e̋cm<0 -9> p̋pp<0 -9> t̋un<0 -

9>ʺtap<0 -9> 

= ᴒ ЌϱФЀрОϼЕи˔Ќ˔ 

eth0ʺrmnet_data0  

= ᴒ ЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ʺᴒᵰ

ЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ 

lan<0,1>ʺwlan<0,1> ʺbr<0 -9>ʺrmnet_data0  
 

POOL_INFO NTPЂ˔Н˔Ф˔иΥ ήϦοΜϥ ›ʺӟᴞχТ϶˔ЫАЕπ ꜘήϦ

Ϙβʻ 

pool POOL_ADDRESS MAX- SOURCES 

 
ꜘήϦϥάρΥΚϤϘβʻ 

POOL_ADDRESS NTPЂ˔Н˔Ф˔иχ IPϯЖйІʺЂ˔Н˔ Υ ꜘήϦϘβʻ 

MAX-SOURCES NTPЂ˔Н˔Ф˔иχЊ˔ІχΩ Υ ꜘήϦϘβʻ 
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‮   

GPS_ENABLE NTP Ђ˔Н˔ρ ὀβϥ GPSṐ χṞ Υ ῟˗ ῟σ ›χ Υ ꜘ

ήϦϘβʻ 
 

 ꜘ 

῟ ˮgps GPS_INTERVAL˯ ρ ꜘήϦϘβʻ 

῟ ˮno gps˯ρ ꜘήϦϘβʻ 
 

ЈрЂ˔ Ͽ˔Еϳϴϱ I̋oTи˔Ќ˔ ᴒ̋ ЌϱФЀрОϼЕи˔
Ќ˔ʺᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ψ GPSτ ᴂΰ
οΜσΜθϛʺGPS_ENABLEψ ꜘήϦϘδϭʻ 

GPS_INTERVAL GPSЯЅв˔иτϯϼЈІβϥⱲḧḧᶖˢЬз ӡˣΥ ꜘήϦϘβʻ 

ЈрЂ˔ Ͽ˔Еϳϴϱ I̋oTи˔Ќ˔ ᴒ̋ ЌϱФЀрОϼЕи˔

Ќ˔ʺᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ψ GPSτψ ᴂ
ΰοΜσΜθϛʺGPS_INTERVALψ ꜘήϦϘδϭʻ 

SERVER_INFO NTPЂ˔Н˔Υ ήϦοΜϥ ›ʺӟᴞχТ϶˔ЫАЕπ ꜘήϦϘβ  ̒

server SERVER_ADDRESS [ min POLLING_MIN]  [ max POLLING_MAX]  

[ polltarget POLLING_TARGET]  [ port PORT_NO]  

 
ꜘήϦϥάρΥΚϤϘβʻ 

SERVER_ADDRESS NTPЂ˔Н˔χ IPϯЖйІʺЂ˔Н˔ Υ ꜘήϦϘβʻ 

ꜘήϦϥάρΥΚϤϘβʻ 

POLLING_MIN Ω Ъ˔зрϽḧᶖˢ2χ ˣΥ ꜘήϦϘβʻ 

POLLING_MAX Ω Ъ˔зрϽḧᶖˢ2χ ˣΥ ꜘήϦϘβʻ 

POLLING_TAGET Ъ˔зрϽḧᶖ Ӥ πʺᵕṑϯиЁзЇЭπ► βϥЪ˔зрϽЌ˔ϿА

Е Υ ꜘήϦϘβʻ 

PORT_NO NTPπ βϥ UDPЪ˔Еχ ‹Υ ꜘήϦϘβʻ 
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“ם  

NTPχ ψṐṀχṞ ῈτΤΤϩϥθϛ ԁ̋ г˔Ѓ˔Я˔Жπ Ϭ ꜘβϥάρψπΦϘ

δϭʻ 

ӟᴞτʺϵАЅϿ˔ЕϳϴϱπχḚ Я˔Жρיּ Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo# show config ntp  8 

# ----  transition  to configure mode ----  

configure  

# ----  NTP configure ----  

ntp  

enable  

max- update - skew 100.0  

make- steps 1 3  

sync - interface eth0  

server ntp.nict.jp min 6 max 10 poolltarget 6 port 123  

no gps  

exit  

# ----  exit  configure mode. ----  

exit  

 

amnimo(cfg)# show config ntp  8 

# ----  NTP configure ----  

ntp  

enable  

max- update - skew 100.0  

make- steps 1 3  

sync - interface  eth0  

server ntp.nict.jp min 6 max 10 polltarget 6 port 123  

no gps  

exit  

 

 

NTPχ ⇔ Я˔Жπ show config ЀЫрЖϬם“βϥρʺ Я˔Жρ χ Υ

ꜘήϦϘβʻ 

amnimo(cfg)# ntp 8 ̡NTPχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - ntp)# show config  8 

enable    ̡ӟᴞʺ Я˔Жρ α 

ˢ ˣ 
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 NTPχ Ϭβϥ 

NTPϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

ntp  

max- update - skew SKEW_VALUE 

make- steps THRESHOLD_VALUE LIMIT_VALUE 

priority PRIORITY_VALUE 

sync - interface  SYNC_I FNAME 

pool POOL_ADDRESS MAX- SOURCES 

gps [ GPS_INTERVAL]  

server SERVER_ADDRESS [ min POLLING_MIN] [ max POLLING_MAX]  [ polltarget POLLING_TARGET]  

[ port PORT_NO]  ̡server χ ‮ ψ  

no server SERVER_ADDRESS 

no pool POOL_ADDRESS 

no gps  

no make- steps  

no max- update - skew 

no priority  

no sync - interface  

no enable  

exit  

no ntp  

ЀЫрЖ 

ЀЫрЖ  

ntp  NTPχ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“ΰϘβʻ 

 

max-update -

skew 

ϵж˔ ῏₯χ ӤϬʺ0.1˙214748364χ Ӥπ ΰϘβʻДТ϶иЕψʺ

ˮ100.0˯πβʻ 

make-steps  step ꜠ ṍχΰΦΜ ρ ᾢᵕ Ϭ ΰϘβʻ 
 

  

THRESHOLD_VALUE step ꜠ ṍχΰΦΜ Ϭ 0̋.1˙ πӤχ214748364

άάπ˯πβʻ1ϘβʻДТ϶иЕψʺˮΰ

ήϦϘβʻᵫ◐ΥṍΠϥρʺϬΰθΰΦΜ  

LIMIT_VALUE step ꜠ ṍχ ᾢᵕ Ϭʺ1˙214748364 χ Ӥπ

ꜘήϦϘβʻДТ϶иЕψʺˮ3˯πβʻ 

άάπ ΰθ ᾢᵕ Ϭ Πϥρʺstep ꜠ ṍΥ

♁ΰϘβʻ 
 

priority  NTPЂ˔Н˔χФкЈІ Ϭ ΰϘβˢϷФЄдр ˣʻ 
 

  

PRIORITY_VALUE NTP Ђ˔Н˔χФкЈІ Ϭʺ0˙99 χ Ӥπ

ΰϘβʻ 
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ЀЫрЖ  

sync-interface  NTPЂ˔Н˔χ ṍ ϬΰϘβˢϷФЄдр ˣʻ 
 

  

SYNC_IFNAME ӟᴞχἹ꜠πʺ ˗ ΰθЌϱЬрϽπ ṍβϥϱрЌ

˔ТϴϱІϬ◙ ΰϘβʻ 

χϱрЌ˔ТϴϱІϬ◙ βϥάρψπΦϘδϭʻ 

= AIϵАЅϿ˔Еϳϴϱ 

wan0ʺlan<0 -3>ʺbr<0 -9>ʺecm<0 -9>ʺppp<0 -9>ʺ

tun<0 -9>ʺtap<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 

eth0ʺlan<0 -3>ʺbr<0 -9>ʺecm<0 -9>ʺppp<0 -9>ʺ

tun<0 -9>ʺtap<0 -9> 

= IoTи˔Ќ˔ 

eth<0 -1>ʺbr<0 -9>ʺecm<0 -9>ʺppp<0 -9> t̋un<0 -

9>ʺtap<0 -9> 

= ᴒ ЌϱФЀрОϼЕи˔Ќ˔ 

eth0ʺrmnet_data0  

= ᴒ ЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ ᴒ̋ᵰЌϱ

Ф LAN ∏ЀрОϼЕи˔Ќ˔ 

lan<0,1>ʺwlan<0,1> ʺbr<0 -9>ʺrmnet_data0  
 

pool NTPЂ˔Н˔Ф˔иχ IPϯЖйІʺЂ˔Н˔ Ϭ◙ ΰοʺNTPЂ˔Н˔Ф˔и

Я˔Жτ ΰϘβʻ βϥάρΥπΦϘβʻ 
 

  

POOL_ADDRESS NTPЂ˔Н˔Ф˔иχ IPϯЖйІ Ђ̋˔Н˔ Ϭ ΰϘ

βʻ 

MAX-SOURCES NTP Ђ˔Н˔Ф˔иχЊ˔ІχΩ Ϭʺ1˙16 χ Ӥπ

ΰϘβʻДТ϶иЕψʺˮ4˯πβʻ 
 

gps NTPЂ˔Н˔ρ ὀβϥGPSД˔Яр gpsdχṞ Ϭ ῟τ ΰϘβʻ 

  

GPS_INTERVAL GPSЯЅв˔иτϯϼЈІβϥⱲḧḧᶖˢЬз ӡ Ϭxʺ

100.0˙1000.0χ Ӥπ βϥάρΥπΦϘβ Д̒Т϶и

Еψʺˮ100.0˯πβʻ 

= NTPЂ˔Н˔ψ g̋psdД˔ЯрΤϣ GPS Ϭ
︡ ΰϘβʻ 

= GPS_INTERVAL Ϭ βϥρʺДТ϶иЕχ
ˮ100.0˯Υ► ήϦϘβʻ 

= ᴒ ЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔π
ψˮ1000.0˯ᾧ τσϤϘβʻ 

 

ЈрЂ˔ Ͽ˔Еϳϴϱ I̋oTи˔Ќ˔ ᴒ̋ ЌϱФЀрОϼЕи˔Ќ˔ʺ
ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ψGPSτψ ᴂΰοΜσΜθ
ϛʺgpsЀЫрЖϬם“βϥάρψπΦϘδϭʻ 

Ϭ ῟τβϥάρπʺˮ stratum -0˯Τϣ GPSπⱲ⁭ ṍβϥάρΥ
πΦϥϢΞτσϤϘβʻζχ ›ʺ ψˮstratum -1˯ρΰο ⌠ΰϘ
βʻ 
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ЀЫрЖ  

server SERVER_ADDRESSτ NTPЂ˔Н˔χ IPϯЖйІ Ђ̋˔Н˔ Ϭ◙ ΰ N̋TPЂ

˔Н˔Я˔Жτ ΰϘβʻ 

ӟᴞϬ◙ ΰσΜ ›ʺДТ϶иЕ Υ ήϦϘβʻϘθʺӟᴞψʺ π◙

βϥάρΥπΦϘβʻ 
 

  

min NTPЂ˔Н˔ϒχΩ Ъ˔зрϽḧᶖs 2χ Ϭx -̋4˙24χ

Ӥπ ΰϘβʻДТ϶иЕψʺˮ6˯(64 )πβʻ 

max NTPЂ˔Н˔ϒχΩ Ъ˔зрϽḧᶖˢ2χ ˣϬ 0̋˙24χ

Ӥπ ΰϘβʻДТ϶иЕψʺˮ10˯(1024 )πβʻ 

polltarget  Ъ˔зрϽḧᶖ Ӥ πʺᴗ ṑϯиЁзЇЭπ► βϥЪ˔зр

ϽЌ˔ϿАЕ Ϭʺ6˙60χ Ӥπ ΰϘβʻДТ϶иЕψʺ

ˮ6˯πβʻ 

port  NTP π βϥ UDPЪ˔Еχ ‹Ϭʺ1˙65535χ Ӥπ

ΰϘβʻДТ϶иЕψʺˮ123˯πβʻ 
 

enable NTP Ђ˔Н˔χṞ Ϭ ῟ᴟΰʺЂ˔РІϬṞ ΰϘβʻGPS Д˔ЯрΥ ῟σ

›ʺGPSД˔ЯрϜ ῟ᴟΰϘβʻ 

ЈрЂ˔ Ͽ˔Еϳϴϱ I̋oTи˔Ќ˔ ᴒ̋ ЌϱФЀрОϼЕи˔Ќ˔ʺ

ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ψ GPS τ ᴂΰοΜσΜθ
ϛʺGPSД˔ЯрϬ ῟ᴟβϥάρψπΦϘδϭʻ 

show NTPЂ˔Н˔χ Ϭ ꜘΰϘβʻ 

 ΰΨψʺ˰7.3.3 NTPχ Ϭ ꜘβϥ˱Ϭ╥ ΰοΨιήΜʻ 

no server NTPЂ˔Н˔χ Ϭ⌡ ΰϘβʻ 

no pool  NTPЂ˔Н˔Ф˔иχ Ϭ⌡ ΰϘβʻ 

no gps GPSД˔Ярχ Ϭ⌡ ΰʺGPSД˔ЯрϬ ♁ΰϘβʻ 

ЈрЂ˔ Ͽ˔Еϳϴϱ I̋oTи˔Ќ˔ ᴒ̋ ЌϱФЀрОϼЕи˔Ќ˔ʺ
ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ψ GPS τ ᴂΰοΜσΜθ
ϛʺno gps ЀЫрЖϬם“βϥάρψπΦϘδϭʻ 

no make - step

s 

step ꜠ ṍχΰΦΜ Ϭ⌡ ΰϘβʻ 

no max- updat

e-skew 

ϵж˔ ῏₯χ Ӥ Ϭ⌡ ΰϘβʻ 

no priority  NTPЂ˔Н˔χФкЈІ Ϭ⌡ ΰϘβʻ 

no sync- interf

ace 

NTPЂ˔Н˔χ ṍ Ϭ⌡ ΰϘβʻ 

no enable  NTP Ђ˔Н˔χṞ Ϭ ῟ᴟΰʺЂ˔РІϬ ♁ΰϘβʻGPS Д˔ЯрΥ ῟σ

›ʺGPSД˔ЯрϜ ῟ᴟΰϘβʻ 

ЈрЂ˔ Ͽ˔Еϳϴϱ I̋oTи˔Ќ˔ ᴒ̋ ЌϱФЀрОϼЕи˔Ќ˔ʺ
ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ψGPSτ ᴂΰοΜϘδϭ  ̒

exit NTPχ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no ntp  NTPχ Ϭ⌡ ΰϘβʻ 
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“ם 1 

ӟᴞτʺϵАЅϿ˔ЕϳϴϱϬ NICTπ῝ᵫήϦοΜϥ Ⱳτ βϥ ›χם“ Ϭꜘΰ

Ϙβ N̒TPЂ˔Н˔ϒχΩ Ъ˔зрϽḧᶖψ 64 ˢ2χ 6 ˣ̋ Ω Ъ˔зрϽḧᶖ 1024 ˢ2

χ 10 ˣ̋ Ъ˔зрϽЌ˔ϿАЕ ψ 6ʺNTPχЪ˔Е ‹ψ 123ρ ΰϘβʻ 

 

amnimo(cfg)# ntp  8 

amnimo(cfg - ntp)# server ntp.nict.jp  min 6 max10 polltarget 6 port 123 8 

amnimo(cfg - ntp)# enable  8 

amnimo(cfg - ntp)# exit  8 

“ם 2 

ӟᴞτʺϵАЅϿ˔ЕϳϴϱϬGPSπⱲ⁭ ṍβϥ βϥ ›χם“ ϬꜘΰϘβʻ 

 

amnimo(cfg)# ntp  8 

amnimo(cfg - ntp)# gps 1000.0 8  ̡1000msḧᶖπ GPSτϢϥⱲ⁭ ṍϬ“Ξ 

amnimo(cfg - ntp)# enable  8 

amnimo(cfg - ntp)# exit  8 

 

 Ⱳ⁭︡ χЌϱЬрϽτνΜο 

GPS ⱲρϱрЌ˔КАЕϬᵒΰθ NTP Ђ˔Н˔χ ⱲπʺⱲ⁭︡ χЌϱЬрϽΥӰσϤ

Ϙβʻ 

ṍ  Ⱳ⁭︡ ЌϱЬрϽ 

GPS GPS_INTERVAL π ήϦθⱲḧˢ ӡЬз ˣπⱲ⁭ ṍΥ“ϩϦοΜΦϘ

βʻ 

ЈрЂ˔ Ͽ˔Еϳϴϱ I̋oTи˔Ќ˔ ᴒ̋ ЌϱФЀрОϼЕи˔Ќ˔ʺ

ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ψGPSτ ᴂΰοΜϘδϭ  ̒

NTPЂ˔Н˔ POLLING_MINʺPOLLING_MAXπ ήϦθⱲḧˢ ӡ ˣπⱲ⁭ ṍΥ“ϩ

ϦοΜΦϘβʻ 

Ϙθ s̋ync-interface SYNC_IFNAME π ΰοΜϥ ›ψʺ ᵺϱрЌ˔Тϴϱ

ІΥ ήϦθЌϱЬрϽπⱲ⁭︡ Ϭם“ΰϘβʻ 
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7.4 SSHχ Ϭβϥ 

 

SSHˢSecure Shellˣχ ꜘρʺSSHχ Ϭ“ΜϘβʻ 

 SSHχ Ϭ ꜘβϥ 

SSHχ Ϭ ꜘβϥτψʺshow config ssh ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config ssh  

Т϶˔ЫАЕ 

# ----  transition  to configure mode ----  

configure  

# ----  ssh configure ----  

ssh 

ENABLE 

port PORT_NO 

KEEPALIVE 

ciphers CIPHER_TYPE 

exit  

# ----  exit  configure mode ----  

exit  

‮  

‮   

ENABLE SSHЂ˔Н˔Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

PORT_NO SSHЂ˔Н˔χЪ˔Е ‹Υ ꜘήϦϘβʻ 

KEEPALIVE SSHЂ˔Н˔χTCPϺ˔ФϯжϱУΥ ῟˗ ῟σ ›χ Υ

ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮkeepalive˯ρ ꜘήϦϘβʻ 

῟ ˮno keepalive˯ρ ꜘήϦϘβʻ 
 

CIPHER_TYPE SSHЂ˔Н˔π ᴦ σӚ‹ᴟ ꜠ΥзІЕ ꜘήϦϘβʻ 

ṍ πψʺˮdefault˯ρ ꜘήϦϘβʻ 

“ם  

SSHχ ψṐṀχṞ ῈτΤΤϩϥθϛ ԁ̋ г˔Ѓ˔Я˔Жπ Ϭ ꜘβϥάρψπΦϘ

δϭʻӟᴞτʺḚ Я˔Жρיּ Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo# show config ssh  8 

# ----  transition  to configure mode. ----  

configure  

# ----  ssh configure ----  

ssh 

enable  

port 22  
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keepalive  

ciphers default  

exit  

# ----  exit  configure mode. ----  

exit  
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amnimo(cfg)# show config ssh  8 

# ----  ssh configure ----  

ssh 

enable  

port 22  

keepalive  

ciphers default  

exit  

 

 

SSHχ ⇔ Я˔Жπ show config ЀЫрЖϬם“βϥρʺ Я˔Жρ χ Υ

ꜘήϦϘβʻ 

amnimo(cfg)# ssh  8 ̡SSHχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - ssh)# show config  8 

enable    ̡ӟᴞʺ Я˔Жρ α 

ˢ ˣ 
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 SSHϬ βϥ 

SSHϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

ssh 

port PORT_NO 

keepalive  

ciphers CIPHER_TYPE 

show config  

no keepalive  

enable  

no enable  

exit  

no ssh  

ЀЫрЖ 

ЀЫрЖ  

ssh SSHχ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“ΰϘβʻ 

 

port  PORT_NOτʺSSHχЪ˔Е ‹Ϭʺ1˙65535χ Ӥπ◙ ΰϘβʻ 

keepalive TCPϺ˔ФϯжϱУϬ ῟ᴟΰϘβʻϺ˔ФϯжϱУχḧᶖψ 7200 πβʻ 

ϼжϱϯрЕ ϢϤ ServerAliveInterval π ṍ τ Υ ΰοΜϥ

›ψ SSHЂ˔Н˔ Τϣχ TCPϺ˔ФϯжϱУψ ήϦϘδϭʻ 

ciphers  CIPHER_TYPEτ S̋SHЂ˔Н˔π ᴦ σӚ‹ᴟ ꜠Ϭ ΰϘβ ϸ̒рЫπ

Ỹ μοʺ χӚ‹ᴟ ꜠Ϭ◙ βϥάρΥπΦϘβʻ 
 

  

default  = chacha20-poly1305@openssh.com 

= aes128-ctr  

= aes192-ctr  

= aes256-ctr  

= aes128-gcm@openssh.com 

= aes256-gcm@openssh.com 

aes128-ctr  AES128bit CTRˢCounter)  

aes192-ctr  AES192bit CTRˢCounter)  

aes256-ctr  AES256bit CTRˢCounter)  

aes128-cbc AES128bit CBCˢCihper Block Chainingˣ 

aes192-cbc AES192bit CBCˢCihper Block Chainingˣ 

aes256-cbc AES256bit CBCˢCihper Block Chainingˣ 

3des-cbc Triple -DES CBCs Cihper Block Chaining ˣ 
 

show config  SSHЂ˔Н˔χ Ϭ ꜘΰϘβʻ 

 ΰΨψʺ˰7.4.1 SSHχ Ϭ ꜘβϥ˱Ϭ╥ ΰοΨιήΜʻ 

no keepalive  TCPϺ˔ФϯжϱУϬ ῟ᴟΰϘβʻ 

enable Ђ˔РІϬṞ ΰϘβʻ 

no enable  Ђ˔РІϬ ♁ΰϘβʻ 

exit SSHχ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no ssh SSHχ Ϭ⌡ ΰϘβʻ 

 

  



 

 

287 

Ђ

Н

χ

 

 

7 

 

“ם  

ӟᴞτ Ӛ̋‹ ꜠ CBCs Cipher Block Chaining Яx˔ЖϬ Φ Ъ̋˔Е ‹Ϭ 22/TCP ӟᵰs 222ˣ

πᴶ ήδϥם“ ϬꜘΰϘβʻ 

 

amnimo(cfg)# ssh  8 

amnimo(cfg - ssh)# ciphers aes128 - ctr,aes192 - ctr,aes256 - ctr  8 

amnimo(cfg - ssh)# port 222  8 

amnimo(cfg - ssh)# enable  8 

amnimo(cfg - ssh)# exit  8 
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7.5 DNSχ Ϭβϥ 

 

DNSχ ᾁ┤ʺІГ˔ЌІϞ χ ꜘʺDNSχ Ϭ“ΜϘβʻ 

 DNSπ Ϭᾁ┤βϥ 

DNSπ Ϭᾁ┤βϥτψʺnslookup ЀЫрЖϬם“ΰϘβʻ 

꜠ 

nslookup < DOMAIN | ADDRESS> [query - type QUERY- TYPE [server SERVER- ADDRESS] ]  

‮  

‮   

DOMAIN Μ›ϩδϥЖЮϱр Ϭ◙ ΰϘβʻ 

ADDRESS Μ›ϩδϥϯЖйІϬ◙ ΰϘβʻ 

ϯЖйІϬ◙ βϥρʺẄԏΦπᾁ┤ήϦϘβʻ 

QUERY-TYPE a a̋aaa p̋trʺmx n̋s s̋oa t̋xt a̋nyχΜγϦΤχϼϵз˔ЌϱФ

Ϭ◙ ΰϘβʻ 

βϥρʺ ԏΦπψ aˢIPv4ˣρ aaaaˢIPv6ˣʺẄԏΦπψ ptr

Υ ήϦϘβʻ 

SERVER-ADDRESS Μ›ϩδ χ DNSЂ˔Н˔ϯЖйІϬ◙ ΰϘβʻ 

βϥρʺꜛ χДТ϶иЕК˔ЭЂ˔Н˔Υ ήϦϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ nslookup google.co.jp query - type a server 8.8.8.8  8 

; <<>> DiG 9.11.3 - 1ubuntu1.11 - Ubuntu <<>> google.co.jp @8.8.8.8  

;; global options: +cmd  

;; Got answer:  

;; - >>HEADER<<-  opcode: QUERY, status: NOERROR, id: 26406  

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1  

 

;; OPT PSEUDOSECTION: 

; EDNS: version: 0, flags:; udp: 512  

;; QUESTION SECTION: 

;google.co.jp.    IN A 

 

;; ANSWER SECTION: 

google.co.jp.   299 IN A 172.217.161.227  

 

;; Query time: 67 msec  

;; SERVER: 8.8.8.8#5 3(8.8.8.8)  

;; WHEN: Tue Feb 18 14:18:17 JST 2020  

;; MSG SIZE  rcvd: 57  
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 DNSχІГ˔ЌІϬ ꜘβϥ 

DNSχІГ˔ЌІϬ ꜘβϥτψ s̋how dnsЀЫрЖϬם“ΰϘβʻϘθ D̋NSχϺаАЄвϬ

ꜘβϥτψʺshow dns cacheЀЫрЖϬם“ΰϘβʻ 

꜠ 

show dns 

show dns cache 

Т϶˔ЫАЕ 

show dnsχ  

server - address ADDRESS 

 

show dns cacheχ  

START_RRSET_CACHE 

˵RRSET- CACHE- DATA˵  

END_RRSET_CACHE 

START_MSG_CACHE 

˵MSG- CACHE- DATA˵  

END_MSG_CACHE 

EOF 

‮  

‮   

ADDRESS ᾝ∕► ήϦοΜϥ Μ›ϩδ DNSЂ˔Н˔χϯЖйІΥ ꜘή

ϦϘβʻ 

Μ›ϩδ DNSЂ˔Н˔Υ ∕βϥ ›ψʺ χϯЖйІ

Υ ꜘήϦϘβʻ 

RRSET-CACHE-DATA зЊ˔ІйЀ˔ЖЈАЕ(RRset)ϺаАЄвД˔ЌΥ ꜘήϦϘβ  ̒

MSG-CACHE-DATA msgϺаАЄвД˔ЌΥ ꜘήϦϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show dns 8 

server - address 8.8.8.8 8.8.4.4  

amnimo$  

amnimo$ show dns cache 8 

START_RRSET_CACHE 

;rrset 3093 1 1 8 0  

x.arin.net.  42693 IN A 199.71.0.63  

x.arin.net.  42693 IN RRSIG A 5 3 43200 20200302130008 20200217120008 64

608 arin.net. BpaLgmjMKKIhZ20O88fNBU2lVGxmvcmwUMtusWRBhIEhm2bltv9ijX0geDZ1ESfrguA9KxzJ

gQSbw3xL6+gykMHLP33ynfAS7BiopVYOQgNIXE9wGvVOnwkMMC1Tjdekpt4J3sQbJNhPFrWxZDi5a5jea9RrK

3o5p+bVeVOjaXU= ;{id = 64608}  

;rrset 3093 1 0 8 0  

pdns196.ultradns.info.  3093 IN A 156.154.68.196  

ˢ ˣ 

END_RRSET_CACHE 

START_MSG_CACHE 

msg google.co.jp. IN AAAA 32896 1 393 0 1 0 0  

google.co.jp. IN AAAA 0  

msg pdns196.ultradns.info. IN AAAA 32896 1 393 0 1 1  0 

pdns196.ultradns.info. IN AAAA 0  
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ˢ ˣ 

END_MSG_CACHE 

EOF 

 

 DNSχ Ϭ ꜘβϥ 

DNSχ Ϭ ꜘβϥτψʺshow config dnsЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config dns 

Т϶˔ЫАЕ 

# ----  transition  to configure mode ----  

configure  

# ----  dns configure ----  

dns 

ENABLE 

port PORT- NUNBER 

QUERY- PORT- RANGE 

log - level NUNBER 

DNSSEC- SERVICE 

DNSSEC- PERMISSIVE 

cache- ttl min CACHE- MIN- TTL max CACHE- MAX- TTL 

cache- ttl negative - max CACHE- NEGATIVE- MAX- TTL 

ROOT- SERVER 

SERVER- ADDRESS 

FOWARD 

LOCAL- ZONE 

LOCAL- ADDRESS 

LOCAL- CNAME ̡ Ṱ(CNAME)ψ V1.8.0ӟ‭ ᴂΰοΜϘβʻ 

exit  

# ----  exit  configure mode ----  

exit  

‮  

‮   

ENABLE DNSЂ˔Н˔Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

PORT-NUMBER DNSЪ˔Е ‹χ Υ ꜘήϦϘβʻ 

QUERY-PORT-

RANGE 

DNSЪ˔Е Ӥχ ΥӟᴞχἹ꜠π ꜘήϦϘβʻ 

min MIN- PORT max MAX- PORT 

 

‮   

MIN-PORT ϼϵз˔χЪ˔Е Ӥˢstart ˣΥʺ1024˙65534χ

Ӥπ ꜘήϦϘβʻ 

MAX-PORT ϼϵз˔χЪ˔Е Ӥs end Υx 1̋025˙65535χ

Ӥπ ꜘήϦϘβʻ 
 



 

 

291 

Ђ

Н

χ

 

 

7 

 

‮   

LOG-LEVEL кϽ йЦиΥ ꜘήϦϘβʻ 
 

ꜘ  

operational  ⌠ Ϭ ΰϘβʻ 

detail -operational  ⇔σ ⌠ Ϭ ΰϘβʻ 

query ϼϵз˔йЦиχ Ϭ ΰϘβʻ 

algorithm  ϯиЁзЇЭйЦиχ Ϭ ΰϘβʻ 

client -cache-miss ϺаАЄвЬІйЦиχ Ϭ ΰϘβʻ 
 

DNSSEC-SERVICE DNSSECΥ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮdnssec servic e˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

DNSSEC-

PERMISSIVE 

DNSSEC χᾁ πϵж˔Υ θρΦχᴂ Υ ῟σ ›χ Υ ꜘήϦϘ

βʻ 
 

 ꜘ 

῟ ˮdnssec permissive˯ρ ꜘήϦϘβʻ 

῟ ꜘήϦϘδϭʻ 
 

CACHE-MIN-TTL ϺаАЄвⱲχΩ TTLˢ ῟ṍᾢˣ ˢ ˣΥ ꜘήϦϘβʻ 

CACHE-MAX-TTL ϺаАЄвⱲχΩ TTL ˢ ˣΥ ꜘήϦϘβʻ 

CACHE-NEGATIVE-

MAX-TTL 

КϹГϰУϺаАЄвχΩ TTL ˢ ˣΥ ꜘήϦϘβʻ 

ROOT-SERVER DNSи˔ЕЂ˔Н˔ Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮroot -server˯ρ ꜘήϦϘβʻ 

῟ ˮno root -server˯ρ ꜘήϦϘβʻ 
 

SERVER-ADDRESS Ђ˔Н˔ϯЖйІΥӟᴞχἹ꜠π ꜘήϦϘβʻ 

server - address ADDRESS priority PRIORITY 

 

‮   

ADDRESS Ђ˔Н˔χϯЖйІΥ ꜘήϦϘβʻ 

PRIORITY Υ ꜘήϦϘβʻ 
 

FORWARD Т϶м˔ЖβϥЖЮϱрρ Μ›ϩδ IPϯЖйІΥӟᴞχἹ꜠π ꜘήϦ

Ϙβʻ 

forward DOMAIN address ADDRESS 

 

‮   

DOMAIN ЖЮϱрΥ ꜘήϦϘβʻ 

ADDRESS ϯЖйІΥ ꜘήϦϘβʻ 
 

Т϶м˔Жψ ◙̋ ЖЮϱрχ Μ›ϩδϬ ◙̋ ϯЖйІϒ Μ›ϩ
δϥṐ πβʻ 

LOCAL-ZONE к˔ϸиЋ˔р ΥӟᴞχἹ꜠π ꜘήϦϘβʻ 

local zone ZONE type TYPE 

 

‮   

ZONE Ћ˔р Υ ꜘήϦϘβʻ 

TYPE ЌϱФ Υ ꜘήϦϘβʻ 
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‮   

LOCAL-ADDRESS к˔ϸиϯЖйІ ΥӟᴞχἹ꜠π ꜘήϦϘβʻ 

local address ADDRESS name HOSTNAME ttl TTL 

 

‮   

ADDRESS ϯЖйІΥ ꜘήϦϘβʻ 

HOSTNAME ШІЕ Υ ꜘήϦϘβʻ 

TTL TTL Υ ꜘήϦϘβʻ 
 

LOCAL-CNAME к˔ϸиШІЕ χ ṰΥӟᴞχἹ꜠π ꜘήϦϘβʻ 

local cname CNAME name HOSTNAME ttl TTL 

 

‮   

CNAME ШІЕ χ ṰΥ ꜘήϦϘβʻ 

HOSTNAME ШІЕ Υ ꜘήϦϘβʻ 

TTL TTL Υ ꜘήϦϘβʻ 

Ṑ ψ V1.8.0ӟ‭ ᴂΰοΜϘβʻ 
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“ם  

ӟᴞτ Ḛ̋ Я˔ЖΣϢόיּ Я˔Жπ D̋NSЂ˔Н˔ Ϭ ῟τΰʺ Μ›ϩδ ϯЖйІ

Ϭ 8.8.8.8τΰθ Ϭ ꜘβϥם“ ϬꜘΰϘβʻ 

 

amnimo# show config dns 8 

# ----  transition  to configure mode. ----  

configure  

# ----  dns configure ----  

dns 

enable  

port 53  

query - port - range min 1024 max 65535  

log - level operational  

cache- ttl min 900 max 3600  

cache- ttl negative - max 900 

root - server  

server - address 8. 8.8.8 priority 10  

exit  

# ----  exit  configure mode. ----  

exit  

 

amnimo(cfg)# show config dns 8 

# ----  dns configure ----  

dns 

enable  

port 53  

query - port - range min 1024 max 65535  

log - level operational  

cache- ttl min 900 max 3600  

cache- ttl negative - max 900 

root - server  

server - address 8. 8.8.8 priority 10  

exit  

 

 

⇔ Я˔Жπ show config dnsЀЫрЖϬם“βϥρʺ χ Υ ꜘήϦϘβʻ 

amnimo(cfg - dns)# show config dns 8 

enable   ̡ӟᴞʺ Я˔Жρ α 

port 53  

ˢ ˣ 
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 DNSχ Ϭβϥ 

DNSϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

dns 

enable  

no enable  

port PORT- NUMBER 

query - port - range min < 1024 Ƶ 65534> max < 1025 Ƶ 65535> 

log - l evel < operational  | detail - operational  | query  | algorithm  | client - cache- miss> 

dnssec servic e 

no dnssec servic e 

dnssec permissive  

no dnssec permissive  

cache- ttl min < 10 Ƶ 2419200> max < 10 Ƶ 2419200> 

cache- ttl negative - max <10 Ƶ 2419200> 

root - server  

server - address ADDRESS [priority < 0 -  99>]  

no server - address ADDRESS 

forward DOMAIN address ADDRESS 

no forward DOMAIN 

local zone ZONE_STRING type < deny | refuse  | static  | transparent  | typetransparent  | 

redirect  | nodefault  > 

no local zone ZONE_STRING 

local address ADDRESS name HOSTNAME [ttl < 10 -  2419200>]  

no local address ADDRESS 

local cname CHOSTNAME name HOSTNAME [t tl < 10 -  2419200>]   ̡ Ṱ(CNAME)ψ V1.8.0ӟ

‭ ᴂΰοΜϘβʻ 

no local cname CHOSTNAME ̡ Ṱ(CNAME)ψ V1.8.0ӟ‭ ᴂΰοΜϘβʻ 

exit  

ЀЫрЖ 

ЀЫрЖ  

dns DNSχ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“ΰϘβ  ̒

 

enable Ђ˔РІϬṞ ΰϘβʻ 

no enable  Ђ˔РІϬ ♁ΰϘβʻ 

port  PORT-NUMBERτЪ˔Е ‹Ϭ◙ ΰϘβʻ 

query-port -range ϼϵз˔χ “Ъ˔Еχ ӤϬ◙ ΰϘβʻ 

query - port - range min MIN_PORT max MAX_PORT 

ψʺ γ maxχ Υ ΦΜ τσϥϢΞτ ΰοΨιήΜ  ̒

 
 

  

MIN_PORT ϼϵз˔χ “Ъ˔Е ӤχΩ Ϭ 1̋024-65534χ

Ӥπ◙ ΰϘβʻ 

ДТ϶иЕ ψˮ1024˯πβʻ 

MAX_PORT ϼϵз˔χ “Ъ˔Е ӤχΩ Ϭ 1̋025-65535χ

Ӥπ◙ ΰϘβʻ 

ДТ϶иЕ ψˮ65535˯πβʻ 
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ЀЫрЖ  

log- lovel LOGLEVELτʺкϽ χйЦиϬ ΰϘβʻ 
 

  

operational  ⌠ Ϭ ΰϘβʻ 

detail -operational  ⇔σ ⌠ Ϭ ΰϘβʻ 

query ϼϵз˔йЦиχ Ϭϼϵз˔έρτ ΰ

Ϙβʻ 

algorithm  ϯиЁзЇЭйЦиχ Ϭ ΰϘβʻ 

client -cache-miss ϺаАЄвЬІχϼжϱϯрЕχ꜡ Ϭ

ΰϘβʻ 
 

dnssec service  DNSSECs DNS Security ExtensionsˣϬ ῟τΰϘβʻ 

no dnssec service  DNSSECϬ ῟τΰϘβʻ 

dnssec permissive  DNSSECχᾁ πϵж˔Υ θρΦχᴂ Ϭ ῟τΰϘβʻ 

no dnssec permissive  DNSSECχᾁ πϵж˔Υ θρΦχᴂ Ϭ ῟τΰϘβʻ 

cache-ttl  ϺаАЄвχ ⱱṍḧ( )Ϭ ΰϘβʻ 

cache- ttl min MIN_TTL max MAX_TTL 

ψʺ γ maxχ Υ ΦΜ τσϥϢΞτ ΰοΨιήΜ  ̒

W 
 

  

MIN_TTL ϺаАЄв ⱱṍḧχΩ TTL Ϭ 1̋0˙2419200

χ Ӥπ◙ ΰϘβʻ 

ДТ϶иЕ ψˮ900˯πβʻ 

MAX_TTL ϺаАЄв ⱱṍḧχΩ TTL Ϭ 1̋0˙2419200

χ Ӥπ◙ ΰϘβʻ 

ДТ϶иЕ ψˮ3600˯πβʻ 
 

cache-ttl negative -

max 

КϹГϰУϺаАЄвχΩ ⱱṍḧ( )Ϭ ΰϘβʻ 

cache- ttl negative - max NEG_MAX_TTL 

 

  

NEG_MAX_TTL КϹГϰУϺаАЄв ⱱṍḧχΩ TTL Ϭ 1̋0

˙2419200χ Ӥπ◙ ΰϘβʻ 

ДТ϶иЕ ψˮ900˯πβʻ 
 

root -server DNSи˔ЕЂ˔Н˔ϒχ Μ›ϩδϬ ῟τΰϘβʻ 

no root -server DNSи˔ЕЂ˔Н˔ϒχ Μ›ϩδϬ ῟τΰϘβʻ 

server-address Μ›ϩδ χ ӡ DNSЂ˔Н˔Ϭ ΰϘβˢΩ 2νϘπ ˣʻ 
 

  

ADDRESS Μ›ϩδ χ ӡ DNS Ђ˔Н˔χϯЖйІϬ◙

ΰϘβʻ 

priority  PRIORITY PRIORITYτ 0̋˙99χ π Ϭ◙ ΰϘβʻ

ДТ϶иЕ ψˮ0˯πβʻ 
 

no server -address ADDRESSτϯЖйІϬ◙ ΰοʺ Μ›ϩδ χ ӡ DNS Ђ˔Н˔Ϭ⌡

ΰϘβʻ 

forward  ◙ χЖЮϱрτ βϥ Μ›ϩδϬ ӡ DNS Ђ˔Н˔τ ΰϘβˢΩ

π 8νϘπ ˣʻ 
 

  

DOMAIN ЖЮϱрϬ◙ ΰϘβʻ 

address ADDRESS ADDRESSτ Μ›ϩδ χ ӡ DNS Ђ˔Н˔χ

ϯЖйІϬ◙ ΰϘβʻ 
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ЀЫрЖ  

no forward  DOMAIN τЖЮϱрϬ◙ ΰοʺ Μ›ϩδ χ ӡ DNSЂ˔Н˔Ϭ⌡

ΰϘβʻ 

local zone к˔ϸиЋ˔рϬ◙ ΰοʺ ⌠Ϭ ΰϘβˢΩ π 16Ϙπ ˣʻ 

◙ ΰθк˔ϸиЋ˔рΥ ∕ΰσΜ ›ψʺ ᴥήϦϘβʻ 
 

  

ZONE_STRING к˔ϸиχЋ˔рϬ◙ ΰϘβʻ 

type ZONE_TYPE ZONE_TYPEτʺӟᴞχ ˮ◙ ᴦ σ ⌠ЌϱФ˯

τꜘβк˔ϸиχЋ˔р χ ⌠ЌϱФϬ◙ ΰ

Ϙβʻ 

◙ ΰθЋ˔рτᵺ ΰʺlocal address ЀЫ

рЖτϢϥ Υ ∕ΰσΜ ›χ ⌠Ϭ◙
ΰϘβʻ 

◙ ᴦ σ ⌠ЌϱФ 

⌠ЌϱФ  

deny ᴂ Ϭ ΰϘδϭʻ 

refuse rcodeϬ REFUSEDτΰο ϵ̋ж˔ЮАЈ˔ЅϬ ΰ

Ϙβʻ 

static  nodata Ϙθψ nxdomain Ϭ ΰϘβʻ 

transparent  ™ṑ Μ›ϩδ ϬΰϘβʻ 

typetransparent  ™ṑ Μ›ϩδ ϬΰϘβʻ 

θιΰʺЌϱФˢAAAAσςˣΥӰσϥ ›πϜʺԁ

ρΰοӌϩϦϘβʻ 

redirect  ꜛ πϼϵз˔χᴂ ϬΰϘβʻ 

local address ЀЫрЖτϢϥ ρԁ τЖЮϱр

ϬзЍϱйϼЕβϥθϛτ► ΰϘβʻ 

nodefault  AS112 Ћ˔рˢФжϱЦ˔ЕϯЖйІχẄԏΦˣχ

θϛχДТ϶иЕχ ϬϷТτΰϘβʻ 
 

no local zone  ZONE-STRINGτк˔ϸиЋ˔рϬ◙ ΰοʺlocal zone ЀЫрЖχ Ϭ

⌡ ΰϘβʻ 

local address  ◙ ϯЖйІʺШІЕ χϼϵз˔τᴂ ΰϘβˢΩ π 64Ϙπ ˣʻ 
 

  

ADDRESS ᴂ βϥϯЖйІϬ◙ ΰϘβʻ 

name HOSTNAME HOSTNAMEτᴂ βϥШІЕ Ϭ◙ ΰϘβʻ 

ttl  TTL TTL τ ᴂ̋ Ⱳτ β TTL Ϭ 1̋0˙2419200χ

π ΰϘβ Д̒Т϶иЕ ψˮ 3600 π˯β  ̒
 

no local address  ADDRESSτϯЖйІϬ◙ ΰο l̋ocal address ЀЫрЖχ Ϭ⌡ ΰϘ

βʻ 

local cname ṰʺШІЕ χϼϵз˔τᴂ ΰϘβˢΩ π 64Ϙπ ˣʻ 
 

  

CHOSTNAME ṰϬ◙ ΰϘβʻ 

name HOSTNAME HOSTNAMEτᴂ βϥШІЕ Ϭ◙ ΰϘβʻ 

ttl  TTL TTL τ ᴂ̋ Ⱳτ β TTL Ϭ 1̋0˙2419200( )

χ π ΰϘβ Д̒Т϶иЕ ψˮ 3600 π˯β  ̒

Ṑ ψ V1.8.0ӟ‭ ᴂΰοΜϘβʻ 

 

no local cname CHOSTNAMEτ ṰϬ◙ ΰοʺlocal address ЀЫрЖχ Ϭ⌡

ΰϘβʻ 

Ṑ ψ V1.8.0ӟ‭ ᴂΰοΜϘβʻ 
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ЀЫрЖ  

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

“ם  

ӟᴞτʺ Я˔ЖπʺDNSЂ˔Н˔ Ϭ ῟τΰʺ Μ›ϩδ ϯЖйІϬ 8.8.8.8τ β

ϥם“ ϬꜘΰϘβʻ 

 

amnimo(cfg)# dns 8 

amnimo(cfg - dns)# enable  

amnimo(cfg - dns)# port 53  

amnimo(cfg - dns)# query - port - range min 1024 max 65535  

amnimo(cfg - dns)# l og- level operational  

amnimo(cfg - dns)# cache - ttl min 900 max 3600  

amnimo(cfg - dns)# cache - ttl negative - max 900 

amnimo(cfg - dns)# root - server  

amnimo(cfg - dns)# server - address 8. 8.8.8 priority 10  

amnimo(cfg - dns)# exit  

amnimo(cfg)#  
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7.6 DHCPЂ˔Н˔χ Ϭβϥ 

 

DHCPз˔Іԁ Ϟ DHCPЂ˔Н˔ χ ꜘʺDHCPЂ˔Н˔χ Ϭ“ΜϘβʻ 

 

DHCPзй˔ˢ˰7.10 DHCPзй˔χ Ϭβϥ˱ˣχ Υ ῟πΚϥ ›ʺ DHCP

Ђ˔Н˔χ ψ ῟τπΦϘδϭʻ 

 

 DHCPз˔Іԁ Ϭ ꜘβϥ 

DHCPз˔Іԁ Ϭ ꜘβϥτψʺshow dhcp lease ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show dhcp  lease IFNAME 

‮  

‮   

IFNAME IPv4χϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show dhcp lease  eth0  8 

MAC                IP              hostname       valid until         manufacturer         

=====================================================================================

========== 

11: 22: 33:01:d3:23  192.168.0.1 00   test - client1    2020- 03- 03 02:38:47  - NA-                

e8: 1b: 4b:5e:4c:94  192.168.0.1 02   test - client3   2020- 03- 03 02:39:26 amnimo Inc.  

 

 

ЀрОϼЕи˔Ќ˔πψ manufacturer χ χ ṜψΚϤϘδϭʻ 
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 DHCPЂ˔Н˔χ Ϭ ꜘβϥ 

DHCPЂ˔Н˔χ Ϭ ꜘβϥτψʺshow config dhcp ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config dhcp [ IFNAME]  

‮  

‮   

IFNAME IPv4χϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

IFNAME Ϭ βϥρʺ ήϦοΜϥβϓοχϱрЌ˔Т
ϴϱІχ DHCPЂ˔Н˔ Υ ꜘήϦϘβʻ 

Т϶˔ЫАЕ 

# ----  transition  to configure mode ----  

configure  

# 

dhcp IFNAME  

# ----  dhcp IFNAME configure ----  

ENABLE 

DYNAMIC- IPV4- ADDRESS- RANGE 

netmask IPV4- ADDRESS 

leasetime MIN- TIME MAX- TIME 

router IPV4- ADDRESS 

DNS- SERVER- NAME 

domain DOMAIN- NAME 

NTP- SERVER 

static MAC- ADDRESS IPV4- ADDRESS 

STATIC- IPV4- ADDRESS 

ˢ Κϥ ›ψ “ ꜘήϦϥˣ 

FAILSAFE 

exit  

# ----  exit  configure mode ----  

exit  

‮  

‮   

ENABLE ◙ ΰθ IFNAME χ DHCPЂ˔Н˔Υ ῟˗ ῟σ ›χ Υ ꜘήϦ

Ϙβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

IFNAME DHCPЂ˔Н˔χКАЕм˔ϼϱрЌ˔ТϴϱІΥ ꜘήϦϘβʻ 

ꜘήϦϥϱрЌ˔ТϴϱІ ψʺ τϢμοӰσϤϘβʻ 

= AIϵАЅϿ˔Еϳϴϱ 
wan0ʺbr<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 
eth0ʺbr<0 -9> 

= IoTи˔Ќ˔ 
eth<0 -1>ʺbr<0 -9> 

= ᴒ ЌϱФЀрОϼЕи˔Ќ˔ 

eth0 

= ᴒ ЌϱФ/ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ 

lan<0 -1>ʺwlan<0 -1>ʺbr<0 -9> 
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‮   

DYNAMIC-IPV4-

ADDRESS-RANGE 

τз˔ІήϦϥϯЖйІχ ӤΥ ήϦοΜϥ ›ʺӟᴞχϢΞτ

ꜘήϦϘβʻ 

dynamic IPV4- ADDRESS- START IPV4- ADDRESS- END 

 

‮   

IPV4-ADDRESS-START з˔ІϯЖйІχᵫ◐ IPϯЖйІ 

IPV4-ADDRESS-END з˔ІϯЖйІχ IPϯЖйІ 
 

MIN-TIME Ω з˔ІṍḧΥ ꜘήϦϘβʻ 

MAX-TIME Ω з˔ІṍḧΥ ꜘήϦϘβʻ 

DNS-SERVER-NAME DNSЂ˔Н˔χ Υ ∕Κϥ ›ψʺӟᴞχϢΞτ ꜘήϦϘβʻ 

dns SERVER- NAME, SERVER- NAME,ƋƋƋ 

 

‮   

SERVER-NAME Ђ˔Н˔χ IPϯЖйІϜΰΨψЂ˔Н˔  
 

DOMAIN-NAME DNSχЖЮϱр Υ ꜘήϦϘβʻ 

STATIC-IPV4-

ADDRESS 

τ ήϦϥ IP ϯЖйІρ MAC ϯЖйІχ ϙ›ϩδ ΥΚϥ

›ʺӟᴞχϢΞτ ꜘήϦϘβʻ 

static MAC- ADDRESS STATIC- IPV4- ADDRESS 

 

‮   

MAC-ADDRESS IPϯЖйІΥ ήϦϥ MACϯЖйІ 

STATIC-IPV4-ADDRESS IPv4ϯЖйІ 
 

NTP-SERVER NTP Ђ˔Н˔χ IPϯЖйІΥ ήϦοΜϥ ›ʺӟᴞχϢΞτ ꜘήϦ

Ϙβʻ 

ntp SERVER- NAME, SERVER- NAME,˜ 

 

‮   

SERVER-NAME Ђ˔Н˔χ IPϯЖйІϜΰΨψЂ˔Н˔  
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‮   

FALESAFE DHCPЂ˔РІϬ™Ṟ βϥТϴϱиЈ˔ТΥ ήϦοΜϥ ›ʺӟᴞχ

ϢΞτ ꜘήϦϘβʻ 

failsafe  period PERIOD count COUNT retry RETRY reboot  REBOOT 

 
DHCP DISCOVER Ϭ ԁϼжϱϯрЕˢMAC ϯЖйІˣΤϣԁ ṍḧ

(¬periodºπ◙ )τ◙ ᵕ (¬countºπ◙ )ӟ χ ΰθ ›DHCPЂ˔

РІϬ™Ṟ ΰϘβʻ 
 

‮   

PERIOD 

DHCPDISCOVER ϬЂрФзрϽβϥṍḧ

Ϭ 6̋0˙3600( )χ Ӥπ ꜘΰϘβ Д̒Т

϶иЕ ψ 600( )πβʻ 

COUNT 

DHCPDISCOVER ϬЂрФзрϽβϥṍḧ

τТϴϱиЈ˔Тρ βϥ ᵕ Ϭʺ2

˙255χ Ӥπ ꜘΰϘβ Д̒Т϶иЕ

ψ 3πβʻ 

RETRY 

ТϴϱиЈ˔ТχзЕжϱᵕ Ϭ 1̋˙10χ

Ӥπ ꜘΰϘβʻДТ϶иЕ ψ 3 π

βʻ 

REBOOT 
ТϴϱиЈ˔ТχзУ˔Е Ϭ 1̋˙10χ

Ӥπ ꜘΰϘβʻДТ϶иЕ ψ 3πβ  ̒

ТϴϱиЈ˔ТṐ ψϱрЌТϴ˔І τ Υᴦ πβΥʺ Ⱳτ

χϱрЌ˔ТϴϱІτ πΦϘδϭʻ 

V1.9.0ӟ‭χЀрОϼЕи˔Ќ˔χϙτם ήϦοΜϘβ ϵ̒АЅϿ
˔ЕϳϴϱʺIoTи˔Ќ˔τνΜοψ₈ῇם Ϭ ΰοΜϘβʻ 

 ТϴϱиЈ˔ТṐ χ ⇔τνΜοψ˰12.3 ТϴϱиЈ˔Т˱Ϭέ╥

ΨιήΜʻ 
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“ם  

DHCPЂ˔Н˔ ψṐṀχṞ ῈτΤΤϩϥθϛʺԁ г˔Ѓ˔Я˔Жπ Ϭ ꜘβϥάρ

ψπΦϘδϭʻ 

ӟᴞτʺḚ Я˔Жρיּ Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo# show config dhcp eth0  8 

# ----  transition  to configure mode. ----  

configure  

dhcp eth0  

# ----  dhcp eth0 configure ----  

no enable  

dynamic 192.168.3.20 192.168.3.40  

netmask 255.255.255.0  

leasetime 600 3600  

router 10.5.5.1  

dns ns2.example.org  

domain example.org  

ntp ntp2.org  

static 12:34:56:78:90:60 192.168.3.10  

static 12:34:56:78:91:60 192.168.3.11  

exit  

# ----  exit  configure mode. ----  

exit  

 

amnimo(cfg)# show config dhcp eth0  8 

enable  

dynamic 192.168.3.20 192.168.3.40  

netmask 255.255.255.0  

leasetime 600 3600  

router 10.5.5.1  

dns ns2.example.org  

domain example.org  

ntp ntp2.org  

static 12:34:56:78:90:60 192.168.3.10  

static 12:34:56:78:91:60 192.168.3.11  

 

 

DHCPЂ˔Н˔χ ⇔ Я˔Жπ show config ЀЫрЖϬם“βϥρʺ Я˔Жρ

χ Υ ꜘήϦϘβʻ 

amnimo(cfg)# dhcp eth0  8  ̡DHCPχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - dhcp- eth0)# show config  8 

dhcp eth0    ̡ӟᴞʺ Я˔Жρ α 

ˢ ˣ 
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 DHCPЂ˔Н˔χ Ϭβϥ 

IPv4χ DHCPЂ˔Н˔Ϭ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

dhcp [ IFNAME]  

dynamic IPV4- ADDRESS IPV4- ADDRESS 

netmask IPV4- ADDRESS 

leasetime MIN- TIME MAX- TIME 

router IPV4- ADDRESS 

dns SERVER- NAME, SERVER- NAMEƗƛ 

domain DOMAIN- NAME 

ntp SERVER- NAME, SERVER- NAMEƗƛ 

static MAC- ADDRESS IPV4- ADDRESS 

show config  

f ails af e [period  <60 Ƶ 3600>] [count <2 Ƶ 255>] [retry <1 Ƶ 10>] [reboot <1 Ƶ 10>]  

no static MAC- ADDRESS 

no domain  

no router  

no dns  

no ntp  

enable  

no enable  

exit  

no dhcp IFNAME 

ЀЫрЖ 

ЀЫрЖ  

dhcp IFNAMEτʺϱрЌ˕ТϴϱІ Ϭ◙ ΰοЀЫрЖϬם“ΰϘβʻ 

ᴦ σϱрЌ˔ТϴϱІ ψʺ τϢμοӰσϤϘβʻ 

= AIϵАЅϿ˔Еϳϴϱ 
wan0ʺbr<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 
eth0ʺbr<0 -9> 

= IoTи˔Ќ˔ 
eth<0 -1>ʺbr<0 -9> 

= ᴒ ЌϱФЀрОϼЕи˔Ќ˔ 

eth0 

= ᴒ ЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ 

eth0 

Я˔ЖπϱрЌ˔ТϴϱІϬ◙ ΰοם“βϥρʺ◙ ΰθϱрЌ˔Тϴ
ϱІχ DHCPЂ˔Н˔ˢIPv4ˣχ ⇔ Я˔Жτӱ“ΰϘβʻ 

dynamic ϼжϱϯрЕτ ΰο IPϯЖйІϬꜛ πᶤϤ ϥ ӤϬ ΰϘβʻ 

IPV4-ADDRESSτʺ Ӥχ ᾢΣϢόᴞᾢχ IPϯЖйІˢIPv4ˣϬ◙ ΰϘβʻ 

= πβʻ 

= netmask χ ӤϬ Πϥ ψπΦϘδϭʻ 

= netmask χ Ӥ πϜʺ256ὯϬ Πϥ Ӥψ πΦϘδϭʻ 

netmask  IPV4-ADDRESSτʺЂУКАЕЫІϼϬ◙ ΰϘβʻ 

ДТ϶иЕ ψʺ255.255.255.0πβʻ 
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ЀЫрЖ  

leasetime  IPϯЖйІϬз˔Іβϥ ῟ⱲḧϬ ΰϘβʻ 
 

  

MIN-TIME Ω з˔ІṍḧϬ◙ ΰϘβʻ 

= Ӥψʺ1˙86400ˢ ˣπβʻ 

= ДТ϶иЕ ψʺ60 πβʻ 

MAX-TIME Ω з˔ІṍḧϬ◙ ΰϘβʻ 

= Ӥψʺ1˙86400ˢ ˣπβʻ 

= ДТ϶иЕ ψʺ86400 πβʻ 
 

router  IPV4-ADDRESSτ D̋HCPϼжϱϯрЕ ϒ βϥϿ˔ЕϳϴϱϯЖйІϬ◙ ΰ

Ϙβʻ 

auto Ϭ◙ βϥρʺIFNAMEχ IPϯЖйІΥ► ήϦϘβʻ 

Ϙθ IPϯЖйІψ dynamic χ Ӥ τ ΰοΨιήΜʻ 

dns SERVER-NAME τʺDHCP ϼжϱϯрЕτ βϥ DNS Ђ˔Н˔χ IP ϯЖйІ

ˢIPv4ˣϘθψЂ˔Н˔ Ϭ◙ ΰϘβʻ 

ϸрЫπỸ μο ◙ βϥάρΥπΦϘβʻ 

auto Ϭ◙ βϥρʺIFNAME χ IP ϯЖйІΥ► ήϦϘβʻθιΰʺ ◙

βϥάρψπΦϘδϭʻϘθ IP ϯЖйІψ dynamic χ Ӥ τ ΰοΨ
ιήΜʻ 

domain  DOMAIN-NAME τʺDHCPϼжϱϯрЕτ βϥ DNSЖЮϱр Ϭ◙ ΰϘβʻ 
 
= 253 Ⱬӟ π◙ βϥ ΥΚϤϘβʻ 

= ЖЮϱр χ ΣϢό ψ ᶑֽ Ⱬπ ζ̋Ϧӟᵰψ ᶑֽ ⱫϘθψˮ -˯sМ

ϱТрˣρˮ.˯ˢСзϷЖˣπ  βϥ ΥΚϤϘβʻ 

ntp  SERVER-NAMEτ D̋HCPϼжϱϯрЕτ βϥNTPЂ˔Н˔χ IPϯЖйІs IPv4ˣ

Ϭ◙ ΰϘβʻ 

ϸрЫπỸ μο ◙ βϥάρΥπΦϘβʻ 

auto Ϭ◙ βϥρʺIFNAME χ IP ϯЖйІΥ► ήϦϘβʻθιΰʺ ◙

βϥάρψπΦϘδϭʻϘθ IP ϯЖйІψ dynamic χ Ӥ τ ΰοΨ

ιήΜʻ 

static  ◙ ΰθ MAC ϯЖйІϬ ⱱβϥϼжϱϯрЕτ ΰοʺᾧ IPϯЖйІϬᶤϤ

οϘβʻ 

Ω 16Ϙπ βϥάρΥπΦϘβʻ 
 

  

MAC-

ADDRESS 

ӟᴞχἹ꜠πʺMACϯЖйІϬ◙ ΰϘβʻ 

XX:XX:XX:XX:XX:XX 

IPV4-

ADDRESS 

IPϯЖйІˢIPv4ˣϬ◙ ΰϘβʻ 

 

show config  DHCPЂ˔Н˔χ Ϭ ꜘΰϘβʻ 

 ΰΨψʺ˰7.6.2 DHCPЂ˔Н˔χ Ϭ ꜘβϥ˱Ϭ╥ ΰοΨιήΜʻ 
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ЀЫрЖ  

failsafe  DHCPЂ˔РІϬ™Ṟ βϥТϴϱиЈ˔ТϬ ῟τΰϘβʻ 

ТϴϱиЈ˔ТṐ πψʺDHCP DISCOVERϬ ԁϼжϱϯрЕˢMACϯЖйІˣ

Τϣԁ ṍḧ(¬periodºπ◙ )τ◙ ᵕ (¬countºπ◙ )ӟ χ ΰθ › DHCP

Ђ˔РІϬ™Ṟ ΰϘβʻ 

ДТ϶иЕ ψ ῟πβʻ 
 

  

period DHCPDISCOVERϬЂрФзрϽβϥṍḧϬʺ60˙3600( )χ Ӥπ◙

ΰϘβʻДТ϶иЕ ψ 600( )πβʻ 

count  DHCPDISCOVER ϬЂрФзрϽβϥṍḧτТϴϱиЈ˔Тρ βϥ

ᵕ Ϭʺ2˙255χ Ӥπ◙ ΰϘβʻДТ϶иЕ ψ 3πβʻ 

retry  ТϴϱиЈ˔ТχзЕжϱᵕ Ϭ 1̋˙10χ Ӥπ◙ ΰϘβ Д̒Т϶и

Е ψ 3πβʻ 

reboot  ТϴϱиЈ˔ТχзУ˔Е Ϭ 1̋˙10χ Ӥπ◙ ΰϘβ Д̒Т϶иЕ

ψ 3πβʻ 

= ТϴϱиЈ˔ТṐ ψϱрЌТϴ˔І τ Υᴦ πβΥʺ Ⱳτ χ
ϱрЌ˔ТϴϱІτ πΦϘδϭʻ 

= V1.9.0ӟ‭χТϮ˔Эϳϴϯτם ήϦοΜϘβʻ 

 ТϴϱиЈ˔ТṐ χ ⇔τνΜοψ˰12.3 ТϴϱиЈ˔Т˱Ϭέ╥ Ψιή

Μʻ 

no failsafe  ТϴϱиЈ˔ТϬ ῟τΰϘβʻ 

no static  MAC-ADDRESSπ◙ ΰθ MAC ϯЖйІϬ ⱱβϥϼжϱϯрЕϒχᾧ IP ϯЖ

йІχᶤϤ οϬ⌡ ΰϘβʻ 

no domain  DNSЖЮϱр χ Ϭ⌡ ΰϘβʻ 

no router  Ͽ˔Еϳϴϱχ IPϯЖйІ Ϭ⌡ ΰϘβʻ 

no dns DNSЂ˔Н˔χ IPϯЖйІ Ϭ⌡ ΰϘβʻ 

no ntp  NTPЂ˔Н˔χ IPϯЖйІ Ϭ⌡ ΰϘβʻ 

enable ◙ ΰθ IFNAMEχ DHCPЂ˔Н˔Ϭ ῟ᴟΰʺЂ˔РІϬṞ ΰϘβʻ 

no enable  ◙ ΰθ IFNAMEχ DHCPЂ˔Н˔Ϭ ῟ᴟΰʺЂ˔РІϬ ♁ΰϘβʻ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no dhcp ◙ ΰθ IFNAMEχ DHCPЂ˔Н˔χЂ˔РІϬ ♁ΰʺ ῟ᴟΰϘβʻ 

 

 

“ם  

 

amnimo(cfg)# dhcp eth0  8 

amnimo(cfg - dhcp- eth0)# dynamic 192.168.3.20 192.168.3.40  8 

amnimo(cfg - dhcp- eth0)# netmask 255.255.255.0  8 

amnimo(cfg - dhcp- eth0)# leasetime 600 3600 8 

amnimo(cfg - dhcp- eth0)# router 10.5.5.1  8 

amnimo(cfg - dhcp- eth0)# dns ns2.example.org  8 

amnimo(cfg - dhcp- eth0)# domain example.org  8 

amnimo(cfg - dhcp- eth0)# ntp ntp2.org  8 

amnimo(cfg - dhcp- eth0)# static 12:34:56:78:90:60 192.168.3.10 8 

amnimo(cfg - dhcp- et h0)# static 12:34:56:78:99:61 192.168.3.11 8 

amnimo(cfg - dhcp- eth0)# enable  8 

amnimo(cfg - dhcp- eth0)# exit  8 

amnimo(cfg)# no dhcp eth0  8 
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7.7 ІϾЅв˔иχ Ϭβϥ 

 

ІϾЅв˔иχ ⌠ ệχ ꜘʺІϾЅв˔иχ ꜘʺІϾЅв˔иχ Ϭ“ΜϘβʻ 

 ІϾЅв˔иχ ⌠ ệϬ ꜘβϥ 

ІϾЅв˔иχ ⌠ ệϬ ꜘβϥτψʺshow schedule ЀЫрЖϬם“ΰϘβʻ 

άχЀЫрЖτϢμοʺ ᵕם“ΰθЌІϼϘθψᾝ∕ם“ χЌІϼχ ⌠ ệϬᶎ βϥάρ

ΥπΦϘβʻ 

 

= ᶆЌІϼχ ⌠ ệψᾤ χТϮϱиπḚ ήϦοΜϘβʻ 

= ЌІϼΥם“ήϦθρΦτʺᵺ ЌІϼχ ⌠ ệΥ  ήϦϘβʻ 

= ЌІϼΥ⌡ ήϦθ ›ψʺᵺ ЌІϼχ ⌠ ệψ ꜘήϦϘδϭʻ 

꜠ 

show schedule  

Т϶˔ЫАЕ 

NAME      TYPE          START      CMD/STATUS  

TASKNAME  SCHEDULE- TYPE  START- TIME  CMD- STATUS 

ˢ ˣ 

‮  

‮   

TASKNAME ЌІϼ Υ ꜘήϦϘβʻ 

SCHEDULE-TYPE ӟᴞχΜγϦΤχІϾЅв˔иЌϱФΥ ꜘήϦϘβʻ 

  

keep-alive ІϾЅв˔зрϽΰθⱲḧπ ping τϢϥ♂ᶨḗ♪Ṑ Υ

⌠ΰ p̋ingΥﬞ ΰθ ›τ ΰθ ṐṀτḩβϥᶆ

Ὲ ˢϯϼЄдрˣϬם“ΰϘβʻ 

general -control  ІϾЅв˔зрϽΰθⱲḧπϯϼЄдрϬם“ΰϘβʻ 

user-define  ІϾЅв˔зрϽΰθⱲḧπг˔Ѓ˔Υ ṰΰθЀЫр

ЖϬם“ΰϘβʻ 

ЀрОϼЕи˔Ќ˔πψ 

ꜘήϦϘδϭʻ 
 

START-TIME ЌІϼΥם“ᵫ◐ήϦϥⱲḧΥ ꜘήϦϘβʻ 
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‮   

CMD-STATUS ЌІϼχϯϼЄдр Ϙθψם“ Υ ꜘήϦϘβʻ 

SCHEDULE-TYPEτϢμοʺ ꜘ ΥӰσϤϘβʻ 
 

  

keep-alive = ping χ ›ʺˮ ping(running) ρ˯ ꜘήϦϘβ  ̒

= ping Υ ῞ΰθ ›ʺˮping(OK)˯ρ ꜘήϦϘβ  ̒

= ping Υﬞ ΰθ βϥϯϼЄдр“םʺ‹ Υ ꜘή

ϦϘβʻ 

ʿ soft -reboot  

general -control βϥϯϼЄдр“ם  Υ ꜘήϦϘβʻ 

user-define  = ЀЫрЖϬם“ΰθὫᴮΥ ῞χ ›ʺˮ finished ρ˯

ꜘήϦϘβʻ 

= ЀЫрЖϬם“ΰθὫᴮΥﬞ χ ›ʺˮ failed˯ρ

ꜘήϦϘβʻ 

ЀрОϼЕи˔Ќ˔πψ ꜘήϦϘδϭʻ 

 

Ặ χЌІϼχ“ם  ›ʺˮwaiting˯ρ ꜘήϦϘβʻ 
 

 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show schedule  8 

NAME     TYPE             START                 CMD/STATUS  

task1    keep - alive       2020 - 02- 11 23:02:00     ping(running)  

amnimo$ show schedule  8 

NAME     TYPE             START                 CMD/STATUS  

task1    keep - alive       2020 - 02- 11 23:05:00     soft - reboot  

task2    general - control   2020 - 02- 12 01:10:00    poe - reset - supply  

task3    user - define      2020 - 02- 13 10:00:00    finished  

 

 
ЀрОϼЕи˔Ќ˔πψ user-define ψ πΦσΜθϛʺ ꜘήϦϘδϭʻ 
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 ІϾЅв˔иχ Ϭ ꜘβϥ 

ІϾЅв˔иχ Ϭ ꜘβϥτψʺshow config schedule ЀЫрЖϬם“ΰϘβʻ 

 
ЀрОϼЕи˔Ќ˔πψ user-define ψ πΦϘδϭʻ 

꜠ 

show config schedule keep - alive [ TASKNAME]  

show config schedule general - control [ TASKNAME]  

show config schedule user - define [ TASKNAME]  

Т϶˔ЫАЕ 

βІϾЅв˔иЌϱФΥ keep-aliveχЌІϼ 

# ---  transition  to configure mode ---  

configure  

# ---  schedule keep - alive TASKNAME configure ---  

schedule keep - alive TASKNAME 

ENABLE 

datetime DATETIME  

action ACTION 

ping dest DESTINATION 

SOURCE 

ping interval INTERVAL 

ping count COUNT 

DEADLINE 

ping timeout TIMEOUT 

ping delay  MAX- DELAY 

ping wait  MAX- WAIT 

ping  interface  SRC- IFNAME βН˔Ѕдр 2.5.0ӟ‭ ᴂ 

FAILSAFE 

exit  

# ---  exit  configure mode ---  

exit  

 

ІϾЅв˔иЌϱФΥ general-control χЌІϼ 

# ---  transition  to configure mode ---  

configure  

# ---  schedule general - control TASKNAME configure ---  

schedule general - control TASKNAME 

ENABLE 

datetime DATETIME  

action ACTION 

FAILSAFE βН˔Ѕдр 2.5.0ӟ‭ψ ᴂΰοΜϘδϭʻ 

exit  

# ---  exit  configure mode ---  

exit  

 

ІϾЅв˔иЌϱФΥ user-define χЌІϼ 

# ---  transition  to configure mode ---  

configure  

# ---  schedule user - define TASKNAME configure ---  

schedule user - define TASKNAME 

ENABLE 

datetime DATETIME  

command COMMAND 

exit  

# ---  exit  configure mode -- -  

exit  
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‮  

‮   

TASKNAME ЌІϼ Υ ꜘήϦϘβʻ 

= TASKNAMEϬ βϥρ ᵺ̋ βϥІϾЅв˔иχ ЌІϼχ Υ
ꜘήϦϘβʻ 

= ˮTab˯Ϻ˔Ϭ βϥρʺЌІϼ χ Ϭ ḁβϥάρΥπΦϘβ  ̒

ENABLE ЌІϼΥ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

DATETIME ЌІϼם“χ ⱲΥ ꜘήϦϘβʻ 

DESTINATION ping зϼϵІЕχ ШІЕΥ ꜘήϦϘβʻ 

SOURCE ping зϼϵІЕχ ᾕΥ ήϦοΜϥΤςΞΤτϢμοʺӟᴞχἹ꜠π
ꜘήϦϘβˢϷФЄдр ˣʻ 
 

 ꜘ 

ΚϤ ˮping source {IP -ADDRESS}˯ ρ ꜘήϦϘβʻ 

σΰ ˮno ping source˯ρ ꜘήϦϘβʻ 
 

INTERVAL ping зϼϵІЕϬ βϥḧᶖ( )Υ ꜘήϦϘβʻ 

COUNT βϥ ping зϼϵІЕχΩ Υ ꜘήϦϘβʻ 

DEADLINE ping Ω )Ⱳḧ“ם )Υ ήϦοΜϥΤςΞΤτϢμο ӟ̋ᴞχἹ꜠π ꜘή

ϦϘβˢϷФЄдр ˣʻ 
 

 ꜘ 

ΚϤ ˮping deadline {Ω Ⱳḧ}˯ρ“ם ꜘήϦϘβʻ 

σΰ ˮno ping deadline˯ρ ꜘήϦϘβʻ 
 

TIMEOUT ping зϼϵІЕχЌϱЭϯϳЕχ Ⱳḧ( )Υ ꜘήϦϘβʻ 

MAX-DELAY ping “ם χжрЍЭ κⱲḧχ ᾢ ( )Υ ꜘήϦϘβʻ 

MAX-WAIT ping χӍ Ϭ Ϥ ΠϥⱲʺжрЍЭ κⱲḧχ ᾢ ( )Υ ꜘήϦϘβʻ 

SRC-IFNAME pingχ ᾕϱрЌ˔ТϴϱІΥ ꜘήϦϘβʻ 

COMMAND г˔Ѓ˔Υ◙ ΰθЌІϼχЀЫрЖΥ ꜘήϦϘβʻ 

FAILSAFE 

(Н˔Ѕдр 2.3.0

ӟ ) 

ТϴϱиЈ˔ТṐ τΣΜοʺзЕжϱᵕ ˢ3ᵕˣϬ Πθ ›τם“βϥ soft -

reboot Ϙθψ hard-reboot χΩ зУ˔Еᵕ Υ ꜘήϦϘβʻ 

= ІϾЅв˔иЌϱФΥ general -control πΤνϯϼЄдрΥ soft -reboot Ϙθψ

hard-reboot χ › 

= ІϾЅв˔иЌϱФΥ keep-alive χ › 

῟˗ ῟τᴂαʺӟᴞχἹ꜠π ꜘήϦϘβʻ 

 ꜘ 

῟ ˮfailsafe reboot {Ω зУ˔Еᵕ }˯ρ ꜘήϦϘβʻ 

῟ ˮno failsafe˯ρ ꜘήϦϘβʻ 
 
= ϯϼЄдрΥ Ṝӟᵰχ ›ψʺᴡϜ ꜘήϦϘδϭʻ 

FAILSAFE 

(Н˔Ѕдр 2.5.0

ӟ‭) 

ТϴϱиЈ˔ТṐ τΣΜοʺ◙ ΰθзЕжϱᵕ ρʺзЕжϱᵕ Ϭ Πθ

›τם“βϥ soft -reboot Ϙθψ hard-reboot χΩ зУ˔Еᵕ Υ ꜘήϦϘβ  ̒

= ІϾЅв˔иЌϱФΥ keep-alive χ › 

῟˗ ῟τᴂαʺӟᴞχἹ꜠π ꜘήϦϘβʻ 

 ꜘ 

῟ ˮfailsafe r etry  {Ω зЕжϱᵕ }˯ 

ˮfailsafe reboot {Ω зУ˔Еᵕ }˯ 

ρ ꜘήϦϘβʻ 

῟ ˮno failsafe˯ρ ꜘήϦϘβʻ 
 
ϯϼЄдрΥ Ṝӟᵰχ ›ψʺᴡϜ ꜘήϦϘδϭʻ 
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ACTION ЌІϼχϯϼЄдрΥ ꜘήϦϘβʻ 
 

  

soft -reboot  ЊТЕϳϴϯзУ˔ЕΥ ήϦοΜϥ ›ʺӟᴞχϢΞτ

ꜘήϦϘβʻ 

action soft - reboot  

 

ІϾЅв˔иЌϱФΥ general -control χ ›ʺӟᴞΥ ꜘ

ήϦϥ ›ΥΚϤϘβʻ 

= жрЍЭם“ⱲḧΥΚϥ ṍзУ˔Е  

action soft - reboot  random RAMDOM- TIME 

= Ṟ ὊᵃⱲḧτϢϥзУ˔Е  

action soft - reboot  uptime UPTIME 

random, uptime χϷФЄдрψ V̋1.11.0ӟ‭χТϮ

˔Эϳϴϯπ ᴂΰοΜϘβʻ 

hard-reboot  М˔ЖϳϴϯзУ˔ЕΥ ήϦοΜϥ ›ʺӟᴞχϢΞτ

ꜘήϦϘβʻ 

action hard - reboot  

 

ІϾЅв˔иЌϱФΥ general -control χ ›ʺӟᴞΥ ꜘ

ήϦϥ ›ΥΚϤϘβʻ 

= жрЍЭם“ⱲḧΥΚϥ ṍзУ˔Е  

action hard - reboot  random RAMDOM- TIME 

= Ṟ ὊᵃⱲḧτϢϥзУ˔Е  

action hard - reboot  uptime UPTIME 

random, uptime χϷФЄдрψ V̋1.11.0ӟ‭χТϮ

˔Эϳϴϯπ ᴂΰοΜϘβʻ 

poe-reset -supply poe ẚ ΥзЈАЕτ ήϦοΜϥ ›ʺӟᴞχϢΞτ

ꜘήϦϘβʻ 

action poe - reset - supply POE- IFNAME down- time TIME 

 

ᴒ ЌϱФ IoTи˔Ќ˔ Ѐ̋рОϼЕи˔Ќ˔ψ PoE

τ ᴂΰοΜσΜθϛ p̋oe-reset -supply ψ ꜘήϦ
Ϙδϭʻ 

 

connect COMM ᶆ Ϭ ΰϘβʻ̞1,2 

COMM τψʺppp Ϙθψ ecm̞3Υ ήϦϘβʻ 

= ppp 

ppp Ϭ βϥ ›ʺӟᴞχϢΞτ ꜘήϦϘβʻ 

action connect ppp PPP- IFNAME 

= ecm 

ЯНϱиЯЅв˔иϬ βϥ › ӟ̋ᴞχϢΞτ ꜘή

ϦϘβʻ 

action connect ecm ECM- IFNAME 
 

disconnect  

COMM 

ᶆ Ϭ ΰϘβʻ 

COMM τψ p̋pp e̋cm i̋psecχΜγϦΤΥ ήϦϘβ  ̒

= ppp 

ppp Ϭ βϥ ›̞4ʺӟᴞχϢΞτ ꜘήϦϘβ  ̒

action disconnect  ppp 

= ecm 



 

 

311 

Ђ

Н

χ

 

 

7 

 

ЯНϱиЯЅв˔иχ Ϭ ΰϘβʻ̞4 

ЯНϱиЯЅв˔иχ Ϭ ΰ Я̋НϱиЯЅв˔и

ϬзЈАЕῇ ™̋ βϥ χ ›ψ ӟ̋ᴞχϢΞτ

ꜘήϦϘβʻ 

action disconnect ecm ECM- IFNAME reset enable  

 
ecm Ϭ ΰʺЯНϱиЯЅв˔иϬзЈАЕδγʺ

™ ΰσΜ χ ›ψʺӟᴞχϢΞτ ꜘήϦϘβ  ̒

action disconnect ecm ECM- IFNAME reset disable  

ЀрОϼЕи˔Ќ˔ψЯНϱиЯЅв˔иχзЈА

Еχ ψΚϤϘδϭʻ 

= ipsec̞5 

IPsec Ϭ βϥ ›ʺӟᴞχϢΞτ ꜘήϦϘβ  ̒

action disconnect ipsec IPSEC- NAME 
 

wifi TYPE  

WIFI-IFNAME 

(Н˔Ѕдр 2.3.0

ӟ ) 

LANЎАФϬзЈАЕ ῈΰϘβ T̒YPEτψ LAN

ϯϼЈІЪϱрЕϘθψІГ˔ЄдрΥ ꜘήϦϘβʻ 

= ap 

LANϯϼЈІЪϱрЕτνΜοʺ LAN ЎАФϬ

зЈАЕῇ™ βϥ ›ʺӟᴞχϢΞτ ꜘήϦϘβ  ̒

action wifi ap  WIFI- IFNAME reset enable  

 
LAN ЎАФϬзЈАЕδγʺ™ ΰσΜ χ

›ψʺӟᴞχϢΞτ ꜘήϦϘβʻ 

action wifi ap  WIFI- IFNAME reset disable  

= sta 

LANІГ˔ЄдрτνΜοʺ LAN ЎАФϬзЈ

АЕῇ™ βϥ ›ʺӟᴞχϢΞτ ꜘήϦϘβʻ 

action wifi sta  WIFI- IFNAME reset enable  

 
LAN ЎАФϬзЈАЕδγʺ™ ΰσΜ χ

›ψʺӟᴞχϢΞτ ꜘήϦϘβʻ 

action wifi sta  WIFI- IFNAME reset disable  

= LANЎАФϬзЈАЕβϥ ›ψʺ◙ ΰο
ΜσΜ LANϱрЌ˔ТϴϱІτḩβϥ Ϝ
ԁⱲ τ ♁ΰϘβʻ 

= LAN ∏ЀрОϼЕи˔Ќ˔χϙ ᴂΰοΜ
Ϙβʻ 

wifi TYPE  

WIFI-IFNAME 

(Н˔Ѕдр 2.5.0

ӟ‭) 

LANЎАФϬзЈАЕ ῈΰϘβʻ 

action wifi - reset  

 
= βϓοχ LANϱрЌ˔ТϴϱІτḩβϥ
ΥԁⱲ τ ♁ΰϘβʻ 

= LAN ∏ЀрОϼЕи˔Ќ˔χϙ ᴂΰοΜ
Ϙβʻ 

̞1 ІϾЅв˔иЌϱФΥ general -control χЌІϼπ► ήϦϥϯϼЄдрπβʻ 

̞2 Н˔Ѕдр 1.13.0ӟ χᴒ ЌϱФЀрОϼЕи˔Ќ˔πψ pppψ ᴂΰοΜϘδϭʻ 

̞3 ЀрОϼЕи˔Ќ˔πψЯНϱиЯЅв˔иχϱрЌ˔ТϴϱІΥ rmnet_data τσϤϘ
βʻ 

̞4 ῇ ™̋ ΰθΜ ›ψᶆṐ χ Ϭˮ connection always τ˯ ΰοΨιήΜ  ̒

̞5 ІϾЅв˔иЌϱФΥ keep-alive χЌІϼπ► ήϦϥϯϼЄдрπβʻ 
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‮   

 

ᶆ π◙ βϥϱрЌ˔ТϴϱІτνΜοψʺӟᴞχ Ϭ╥ ΰοΨιήΜʻ 
 

  

ECM-IFNAME = AIϵАЅϿ˔Еϳϴϱ ϵ̋АЅϿ˔Еϳϴϱ I̋oTи˔Ќ˔ 

ecm0 

= ЀрОϼЕи˔Ќ˔ 

rmnet_data0  

POE-IFNAME = AIϵАЅϿ˔ЕϳϴϱʺϵАЅϿ˔Еϳϴϱ 

lan<0 -3>  

= ᴒᵰЌϱФ IoTи˔Ќ˔ 

eth< 0-1>  

= ЈрЂ˔ Ͽ˔Еϳϴϱs ▫ Aˣ̋ ᴒᵰЌϱФ LAN

ЀрОϼЕи˔Ќ˔ 

lan1 
 

ЈрЂ˔ Ͽ˔Еϳϴϱs ▫ Bˣ̋ IoTи˔Ќ˔ ᴒ̋
ЌϱФЀрОϼЕи˔Ќ˔ʺᴒ ЌϱФ LAN

∏ЀрОϼЕи˔Ќ˔ψ PoE τ ᴂΰοΜσΜθϛʺ
POE-IFNAMEϬ◙ βϥάρψπΦϘδϭʻ 

IPSEC-NAME IPsec SA Ϭ◙ ΰϘβʻ 

 IPsec SA ψʺ˰6.7.5 IPsecϬ βϥ˱χ˰IPsec 

SAϬ βϥ˱π ΰθ SA τσϤϘβʻ 

ipsec sa  SA- NAME 
 

PPP-IFNAME ppp<0 -9> 

Н˔Ѕдр 1.13.0 ӟ χᴒ ЌϱФЀрОϼЕи˔Ќ
˔ψ PPPτ ᴂΰοΜσΜθϛʺPPP-IFNAME Ϭ◙
βϥάρψπΦϘδϭʻ 

WIFI-IFNAME = ᴒ ЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ 

wlan< 0-1>  
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“ם  

ӟᴞτʺϵАЅϿ˔ЕϳϴϱπχḚ Я˔Жρיּ Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo# show config schedule keep - alive camera1 8  βІϾЅв˔иЌϱФΥ keep-ali

veχІϾЅв˔иϬ ꜘ 

# ----  transition  to configure mode. ----  

configure  

# ----  keep- alive configure ----  

schedule keep - alive camera1  

enable  

datetime * * * * *  

action poe - reset - supply lan1 down - time 60  

ping dest 192.168.1.100  

no ping interface  βН˔Ѕдр 2.5.0ӟ‭ ᴂ 

no ping source  

ping interval 3  

ping count 3  

no ping deadline  

ping timeout 10  

ping delay  0 

ping wait  3 

no failsafe  

exit  

# ----  exit  configure mode. ----  

exit  

amnimo# show config schedule general - control reboot 8 βІϾЅв˔иЌϱФΥ general

-control χІϾЅв˔иϬ ꜘ 

# ----  transition  to configure mode. ----  

configure  

# ----  general - control configure ----  

schedule general - control reboot  

enable  

datetime 0 4 31 12 *  

action hard - reboot  

failsafe reboot 3  βН˔Ѕдр 2.5.0ӟ‭ψ ᴂΰοΜϘδϭʻ 

exit  

# ----  exit  configure mode. ----  

exit  

amnimo# show config schedule user - define userping 8  βІϾЅв˔иЌϱФΥ user-de

fine χІϾЅв˔иϬ ꜘ 

# ----  transition  to configure mode. ----  

configure  

# ----  user - define configure ----  

schedule user - define userping  

enable  

datetime 0 * * * *  

command ping 192.168.2.110  

exit  

# ----  exit  configure mode. ----  

exit  
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amnimo(cfg)# show config schedule keep - alive camera1 8  βІϾЅв˔иЌϱФ

Υ keep-aliveχІϾЅв˔иϬ ꜘ 

# ----  keep- alive configure ----  

schedule keep - alive camera1  

enable  

datetime * * * * *  

action poe - reset - supply lan1 down - time 60  

ping dest 192.168.1.100  

no ping interface  βН˔Ѕдр 2.5.0ӟ‭ ᴂ 

no ping source  

ping interval 3  

ping count 3  

no ping deadline  

ping timeout 10  

ping delay  0 

ping wait  3 

no failsafe  

exit  

amnimo(cfg)# show config schedule general - control reboot 8  βІϾЅв˔иЌϱФ

Υ general-control χІϾЅв˔иϬ ꜘ 

# ----  general - control configure ----  

schedule general - control reboot  

enable  

datetime 0 4 31 12 *  

action hard - reboot  

failsafe reboot 3   βН˔Ѕдр 2.5.0ӟ‭ψ ᴂΰοΜϘδϭʻ 

exit  

amnimo(cfg)# show config schedule user - define userping 8   βІϾЅв˔иЌϱФ

Υ user-define χІϾЅв˔иϬ ꜘ 

# ----  user - define configure ----  

schedule user - define userping  

enable  

datetime 0 * * * *  

command ping 192.168.2.110  

exit  

 

 

ІϾЅв˔иχ ⇔ Я˔Жπ show config ЀЫрЖϬם“βϥρʺ Я˔Жρ χ

Υ ꜘήϦϘβʻ 

schedule ЀЫрЖτІϾЅв˔иЌϱФρΰοʺˮ keep-alive˯ˮ general -control ˯ˮ user-

define˯χΜγϦΤϬ Ϊοם“ΰϘβʻ 

amnimo(cfg)# schedule keep - alive camera1 8  ̡ІϾЅв˔иχ ⇔ Я

˔Жτӱ“ 

amnimo(cfg - sch- ka- camera1)# show config  8 

enable       ̡ӟᴞʺ Я˔Жρ α 

datetime * * * * *  

ˢ ˣ 
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 ІϾЅв˔иϬ βϥ 

ІϾЅв˔иϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

schedule ЀЫрЖτ І̋ϾЅв˔иЌϱФρΰοʺˮ keep-alive˯ˮ general-control ˯ˮ user-define˯

χΜγϦΤϬ Ϊοם“βϥρʺζϦηϦχ ⇔ Я˔Жτӱ“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

 
ЀрОϼЕи˔Ќ˔πψ user-define ψ πΦϘδϭʻ 

 

꜠ (ІϾЅв˔иЌϱФˮkeep-alive˯χЌІϼϬ βϥ ›) 

schedule keep - alive TASKNAME 

enable  

no enable  

datetime DATETIME  

action soft - reboot  

action hard - reboot  

action poe - reset - supply POE- IFNAME [down- time TIME]  

action disconnect ppp PPP- IFNAME 

action disconnect ECM ECM- IFNAME [reset < enable  | disable >]  

action disconnect ipsec IPSEC- NAME 

action wifi ap  AP- IFNAME [reset < enable  | disable >]   βН˔Ѕдр 1.10.0˙2.3.0 ᴂ 

action wifi sta  STA- IFNAME [reset < enable  | disable >]   βН˔Ѕдр 1.10.0˙2.3.0 ᴂ 

action wifi - reset βН˔Ѕдр 2.5.0ӟ‭ ᴂ 

ping dest DESTINATION 

no ping dest DESTINATION 

ping source SOURCE 

no ping source  

ping interval INTERVAL 

ping count COUNT 

ping deadline DEADLINE 

no ping deadline  

ping timeout TIMEOUT 

ping delay  MAX- DELAY 

ping wait  MAX- WAIT 

ping i nterface  SRC- I FNAME βН˔Ѕдр 2.5.0ӟ‭ ᴂ 

no ping i nterface  βН˔Ѕдр 2.5.0ӟ‭ ᴂ 

failsafe reboot REBOOT- COUNT 

failsafe r etry  RETRY- COUNT βН˔Ѕдр 2.5.0ӟ‭ ᴂ 

no failsafe  

exit  

꜠ˢІϾЅв˔иЌϱФˮgeneral-control˯χЌІϼϬ βϥ ›ˣ 

schedule general - control TASKNAME 

enable  

no enable  

datetime DATETIME 

action soft - reboot  [ random RANDOM- TIME | uptime  UPTIME]  

action hard - reboot  [ random RANDOM- TIME | uptime  UPTIME]  

action poe - reset - supply POE- IFNAME [down- time TIME]  

action disconnect ppp PPP- IFNAME 

action disconnect ECM ECM- IFNAME [reset < enable  | disable >]  

action connect ppp PPP- IFNAME 

action connect ECM ECM- IFNAME 

action wifi - reset  [ random RANDOM- TIME | uptime  UPTIME]  βН˔Ѕдр 2.5.0ӟ‭ ᴂ 

failsafe reboot COUNT βН˔Ѕдр 2.5.0ӟ‭ψ ᴂΰοΜϘδϭʻ 

no failsafe  
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exit  

꜠ˢІϾЅв˔иЌϱФˮuser-define˯χЌІϼϬ βϥ ›ˣ 

schedule user - define TASKNAME 

enable  

no enable  

datetime DATETIME  

command COMMAND 

no schedule keep - alive  TASKNAME 

no schedule general - control TASKNAME 

no schedule user - define TASKNAME 

 

ЀЫрЖ 

ЀЫрЖ  

schedule keep -alive 

schedule general -control  

schedule  user-define  

TASKNAMEτЌІϼ Ϭ◙ ΰο І̋ϾЅв˔иϬ βϥθϛχ

ЀЫрЖϬם“ΰϘβʻ 

= ЌІϼ ψ 32 Ⱬӟ χֽ Ⱬπ ᴦ πβʻ 

= Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ
“ΰϘβʻ 

enable ЌІϼϬ ῟ᴟΰϘβʻ 

no enable  ЌІϼϬ ῟ᴟΰϘβʻ 

datetime  DATETIMEτʺӟᴞχἹ꜠πЌІϼם“χ ⱲϬ◙ ΰϘβʻ 

min hour dom month dow  

 

= Т϶˔ЫАЕ 

  

min ˢ0-59ˣ 

hour Ⱳˢ0-23ˣ 

dom ˢ1-31ˣ 

month  Ὦˢ1-12ˣ 

dow ˢ0-6ˣ 

ˮ0˯Υ Ϭ ΰϘβʻ 

 

= ◙  

◙   

зІЕ ʿ 0,10,20,30 

min τ◙ ΰθ ›ψʺ0ʺ10ʺ20ʺ30 τם

“ήϦϘβʻ 

Ӥ ʿ 1-5 

month τ◙ ΰθ ›ψʺ1ʺ2ʺ3ʺ4ʺ5Ὦτ

Υם“ήϦϘβʻ 

зІЕ˴ Ӥ ʿ 1,6,9-11 

hour τ◙ ΰθ ›ψʺ1Ⱳʺ6Ⱳʺ9Ⱳʺ10

Ⱳʺ11Ⱳτ Υם“ήϦϘβʻ 

ḧᶖ ʿ */10  

min τ◙ ΰθ ›ψ 1̋0 ḧᶖπ Υם“

ήϦϘβʻˮ / χ˯Κρτ◙ ΰθ χḧᶖπ

Υם“ήϦϘβʻ 
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ЀЫрЖ  

action soft -reboot  ϯϼЄдрϬЊТЕϳϴϯзУ˔Еτ ΰϘβʻ 

 

ІϾЅв˔иЌϱФΥ general -control χ ›ʺӟᴞχ Υᴦ π

βʻ 

= жрЍЭם“ⱲḧΥΚϥ ṍзУ˔Е  

action soft - reboot  ra ndom RAMDOM- TIME 

 

  

RANDOM-TIME ЌІϼם“Ⱳ⁭ΤϣϯϼЄдрϬם“βϥϘ

πχжрЍЭם“ κⱲḧϬ ΰϘβʻ 

Πω 6̋0 Ϭ ΰθ ›ψ 0̋˙59 χ

ӤπжрЍЭσⱲḧϬὊᵃΰοϯϼЄдрϬ

 ΰϘβʻ“ם

= Ӥψʺ60˙86400ˢ ˣπβʻ 

= πβʻ 

 

= Ṟ ὊᵃⱲḧτϢϥзУ˔Е  

action soft - reboot  uptime UPTIME 

 

  

UPTIME ЌІϼם“ⱲτϯϼЄдрχם“Ϭ βϥ

θϛχṞ ὊᵃⱲḧϬ ΰϘβʻ 

= Ӥψʺ3600˙604800ˢ ˣπβʻ 

= πβʻ 

random, uptime χϷФЄдрψʺV1.11.0ӟ‭χТϮ˔Эϳ
ϴϯπ ᴂΰοΜϘβʻ 

action hard-reboot  ϯϼЄдрϬМ˔ЖϳϴϯзУ˔Еτ ΰϘβʻ 

 

ІϾЅв˔иЌϱФΥ general -control χ ›ʺӟᴞχ Υᴦ π

βʻ 

= жрЍЭם“ⱲḧΥΚϥ ṍзУ˔Е  

action  hard - reboot  rand om RAMDOM- TIME 

 

  

RANDOM-TIME ЌІϼם“Ⱳ⁭ΤϣϯϼЄдрϬם“βϥϘ

πχжрЍЭם“ κⱲḧϬ ΰϘβʻ 

Πω 6̋0 Ϭ ΰθ ›ψ 0̋˙59 χ

ӤπжрЍЭσⱲḧϬὊᵃΰοϯϼЄдрϬ

 ΰϘβʻ“ם

= Ӥψʺ60˙86400ˢ ˣπβʻ 

= πβʻ 

 

= Ṟ ὊᵃⱲḧτϢϥзУ˔Е  

action hard - reboot  uptime UPTIME 

 

  

UPTIME ЌІϼם“ⱲτϯϼЄдрχם“Ϭ βϥ

θϛχṞ ὊᵃⱲḧϬ ΰϘβʻ 

= Ӥψʺ3600˙604800ˢ ˣπβʻ 

= πβʻ 

random, uptime χϷФЄдрψʺV1.11.0ӟ‭χТϮ˔Эϳ
ϴϯπ ᴂΰοΜϘβʻ 
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ЀЫрЖ  

action poe -reset -supply ϯϼЄдрϬ poeẚ зЈАЕτ ΰϘβʻ 
 

  

POE-IFNAME poeϱрЌ˔ТϴϱІ Ϭ◙ ΰϘβʻ 

down-time 

TIME 

TIME τ poeẚ ♁ⱲḧϬ◙ ΰϘβʻ 

 

action disconnect ppp  ϯϼЄдрϬ ppp τ ΰϘβʻ 

action disconnect ECM ϯϼЄдрϬЯНϱиЯЅв˔иχ τ ΰϘβʻ 
 

  

ECM ЯНϱиЯЅв˔и Ϭ◙ ΰϘβʻ 

ЀрОϼЕи˔Ќ˔ψʺºrmnet_dataºʺ 

χṐṀψºecmºτσϤϘβʻ 

ECM-IFNAME ЯНϱиϱрЌ˔ТϴϱІ Ϭ◙ ΰϘβʻ 

reset enable  ῇτ ЯЅв˔иϬзЈАЕΰϘ

βʻ 

reset disable  χϙϬם☼ΰϘβʻs ЯЅв˔и

ψзЈАЕΰϘδϭʻˣ 

ЯНϱиЯЅв˔иΥσΜṐṀπψ ΰσΜϢΞτΰοΨ
ιήΜʻ 

ῇʺꜛ τ™ Ϭ“Ξ ›ψʺ ЯЅв˔иχ
χˮconnect˯Ϭˮalways˯s Ⱳ ˣτ ΰο

ΨιήΜʻ ⇔ψ˰ 5.7 ЯНϱиᵕ Ϭ βϥ Ϭ˱έ╥ Ψ

ιήΜʻ 

ЀрОϼЕи˔Ќ˔ψЯНϱиЯЅв˔иχзЈАЕχ
ψΚϤϘδϭʻkeep-alive χ ›ψ ῇτ™ Ϭ“Μ
(reset enable ᾧ )ʺgenetral -control χ ›ψ ῇτ™
ψ“ΜϘδϭ(reset disable ᾧ )ʻ 

action disconnect ipsec  IPSEC-NAME τ IPsec Ϭ◙ ΰοʺϯϼЄдрϬ IPsec

τ ΰϘβʻ 

action wifi ap  ϯϼЄдрϬ LAN ϯϼЈІЪϱрЕṐ χзЈАЕτ ΰϘ

βʻ 

  

AP-IFNAME LAN ϯϼЈІЪϱрЕχϱрЌ˔Тϴϱ

І Ϭ◙ ΰϘβʻ 

reset enable  LANЎАФϬзЈАЕΰϘβʻ 

reset disable  LANЎАФϬзЈАЕΰϘδϭʻ 

= LAN ∏ЀрОϼЕи˔Ќ˔χϙχṐ πβʻ 

= LAN ЎАФϬзЈАЕβϥ ›ψʺ πψσΜ
LAN ϱрЌ˔ТϴϱІϜԁⱲ τ Υ πΦσΨ

σϤϘβʻ 

Н˔Ѕдр 1.10.0 Τϣ 2.3.0 χТϮ˔Эϳϴϯπ Υᴦ

πβʻ 
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ЀЫрЖ  

action wifi sta ϯϼЄдрϬ LAN ІГ˔ЄдрṐ χзЈАЕτ ΰϘβʻ 

  

STA-IFNAME LAN ІГ˔ЄдрχϱрЌ˔ТϴϱІ

Ϭ◙ ΰϘβʻ 

reset enable  LANЎАФϬзЈАЕΰϘβʻ 

reset disable  LANЎАФϬзЈАЕΰϘδϭʻ 

= LAN ∏ЀрОϼЕи˔Ќ˔χϙχṐ πβʻ 

= LAN ЎАФϬзЈАЕβϥ ›ψʺ πψσΜ
LAN ϱрЌ˔ТϴϱІϜԁⱲ τ Υ πΦσΨ

σϤϘβʻ 

Н˔Ѕдр 1.10.0 Τϣ 2.3.0 χТϮ˔Эϳϴϯπ Υᴦ

πβʻ 

action wifi -reset ϯϼЄдрϬ LAN ЎАФχзЈАЕτ ΰϘβʻ 

 

ІϾЅв˔иЌϱФΥ general -control χ ›ʺӟᴞχ Υᴦ π

βʻ 

= жрЍЭם“ⱲḧΥΚϥ ṍ LAN ЎАФзЈАЕ  

action  wifi - reset  random RAMDOM- TIME 

 

  

RANDOM-TIME ЌІϼם“Ⱳ⁭ΤϣϯϼЄдрϬם“βϥϘ

πχжрЍЭם“ κⱲḧϬ ΰϘβʻ 

Πω 6̋0 Ϭ ΰθ ›ψ 0̋˙59 χ

ӤπжрЍЭσⱲḧϬὊᵃΰοϯϼЄдрϬ

 ΰϘβʻ“ם

= Ӥψʺ60˙86400ˢ ˣπβʻ 

= πβʻ 

 

= Ṟ ὊᵃⱲḧτϢϥ LAN ЎАФзЈАЕ  

action wifi - reset  uptime UPTIME 

 

  

UPTIME ЌІϼם“ⱲτϯϼЄдрχם“Ϭ βϥ

θϛχṞ ὊᵃⱲḧϬ ΰϘβʻ 

= Ӥψʺ3600˙604800ˢ ˣπβʻ 

= πβʻ 

 

Н˔Ѕдр 2.5.0χТϮ˔Эϳϴϯπ Υᴦ πβʻ 

 

ping dest  pingзϼϵІЕχ ШІЕχ IPϯЖйІϬ◙ ΰϘβʻ 

  

DESTINATION ping зϼϵІЕχ ШІЕχ IP ϯЖйІ

Ϭ◙ ΰϘβʻ 

= Ω 8νχ ШІЕΥ ᴦ πβʻ 
 

no ping dest  ping зϼϵІЕχ χ IPϯЖйІϬ⌡ ΰϘβʻ 

ping source  pingзϼϵІЕχ ᾕχ IPϯЖйІϬ◙ ΰϘβʻ 

  

SOURCE ping зϼϵІЕχ ᾕШІЕχ IP ϯЖйІ

Ϭ◙ ΰϘβʻ 
 

no ping source  ping зϼϵІЕχ ᾕχ IPϯЖйІϬ⌡ ΰϘβʻ 
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ЀЫрЖ  

ping interval  ping зϼϵІЕχ ḧᶖϬ◙ ΰϘβʻ 

  

INTERVAL ping зϼϵІЕχ ḧᶖ( )Ϭ◙ ΰϘβʻ 

= Ӥψʺ1˙600ˢ ˣπβʻ 

= ДТ϶иЕ ψʺ3 πβʻ 
 

ping count  βϥ ping зϼϵІЕχΩ Ϭ◙ ΰϘβʻ 

  

COUNT βϥ ping зϼϵІЕχΩ Ϭ◙ ΰϘ

βʻ 

= Ӥψʺ1˙255πβʻ 

= ДТ϶иЕ ψʺ3πβʻ 
 

ping deadline  ping зϼϵІЕṐ χ͍ІϾЅв˔иΚθϤχΩ ◙ⱲḧϬ“ם

ΰϘβʻˢϷФЄдр ˣʻ 

  

DEADLINE pingзϼϵІЕχΩ )Ⱳḧ“ם )Ϭ◙ ΰϘ

βʻ 

= Ӥψʺ1˙3600( )πβʻ 

χ ping зϼϵІЕṐ χΩ Ⱳḧρ“ם ping зϼϵ
ІЕχΩ (ping count)χςκϣΤχ ὯϬ ΰθ ›ʺ
action τ ΰθЌІϼχϯϼЄдрϬם“ΰϘβʻ 

no ping deadline  ping Ω ⌡ⱲḧϬ“ם ΰϘβʻ⌡ βϥρʺΩ ⱲḧΥ“ם ᾢ

ήϦσΜϢΞτσϤϘβʻ 

ping timeout  ping зϼϵІЕχЌϱЭϯϳЕχⱲḧϬ ΰϘβʻ 

  

TIMEOUT ping зϼϵІЕχЌϱЭϯϳЕⱲḧ( )Ϭ

ΰϘβʻ 

= Ӥψʺ1˙600( )πβʻ 

= ДТ϶иЕ ψʺ10 πβʻ 
 

ping delay ping “ם χжрЍЭ κⱲḧχΩ ⱲḧϬ ΰϘβʻ 

  

MAX-DELAY ping “ם χжрЍЭ κⱲḧχΩ Ⱳ

ḧϬ ΰϘβʻ 

= Ӥψʺ0˙3600( )πβʻ 

= ДТ϶иЕ ψʺ0 πβʻ 
 

ping wait  ping Ϥ ΠⱲχжрЍЭ κⱲḧϬ ΰϘβʻ 

  

MAX-WAIT ping Ϥ ΠⱲχжрЍЭ κⱲḧϬ

ΰϘβʻ 

= Ӥψʺ0˙60( )πβʻ 

= ДТ϶иЕ ψʺ3 πβʻ 
 

ping interface  ping ᾕϱрЌ˔ТϴϱІϬ ΰϘβʻ 

  

SRC-IFNAME ping ᾕϱрЌ˔ТϴϱІϬ ΰϘβʻ 

ψН˔Ѕдр 2.5.0ӟ‭τ ∕ΰϘβʻ 

 

no ping interface  ping ᾕϱрЌ˔ТϴϱІϬ⌡ ΰϘβʻ 
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ЀЫрЖ  

failsafe reboot  ТϴϱиЈ˔ТṐ τΣΜοʺзЕжϱᵕ Ϭ Πθ ›τם“β

ϥ soft -reboot Ϙθψ hard-reboot χΩ зУ˔Еᵕ Ϭ ΰϘ

βʻ 

= ІϾЅв˔иЌϱФΥ general -control πΤνϯϼЄдрΥ soft -

reboot Ϙθψ hard-reboot χ ›(Н˔Ѕдр 2.3.0ӟ χϙ) 

= ІϾЅв˔иЌϱФΥ keep-alive χ › 

῟˗ ῟τᴂαʺӟᴞχἹ꜠π ΰϘβʻ 

  

REBOOT-COUNT Ω зУ˔Еᵕ Ϭ ΰϘβʻ 

= Ӥψʺ1˙10πβʻ 

= ДТ϶иЕ ψʺ3πβʻ 

 ТϴϱиЈ˔ТṐ χ ⇔τνΜοψ˰ 12.3 ТϴϱиЈ˔Т˱

Ϭέ╥ ΨιήΜʻ 

failsafe retry  ТϴϱиЈ˔ТṐ τΣΜοʺם“βϥ soft -reboot Ϙθψ hard-

reboot χ ὯπΚϥзЕжϱᵕ Ϭ ΰϘβʻ 

= ІϾЅв˔иЌϱФΥ keep-alive πΤνϯϼЄдрΥ soft -

reboot Ϙθψ hard-reboot Ϙθψ disconect ecm Ϙθψ wifi -

reset χ › 

῟˗ ῟τᴂαʺӟᴞχἹ꜠π ΰϘβʻ 

  

RETRY-COUNT Ω зУ˔Еᵕ Ϭ ΰϘβʻ 

= Ӥψʺ1˙10πβʻ 

= ДТ϶иЕ ψʺ3πβʻ 

ТϴϱиЈ˔ТṐ χ ⇔τνΜοψ˰ 12.3 ТϴϱиЈ˔Т Ϭ˱έ

╥ ΨιήΜʻ 

ψН˔Ѕдр2.5.0ӟ‭τ ∕ΰϘβ Н̒˔Ѕдр2.3.0
ӟ πψʺзЕжϱᵕ ψ 3πᾧ ήϦοΜϘβʻ 

no failsafe  ϯϼЄдрΥ soft -reboot Ϙθψ hard-reboot πΚϥ › Т̋ϴϱи

Ј˔ТṐ Ϭᵔ ΰϘβʻ 

command COMMAND τʺם“βϥЀЫрЖϬ◙ ΰϘβʻ 

exit ІϾЅв˔иχ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘ

βʻ 

no schedule keep -alive 

no schedule general -control  

no schedule user -define  

TASKNAMEτЌІϼ Ϭ◙ ΰοʺІϾЅв˔иϬ⌡ ΰϘβʻ 
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χϯϼЄдр τḩβϥ χ ᾢτνΜο 

ТϴϱиЈ˔ТṐ ρḩ ΥΚϥӟᴞχϯϼЄдрτνΜοψʺ ΥΩ 32ὯρσμοΜϘ

βʻ τέ ӪΨιήΜʻ 

ϯϼЄдр  ІϾЅв˔иЌϱФ 

soft -reboot  ЊТЕϳϴϯзУ˔Е = keep-alive 

= general -control ̞1 

hard-reboot  М˔ЖϳϴϯзУ˔Е = keep-alive 

= general -control ̞1 

disconnect ecm  ecm  = keep-alive 

disconnect ppp ̞2 PPP  = keep-alive 

disconnect ipsec ̞2 IPsec  = keep-alive 

poe-reset -supply̞2 PoEẚ зЈАЕ = keep-alive 

wifi ap  

wifi sta  

LANЎАФзЈАЕ 

(Н˔Ѕдр 2.3.0ӟ ) 
= keep-alive 

wifi -reset LANЎАФзЈАЕ 

(Н˔Ѕдр 2.5.0ӟ‭) 

= keep-alive 

= general -contro l 

̞1 Н˔Ѕдр 2.5.0ӟ‭ψ ᴂΰοΜϘδϭʻ 

̞2 Н˔Ѕдр 1.8.0ӟ‭ψ Υ ᾢήϦοΜϘβʻ 
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“ם 1 ԁ σ  

schedule ЀЫрЖτ І̋ϾЅв˔иЌϱФρΰοʺˮ keep-alive˯ˮ general-control ˯ˮ user-define˯

χΜγϦΤϬ Ϊοם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

 

 ІϾЅв˔иЌϱФΥ keep-alive χ › 

10 έρτ ecm Ϭᶎ ΰ Ϭᾁ ΰθ ›ʺecmЯНϱиЯЅв˔иϬ™Ṟ ήδϥ  

amnimo(cfg)# schedule keep - alive mobile 8  βІϾЅв˔иЌϱФΥ keep-alive χЌІ

ϼϬ  

amnimo(cfg - sch- ka- mobile)# datetime * /10  * * * * 8 

amnimo(cfg - sch- ka- mobile)# action disconnect ecm ecm0 reset enable 8 

amnimo(cfg - sch- ka- mobile)# ping dest example.com 8 

amnimo(cfg - sch- ka- mobile)# enable 8 

amnimo(cfg - sch- ka- mobile)# exit 8 

 ІϾЅв˔иЌϱФΥˮgeneral-control˯χ › 

12Ὦ 31 AM4:00 τϵАЅϿ˔ЕϳϴϱϬЀ˔иЖзУ˔Еβϥ  

amnimo(cfg)# schedule general - control reboot 8 βІϾЅв˔иЌϱФΥ general-control χ

ЌІϼϬ  

amnimo(cfg - sch- gc- reboot)# datetime 0 4 31 12 * 8 

amnimo(cfg - sch- gc- reboot)# action hard - reboot 8 

amnimo(cfg - sch- gc- reboot)# enable 8 

amnimo(cfg - sch- gc- reboot)# exit 8 

 ІϾЅв˔иЌϱФΥˮuser-define˯χ › 

Ⱳ 0 τ Ӫχ IPϯЖйІϒ ping ЀЫрЖϬ “βϥ  

amnimo(cfg)# schedule user - define userping 8 βІϾЅв˔иЌϱФΥ user-define χЌІ

ϼϬ  

amnimo(cfg - sch- ud- userping)# datetime 0 * * * * 8 

amnimo(cfg - sch- ud- userping)# command ping 192.168.2.110 8 

amnimo(cfg - sch- ud- userping)# enable 8 

amnimo(cfg - sch- ud- userping)# exit 8 

 

 

 

КАЕм˔ϼχ ệϬḗ♪βϥ ping χ ШІЕρΰο῝Ặχ IP ϯЖйІϬ►Ξά

ρψ ︣ χЂ˔Н˔ χКАЕм˔ϼ ᵲτνσΥϥθϛ► ΰσΜπΨιήΜʻ ʺ

ꜛχ Ϭ ӪΰοΜθιΨάρϬ ΰϘβʻ 
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“ם 2 ping зϼϵІЕχ ШІЕϬ ◙ βϥ 

ІϾЅв˔иЌϱФτˮkeep-alive˯Ϭ ΰθ ›ʺping зϼϵІЕχ ШІЕϬ ◙

βϥάρΥᴦ πβʻ 

ᴞ τ ШІЕ(host1, host2)Ϭ 2 ν ΰθ ›χϯϼЄдрם“Ϙπχ ⌠ ρʺᶆ

‮ χḩἰϬꜘΰϘβʻ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

‮  ᴂЀЫрЖ  ӡ ДТ϶иЕ  

N1 ping delay  ping “ם χжрЍЭ

κⱲḧχΩ Ⱳḧ 

 0 
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‮  ᴂЀЫрЖ  ӡ ДТ϶иЕ  

N2 ping timeout  ping зϼϵІЕχЌϱЭϯ

ϳЕⱲḧ 

 10 

N3 ping interval  ping зϼϵІЕχ ḧᶖ  3 

N4 ping count  βϥ ping зϼϵІЕχ

Ω  

ᵕ 3 

N5 ping deadline  ping зϼϵІЕṐ χ͍

ping ӡΚθϤχΩ

 Ⱳḧ“ם

 ◙ σΰ 

N6 ping wait  ping Ϥ ΠⱲχж

рЍЭ κⱲḧ 

 3 

 

 

amnimo(cfg)# schedule keep - alive TASKNAME 8 β ӪχЌІϼ  Ϭ◙  

amnimo(cfg - sch- ka- TASKNAME)# datetime DATETIME 8 β ӪχЌІϼם“Ⱳ⁭ Ϭ◙  

amnimo(cfg - sch- ka- TASKNAME)# action ACTION 8 β ӪχϯϼЄдр Ϭ◙  

amnimo(cfg - sch- ka- TASKNAME)# ping dest host1  8  β ШІЕτ host1 Ϭ◙ ̞ 

amnimo(cfg - sch- ka- TASKNAME)# ping dest host2  8  β ШІЕτ host2 Ϭ◙ ̞ 

amnimo(cfg - sch- ka- TASKNAME)# ping delay  N1 8  

amnimo(cfg - sch- ka- TASKNAME)# ping timeout  N2 8 

amnimo(cfg - sch- ka- TASKNAME)# ping interval  N3 8 

amnimo(cfg - sch- ka- TASKNAME)# ping count  N4 8 

amnimo(cfg - sch- ka- TASKNAME)# ping deadline  N5 8 

amnimo(cfg - sch- ka- TASKNAME)# ping wait  N6 8 

amnimo(cfg - sch- ka- TASKNAME)# enable 8 

amnimo(cfg - sch- ka- TASKNAME)# exit 8 

̞ ШІЕϬ ΰθ ›ʺᶆ ШІЕϒχ ping ψжрЍЭτσϤϘβʻ 
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“ם 3 жрЍЭם“ⱲḧΥΚϥ ṍзУ˔ЕʺṞ ὊᵃⱲḧτϢϥзУ˔Еχ  

 

 

 AM3:00 τϵАЅϿ˔ЕϳϴϱϬΩ χ 1ⱲḧχжрЍЭם“ⱲḧϬ ΰθМ˔Жϳϴ

ϯзУ˔Еβϥ  

amnimo(cfg)# schedule general - control r andreboot 8 βІϾЅв˔иЌϱФΥ general-control χ

ЌІϼϬ  

amnimo(cfg - sch- gc- r andreboot)# datetime 0 3 *  *  * 8   β AM3:00 Ϭ  

amnimo(cfg - sch- gc- r andreboot)# action hard - reboot random 36008 βМ˔ЖϳϴϯзУ˔ЕϬ

ΰʺжрЍЭם“ⱲḧϬ 3600 ˢ0˙3599 χם“ κⱲḧˣπ  

amnimo(cfg - sch- gc- r andreboot)# no failsafe  8  βТϴϱиЈ˔ТϬ ῟ᴟΰʺﬞ ΰοϜзУ˔

ЕϬֶ τם“ʻs Н˔Ѕдр 2.5.0ӟ‭ψ Υ τσϤϘβʻx  

amnimo(cfg - sch- gc- r andreboot)# enable 8 β ІϾЅв˔и Ϭ ῟ᴟʻ 

amnimo(cfg - sch- gc- r andreboot)# exit 8 

 

 Ṟ ῇ 24ⱲḧὊᵃΰοΜθ ›ʺϵАЅϿ˔ЕϳϴϱϬЊТЕϳϴϯзУ˔Еβϥ  

amnimo(cfg)# schedule general - control uptime reboot 8 βІϾЅв˔иЌϱФΥ general-control

χЌІϼϬ  

amnimo(cfg - sch- gc- uptime reboot)# datetime * /5  *  *  *  * 8  βṞ ⱲḧχὊᵃϬ 5 ΣΦτᶎ

βϥ  

amnimo(cfg - sch- gc- uptime reboot)# action soft - reboot uptime  864008 βЊТЕϳϴϯзУ˔Е

ϬṞ ῇ 86400 (24Ⱳḧ)π  

amnimo(cfg - sch- gc- uptime reboot)# no failsafe  8  βТϴϱиЈ˔ТϬ ῟ᴟΰʺﬞ ΰοϜзУ

˔ЕϬֶ τם“ʻs Н˔Ѕдр 2.5.0ӟ‭ψ Υ τσϤϘβʻx  

amnimo(cfg - sch- gc- uptime reboot)# enable 8 β ІϾЅв˔и Ϭ ῟ᴟʻ 

amnimo(cfg - sch- gc- uptime reboot)# exit 8 

 

 random, uptime χϷФЄдрψʺН˔Ѕдр 1.11.0 ӟ‭χТϮ˔Эϳϴϯπ ᴂΰοΜϘ

βʻ 
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7.8 ЄІГЭкϽχḚ Ϭβϥ 

Syslog ЮАЈ˔Ѕχ ꜘʺSyslog χ ꜘʺSyslog χ Ϭ“ΜϘβʻϘθʺ χкϽπ

Κϥ amlog ЮАЈ˔ЅϬ ꜘΰϘβʻ 

 SyslogЮАЈ˔ЅϬ ꜘβϥ 

 

SyslogЮАЈ˔ЅϬ ꜘβϥτψʺshow syslog message ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show syslog message [ follow ] [lines NUMBER]  

‮  

‮   

follow  follow Ϭ◙ βϥρʺSyslog Ϭḗ♪ΰʺὋ τкϽϬ ΰ

Ϙβʻ 

кϽχ Ϭ ♁βϥτψʺˮCTRL˯˴ˮC˯Ϻ˔Ϭ ΰϘβʻ 

lines NUMBERτʺ βϥкϽχ“ Ϭ◙ ΰϘβʻ 

βϥρʺ10“ χΩ кϽΥ ήϦϘβʻ 

Т϶˔ЫАЕ 

SYSLOG 

ˢ ˣ 

‮  

‮   

SYSLOG кϽΥ ꜘήϦϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show syslog message 8  βlines ρ follow Ϭ◙ ΰσΜ › 

2020- 08- 07T08:02:01.253126+00:00 test 1  β10“χЮАЈ˔ЅΥ ꜘήϦϥ 

2020- 08- 07T08:02:01.255466+00:00 test 2  

2020- 08- 07T08:02:01.295917+00:00 test 3  

2020- 08- 07T08:02:32.883885+00:00 test 4  

2020- 08- 07T08:02:32.886249+00:00 test 2  

2020- 08- 07T08:02:32.918905+00:00 test 5  

2020- 08- 07T08:02:32.928120+00:00 test 3  

2020- 08- 07T08:02:32.964404+00:00 test 6  

2020- 08- 07T08:02:32.971292+00:00 test 7  

2020- 08- 07T08:02:32.971713+00:00 test 8  

amnimo# show syslog message lines 15 8  βlines 15 π◙ ΰθ › 

2020- 08- 07T08:01:47.799239+00:00 test 2  β15“χЮАЈ˔ЅΥ ꜘήϦϥ 

2020- 08- 07T08:01:47.836894+00:00 test 3  

2020- 08- 07T08:01:59.699354+00:00 test 1  

2020- 08- 07T08:01:59.70 1602+00:00 test 2  

2020- 08- 07T08:01:59.742651+00:00 test 3  

2020- 08- 07T08:02:01.253126+00:00 test 1  

2020- 08- 07T08:02:01.255466+00:00 test 2  

2020- 08- 07T08:02:01.295917+00:00 test 3  

2020- 08- 07T08:02:32.883885+00:00 test 4  
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2020- 08- 07T08:02:32.886249+00:00 test 2 

2020- 08- 07T08:02:32.918905+00:00 test 5  

2020- 08- 07T08:02:32.928120+00:00 test 3  

2020- 08- 07T08:02:32.964404+00:00 test 6  

2020- 08- 07T08:02:32.971292+00:00 test 7  

2020- 08- 07T08:02:32.971713+00:00 test 8  

amnimo# show syslog message follow   8 βfollow Ϭ◙ ΰθ › 

2020- 08- 07T08:02:01.253126+00:00 test 1  

2020- 08- 07T08:02:01.255466+00:00 test 2  

2020- 08- 07T08:02:01.295917+00:00 test 3  

2020- 08- 07T08:02:32.883885+00:00 test 4  

2020- 08- 07T08:02:32.886249+00:00 test 2  

2020- 08- 07T08:02:32.918905+00:00 test 5  

2020- 08- 07T08:02: 32.928120+00:00 test 3  

2020- 08- 07T08:02:32.964404+00:00 test 6  

2020- 08- 07T08:02:32.971292+00:00 test 7  

2020- 08- 07T08:02:32.971713+00:00 test 8  

ˮCtrl˯˴ˮC˯Ϻ˔Ϭ ΰο  
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 Syslogχ Ϭ ꜘβϥ 

 

Syslogχ Ϭ ꜘβϥτψʺshow config syslog ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config syslog [ local  | remote ]  

‮  

‮   

local  

remote  

ˮlocal˯Ϙθψˮremote˯Ϭ Ϊοם“βϥάρπʺк˔ϸикϽ

ϘθψзЯ˔ЕкϽ χ Ϭᾤ τ ꜘβϥάρΥπΦϘ

βʻ βϥρʺ χ Υ ꜘήϦϘβʻ 

ˮTab Ϻ˯˔Ϭ βϥρʺˮ local Ϙ˯θψˮ remote χ˯

Ϭ ḁβϥάρΥπΦϘβʻ 

Т϶˔ЫАЕ 

# ---  transition  to configure mode ---  

configure  

# ---  syslog local configure ---  

syslog local  

ENABLE 

rotate - size ROTATE- SIZE 

rotate - count ROTATE- COUNT 

level LEVEL 

exit  

# ---  syslog remote configure ---  

syslog remote  

ENABLE 

SERVER- ADDRESS 

server - port SERVER- PORT 

level LEVEL 

exit  

# ---  exit  configure mode ---  

exit  

‮  

‮   

ENABLE к˔ϸикϽ ϘθψзЯ˔ЕкϽ Υ ῟˗ ῟σ ›χ

Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

ROTATE-SIZE кϽк˔Г˔ЄдрχΰΦΜ ЂϱЇΥ ꜘήϦϘβʻ 

ROTATE-COUNT кϽк˔Г˔Єдрχ Υ ꜘήϦϘβʻ 

LEVEL кϽ йЦиΥ ꜘήϦϘβʻ 

SERVER-ADDRESS зЯ˔ЕкϽχ χ IPϯЖйІΥʺˮserver-address { IP ϯЖ

йІ}˯ρΜΞἹ꜠π ꜘήϦϘβʻ 

зЯ˔ЕкϽχ χ IPϯЖйІΥ ήϦοΜσΜ ›ψʺ

ꜘήϦϘδϭʻ 

SERVER-PORT зЯ˔ЕкϽχ χЪ˔Е ‹Υ ꜘήϦϘβʻ 
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“ם  

ӟᴞτʺḚ Я˔Жρיּ Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo# show config syslog 8 

# ----  transition  to configure mode. ----  

configure  

# ----  syslog local configure. ----  

syslog local  

enable  

rotate - size 10240  

rotate - count 8  

level informational  

exit  

# ----  syslog remote configure. ----  

syslog remote  

enable  

ser ver - address 192.168.0.11  

server - port 514  

level informational  

exit  

# ----  exit  configure mode. ----  

exit  

amnimo# show config syslog local 8 

# ----  transition  to configure mode. ----  

configure  

# ----  syslog local configure. ----  

syslog local  

enable  

rotate - size 10240  

rotate - count 8  

level informational  

exit  

# ----  exit  configure mode. ----  

exit  

amnimo# show config syslog remote 8 

# ----  transition  to configure mode. ----  

configure  

# ----  syslog remote configure. ----  

syslog remote  

enable  

server - address  192.168.0.11  

server - port 514  

level informational  

exit  

# ----  exit  configure mode. ----  

exit  

 

amnimo(cfg)# show config syslog 8 

# ----  syslog local configure. ----  

syslog local  

enable  

rotate - size 10240  

rotate - count 8  

level informational  

exit  
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# ----  syslog remote configure. ----  

syslog remote  

enable  

server - address 192.168.0.11  

server - port 514  

level informational  

exit  

amnimo(cfg)# show config syslog local 8 

# ----  syslog local configure. ----  

syslog local  

enable  

rotate - size 10240  

rotate - count 8  

level informational  

exit  

amnimo(cfg)# show config syslog remote 8 

# ----  syslog remote configure. ----  

syslog remote  

enable  

server - address 192.168.0.11  

server - port 514  

level informational  

exit  

 

 

Syslogχ ⇔ Я˔Жπ show config ЀЫрЖϬם“βϥρʺ Я˔Жρ χ Υ

ꜘήϦϘβʻ 

amnimo(cfg)# syslog local 8  ̡Syslogχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - syslog - local)# show config 8 

enable      ̡ӟᴞʺ Я˔Жρ α 

ˢ ˣ 
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 Syslogχ Ϭβϥ 

 

SyslogϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

syslogЀЫрЖτʺˮ local˯Ϙθψˮremote˯Ϭ Ϊοם“βϥρʺζϦηϦχ ⇔ Я˔Жτ

ӱ“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

к˔ϸикϽ Ϭ βϥ › 

syslog local  

enable  

no enable  

rotate - size SIZE 

rotate - count COUNT 

level < emergencies  | alerts  | critical  | errors  | warnings  | notifications  | informatio

nal  | debugging > 

exit  

 

зЯ˔ЕкϽ Ϭ βϥ › 

syslog remote  

enable  

no enable  

server - address IPADDRESS 

server - port PORT 

level < emergencies  | alerts  | critical  | errors  | warnings  | notifications  | informatio

nal  | debugging > 

exit  

ЀЫрЖ 

ЀЫрЖ  

syslog local  к˔ϸикϽ χ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺк˔ϸикϽ ⇔ Я˔Жτӱ
“ΰϘβʻ 

syslog remote  зЯ˔ЕкϽ χ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺзЯ˔ЕкϽ ⇔ Я˔Жτӱ
“ΰϘβʻ 

enable Ђ˔РІϬṞ ΰϘβʻ 

local ⇔ Я˔Жχ ›ʺк˔ϸикϽχ Υ ῟τσϤϘβʻ 

remote ⇔ Я˔Жχ ›ʺзЯ˔ЕкϽχ Υ ῟τσϤϘβʻ 

no enable  Ђ˔РІϬ ♁ΰϘβʻ 

local ⇔ Я˔Жχ ›ʺк˔ϸикϽχ Υ ῟τσϤϘβʻ 

remote ⇔ Я˔Жχ ›ʺзЯ˔ЕкϽχ Υ ῟τσϤϘβʻ 

rotate -size к˔ϸикϽχк˔Г˔ЄдрχΰΦΜ ЂϱЇϬ◙ ΰϘβʻ 

= ϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ 

Ӥʿ512˙10240kbyteˢДТ϶иЕʿ10240kbyteˣ 

= ЀрОϼЕи˔Ќ˔ 

Ӥʿ512˙2048kbyteˢДТ϶иЕʿ2048kbyteˣ 

rotate -count  к˔ϸикϽχк˔Г˔Єдрχ Ϭ 1˙8χ Ӥπ◙ ΰϘβ Д̒Т϶и

Еπψʺˮ8˯π ήϦοΜϘβʻ 

level local ⇔ Я˔Жχ ›ʺк˔ϸикϽχ йЦиϬ◙ ΰϘβʻ 

remote ⇔ Я˔Жχ ›ʺзЯ˔ЕкϽ йЦиϬ◙ ΰϘβʻ 

server-address зЯ˔ЕкϽ χ IPϯЖйІϬ◙ ΰϘβʻ 
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ЀЫрЖ  

server-port  зЯ˔ЕкϽ χЪ˔Е ‹Ϭ 1˙65535χ Ӥπ◙ ΰϘβ Д̒Т϶иЕ

πψʺˮ514˯Υ ήϦοΜϘβʻ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

“ם  

syslogЀЫрЖτʺˮ local˯Ϙθψˮremote˯Ϭ Ϊοם“ΰϘβʻάάπ ΰθ ψʺ

ТϮϱиτ Φ₅ϘϦϘβʻ 

 

amnimo(cfg)# syslog local 8  βк˔ϸикϽ χ  

amnimo(cfg - syslog - local)# rotate - size 10240 8 

amnimo(cfg - syslog - local)# rotate - count 8 8 

amnimo(cfg - syslog - local)# level informational 8 

amnimo(cfg - syslog - local)# enable 8 

amnimo(cfg - syslog - local)# exit 8 

amnimo(cfg)# syslog remote 8  βзЯ˔ЕкϽ χ  

amnimo(cfg - syslog - remote)# server - address 192.168.0.11 8 

amnimo(cfg - syslog - remote)# server - port 514 8 

amnimo(cfg - syslog - remote)# level informational 8 

amnimo(cfg - syslog - remote)# enable 8 

amnimo(cfg - syslog - remote)# exit 8 

amnimo(cfg)# exit  
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 amlogЮАЈ˔ЅϬ ꜘβϥ 

 

amlog ЀЫрЖϬ► βϥρʺкϽйЦиϬ◙ ΰʺΩ χкϽΤϣ◙ ΰθ“ Ϭ ΰο ꜘ

βϥάρΥπΦϘβʻ 

 
ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

꜠ 

show amlog [level <emergencies  | alerts  | critical  | errors  | warnings  | notifications  

| informational  | debugging >] [tail [ TAIL_LINENUM]]  

‮  

‮   

level LOG_LEVELτʺкϽйЦиϬ π◙ ΰϘβʻ 

άάπ◙ ΰθкϽйЦиӟᴞχкϽΥ ꜘήϦϘβʻ 

ДТ϶иЕπψʺˮinformational ˯Υ ήϦοΜϘβʻ 
 

  

emergencies  LOG_EMERG̒ ЄІГЭΥ ӗ σ ϬꜘβкϽπβʻ 

alerts  LOG_ALERT̒ Υ σйЦиχкϽπβʻ 

critical  LOG_CRIT̒ σϵж˔ϬꜘβкϽπβʻ 

errors LOG_ERR̒ ϵж˔кϽπβʻ 

warnings LOG_WARNING̒ ὕ⁮кϽπβʻ 

notifications  LOG_NOTICE̒ ΰϘβΥʺ σ ϬⱱνкϽ

πβʻ 

informational  LOG_INFO̒ ϱрТ϶Ю˔ЄдркϽπβʻ 

debugging LOG_DEBUG̒ ДНАϽйЦиχкϽπβʻ 
 

tail  TAIL_LINENUM τʺ ꜘΰθΜΩ кϽχ“ Ϭ◙ ΰϘβʻ 

= tail Ϭ βϥρʺβϓοχ“Υ ήϦϘβʻ 

= tail Ϭ◙ ΰο T̋AIL_LINENUM Ϭ◙ ΰσΜ › Ω̋ χкϽΥ 10
“ ꜘήϦϘβʻ 

Т϶˔ЫАЕ 

YYYY- mm- ddTHH:MM:ssZ LOG_LEVEL LOG_MESSAGE 

YYYY- mm- ddTHH:MM:ssZ LOG_LEVEL LOG_MESSAGE 

YYYY- mm- ddTHH:MM:ssZ LOG_LEVEL LOG_MESSAGE 
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‮  

‮   

YYYY-mm-ddTHH:MM:ssZ  кϽχ ΰθ ⱲΥ ꜘήϦϘβʻ 

LOG_LEVEL кϽйЦиχ Υ ꜘήϦϘβʻ 
 

ꜘ  

emergencies  LOG_EMERG̒ ЄІГЭΥ ӗ σ Ϭꜘβк

Ͻπβʻ 

alerts  LOG_ALERT̒ Υ σйЦиχкϽπβ  ̒

critical  LOG_CRIT̒ σϵж˔ϬꜘβкϽπβʻ 

errors LOG_ERR̒ ϵж˔кϽπβʻ 

warnings LOG_WARNING̒ ὕ⁮кϽπβʻ 

notifications  LOG_NOTICE̒ ΰϘβΥʺ σ Ϭ

ⱱνкϽπβʻ 

informational  LOG_INFO̒ ϱрТ϶Ю˔ЄдркϽπβʻ 

debugging LOG_DEBUG̒ ДНАϽйЦиχкϽπβʻ 
 

LOG_MESSAGE кϽЮАЈ˔Ѕχ Υ ꜘήϦϘβʻΩ π 246byte πʺ ᶊ

Υᴦ πβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show amlog level informational  tail 5 8 

2020- 07- 20T10:21:48+0900 LOG_INFO U- Boot 2018.03 - devel - 18.12.3 -- g5007f1d952 (Jul 02 20

20 -  22:39:06 +0900)  

2020- 07- 20T10:21:48+0900 LOG_INFO STATUS:SN=[300002],MAC0=[E8:1B:4B:00:30:02],BS=[a:1 

b:308 h:0 s:0],DIPBM=[ubootcommand]  

2020- 07- 20T10:22:08+0900 LOG_INFO Start mounting to /dev/mmcblk0p4  

2020- 07- 20T10:22:08+0900 LOG_INFO Start mounting to /dev/mmcblk0p5  

2020- 07- 20T10:22:09+0900 LOG_INFO Update bootarea to 1  
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 amlogχкϽϬ Ạβϥ 

 

βϓοχкϽϬ ẠΰϘβʻ 

ЀЫрЖχם“Υḁ βϥϘπʺ χⱲḧΥ πβʻ 

 
ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# amlog initializ e 8 
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7.9 GUIχ Ϭβϥ 

 

GUIˢGraphical User Interfaceˣπ Ϭ βϥθϛχ ꜘΣϢό Ϭ“ΜϘβʻ 

 
Ͻи˔Ф Ṑ ΥΚϥṐ ψʺGUI Ṑ Ϭ βϥθϛτӟᴞχϽи˔Фᾂᾢ Υ

τσϤϘβʻ(ДТ϶иЕ πψ ῟τσμοΜϘβʻ) 

show:device:information  

 ⇔ψ˰2.7.7 Ͻи˔Фᾂᾢ χᶆ ОжЮ˔Ќ˔τνΜο˱Ϭ╥ ΨιήΜʻ 

 GUIχ Ϭ ꜘβϥ 

GUIχ Ϭ ꜘβϥτψʺshow config gui ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config gui  

Т϶˔ЫАЕ 

# ----  transition to configure mode ----  

configure  

# ----  gui configure ----  

gui  

ENABLED 

Protocol PROTOCOL_TYPE 

port PORT_NUM 

exit  

# ----  exit configure mode ----  

exit  

‮  

‮   

ENABLE GUIЂ˔РІχṞ Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

PROTOCOL_TYPE GUIЂ˔РІΥ► βϥФкЕЀиΥ ꜘήϦϘβʻ 
 

 ꜘ 

HTTP ˮhttp˯ρ ꜘήϦϘβʻ 

HTTPS ˮhttps˯ρ ꜘήϦϘβʻ 
 

PORT_NUM GUIЂ˔РІΥ► βϥФкЕЀиχЪ˔Е ‹Υ ꜘήϦϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show config gui  8 

# ----  transition to configure mode ----  

configure  

# ----  gui configure ----  

gui  
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enable  

Protocol http  

port 80 

exit  

# ----  exit configure mode ----  

exit  

  



 

 

339 

Ђ

Н

χ

 

 

7 

 

 GUIχ Ϭβϥ 

GUIϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

gui  

enable  

no enable  

protocol < http  | https  > 

port PORT_NUM 

exit  

ЀЫрЖ 

ЀЫрЖ  

gui GUIχ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“

ΰϘβʻ 

enable Ђ˔РІϬṞ ΰϘβʻ 

protoco l GUIπ► βϥФкЕЀиϬ ΰϘβʻ 
 

  

http  HTTPФкЕЀиϬ◙ ΰϘβʻ 

Ъ˔Е ‹Υ 80τ ήϦϘβʻ 

 

https  HTTPSФкЕЀиϬ◙ ΰϘβʻ 

Ъ˔Е ‹Υ 443τ ήϦϘβʻ 

 
 

port  PORT_NOτ G̋UIχЪ˔Е ‹Ϭ 1̋˙65535χ Ӥπ◙ ΰϘβ  ̒

no enable  Ђ˔РІϬ ♁ΰϘβʻ 

exit GUIχ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

“ם  

 

amnimo(cfg)# gui  8 

amnimo(cfg - gui)# enable  8 

amnimo(cfg - gui)# protocol http  8 

amnimo(cfg - gui)# port 80 8 

amnimo(cfg - gui)# exit  8 
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7.10 DHCPзй˔χ Ϭβϥ 

 

DHCPзй˔χЂ˔РІϬ π βϥθϛχ ꜘΣϢό Ϭ“ΜϘβʻ 

 

DHCPЂ˔Н˔s ˰7.6 DHCPЂ˔Н˔χ Ϭβϥ˱x χ Υ ῟πΚϥ ›ʺ DHCP

зй˔χ ψ ῟τπΦϘδϭʻ 

 DHCPзй˔χ Ϭ ꜘβϥ 

DHCPзй˔χ Ϭ ꜘβϥτψʺshow config dhcp-releay ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config dhcp- relay [ GROUP]  

Т϶˔ЫАЕ 

# ----  transition to configure mode ----  

configure  

# ----  dhcp- relay GROUP configure ----  

dhcp- relay GROUP 

ENABLE 

LISTEN 

SERVER 

exit  

# ----  exit configure mode ----  

exit  

‮  

‮   

GROUP DHCPзй˔χϽи˔Ф Υ ꜘήϦϘβʻ 

= Ͻи˔Ф Ϭ βϥρʺᵺ βϥ DHCPзй˔χ Ͻи˔Фχ Υ ꜘ
ήϦϘβʻ 

= ˮTab˯Ϻ˔Ϭ βϥρʺϽи˔Ф χ Ϭ ḁβϥάρΥπΦϘβʻ 

ENABLE DHCPзй˔χЂ˔РІχṞ Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

LISTEN DHCP зй˔χЂ˔РІΥ DHCP ẐϬзАІрβϥϱрЌ˔ТϴϱІΥӟᴞχἹ꜠

π ꜘήϦϘβʻ 

listen  LISTEN_IFNAME 

 

‮   

LISTEN_IFNAME DHCP ẐϬзАІрβϥϱрЌ˔ТϴϱІΥ ꜘήϦϘβʻ 

= ϵАЅϿ˔Еϳϴϱ 

eth0ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= IoTи˔Ќ˔ 

eth<0 -1>ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= ЀрОϼЕи˔Ќ˔ 

eth0 

ꜘήϦϥάρΥΚϤϘβʻ 
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‮   

SERVER зй˔ χ DHCPЂ˔Н˔χ IPϯЖйІΥӟᴞχἹ꜠π ꜘήϦϘβʻ 

server  ADDRESS 

 

‮   

ADDRESS DHCPЂ˔Н˔ϯЖйІΥ ꜘήϦϘβʻ 

ꜘήϦϥάρΥΚϤϘβʻ 

 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show config dhcp- relay  8 

# ----  dhcp- relay networkA configure ----  

dhcp- relay networkA  

enable  

listen eth0  

listen tun0  

server 10.0.0.1  

server 10.0.0.2  

server 10.0.0. 3 

server 10.0.0.4  

exit  

# ----  Exit configure mode ----  

# ----  dhcp- relay networkB configure ----  

dhcp- relay networkB  

no enable  

listen t un1 

server 172.16.0.1  

exit  

# ----  Exit configure mode ----  
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 DHCPзй˔χ Ϭβϥ 

DHCPзй˔Ϭ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

dhcp- relay GROUP 

enable  

no enable  

listen LISTEN_IFNAME 

no listen LISTEN_IFNAME 

server ADDRESS 

no server ADDRESS 

exit  

no dhcp- relay GROUP 

ЀЫрЖ 

ЀЫрЖ  

dhcp-releay GROUPτϽи˔Ф Ϭ◙ ΰοʺDHCPзй˔Ϭ βϥθϛχЀЫрЖϬם“

ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“ΰϘβʻ 

 

enable DHCPзй˔χЂ˔РІϬ ῟ᴟΰϘβʻ 

no enable  DHCPзй˔χЂ˔РІϬ ῟ᴟΰϘβʻ 

listen  DHCP зй˔χЂ˔РІΥ DHCP ẐϬзАІрβϥϱрЌ˔ТϴϱІΥӟᴞχ

Ἱ꜠π ΰϘβʻ 

listen  LISTEN_IFNAME 

 

‮   

LISTEN_IFNAME DHCP ẐϬзАІрβϥϱрЌ˔ТϴϱІϬ ΰϘβ  ̒

= AIϵАЅϿ˔Еϳϴϱ 

wan0ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= ϵАЅϿ˔Еϳϴϱ 

eth0ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= IoTи˔Ќ˔ 

eth<0 -1>ʺbr<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= ЀрОϼЕи˔Ќ˔ 

eth0 

= LAN ∏ЀрОϼЕи˔Ќ˔ 

lan<0 -1>ʺwlan<0 -1> 

= χϱрЌ˔ТϴϱІχ Υᴦ πβʻ 

= ΰσΜ ›ψʺβϓοχ ᴦ σϱрЌ˔ТϴϱІΥ τσϤ
Ϙβʻ 

no listen  DHCP зй˔χЂ˔РІΥ DHCP ẐϬзАІрβϥϱрЌ˔ТϴϱІχ Ϭ

⌡ ΰϘβʻ 

server 

зй˔ χ DHCPЂ˔Н˔χ IPϯЖйІϬ ΰϘβʻ 

server  ADDRESS 

 

‮   

ADDRESS зй˔ χ DHCPЂ˔Н˔χ IPϯЖйІ 

= Ω ͍νӟ χ DHCPЂ˔Н˔χ IPϯЖйІΥ τσϤϘβʻ 

= χ DHCPЂ˔Н˔χ IPϯЖйІχ Υᴦ πβʻ 

= Ω ͐νϘπ Υᴦ πβʻ 

no server зй˔ χ DHCPЂ˔Н˔χ IPϯЖйІχ Ϭ⌡ ΰϘβʻ 
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ЀЫрЖ  

exit DHCPзй˔χ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no dhcp-releay GROUPτ DHCPзй˔χϽи˔Ф Ϭ◙ ΰʺ Ϭ⌡ ΰϘβʻ 

 

“ם  

DHCP ẐϬзАІрβϥϱрЌ˔ТϴϱІρΰο eth0 Ϭ ΰʺзй˔ χ DHCPЂ˔Н˔Ϭ

10.10.10.1ρβϥ ›ϬꜘΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

 

amnimo(cfg)# dhcp- relay networ kC 8           βDHCPзй˔χϽи˔ФϬƨnetowrkCƨρ βϥ 

amnimo(cfg - dhcp- relay - network C)# listen eth0  8   βзАІрϱрЌ˔ТϴϱІϬ eth0 τ

βϥ 

amnimo(cfg - dhcp- relay - network C)# server  10.1 0. 10.1  8 βзй˔ DHCPЂ˔Н˔Ϭ 10.10.10.1

π βϥʺ 

amnimo(cfg - dhcp- relay - network C)# enable  8   βDHCPзй˔ Ϭ ῟τβϥʻ 

amnimo(cfg - dhcp- relay - networ kC)# exit 8  

amnimo(cfg)#  
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7.11 ФкϺЄЂ˔Н˔Ϭ βϥ 

 

ФкϺЄЂ˔Н˔χЂ˔РІϬ π βϥθϛχ ꜘΣϢό Ϭ“ΜϘβʻ 

 ФкϺЄЂ˔Н˔χ Ϭ ꜘβϥ 

꜠ 

show config proxy  

Т϶˔ЫАЕ 

# ----  transition to configure mode ----  

configure  

# ----  proxy configure ----  

proxy  

ENABLED 

port PROXY_PORT 

SOURCE_ADDRESS_ENABLED 

SOURCE_ADDRESS_VALUE 

ACL_PORT_NUMBER 

ACL_SSL_NUMBER 

WHITELIST_FQDN_ENABLED 

WHITELIST_FQDN_VALUE 

BLACKLIST_FQDN_ENABLED 

BLACKLIST_FQDN_VALUE 

WHITELIST_URL_ENABLED 

WHITELIST_URL_VALUE 

BLACKLIST_URL_ENABLED 

BLACKLIST_URL_VALUE 

http - access HTTP_ACCESS 

AUTHENTICATION_ENABLED 

authentication scheme SCHEME 

authentication ttl TIMETOLIVE 

authentication account USERNAME secret ENCRYPT- PASSWORD 

authentication process maximum MAXIMUM 

authentication process startup STARTUP 

authentication process idle IDLE 

CASESENSITIVE 

ACCESS_LOG_ENABLED 

access log facility FACILITY 

access log priority PRIORITY 

exit  

# ----  exit configure mode ----  

exit  

‮  

‮   

ENABLE ФкϺЄЂ˔Н˔Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ =  

PROXY_PORT ФкϺЄЂ˔Н˔χ κ ΪЪ˔Е ‹Υ ꜘήϦϘβ Д̒Т϶и

Е ψʺˮ8080˯πβʻ 
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‮   

SOURCE_ADDRESS_ENABLED ᾕКАЕм˔ϼ Ὲχ ῟/ ῟ Υ ꜘήϦϘβʻ 

 ꜘ 

῟ ˮsource address enable˯ρ ꜘήϦϘβʻ 

῟ ˮno source address enable˯ρ ꜘήϦϘβʻ 
 

SOURCE_ADDRESS_VALUE ᾕКАЕм˔ϼϯЖйІ Υ ꜘήϦϘβʻ 

ӟᴞχἹ꜠π ꜘήϦϘβʻ 

source address  IP_ADDRESS/ PREFIX 

 

‮   

IP_ADDRESS/PREFIX ᾕχКАЕм˔ϼϯЖйІ/

ФйТϰАϼІ 

ꜘήϦϥάρΥΚϤϘβʻ 

 

ACL_PORT_NUMBER ФкϺЄЂ˔Н˔Ὂ πϯϼЈІẨᴦβϥӍ Ъ˔Е ‹ Υ

ӟᴞχἹ꜠π ꜘήϦϘβʻ 

acl port  PORT_NUMBER 

 

‮   

PORT_NUMBER ẨᴦӍ Ъ˔Е ‹ 

ꜘήϦϥάρΥΚϤϘβʻ 

 

ACL_SSL_NUMBER ФкϺЄЂ˔Н˔Ὂ πϯϼЈІẨᴦβϥ https Ӎ Ъ˔Е ‹

ӟᴞχἹ꜠π ꜘήϦϘβʻ 

acl ssl  SSL_NUMBER 

 

‮   

SSL_NUMBER https ẨᴦӍ Ъ˔Е ‹ 

ꜘήϦϥάρΥΚϤϘβʻ 

 

WHITELIST_FQDN_ENABLED FQDNШмϱЕзІЕ Ὲχ ῟/ ῟ Υ ꜘήϦϘβʻ 

 ꜘ 

῟ ˮhttp whitelist fqdn enable ˯ρ ꜘήϦϘβʻ 

῟ ˮno http whitelist fqdn enable ˯ρ ꜘήϦϘβʻ 
 

WHITELIST_FQDN_VALUE FQDN ШмϱЕзІЕ Ὲχ FQDN ΥӟᴞχἹ꜠π ꜘήϦ

Ϙβʻ 

http whitelist fqdn  WHITE_FQDN 

 

‮   

WHITE_FQDN ШмϱЕзІЕτ βϥ FQDN 

ꜘήϦϥάρΥΚϤϘβʻ 

 

BLACKLIST_FQDN_ENABLED FQDNУжАϼзІЕ Ὲχ ῟/ ῟ Υ ꜘήϦϘβʻ 

 ꜘ 

῟ ˮhttp blacklist fqdn enable ˯ρ ꜘήϦϘβʻ 

῟ ˮno http blacklist fqdn enable ˯ρ ꜘήϦϘβʻ 
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‮   

BLACKLIST_FQDN_VALUE FQDN УжАϼзІЕ Ὲχ FQDN ΥӟᴞχἹ꜠π ꜘήϦ

Ϙβʻ 

http black list fqdn  BLACK_FQDN 

 

‮   

BLACK_FQDN УжАϼзІЕτ βϥ FQDN 

ꜘήϦϥάρΥΚϤϘβʻ 

 

WHITELIST_URL_ENABLED URLШмϱЕзІЕ Ὲχ ῟/ ῟ Υ ꜘήϦϘβʻ 

 ꜘ 

῟ ˮhttp whitelist url enable ˯ρ ꜘήϦϘβʻ 

῟ ˮno http whitelist url enable ˯ρ ꜘήϦϘβʻ 
 

WHITELIST_URL_VALUE URLШмϱЕзІЕ Ὲχ FQDN ΥӟᴞχἹ꜠π ꜘήϦϘ

βʻ 

http whitelist url  WHITE_URL 

 

‮   

WHITE_URL ШмϱЕзІЕτ βϥ URL 

ꜘήϦϥάρΥΚϤϘβʻ 

 

BLACKLIST_URL_ENABLED URLУжАϼзІЕ Ὲχ ῟/ ῟ Υ ꜘήϦϘβʻ 

 ꜘ 

῟ ˮhttp blacklist url enable ˯ρ ꜘήϦϘβʻ 

῟ ˮno http blacklist url enable ˯ρ ꜘήϦϘβʻ 
 

BLACKLIST_URL_VALUE URLУжАϼзІЕ Ὲχ FQDN ΥӟᴞχἹ꜠π ꜘήϦϘ

βʻ 

http blacklist url  BLACK_URL 

 

‮   

BLACK_URL УжАϼзІЕτ βϥ URL 

ꜘήϦϥάρΥΚϤϘβʻ 

 

HTTP_ACCESS HTTPϯϼЈІ Ὲ Υ ꜘήϦϘβʻ 

 ꜘ 

Ẩᴦ ˮhttp -access allow˯ρ ꜘήϦϘβʻ 

ả  ˮhttp -access deny˯ρ ꜘήϦϘβʻ 
 

AUTHENTICATION_ENABLED г˔Ѓ˔ Ὲχ ῟/ ῟ Υ ꜘήϦϘβʻ 

 ꜘ 

῟ ˮauthentication enable ˯ρ ꜘήϦϘβʻ 

῟ ˮno authentication enable ˯ρ ꜘήϦϘβʻ 
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‮   

SCHEME г˔Ѓ˔ χ ꜠χ ΥӟᴞχἹ꜠π ꜘήϦϘβʻ 

authentication scheme SCHEME_VALUE  

 

 ꜘ 

Ц˔ЄАϼ  
ˮauthentication scheme basic ˯ρ ꜘή

ϦϘβʻ 

ЍϱЅϴІЕ  
ˮauthentication scheme digest ρ˯ ꜘή

ϦϘβʻ 
 

TIMETOLIVE г˔Ѓ˔ χ ῟ṍḧχ ΥӟᴞχἹ꜠π ꜘήϦϘβʻ 

authentication ttl  TIMETOLIVE_VALUE 

 

‮   

TIMETOLIVE_VALUE г˔Ѓ˔ χ ῟ṍḧΥ ꜘήϦϘ

βʻ 

Ӥψˮ 1m˙60m˯ˮ 1h˙168h π˯β  ̒

mψ ʺhψⱲḧϬ ΰϘβʻ 
 

USERNAME г˔Ѓ˔ χг˔Ѓ˔ Υ ꜘήϦϘβʻ 

authentication account ψ ꜘήϦϥάρΥΚϤϘβ  ̒

 

ENCRYPT-PASSWORD Ӛ‹ᴟήϦθг˔Ѓ˔ χОІм˔Ж Υ ꜘήϦϘβʻ 

MAXIMUM  г˔Ѓ˔ χΩ ФкЈІ ΥӟᴞχἹ꜠π ꜘήϦϘβ  ̒

authentication process maximum MAX_NUM 

 

‮   

MAX_NUM Ω ФкЈІ Υ ꜘήϦϘβʻ 

Ӥψˮ1˙5˯πβʻДТ϶иЕ ψˮ5˯

τσϤϘβʻ 
 

STARTUP г˔Ѓ˔ χṞ ⱲФкЈІ ΥӟᴞχἹ꜠π ꜘήϦϘ

βʻ 

authentication process startup STARTUP_NUM 

 

‮   

STARTUP_NUM Ṟ ⱲχФкЈІ Υ ꜘήϦϘβʻ 

Ӥψˮ1˙5˯πβʻДТ϶иЕ ψˮ5˯

τσϤϘβʻ 
 

IDLE г˔Ѓ˔ χ֫ ⱲФкЈІ ΥӟᴞχἹ꜠π ꜘήϦϘ

βʻ 

authentication process startup IDLE_NUM 

 

‮   

IDLE_NUM ֫ ⱲχФкЈІ Υ ꜘήϦϘβʻ 

Ӥψˮ1˙5˯πβʻДТ϶иЕ ψˮ1˯

τσϤϘβʻ 
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‮   

CASESENSITIVE г˔Ѓ˔ χ BASIC ꜠Ⱳχг˔Ѓ˔ ֽⱫ Ⱬ Ⱬ꜡

Υ ꜘήϦϘβʻДТ϶иЕ ψˮ ῟˯πβʻ 

 ꜘ 

῟ 
ˮauthentication basic casesensitive ˯ρ ꜘήϦϘ

βʻ 

῟ 
ˮno authentication basic casesensitive ˯ρ ꜘήϦ

Ϙβʻ 
 

ACCESS_LOG_ENABLED ϯϼЈІкϽ Ὲχ ῟ ῟ Υ ꜘήϦϘβ Д̒Т϶иЕ

ψˮ ῟˯πβʻ 

 ꜘ 

῟ ˮaccess log enable˯ρ ꜘήϦϘβʻ 

῟ ˮno access log enable˯ρ ꜘήϦϘβʻ 
 

FACILITY ϯϼЈІкϽ ⱲχТϮЄзГϰ ΥӟᴞχἹ꜠π ꜘήϦ

Ϙβʻ 

access log facility FACILITY_VALUE 

 
 

  

FACILITY_VALUE ӟᴞχΜγϦΤχТϮЄзГϰ Υ ꜘ

ήϦϘβʻДТ϶иЕπψʺˮ daemon Υ˯

ήϦοΜϘβʻ 

= daemon 

= local0 

= local1 

= local2 

= local3 

= local4 

= local5 

= local6 

= local7 

= user 
 

PRIORITY ϯϼЈІкϽ ⱲχФжϱϷзГϰ ΥӟᴞχἹ꜠π ꜘή

ϦϘβʻ 

access log priority  PRIORITY_VALUE 

 
 

  

PRIORITY_VALUE ӟᴞχΜγϦΤχФжϱϷзГϰ Υ

ꜘήϦϘβʻДТ϶иЕπψʺ

ˮinformational ˯Υ ήϦοΜϘβʻ 

= debugging 

= informational  
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 ФкϺЄЂ˔Н˔χ Ϭβϥ 

ФкϺЄЂ˔Н˔Ϭ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

proxy  

port PROXY_PORT 

source address enable  

no source address enable  

source address ADDRESS[- ADDRESS]/PREFIX 

no source address ADDRESS[- ADDRESS]/PREFIX 

acl port  SAFE_PORT[- SAFE_PORT] 

no acl port SAFE_PORT[- SAFE_PORT] 

acl ssl  SSL_PORT[- SSL_PORT] 

no acl ssl SSL_PORT[- SSL_PORT] 

http whitelist fqdn enable  

no http  whitelist fqdn enable  

http whitelist fqdn WHITELIST_FQDN 

no http whitelist fqdn WHITELIST_FQDN 

http blacklist fqdn enable  

no http blacklist fqdn enable  

http blacklist fqdn BLACKLIST_FQDN 

no http blacklist fqdn BLACKLIST_FQDN 

http whitelist url enable  

no h ttp whitelist url enable  

http whitelist url WHITELIST_URL 

no http whitelist url WHITELIST_URL 

http blacklist url enable  

no http blacklist url enable  

http blacklist url BLACKLIST_URL 

no http blacklist url BLACKLIST_URL 

http - access ACCESS 

authentication enab le  

no authentication enable  

authentication scheme SCHEME 

authentication ttl TIMETOLIVE 

authentication account USERNAME 

authentication account USERNAME secret ENCRYPT- PASSWORD 

no authentication account USERNAME 

authentication process maximum MAXIMUM 

authentication process startup STARTUP 

authentication process idle IDLE 

authentication basic casesensitive  

no authentication basic casesensitive  

access log enable  

no access log enable  

access log facility FACILITY 

access log priority PRIORITY 

enable  

no enable  

exit  
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ЀЫрЖ 

ЀЫрЖ  

proxy ФкϺЄЂ˔Н˔χ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ

“ΰϘβʻ 

port ФкϺЄЂ˔Н˔χ κ ΪЪ˔Е ‹Ϭ ΰϘβʻ 

  

PROXY_PORT ФкϺЄЂ˔Н˔χ κ ΪЪ˔ЕϬ◙

ΰϘβʻ 

= Ӥψʺ1˙65535πβʻ 

= ДТ϶иЕ ψʺˮ8080˯πβʻ 
 

source address enable  ᾕКАЕм˔ϼ ῈϬ ῟τΰϘβʻ 

no source address enable  ᾕКАЕм˔ϼ ῈϬ ῟τΰϘβʻ 

source address  ᾕКАЕм˔ϼϯЖйІϬ ΰϘβʻ 

 

  

ADDRESS[-

ADDRESS]/PREFIX 

ᾕχКАЕм˔ϼϯЖйІ/Ф

йТϰАϼІϬ◙ ΰϘβʻ 

МϱТр(¢-¢)Ϭ ΰοϯЖйІ

Ӥ ϬβϥάρΥᴦ πβ  ̒

Ω 64 βϥάρΥᴦ πβʻ 

 

no source address  ᾕКАЕм˔ϼϯЖйІ Ϭ⌡ ΰϘβʻ 

acl port  ФкϺЄЂ˔Н˔Ὂ πϯϼЈІẨᴦβϥӍ Ъ˔Е ‹Ϭ

ΰϘβʻ 

  

SAFE_PORT[-

SAFE_PORT] 

ẨᴦӍ Ъ˔Е ‹Ϭ◙ ΰϘβʻ 

= Ӥψʺ1˙65535πβʻ 

= МϱТр(¢-¢)Ϭ ΰοЪ˔
Е Ӥ ϬβϥάρΥᴦ
πβʻ 

Ω 64 βϥάρΥᴦ πβʻ 

 

no acl port  ФкϺЄЂ˔Н˔Ὂ πϯϼЈІẨᴦβϥӍ Ъ˔Е ‹ Ϭ

⌡ ΰϘβʻ 

acl ssl  ФкϺЄЂ˔Н˔Ὂ πϯϼЈІẨᴦβϥ https Ӎ Ъ˔Е ‹

Ϭ ΰϘβʻ 

‮   

SSL_PORT[-

SSL_PORT] 

https ẨᴦӍ Ъ˔Е ‹Ϭ◙ ΰϘβʻ 

= Ӥψʺ1˙65535πβʻ 

= МϱТр(¢-¢)Ϭ ΰοЪ˔Е Ӥ
ϬβϥάρΥᴦ πβ 

Ω 64 βϥάρΥᴦ πβʻ 

 

no acl ssl  ФкϺЄЂ˔Н˔Ὂ πϯϼЈІẨᴦβϥ https Ӎ Ъ˔Е ‹

Ϭ⌡ ΰϘβʻ 

http whitelist fqdn enable  FQDNШмϱЕзІЕ ῈϬ ῟τΰϘβʻ 

no http whitelist fqdn enable  FQDNШмϱЕзІЕ ῈϬ ῟τΰϘβʻ 
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ЀЫрЖ  

http whitelist fqdn  FQDNШмϱЕзІЕ Ὲχ FQDNχ ϬΰϘβʻ 

  

WHITELIST_FQDN ШмϱЕзІЕτ βϥ FQDN Ϭ◙

ΰϘβʻ 

Ω 64 βϥάρΥᴦ πβʻ 

 

no http whitelist fqdn  FQDNШмϱЕзІЕ Ὲχ FQDNχ Ϭ⌡ ΰϘβʻ 

http blacklist fqdn enable  FQDNУжАϼзІЕ ῈϬ ῟τΰϘβʻ 

no http blacklist fqdn enable  FQDNУжАϼзІЕ ῈϬ ῟τΰϘβʻ 

http blacklist fqdn  FQDNУжАϼзІЕ Ὲχ FQDNχ ϬΰϘβʻ 

  

BLACKLIST_FQDN УжАϼзІЕτ βϥ FQDNϬ◙

ΰϘβʻ 

Ω 64 βϥάρΥᴦ πβʻ 

 

no http blacklist fqdn  FQDNУжАϼзІЕ Ὲχ FQDNχ Ϭ⌡ ΰϘβʻ 

http whitelist url enable  URLШмϱЕзІЕ ῈϬ ῟τΰϘβʻ 

no http whitelist url enable  URLШмϱЕзІЕ ῈϬ ῟τΰϘβʻ 

http whitelist url  URLШмϱЕзІЕ Ὲχ URLχ ϬΰϘβʻ 

  

WHITELIST_URL ШмϱЕзІЕτ βϥURLϬ◙ ΰ

Ϙβʻ 

Ω 64 βϥάρΥᴦ πβʻ 

 

no http whitelist url  URLШмϱЕзІЕ Ὲχ URLχ Ϭ⌡ ΰϘβʻ 

http blacklist url enable  URLУжАϼзІЕ ῈϬ ῟τΰϘβʻ 

no http blacklist url enable  URLУжАϼзІЕ ῈϬ ῟τΰϘβʻ 

http blacklist url  URLУжАϼзІЕ Ὲχ URLχ ϬΰϘβʻ 

  

BLACKLIST_URL УжАϼзІЕτ βϥURLϬ◙ ΰ

Ϙβʻ 

Ω 64 βϥάρΥᴦ πβʻ 

 

no http blacklist url  URLУжАϼзІЕ Ὲχ URLχ Ϭ⌡ ΰϘβʻ 

http -access  HTTPϯϼЈІ Ὲχ Ϭ“ΜϘβʻ 

  

ACCESS 

HTTPϯϼЈІ ῈχẨᴦ/ả Ϭ◙ ΰϘβ  ̒

= allow 

HTTPϯϼЈІ ῈϬẨᴦΰϘβʻ 

= deny 

HTTPϯϼЈІ ῈϬả ΰϘβʻ 

ṁ τ allow Ϭ βϥ ›ψHTTP/URL УжАϼзІ

ЕϬ ΰ d̋enyϬ βϥ ›ψ H̋TTP/URL ШмϱЕ
зІЕϬ ΰϘβʻ 

authentication enable  г˔Ѓ˔ Ὲχ Ϭ ῟τΰϘβʻ 

no authentication enable  г˔Ѓ˔ Ὲχ Ϭ ῟τΰϘβʻ 



 

 

352 

Ђ

Н

χ

 

 

7 

 

ЀЫрЖ  

authentication scheme  г˔Ѓ˔ χ ꜠Ϭ ΰϘβʻ 

 ꜘ 

SCHEME 

г˔Ѓ˔ χ ꜠Ϭ◙ ΰϘβʻ 

= basic 

Ц˔ЄАϼ  

= digest 

ЍϱЅϴІЕ  
 

authentication ttl  г˔Ѓ˔ χ ῟ṍḧϬ ΰϘβʻ 

  

TIMETOLIVE г˔Ѓ˔ χ ῟ṍḧϬΰοΜΰϘβʻ 

Ӥψˮ1m˙60m˯ˮ1h˙168h˯πβʻ 

mψ ʺhψⱲḧϬ ΰϘβʻ 
 

authentication account  г˔Ѓ˔ χг˔Ѓ˔ ρОІм˔ЖϬ ΰϘβʻ 

ОІм˔Жψ ꜠π ήϦϘβʻОІм˔Жχ  τ ῞β

ϥρʺӚ‹ᴟΰθОІм˔ЖΥ ήϦϘβʻ 

  

USERNAME г˔Ѓ˔ χг˔Ѓ˔ Ϭ◙ ΰϘβʻ 
 

authentication account secret  г˔Ѓ˔ χг˔Ѓ˔ ρОІм˔Ж(Ӛ‹ᴟῇ)Ϭ ΰϘ

βʻ 

  

ENCRYPT-

PASSWORD 

ОІм˔ЖϬӚ‹ᴟΰθ Ⱬ Ϭ◙ ΰο О̋

Ім˔ЖϬ  ΰϘβʻ 
 

no authentication account  г˔Ѓ˔ χг˔Ѓ˔ ρОІм˔ЖϬ⌡ ΰϘβʻ 

authentication  

 process maximum  

г˔Ѓ˔ χΩ ФкЈІ Ϭ ΰϘβʻ 

‮   

MAXINUM Ω ФкЈІ Ϭ◙ ΰϘβʻ 

= Ӥψˮ1˙5˯πβʻ 

= ДТ϶иЕ ψˮ5˯τσϤϘβʻ 
 

authentication process startup  

 

г˔Ѓ˔ χṞ ⱲФкЈІ Ϭ ΰϘβʻ 

  

STARTUP Ṟ ⱲχФкЈІ Υ◙ ΰϘβʻ 

= Ӥψˮ1˙5˯πβʻ 

= ДТ϶иЕ ψˮ5˯τσϤϘβʻ 
 

authentication process idle  г˔Ѓ˔ χ֫ ⱲФкЈІ Ϭ ΰϘβʻ 

  

IDLE ֫ ⱲχФкЈІ Υ ꜘήϦϘβʻ 

= Ӥψˮ1˙5˯πβʻ 

= ДТ϶иЕ ψˮ1˯τσϤϘβʻ 
 

authentication  

 basic casesensitive  

г˔Ѓ˔ χ BASIC ꜠Ⱳχг˔Ѓ˔ ֽⱫ Ⱬ Ⱬ꜡

Ϭ ῟τΰϘβʻ 

no authentication  

 basic casesensitive  

г˔Ѓ˔ χ BASIC ꜠Ⱳχг˔Ѓ˔ ֽⱫ Ⱬ Ⱬ꜡

Ϭ ῟τΰϘβʻ 

access log enable  ϯϼЈІкϽ Ὲχ Ϭ ῟τΰϘβʻ 

no access log enable  ϯϼЈІкϽ Ὲχ Ϭ ῟τΰϘβʻ 
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ЀЫрЖ  

access log facility  ϯϼЈІкϽ ⱲχТϮЄзГϰϬ ΰϘβʻ 
 

  

FACILITY ӟᴞχΜγϦΤχТϮЄзГϰΥ◙ ΰϘ

β Д̒Т϶иЕπψʺˮ daemon Υ˯ ήϦ

οΜϘβʻ 

= daemon 

= local0 

= local1 

= local2 

= local3 

= local4 

= local5 

= local6 

= local7 

= user 
 

access log priority  ϯϼЈІкϽ ⱲχФжϱϷзГϰϬ ΰϘβʻ 
 

  

PRIORITY ӟᴞχΜγϦΤχФжϱϷзГϰϬ◙ ΰ

ϘβʻДТ϶иЕπψʺˮinformational ˯Υ

ήϦοΜϘβʻ 

= debugging 

= informational  
 

enable ФкϺЄЂ˔Н˔Ϭ ῟ᴟΰʺЂ˔РІϬṞ ΰϘβʻ 

no enable  ФкϺЄЂ˔Н˔Ϭ ῟ᴟΰʺЂ˔РІϬ ♁ΰϘβʻ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 
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7.12 telnet χ Ϭβϥ 

 

telnet Ṑ Ϭ τ βϥθϛχ ꜘΣϢό Ϭ“ΜϘβʻ 

 telnet χ Ϭ ꜘβϥ 

telnet χ Ϭ ꜘβϥτψʺshow config telnet ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config telnet  

Т϶˔ЫАЕ 

# ----  transition to configure mode ----  

configure  

# ----  telnet  configure ----  

telnet  

ENABLED 

port PORT_NUM 

exit  

# ----  exit configure mode ----  

exit  

‮  

‮   

ENABLE telnet Ђ˔РІχṞ Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

PORT_NUM telnet Ђ˔РІΥ► βϥФкЕЀиχЪ˔Е ‹Υ ꜘήϦϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show config telnet  8 

# ----  transition to configure mode ----  

configure  

# ----  telnet  configure ----  

telnet  

enable  

port 23 

exit  

# ----  exit configure mode ----  

exit  
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 telnet χ Ϭβϥ 

telnet Ϭ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

telnet  

enable  

no enable  

port PORT_NUM 

exit  

ЀЫрЖ 

ЀЫрЖ  

telnet  telnet χ ЀЫрЖϬם“ΰϘβʻДТ϶иЕ ψ ῟πβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“

ΰϘβʻ 

enable Ђ˔РІϬṞ ΰϘβʻ 

port  PORT_NUM τʺtelnet χЪ˔Е ‹Ϭʺ1˙65535χ Ӥπ◙ ΰ

ϘβʻДТ϶иЕ ψˮ23˯πβʻ 

χṐ π χЪ˔Е ‹ψ◙ πΦϘδϭʻ 

 

no enable  Ђ˔РІϬ ♁ΰϘβʻ 

exit telnet χ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

“ם  

 

amnimo(cfg)# telnet  8 

amnimo(cfg - telnet )# enable  8 

amnimo(cfg - telnet )# port 23 8 

amnimo(cfg - telnet )# exit  8 

 

  



 

 

356 

М

Ж
ϳ

ϯ
χ
Ḛ

 

 

8 

 

8  М˔ЖϳϴϯχḚ  

πψʺ τ ᴥΰο► βϥМ˔ЖϳϴϯχḚ τνΜο ΰϘβʻ 

8.1 USBДНϱІϬ Ὲβϥ 

 

USBНІ 1τ ήϦοΜϥUSBДНϱІχ ꜘΣϢόДНϱІχ ON˗OFFϬ“ΜϘβʻ 

 USBДНϱІϬ ꜘβϥ 

USBДНϱІϬ ꜘβϥτψʺshow device usb ЀЫрЖϬם“ΰϘβʻ 

 
ꜘ ψʺUSBНІ 1τ ήϦοΜϥДНϱІχϙρσϤϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show device usb  8 

Bus 001 Device 003: ID **** : * ***   amnimo Corp.  / amnimo Corp.  

 

 USBДНϱІϬ Ὲβϥ 

USBЪ˔Еχ VBUSϬ ONϘθψOFFτ ΰϘβʻ 

 VBUSϬ ON˗зЈАЕβϥ 

USBЪ˔Еχ VBUSϬ ONτβϥ Ϙ̋θψзЈАЕβϥτψ d̋evice usb ЀЫрЖϬם“ΰϘβʻ 

 

= ꜘ ψʺUSBНІ 1τ ήϦοΜϥДНϱІχϙρσϤϘβʻ 

= USBНІτ HUBΥ ήϦοΜϥ ›ʺHUBЪ˔Еψ ᵰρσϤϘβʻ 

꜠ 

device usb [reset [ TIME[ s| m]]]  

‮  

‮   

reset  USBЪ˔Еχ VBUSϬ TIME π◙ ΰθḧˢ Ϙθψ ˣʺOFF

τΰϘβʻ 
 

  

TIME USBЪ˔ЕχзЈАЕⱲḧʻ 

= ◙ ʿ Ӥψ 1˙3600ʺ ӡψ s 

= ◙ ʿ Ӥψ 1˙60ʺ ӡψ m 

ӡϬ◙ ΰσΜ ›ψʺ ◙ τσϤϘβʻ 
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“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# device usb reset 60s 8 

 VBUSϬ OFFτβϥ 

USBЪ˔Еχ VBUSϬ OFFτβϥτψʺno device usb ЀЫрЖϬם“ΰϘβʻ 

 

= ꜘ ψʺUSBНІ 1τ ήϦοΜϥДНϱІχϙρσϤϘβʻ 

= USBНІτ HUBΥ ήϦοΜϥ ›ʺHUBЪ˔Еψ ᵰρσϤϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# no device usb  8 
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8.2 PoEχ Ϭβϥ 

 

PoEχІГ˔ЌІρ χ ꜘʺЪ˔Еχ ῈʺPoEχ Ϭ“ΜϘβʻ 

 

ЈрЂ˔ Ͽ˔Еϳϴϱχ▫ BχṐṀτνΜοψ PoEτḩ βϥṐ ΥΚϤϘδϭʻ 

 PoEχІГ˔ЌІϬ ꜘβϥ 

PoEχІГ˔ЌІϬ ꜘβϥτψʺshow poe ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show poe [ IFNAME]  

‮  

‮   

IFNAME PoEχϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

 

Ṑ τϢμο IFNAMEτ◙ βϥϱрЌ˔ТϴϱІΥӰσϤϘβʻ 

Ṑ  ◙ ᴦ σϱрЌ˔ТϴϱІ 

 

 

lan0, lan1, lan2, lan3  

 

 

eth0, eth1  

 

 

lan1 

IFNAMEϬ βϥρʺ ήϦοΜϥβϓοχϱрЌ˔ТϴϱІχ PoE
χІГ˔ЌІΥ ꜘήϦϘβʻ 

Т϶˔ЫАЕ 

# ----  poe IFNAME ----  

state           STATE 

class           CLASS 

poeplus         POEPLUS 

limit - current   ICUT 

Voltage         POE- VOLTAGE    

Current         POE- CURRENT 

Watt            POE- WATT 

‮  

‮   

IFNAME ϱрЌ˕ТϴϱІ Υ ꜘήϦϘβʻ 

STATE Ъ˔Еϒχ Υ ꜘήϦϘβʻ 
 

  

connected   

disconnected   
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‮   

CLASS PoEχ ϼжІ ФкЈІˢclassification ˣχ ꜡ὫᴮΥ ꜘήϦϘβʻ 
 

  

Class0 Class0s IEE802.3af P̋SE 15.4W  x

Class1 Class1s IEE802.3af̋ PSE 4.0W  x

Class2 Class2s IEE802.3af̋ PSE 7.0W  x

Class3 Class3s IEE802.3af P̋SE 15.4W  x

Class4 Class4s IEE802.3at̋ PSE 30W  x

Unknown  ꜡  

Overcurrent  ᵃ  

Class-mismatch  Classification ЬІЫАЎ 
 

POEPLUS PoE-PlusˢIEEE802.3atx Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮon˯ρ ꜘήϦϘβʻ 

῟ ˮoff˯ρ ꜘήϦϘβʻ 
 

ICUT PoEχ ᾢ χ Υ ꜘήϦϘβʻ 
 

Ṑ    

 

 

 

 

 

110mA ᾢ 110mAˢPoEPlus ῟ˣ 

204mA ᾢ 204mAˢPoEPlus ῟ˣ 

374mA ᾢ 374mAˢPoEPlus ῟ˣ 

592mA ᾢ 592mAˢPoEPlus ῟ˣ 

645mA ᾢ 645mAˢPoEPlus ῟ˣ 

754mA ᾢ 754mAˢPoEPlus ῟ˣ 

920mA ᾢ 920mAˢPoEPlus ῟ˣ 

 

 

 

375mA ᾢ 375mAˢPoEPlus ῟ˣ 

110mA ᾢ 110mAˢPoEPlus ῟ˣ 

188mA ᾢ 188mAˢPoEPlus ῟ˣ 

650mA ᾢ 650mAˢPoEPlus ῟ˣ 

500mA ᾢ 500mAˢPoEPlus ῟ˣ 

625mA ᾢ 625mAˢPoEPlus ῟ˣ 

920mA ᾢ 920mAˢPoEPlus ῟ˣ 
 

POE-VOLTAGE ᾝ∕χ ӊ Υ ꜘήϦϘβˢ ӡψ Vˣʻ 

POE-CURRENT ᾝ∕χ Υ ꜘήϦϘβˢ ӡψ mAˣʻ 

POE-WATT ᾝ∕χ Υ ꜘήϦϘβˢ ӡψWˣʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺϵАЅϿ˔Еϳϴϱχԁ г˔Ѓ

˔Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo$ show poe lan0  8 

# ----  Poe lan0 ----  

state             connected  

class             Class0  

poeplus           off  

limit - current    374mA  

Voltage           53.894V  

Current           50.235mA  

Watt              2.707W  
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 PoEχЪ˔ЕϬ Ὲβϥ 

PoEχЪ˔ЕϬ Ὲβϥτψʺdevice poe ЀЫрЖϬם“ΰϘβʻ 

꜠ (AIϵАЅϿ˔ЕϳϴϱʺϵАЅϿ˔ЕϳϴϱʺᴒᵰЌϱФ IoTи˔Ќ˔) 

device poe reset <IFNAME> [ 0- 3600]  

no device poe power <IFNAME> 

device poe power <IFNAME> 

device poe icut <IFNAME> < 110| 204| 374| 592| 645| 754| 920| auto > 

device poe  

no device poe  

꜠ (ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔) 

device poe reset <IFNAME> [ 0- 3600]  

no device poe power <IFNAME> 

device poe power <IFNAME> 

device poe icut <IFNAME> auto  

device poe  

no device poe  

ЀЫрЖ 

ЀЫрЖ  

device poe rese t PoEЪ˔ЕϬзЈАЕΰϘβʻ 

IFNAMEτ PoEχϱрЌ˔ТϴϱІ Ϭ◙ ΰʺ τзЈАЕⱲχ OFFṍ

ḧˢ ˣϬ 0˙3600π◙ ΰϘβʻṐ τϢμο IFNAME τ◙ βϥϱрЌ

˔ТϴϱІΥӰσϤϘβʻ(ӟ‭χṐ Ϝ πβʻ) 

Ṑ  ◙ ᴦ σϱрЌ˔ТϴϱІ 

 

 

lan0, lan1, lan2, lan3  

 

 

eth0, eth1  

 

 

lan1 

Ϭ βϥρʺДТ϶иЕχ 60 πзЈАЕήϦϘβʻ 

 

device poe power  IFNAME τ PoEχϱрЌ˔ТϴϱІ Ϭ◙ ΰοʺPoEЪ˔Еχ ᾛ Ϭ

῟τΰϘβʻ 

no device poe power  IFNAME τ PoEχϱрЌ˔ТϴϱІ Ϭ◙ ΰοʺPoEЪ˔Еχ ᾛ Ϭ

῟τΰϘβʻ 

device poe icut  IFNAME τ PoEχϱрЌ˔ТϴϱІ Ϭ◙ ΰοʺPoEЪ˔Еχ ᾢ

Ϭ  ΰϘβʻṐ τϢμο◙ ᴦ σ ᾢ ΥӰσϤϘβʻ 

Ṑ  ◙ ᴦ σ ᾢ (mA) 

 

 

110 2̋04 3̋74 5̋92 6̋45 7̋54 9̋20 a̋uto 

 

 

auto 

auto Ϭ◙ ΰθ ›ψʺꜛ ήϦϘβʻ 

 

device poe ЄаАЕЍϳр Ϭ ῟τΰοʺPoEДНϱІϬ ⌠βϥϢΞτΰϘβʻ 
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ЀЫрЖ  

no device poe ЄаАЕЍϳр Ϭ ῟τΰοʺPoEДНϱІΥ ⌠ΰσΜϢΞτΰϘβ  ̒

= ЄаАЕЍϳр Ϭԁ ῟τβϥρʺON Ὲπ ήϦοΜ
ϥ PoEДНϱІχ ᾛΥ OFFήϦϘβʻ 

= device poe ЀЫрЖπЄаАЕЍϳр Ϭ ῟τ ΰοϜʺ Ṑ
Ṁχ PoEЀрЕк˔ж˔Υ ṍᴟήϦϥχπ P̋oEДНϱІψ ON
τσϤϘδϭ P̒oEДНϱІϬ ONτβϥ ›ψ d̋evice poe power 
<IFNAME> Ϟ device poe reset <IFNAME> Ϭם“ΰοΨιήΜʻ 

= ІϾЅв˔и χ♂ᶨḗ♪τϢϤ PoE ДНϱІϬ ON τβ
ϥάρϜᴦ πβʻ 

 ΰΨψʺ˰7.7.3 ІϾЅв˔иϬ βϥ˱Ϭ╥ ΰοΨ

ιήΜʻ 

 

“ם  

PoEЪ˔Е ῈψṐṀχṞ ῈτΤΤϩϥθϛ ԁ̋ г˔Ѓ˔Я˔Жπ Ϭ ꜘβϥάρψπ

ΦϘδϭʻӟᴞτʺḚ “םЯ˔Жχיּ ϬꜘΰϘβʻ 

 

amnimo# device poe reset lan0 120 8 

amnimo# no device poe power lan0 8 

amnimo# device poe power lan0 8 

amnimo# device poe icut lan0 592 8 

amnimo# device poe 8 

amnimo# no device poe 8 
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 PoEχ Ϭ ꜘβϥ 

PoEχ Ϭ ꜘβϥτψʺshow config poe ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config poe [ IFNAME]  

‮  

‮   

IFNAME PoEχϱрЌ˕ТϴϱІ Ϭ◙ ΰϘβʻ 

= PoE ῈṐ ψ LAN0˙3 χם χθϛʺ◙ πΦϥχ
ψʺlan0˙3ρσϤϘβʻ 

= IFNAMEϬ βϥρʺ ήϦοΜϥβϓοχϱрЌ˔
ТϴϱІχ PoEχІГ˔ЌІΥ ꜘήϦϘβʻ 

Т϶˔ЫАЕ 

# ----  transition  to configure mode ----  

configure  

# 

poe IFNAME  

# ----  poe IFNAME configure ----  

ENABLE 

limit - current ICUT 

ondelay ONDELAY 

exit  

# ----  exit  configure mode ----  

exit  

‮  

‮   

IFNAME PoEχϱрЌ˕ТϴϱІ Υ ꜘήϦϘβʻ 

ENABLE PoE ᾛằẚΥ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

ICUT PoEχ ᾢ Υ ꜘήϦϘβʻ 

 

Ṑ    

 

 

 

 

 

110mA ᾢ 110mAˢPoEPlus ῟ˣ 

204mA ᾢ 204mAˢPoEPlus ῟ˣ 

374mA ᾢ 374mAˢPoEPlus ῟ˣ 

592mA ᾢ 592mAˢPoEPlus ῟ˣ 

645mA ᾢ 645mAˢPoEPlus ῟ˣ 

754mA ᾢ 754mAˢPoEPlus ῟ˣ 

920mA ᾢ 920mAˢPoEPlus ῟ˣ 

auto ꜛ Я˔Ж 

 

 
auto ꜛ Я˔Ж 

 

ONDELAY Ṟ ⱲχДϰйϱⱲḧˢ ˣΥ ꜘήϦϘβʻ 
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“ם  

PoEχ ψṐṀχṞ ῈτΤΤϩϥθϛ ԁ̋ г˔Ѓ˔Я˔Жπ Ϭ ꜘβϥάρψπΦϘ

δϭʻӟᴞτʺϵАЅϿ˔ЕϳϴϱχḚ “םЯ˔Жχיּ ϬꜘΰϘβʻ 

 

amnimo# show config poe lan0  8 

# ----  transition  to configure mode ----  

configure  

# ----  Poe lan0 configure ----  

poe lan0  

enable  

limit - current 592 

ondelay 120 

exit  

# ----  exit  configure mode ----  

exit  

 

amnimo(cfg)# show config poe lan0  8 

# ----  Poe lan0 configure --- -  

poe lan0  

enable  

limit - current 592 

ondelay 120 

exit  

amnimo(cfg)#  

 

 

PoEχ ⇔ Я˔Жπ show config ЀЫрЖϬם“βϥρʺ Я˔Жρ χ Υ

ꜘήϦϘβʻ 

amnimo(cfg)# poe lan0  8   ̡PoEχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - poe- lan0 )# show config  8 

enable      ̡ӟᴞʺ Я˔Жρ α 

limit - current 592 

ˢ ˣ 
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 PoEϬ βϥ 

PoEϬ βϥτψʺPoEχ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ˢAIϵАЅϿ˔ЕϳϴϱʺϵАЅϿ˔ЕϳϴϱʺᴒᵰЌϱФ IoTи˔Ќ˔ˣ 

poe [ IFNAME]  

ondelay < 0- 3600> 

limit - current < 110| 204| 374| 754| 592| 645| 920| auto > 

enable  

show config  

no enable  

exit  

no poe IFNAME 

꜠ˢᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔) 

poe [ IFNAME]  

ondelay < 0- 3600> 

limit - current auto  

enable  

show config  

no enable  

exit  

no poe IFNAME 

ЀЫрЖ 

ЀЫрЖ  

poe IFNAME τ PoEχϱрЌ˔ТϴϱІ Ϭ◙ ΰοʺPoE χ ЀЫрЖϬ

ΰϘβ“ם Ṑ̒ τϢμο IFNAMEτ◙ βϥϱрЌ˔ТϴϱІΥӰσϤϘ

βʻ 

Ṑ  ◙ ᴦ σϱрЌ˔ТϴϱІ 

 

     

lan0, lan1, lan2, lan3  

 

 

eth0, eth1  

 

 

lan1 

Я˔ЖπЀЫрЖϬם“βϥρ ◙̋ ΰθϱрЌ˔ТϴϱІχ

⇔ Я˔Жτӱ“ΰϘβʻ 

ondeley Ṟ ⱲχДϰйϱⱲḧˢ ˣϬʺ0˙3600π ΰϘβʻ 

limit -current  PoEЪ˔Еχ ᾢ Ϭ ΰϘβ Ṑ̒ τϢμο◙ ᴦ σ ᾢ

ΥӰσϤϘβʻ 

 

Ṑ  ◙ ᴦ σ ᾢ (mA) 

 

 

110 2̋04 3̋74 5̋92 6̋45 7̋54 9̋20ʺ

auto 

 

 

auto 

auto Ϭ◙ ΰθ ›ψʺꜛ ήϦϘβʻ 

 

enable PoE ᾛằẚϬ ῟ᴟΰʺЂ˔РІϬṞ ΰϘβʻ 

show config  PoEχ Ϭ ꜘΰϘβʻ 

 ΰΨψʺ˰8.2.3 PoEχ Ϭ ꜘβϥ˱Ϭ╥ ΰοΨιήΜʻ 

no enable  PoE ᾛằẚϬ ῟ᴟΰʺЂ˔РІϬ ♁ΰϘβʻ 
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ЀЫрЖ  

exit PoE ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

no poe IFNAMEτ PoEχϱрЌ˔ТϴϱІ Ϭ◙ ΰοʺPoE Ϭ⌡ ΰϘβ  ̒

“ם  

 

amnimo(cfg)# poe lan0  8 

amnimo(cfg - poe- lan0)# ondelay 1200 8 

amnimo(cfg - poe- lan0)# limit - current 592  8 

amnimo(cfg - poe- lan0)# enable  8 

amnimo(cfg - poe- lan0)# exit  8 
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8.3 D IN˗D OUTχ ϬḚ βϥ 

 

χ τΚϥДЅЌи ˢD IN ◓ˣΣϢόДЅЌи ˢD OUT ◓ˣχ Ϭ ꜘ

ΰϘβʻϘθʺДЅЌи χ ῈϬ“ΜϘβʻ 

 D INχ Ϭ ꜘβϥ 

ДЅЌи ˢD IN ◓ˣχ Ϭ ꜘβϥτψʺshow din ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show din [ permanent ]  

‮  

‮   

permanent  ДЅЌи χ ᴟϬḗ♪ΰʺ ϬὋ τ ΰϘβʻ 

Ϭ ♁βϥτψʺCTRL˴CϺ˔ϬᴃΰϘβʻ 

Т϶˔ЫАЕ 

DI- 1: DI- STATUS 

DI- 2: DI- STATUS 

DI- 3: DI- STATUS 

DI- 4: DI- STATUS 

‮  

‮   

DI- STATUS ДЅЌи χ Υ ꜘήϦϘβʻ 
 

ꜘ  

ON ON  

OFF OFF  
 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show din  8 

DI- 1: ON 

DI- 2: ON 

DI- 3: OFF  

DI- 4: OFF  
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 D OUTχ Ϭ ꜘβϥ 

ДЅЌи ˢD OUT ◓ˣχ Ϭ ꜘβϥτψʺshow dout ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show dout  

Т϶˔ЫАЕ 

DO- 1: DO- STATUS 

DO- 2: DO- STATUS 

‮  

‮   

DO-STATUS ДЅЌи χ Υ ꜘήϦϘβʻ 
 

ꜘ  

ON ON  

OFF OFF  
 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show dout 8 

DO- 1: ON 

DO- 2: OFF  
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 D OUTχ Ϭ Ὲβϥ 

ДЅЌи Ϭ Ὲβϥτψʺdout ЀЫрЖϬם“ΰϘβʻ 

꜠ 

dout < set  | set - bit  | clr - bit > < 0- 3> 

dout < on | off > < 1 | 2> 

‮  

‮   

set ДЅЌи Ϭ РАЕ Ⱳτ Ὲβϥ ›ʺӟᴞχΜγϦΤϬ

ΰϘβʻ 
 

  

1 ON 

0 OFF 
 

set-bit  РАЕ ‹Ϭ◙ ΰοʺДЅЌи Ϭ ONτ ΰϘβʻ 

clr -bit  РАЕ ‹Ϭ◙ ΰοʺДЅЌи Ϭ OFFτ ΰϘβʻ 

on ДЅЌи ‹Ϭ◙ ΰοʺДЅЌи Ϭ ONτ ΰϘβʻ 

off  ДЅЌи ‹Ϭ◙ ΰοʺДЅЌи Ϭ OFFτ ΰϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# dout set 3  8  βДЅЌи ‹ 1,2Ϭ ⱲτONτ βϥʻ  

amnimo# dout on 1  8  βДЅЌи ‹ 1ϬONτ βϥ 
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8.4 DIPІϱАЎχ Ϭ ꜘβϥ 

 

DIPІϱАЎχ Ϭ︡ βϥτψʺshow dip -switch ЀЫрЖϬם“ΰϘβʻ 

 
ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

꜠ 

show dip - switch  

Т϶˔ЫАЕ 

DSW- 1: DSW- STATUS 

DSW- 2: DSW- STATUS 

DSW- 3: DSW- STATUS 

DSW- 4: DSW- STATUS 

‮  

‮   

DSW-STATUS DIPІϱАЎχ Υ ꜘήϦϘβʻ 
 

ꜘ  

ON ON  

OFF OFF  
 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show dip - switch  8 

DSW- 1: OFF  

DSW- 2: OFF  

DSW- 3: OFF  

DSW- 4: ON 
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9  ︢ρḚ  

πψʺ χМ˔ЖϳϴϯϞКАЕм˔ϼχ Ϭ Ӄΰ Ḛ̋ βϥ τνΜο ΰϘβʻ 

9.1 χ Ϭ ꜘβϥ 

χ ӊΣϢό ᴛ Ϭ ꜘΰϘβʻ 

 ӊϬ ꜘβϥ 

 

ӊϬ ꜘβϥτψʺshow voltage ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show voltage  

Т϶˔ЫАЕ 

Input Voltage:  VOLTAGE1 

Backup Voltage: VOLTAGE2 

‮  

‮   

VOLTAGE1 Юϱр ᾛχ ӊΥ ꜘήϦϘβʻ 

VOLTAGE2 НАϼϯАФ ᾛχ ӊΥ ꜘήϦϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show voltage 8 

Input Voltage:  +11.93 V  

Backup Voltage:  +3.53 V  
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 ᴛ Ϭ ꜘβϥ 

 

ᴛ Ϭ ꜘβϥτψʺshow temperature ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show temperature  

Т϶˔ЫАЕˢϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ˣ 

CPU area : TEMPERATURE1 

PoE area  : TEMPERATURE2 

‮ ˢϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ˣ 

‮   

TEMPERATURE1 CPU χᴛ Ϭ ꜘΰϘβʻ 

TEMPERATURE2 PoE χᴛ Ϭ ꜘΰϘβʻ 

IoTи˔Ќ˔ψˮPoE area˯χ“ψ ꜘήϦϘδϭʻ 

 

Т϶˔ЫАЕˢЀрОϼЕи˔Ќ˔ˣ 

NAV   area: TEMPERATURE1 

WDDAC area: TEMPERATURE2 

MODEM area: TEMPERATURE3 

IPSS  area: TEMPERATURE4 

CPU   area: TEMPERATURE5 

PA0   area: TEMPERATURE6 

‮ ˢЀрОϼЕи˔Ќ˔ˣ 

‮   

TEMPERATURE1 NAV(GPS/GNSS) χᴛ Ϭ ꜘΰϘβʻ 

TEMPERATURE2 WDDAC χᴛ Ϭ ꜘΰϘβʻ 

TEMPERATURE3 MODEM χᴛ Ϭ ꜘΰϘβʻ 

TEMPERATURE4 IPSS χᴛ Ϭ ꜘΰϘβʻ 

TEMPERATURE5 CPU χᴛ Ϭ ꜘΰϘβʻ 

TEMPERATURE6 PA(PowerAmplifer) ρ PMIC ự Ђ˔ЬІЌχᴛ Ϭ ꜘΰϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺᴒᵰЌϱФϵАЅϿ˔Еϳϴϱπ

χԁ г˔Ѓ˔Я˔Жχם“ ϬꜘΰϘβʻ 

 

amnimo$ show temperature 8 

CPU area :  +38.285 °C  

PoE area :  +38.071 °C  
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9.2 CPU ⌠χ Ϭβϥ 

CPU ⌠χ ꜘΣϢό Ϭ“ΜϘβʻ 

 CPU ⌠Ϭ ꜘβϥ 

 

CPU ⌠Ϭ ꜘβϥτψʺshow cpufreq ЀЫрЖϬם“ΰϘβʻ 

 
AIϵАЅϿ˔ЕϳϴϱʺЈрЂ˔ Ͽ˔Еϳϴϱπψʺ Ṑ ψ πΦϘδϭʻ 

 

꜠ 

show cpufreq  

Т϶˔ЫАЕ 

CPUFREQ 

‮  

‮   

CPUFREQ ᾝ∕χ CPU ⌠ Υ ꜘήϦϘβʻ ꜘήϦϥχψʺӟᴞχΜ

γϦΤρσϤϘβʻ 

= ϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ 

200MHZ 

250MHZ 

500MHZ 

1000MHZ 

ondemandˢ200MHZˣ 

ondemandˢ250MHZˣ 

ondemandˢ500MHZˣ 

ondemandˢ1000MHZˣ 

= ЀрОϼЕи˔Ќ˔ 

400000 

800000 

998400 

1094400 

1190400 

1248000 

1305600 

interactive(400000)  

interactive(800000)  

interactive(998400)  

interactive(1094400)  

interactive(1190400)  

interactive(1248000)  

interactive(1305600)  
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“ם ˢϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ˣ 

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show cpufreq  8 

500MHZ 

“ם ˢЀрОϼЕи˔Ќ˔ˣ 

 

amnimo$ show cpufreq  8 

1305600 

 

  



 

 

374 

︢
ρ
Ḛ

 

 

9 

 

 CPU ⌠ Ϭ ꜘβϥ 

 

CPU ⌠ Ϭ ꜘβϥτψʺshow config cpufreq ЀЫрЖϬם“ΰϘβʻ 

 
AI ϵАЅϿ˔ЕϳϴϱʺЈрЂ˔ Ͽ˔ЕϳϴϱʺЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ

πΦϘδϭʻ 

꜠ 

show config cpufreq  

Т϶˔ЫАЕ 

# ----  transition  to configure mode ----  

configure  

# ----  cpufreq configure ----  

cpufreq CPUFREQ 

# ----  exit  configure mode ----  

exit  

‮ ˢϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ˣ 

‮   

CPUFREQ ᾝ∕χ CPU ⌠ Υ ꜘήϦϘβʻ ꜘήϦϥχψʺӟᴞχΜ

γϦΤρσϤϘβʻ 

= 200MHZ 

= 250MHZ 

= 500MHZ 

= 1000MHZ 

= ondemand 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show config cpufreq  8 

# ----  transition  to configure mode ----  

configure  

# ----  cpufreq configure ----  

cpufreq 500MHZ 

# ----  exit  configure mode ----  

exit  
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 CPU ⌠Ϭ βϥ 

 

Ⱳχ CPU ⌠ Ϭ βϥτψʺcpufreq ЀЫрЖϬם“ΰϘβʻ 

 ‰ ᴛⱲχ CPU ⌠ χ τνΜοψʺ˰ 9.3 ‰ ᴛ ῐχ Ϭβϥ˱Ϭ╥ ΰ

οΨιήΜʻ 

 
AIϵАЅϿ˔Еϳϴϱ Ј̋рЂ˔ Ͽ˔Еϳϴϱ Ѐ̋рОϼЕи˔Ќ˔πψʺ Ṑ ψ

πΦϘδϭʻ 

꜠ 

cpufreq < ondemand | 200MHZ | 250MHZ | 500MHZ | 1000MHZ> 

‮  

‮   

ondemand  CPUχ ᴻ τṁξΜο CPU ⌠ Ϭ τ  ΰϘβʻ 

200MHZ ⌠ Ϭ 200MHZ ᾧ τ ΰϘβʻ 

250MHz ⌠ Ϭ 250MHz ᾧ τ ΰϘβʻ 

500MHz ⌠ Ϭ 500MHz ᾧ τ ΰϘβʻ 

1000MHZ ⌠ Ϭ 1000MHZ ᾧ τ ΰϘβʻˢДТ϶иЕ ˣ 

 

 

Н˔Ѕдр 1.5.0ϘπχДТ϶иЕ ψ ondemand πβʻН˔Ѕдр 1.5.1 ӟ‭ψДТ϶и

Е Υ 1000MHzˢᾧ ˣτσϤϘβʻ 

 

“ם  

 

amnimo(cfg)# cpufreq 500MHZ  8 
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9.3 ‰ ᴛ ῐχ Ϭβϥ 

 

Υ‰ᴛϘθψ ᴛτσμθρΦτ C̋PU ⌠ ʺЯНϱиЯЅв˔иʺϱрЌ˔Тϴϱ

Іχ Ϭ  βϥ Ϭ“ΜϘβʻ 

 
ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

 ‰ ᴛχ ῐ Ϭ ꜘβϥ 

‰ ᴛχ ῐ Ϭ ꜘβϥτψʺshow config thermal ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config thermal  

Т϶˔ЫАЕ 

# ----  transition  to configure mode ----  

configure  

# ----  thermal configure ----  

thermal polling POLLING 

# ----  cpufreq COND- NAME configure ----   βCPU ⌠ χ Υ ꜘήϦϥ 

thermal cpufreq COND- NAME 

ENABLE 

mode MODE 

temperature TEMPERATURE 

hysteresis HYSTERESIS 

LOG- DETECTION 

LOG- RESTORATION 

state STATE 

exit  

# ----  mobile COND- NAME configure ----   βЯНϱиЯЅв˔иχ Υ ꜘήϦϥ 

thermal mobile COND- NAME 

ENABLE 

mode MODE 

temperature TEMPERATURE 

hysteresis HYSTERESIS 

LOG- DETECTION 

LOG- RESTORATION 

state STATE 

exit  

# ----  interface COND- NAME configure ----   βϱрЌ˔ТϴϱІχ Υ ꜘήϦϥ 

thermal interface COND- NAME 

ENABLE 

mode MODE 

temperature TEMPERATURE 

hysteresis HYSTERESIS 

LOG- DETECTION 

LOG- RESTORATION 

state STATE 

exit  

# ----  exit  configure mode ----  

‮  

‮   

POLLING Ъ˔зрϽϬ“ΞḧᶖˢЬз ˣΥ ꜘήϦϘβʻ 

COND-NAME Ὧ Υ ꜘήϦϘβʻ 
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‮   

ENABLE ᶆ ὯΥ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

MODE Я˔ЖΥ ꜘήϦϘβʻ 

TEMPERATURE ‰ ᴛ ῐ Ὲτ ϥᴛ Υ ꜘήϦϘβʻ 

HYSTERESIS ‰ ᴛ ῐ ῈΤϣ ṑβϥПІГзЄІᴛ Υ ꜘήϦϘβʻ 

LOG-DETECTION Ὲ ὯΥ ῟ᴟήϦθρΦτкϽ βϥΤςΞΤΥ ꜘήϦϘ

βʻ βϥ ›ψкϽйЦиΥ ꜘήϦϘβʻ 
 

 ꜘ 

кϽ ῟ ˮlog detection {кϽйЦи}˯ρ ꜘήϦϘβʻ 

кϽ ῟ ꜘήϦϘδϭʻ 
 

LOG-RESTORATION Ὲ ὯΥ ῟ᴟήϦθρΦτкϽ βϥΤςΞΤΥ ꜘήϦϘ

βʻ βϥ ›ψкϽйЦиΥ ꜘήϦϘβʻ 
 

 ꜘ 

кϽ ῟ ˮlog restoration {кϽйЦи}˯ρ ꜘήϦϘβ  ̒

кϽ ῟ ꜘήϦϘδϭʻ 
 

STATE ‰ ᴛ ῐ Ὲτ μθⱲχ Ὲ Υ ꜘήϦϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show config thermal  8 

# ----  transition  to configure mode. ----  

configure  

# ----  thermal configure ----  

thermal polling 1000  

# ----  cpufreq high configure ----  

thermal cpufreq high  

enable  

mode high  

temperature 100 . 0 

hysteresis 10 . 0 

log detection warnings  

log restoration notifications  

state 200MHZ  

exit  

# ----  cpufreq low configure ----  

thermal cpufreq low  

enable  

mode low 

temperat ure - 10. 0 

hysteresis 5 . 0 

log detection warnings  

log restoration notifications  

state 1000MHZ  

exit  

# ----  mobile high configure ----  

thermal mobile high  

enable  
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mode high  

temperature 100 . 0 

hysteresis 10 . 0 

log detection warnings  

log restoration notifications  

state enable  

exit  

# ----  interface high configure ----  

thermal interface high  

enable  

mode high  

temperature 100 . 0 

hysteresis 10 . 0 

log detection warnings  

log restoration notifications  

state 100baseT - Auto  

exit  

# ----  exit  configure mode. ----  

exit  
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 ‰ ᴛχ ῐϬ βϥ 

‰ ᴛχ ῐϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

‰ ᴛχ ῐ τψ C̋PU ⌠ ʺЯНϱиЯЅв˔и ϱ̋рЌ˔ТϴϱІχ Ϭβϥθ

ϛχ ⇔ Я˔ЖΥΚϤϘβʻζϦηϦχ ⇔ Я˔Жτψʺthermal ЀЫрЖτϷФЄдр

Ϭ Ϊοם“βϥάρπӱ“βϥάρΥπΦϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

ӟᴞχ τʺ‰ᴛⱲˢmode=highˣΣϢό ᴛⱲˢmode=lowˣχ ⌠ΣϢό χᵵ ϬꜘΰϘ

βʻ 

 
 

꜠ 

thermal polling POLLING 

thermal < cpufreq  | mobile  | interface  > COND- NAME 

no thermal < cpufreq  | mobile  | interface  > COND- NAME 

enable  

no enable  

mode MODE 

temperature TEMPERATURE 

hysteresis HYSTERESIS 

log de tection  LEVEL 

no log detection  

log restoration LEVEL 

no log restoration  

show config  

state STATE 

ЀЫрЖ 

ЀЫрЖ  

thermal polling  POLLINGτ ᴛ̋ χЪ˔зрϽḧᶖs Ьз Ϭx 1̋00˙3600000χ

Ӥπ◙ ΰϘβʻ 

άάπ ΰθⱲḧḧᶖπᴛ Υ︡ ήϦʺ Ὲ ὯΥᶎ ήϦϘ

βʻ 

thermal cpufreq  

thermal mobile  

thermal interface  

COND-NAME τ Ὧ Ϭ◙ ΰϘβʻ 
 

= Я˔ЖπЀЫрЖϬם“βϥρʺṐ έρχ ⇔
Я˔Жτӱ“ΰϘβʻ 

= COND-NAME τψʺ Ὲ ὯϬԁӪτ꜡ πΦϥ Ϭʺ
32 Ⱬӟ χֽ ⱫΣϢόЫϱЗІ Ⱬπ◙ ΰϘβʻ 

= ˮTab˯Ϻ˔Ϭ βϥρʺ Ὧ χ Ϭ ḁβϥάρ
ΥπΦϘβʻ 

enable Ὲ ὯϬ ῟τΰϘβʻ 

no enable  Ὲ ὯϬ ῟τΰϘβʻ 
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ЀЫрЖ  

mode MODEτʺ Ὲ ὯχЯ˔ЖϬ◙ ΰϘβʻ 
 

 ꜘ 

high ‰ᴛⱲχ Ὲ ὯπΚϥ ›τ◙ ΰϘβʻ 

low ᴛⱲχ Ὲ ὯπΚϥ ›τ◙ ΰϘβʻ 

  

temperature  TEMPERATUREτʺ Ϭ  βϥᴛ ˢ̆ Ϭx -̋100.0˙200.0χ

Ӥπ◙ ΰϘβʻ ‮ πβʻ 

= temperature ρ hysteresis χᴛ ӤΥ βϥ Ὲ
ὯϬ◙ βϥάρψπΦϘδϭʻ 

= mode τ low Ϭ◙ ΰθ › h̋igh χ Ὲ ὯϢϤϜ‰Μ
ᴛ ӤϬ◙ βϥάρψπΦϘδϭʻ 

hysteresis  HYSTERESISτʺᴛ ПІГзЄІˢ̆ˣϬʺ0˙100.0χ Ӥπ◙

ΰϘβʻ 

= mode τ high Ϭ◙ ΰθ ›ʺᴛ Υˮtemperature  - 
hysteresis˯ӟᴞτσμθρΦτʺ Ὲ Ὧ ӤᵰτσϤ
Ϙβʻ 

= mode τ low Ϭ◙ ΰθ ›ʺᴛ Υˮtemperature  + 
hysteresis˯ӟ τσμθρΦτʺ Ὲ Ὧ ӤᵰτσϤ
Ϙβʻ 

log ◙ ΰθкϽ Ϭ ῟τΰϘβʻ 
 

 ꜘ 

destination  LEVELτ SyslogйЦиϬ◙ ΰοʺ Ὲ Ὧ

χ ⱲχкϽ Ϭ ῟τΰϘβʻ 

restoration  LEVELτ SyslogйЦиϬ◙ ΰοʺ Ὲ Ὧ

Τϣ ẛΰθρΦχкϽ Ϭ ῟τ

ΰϘβʻ 
 

◙ πΦϥχψʺӟᴞχ Syslogπβʻ 

= emergencies  

= alearts  

= criticals  

= errors 

= warnings  

= notifications  

= informational  

= debugging 
 

Ὲ ὯΥ ῟ᴟ˗ ῟ᴟήϦϥρʺӟᴞχкϽΥ ήϦ
Ϙβʻ 

= Ὲ ὯΥ ῟ᴟήϦθρΦʿ 
COND-NAME is active  

= Ὲ ὯΥ ῟ᴟήϦθρΦʿ 
COND-NAME is inactive  

 

no log ◙ ΰθкϽ Ϭ ῟τΰϘβʻ 
 

 ꜘ 

destination  Ὲ Ὧχ ⱲχкϽ Ϭ ῟τΰϘβ  ̒

restoration  Ὲ Ὧ Τϣ ẛΰθρΦχкϽ

Ϭ ῟τΰϘβʻ 

  

show config  ‰ ᴛχ ῐχ Ϭ ꜘΰϘβʻ 

 ΰΨψʺ˰9.3.1 ‰ ᴛχ ῐ Ϭ ꜘβϥ˱Ϭ╥ ΰο

ΨιήΜʻ 
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ЀЫрЖ  

state  Ὲ ὯΥ Ӥ χρΦχ Ϭ◙ ΰϘβʻ 

ςχṐ χ ⇔ Я˔ЖσχΤτϢμοʺ πΦϥ ΥӰσϤ

Ϙβʻ 

= CPU ⌠ χ › 

  

200MHZ CPU ⌠ Ϭ 200MHZ ᾧ τ ΰϘβʻ 

250MHZ CPU ⌠ Ϭ 250MHZ ᾧ τ ΰϘβʻ 

500MHZ CPU ⌠ Ϭ 500MHZ ᾧ τ ΰϘβʻ 

1000MHZ CPU ⌠ Ϭ 1000MHZ ᾧ τ ΰϘβ  ̒

ondemand CPU χ ᴻ τṁξΜοʺCPU ⌠

Ϭ τ  ΰϘβʻ 

AI ϵАЅϿ˔Еϳϴϱψ CPU ⌠ χ◙ τ ᴂΰο
ΜϘδϭʻ 

= ЯНϱиЯЅв˔иχ › 

  

enable ЯНϱиЯЅв˔иϬ ῟τΰϘβʻ 

disable ЯНϱиЯЅв˔иϬ ῟τΰϘβʻ 

= ϱрЌ˔ТϴϱІχ › 

  

10baseT-Half  Я˔ЖϬ 10baseT-Half τ ΰϘβʻ 

10baseT-Full  Я˔ЖϬ 10baseT-Full τ ΰϘβʻ 

100baseT-Auto Я˔ЖϬ 100baseT-Auto τ ΰϘβʻ 

100baseT-Half  Я˔ЖϬ 100baseT-Half τ ΰϘβʻ 

100baseT-Full  Я˔ЖϬ 100baseT-Full τ ΰϘβʻ 

1000baseT-

Auto 

Я˔ЖϬ 1000baseT-Auto τ ΰϘβʻ 

1000baseT-Full  Я˔ЖϬ 1000baseT-Full τ ΰϘβʻ 

disable ϱрЌ˔ТϴϱІϬ ῟τΰϘβʻ 
 

no thermal cpufreq  

no thermal mobile  

no thermal interface  

COND-NAME τ Ὧ Ϭ◙ ΰοʺ Ὲ ὯϬ⌡ ΰϘβʻ 

exit ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

“ם  

 

amnimo(cfg)# thermal polling 1000 8 

 

amnimo(cfg)# thermal cpufreq high  8 βCPU ⌠ χ ⇔ Я˔Жτӱ“ 

amnimo(cfg - th - cpu- high )# enable  8 

amnimo(cfg - th - cpu- high )# mode high  8 

amnimo(cfg - th - cpu- high )# temperature 100 . 0 8 

amnimo(cfg - th - cpu- high )# hysteresis 10 . 0 8 

amnimo(cfg - th - cpu- high )# log detection warnings  8 

amnimo(cfg - th - cpu- high )# log restoration notifications  8 

amnimo(cfg - th - cpu- high )# state ondemand  8 

amnimo(cfg - th - cpu- high )# exit  8 

 

amnimo(cfg)# thermal mobile hig h 8  βЯНϱиχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - th - mob- high )# enable  8 

amnimo(cfg - th - mob- high )# mode high  8 

amnimo(cfg - th - mob- high )# temperature 100 . 0 8 
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amnimo(cfg - th - mob- high )# hysteresis 10 . 0 8 

amnimo(cfg - th - mob- high )# log detection warnings  8 

amnimo(cfg - th - mob- high )# log restoration notifications  8 

amnimo(cfg - th - mob- high )# state disable  8 

amnimo(cfg - th - mob- high )# exit  8 

 

amnimo(cfg)# thermal interface high  8 βϱрЌ˔ТϴϱІχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - th - if - high )# enable  8 

amnimo(cfg - th - if - high )# mode high  8 

amnimo(cfg - th - if - high )# temperature 100 . 0 8 

amnimo(cfg - th - if - high )# hysteresis 10 . 0 8 

amnimo(cfg - th - if - high )# log detection warnings  8 

amnimo(cfg - th - if - high )# log restoration notifications  8 

amnimo(cfg - th - if - high )# state 100baseT - Auto  8 

amnimo(cfg - th - if - high )# exit  8 
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9.4 КАЕм˔ϼχ Ϭ ϓϥ 

КАЕм˔ϼτ Υ αοΜϥᴦ ΥΚϥ ›ʺ ᴦ ʺὊ ʺ ʺ σςχ

Ϭ ϓϘβʻ 

 КАЕм˔ϼχ ᴦ Ϭ ϓϥ 

 

КАЕм˔ϼχ ᴦ Ϭ ϓϥτψʺping ЀЫрЖϬם“ΰϘβʻ 

꜠ 

ping  <DEST_IP_ADDR> [ ipver <v4 |  v6> ][ repeat REPEAT ][ size SIZE ][ interval INTERVA

L ][ src SRC_IP_ADDR][ tos TOS ][ pmtud <do | want | dont > ][ pattern PATTERN ][ ttl TT

L ]  

 

‮  

‮   

DEST_IP_ADDR ping χ IPϯЖйІϬ◙ ΰϘβʻ ‮ πβʻ 

ipver ϱрЌ˔КАЕФкЕЀиχН˔ЅдрϬ◙ ΰϘβʻ 
 

 ꜘ 

v4 IPv4χϙϬ► ΰϘβ Д̒Т϶иЕπ ήϦ

οΜϘβʻ 

v6 IPv6χϙϬ► ΰϘβʻ 
 

repeat  REPEATτʺping ᵕ Ϭ◙ ΰϘβʻ 

repeat Ϭ βϥρʺֶẆτ ping Υ ήϦϘβʻ 

 

size SIZEτʺping ОϾАЕЂϱЇϬʺ0˙65507χ Ӥπ◙ ΰϘβʻ

ДТ϶иЕπψˮ64˯Υ ήϦοΜϘβʻ 

interval  INTERVALτʺping χḧᶖϬʺ1˙3600χ Ӥπ◙ ΰϘβʻДТ

϶иЕπψˮ1˯Υ ήϦοΜϘβʻ 

src SRC_IP_ADDRτʺ ᾕ IPϯЖйІϬ◙ ΰϘβʻϱрЌ˔ТϴϱІ

Ϟ FQDN Ϭ◙ βϥάρϜπΦϘβʻДТ϶иЕπψꜛ χϯЖйІΥ

ήϦοΜϘβʻ 

tos TOSτʺToSˢType of ServiceˣТϰ˔иЖϬ 16 π◙ ΰϘβʻД

Т϶иЕπψˮ0˯Υ ήϦοΜϘβʻ 

pmtud  Path MTU Discovery χם“ ϬΰϘβʻ 
 

 ꜘ 

do ФжϽЮрЕϬỨ♁ΰϘβʻ 

DFˢDon t fragmentˣΥЈАЕήϦϘβʻ 

want  Path MTU Discovery τϢμοὊ χΩ

MTU ЂϱЇΥᾁ ήϦʺζχЂϱЇϢϤ Φ

Μ ›ψʺТжϽЮрЕήϦϘβʻ 

ДТ϶иЕπ ήϦοΜϘβʻ 

dont  ФжϽЮрЕϬỨ♁ΰϘδϭʻ 

DFˢDon t fragmentˣψЈАЕήϦϘδϭʻ 
 

pattern  PATTERN τʺ16byte π◙ βϥОϾАЕχД˔ЌОЌ˔рϬʺ0x0˙

0xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFˢ16 χx Ӥπ◙ ΰϘβ  ̒

КАЕм˔ϼ χД˔ЌӢ χ ϬᾋνΪϥθϛτ ΰϘβʻ 

ttl  TTL τʺTTLˢTime to Liveʺ ṍḧˣχ Ϭ◙ ΰϘβʻ 
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“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ ping 192.168.0.106 repeat 10 size 1472 8 

PING 192.168.0.106 (192.168.0.106) 1472(1500) bytes of data.  

1480 bytes from 192.168.0.106: icmp_seq=1 ttl=64 time=0.467 ms  

1480 bytes from 192.168.0.106: icmp_seq=2 ttl=64 time=0.370 ms  

1480 bytes from 192.168.0.106: icmp_seq=3 ttl=64 time=0.365 ms  

1480 bytes from 192.168.0.106: icmp_seq=4 ttl=64 time=0.358 ms  

1480 bytes from 192.168.0.106: icmp_seq=5 ttl=64 time=0.348 ms  

1480 bytes from 192.168.0.106: icmp_seq=6 ttl=64 time=0.356 ms  

1480 bytes from 192.168.0.106: icmp_seq=7 ttl=64 time=0.351 ms  

1480 bytes from 192.168.0.106: icmp_seq=8 ttl=64 time=0.347 ms  

1480 bytes from 192.168.0.106: icmp_seq=9 ttl=64 time=0.366 ms  

1480 byt es from 192.168.0.106: icmp_seq=10 ttl=64 time=0.353 ms  

 

---  192.168.0.106 ping statistics ---  

10 packets transmitted, 10 received, 0% packet loss, time 9207ms  

rtt min/avg/max/mdev = 0.347/0.368/0.467/0.034 ms  
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 КАЕм˔ϼχὊ Ϭ ϓϥ 

 

КАЕм˔ϼχὊ Ϭ ϓϥτψʺtraceroute ЀЫрЖϬם“ΰϘβʻ 

꜠ˢϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ˣ 

 

traceroute  <DEST_IP_ADDR> [ipver <v4 |  v6> ][ first - hop FIRST- HOP max- hop MAX- HOP ][ no

resolve <on| off >][ src SRC_IP_ADDR ][ tos TOS ][ queries QUERIES ][ protocol < icmp |  u

dp[ : PORT]  |  tcp [ : PORT]  |  any[ : PORT]  > ][ timeout TIMEOUT ]  

꜠ˢЀрОϼЕи˔Ќ˔ˣ 

 

traceroute  <DEST_IP_ADDR> [ipver <v4 |  v6> ][ first - hop FIRST- HOP max- hop MAX- HOP ][ no

resolve  <on| off >][ src SRC_IP_ADDR ][ tos TOS ][ queries QUERIES ][ protocol < icmp |  

any[ : PORT]  > ][ timeout TIMEOUT ]  

‮  

‮   

DEST_IP_ADDR Ὂ ᾁ┤ ШІЕχ IPϯЖйІϘθψ FQDNϬ◙ ΰϘβʻ ‮ πβʻ 

ipver ϱрЌ˔КАЕФкЕЀиχН˔ЅдрϬ◙ ΰϘβʻ 
 

 ꜘ 

v4 IPv4χϙϬ► ΰϘβʻДТ϶иЕπ ήϦοΜϘβʻ 

v6 IPv6χϙϬ► ΰϘβʻ 
 

first -hop FIRST-HOPτʺ ᵕχ TTL ШАФϬ 1̋˙254χ Ӥπ◙ ΰϘβʻДТ϶иЕ

πψˮ1˯Υ ήϦοΜϘβʻ 

max-hop MAX-HOP τʺΩ ШАФ Ϭʺ2˙255 χ Ӥπ◙ ΰϘβʻДТ϶иЕπψ

ˮ30˯Υ ήϦοΜϘβʻ 

first -hop Ϭ◙ ΰοΜϥ ›ʺFIRST-HOP ϢϤ ΦΜ Ϭ◙ βϥ ΥΚ

ϤϘβʻ 

noresolve IPϯЖйІχ ᵔὨϬΰσΜ ›τ◙ ΰϘβʻ 

 ꜘ 

on ᵔὨϬΰσΜʻ 

off  ᵔὨϬβϥʻДТ϶иЕπ ήϦοΜϘβʻ 
 

src SRC_IP_ADDRτʺ ᾕ IPϯЖйІϬ◙ ΰϘβ Д̒Т϶иЕπψꜛ χϯЖ

йІΥ ήϦοΜϘβʻ 

tos TOSτ T̋oSs Type of ServiceˣТϰ˔иЖϬ 16 π◙ ΰϘβ Д̒Т϶иЕ

πψˮ0˯Υ ήϦοΜϘβʻ 

queries 1ШАФΚθϤχФк˔У Ϭʺ1˙9χ Ӥπ◙ ΰϘβʻДТ϶иЕπψˮ3˯

Υ ήϦοΜϘβʻ 
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‮   

protocol  traceroute π► βϥФкЕЀиϬ◙ ΰϘβʻДТ϶иЕπψˮudp:33434-

33435˯Υ ήϦοΜϘβʻ 

ˮ: τ˯ ΪοЪ˔Е ‹Ϭ◙ βϥάρΥπΦϘβʻϘθˮ - Ϭ˯ḯϛϥάρπЪ

˔Еχ Ӥ◙ ϬβϥάρΥᴦ πβʻ 

ˢ  tcp:80-1024ˣ 
 

 ꜘ 

icmp ICMPФкЕЀиϬ◙ ΰϘβʻ 

udp[:1-65535]  UDPФкЕЀиϬ◙ ΰϘβʻ 

tcp[:1-65535] TCPФкЕЀиϬ◙ ΰϘβʻ 

any[:1 -65535]  TCP/UDP ФкЕЀиỸ δγ◙ ΰϘβʻ 

ЀрОϼЕи˔Ќ˔πψʺ ψ icmp ΣϢό any χϙ◙ Υᴦ πʺЪ
˔Еχ Ӥ◙ ψπΦϘδϭʻ 

timeout  TIMEOUT τЌϱЭϯϳЕⱲḧˢsʿ ˣϬ 1̋s˙600sχ Ӥπ◙ ΰϘβʻДТ

϶иЕπψˮ5s˯Υ ήϦοΜϘβʻ 

 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ traceroute www.google.com protocol udp:80 tos 0xA0 first - hop 1 max - hop 255 que

ries 5  8 

traceroute to www.google.com (172.217.26.4), 255 hops max, 60 byte packets  

 1  _gateway ( 172.16.10.1 )  1.257 ms  1.381 ms  1.304 ms  1.389 ms  1.347 ms  

 2  ex10. example.or.jp (124.155.80.121)  28.621 ms  29.186 ms  29.163 ms  29.125 ms  2

9.199 ms  

 3  ex10- v1. example.or.jp (124.155.80.69)  29.389 ms  29.390 ms  29.548 ms  29.260 ms  

29.458 ms  

( ) 

 8  001. example.or.jp (202.224.51.158)  36.211 ms  38.756 ms  36.620 ms  36.462 ms  36.

219 ms 

 9  209.85.174.82 (209.85.174.82)  36.153 ms  39.213 ms  40.888 ms  40.953 ms  40.916 m

s 

10  108.170.243.67 (108.170.243.67)  41.282 ms 108.170.243.131 (108.170.243.131)  41.0

46 ms 108.170.243.67 (108.170.243.67)  40.703 ms 108.170.243.35 (108.170.243.35)  38.8

41 ms 108.170.243.131 (108.170.243.131)  39.662 ms  

11  172.253.70.43 (172.253.70.43)  37.652 ms  40.043 ms  61.698 ms  40.725 ms 108.177.

3.255 (108.177.3.255)  40.599 ms  

12  72.14.234.66 (72.14.234.66)  39.938 ms  39.947 ms 209.85.244.63 (209.85.244.6 3)  4

6.980 ms 72.14.234.66 (72.14.234.66)  45.782 ms 209.85.244.3 (209.85.244.3)  46.583 ms  

13  108.170.242.161 (108.170.242.161)  45.936 ms 108.170.242.193 (108.170.242.193)  4

6.883 ms 108.170.242.161 (108.170.242.161)  46.400 ms  46.024 ms 108.170.242.19 3 (108.

170.242.193)  29.662 ms  

14  66.249.95.89 (66.249.95.89)  26.951 ms  26.667 ms  28.706 ms 66.249.95.155 (66.249.

95.155)  27.995 ms  28.408 ms  

15  nrt20s02 - in - f4.1e100.net (172.217.26.4)  28.598 ms  28.480 ms  28.358 ms  24.998 ms

  25.580 ms  
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 IPϯЖйІτ ᴂΰοΜϥMACϯЖйІϬ ϓϥ 

 

ARPˢAddress Resolution Protocol ˣϬ ΰʺIPϯЖйІρMACϯЖйІχḩ ΪϬḚ ΰ

οΜϥ ARPГ˔Уиχ Ϭ︡ βϥτψʺshow arpЀЫрЖϬ► ΰϘβʻ 

 ARPГ˔УиϬ ꜘβϥ 

ARPГ˔УиϬ ꜘβϥτψʺshow arp ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show arp  

Т϶˔ЫАЕˢϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ˣ 

 

Address                  HWtype   HWaddress           Flags Mask            Iface  

IP - ADDRESS               HW- TYPE  MAC- ADDRESS        FLAGS- MASK             IFACE 

IP - ADDRESS               HW- TYPE  MAC- ADDRESS        FLAGS- MASK             IFACE 

IP - ADDRESS               HW- TYPE  MAC- ADDRESS        FLAGS- MASK             IFACE 

ˢ ˣ 

Т϶˔ЫАЕˢЀрОϼЕи˔Ќ˔ˣ 

 

? ( IP - ADDRESS)  at  MAC- ADDRESS [ether]  on IFACE 

? ( IP - ADDRESS)  at  MAC- ADDRESS [ether]  on IFACE 

? ( IP - ADDRESS)  at  MAC- ADDRESS [ether]  on IFACE 

ˢ ˣ 

‮  

‮   

IP-ADDRESS ARPГ˔Уиτ ήϦοΜϥ IPϯЖйІΥ ꜘήϦϘβʻ 

HW-TYPE КАЕм˔ϼϱрЌ˔ТϴϱІχМ˔ЖϳϴϯЌϱФΥ ꜘήϦϘ

βʻ 

MAC-ADDRESS IPϯЖйІτ ᴂΰοΜϥMACϯЖйІΥ ꜘήϦϘβʻ 

FLAG-MASK MAC ϯЖйІχϵрЕз˔ ϬꜘβТжϽЫІϼΥ ꜘήϦϘ

βʻ 
 

 ꜘ 

C ϵрЕз˔ḁ  

ԁ ṍḧ ™̋ ήϦσΜ › Г̋˔У

иΤϣ⌡ ήϦϥ ρσϤϘβʻ 

M ֶ ϵрЕз˔ḁ  

P Public ϵрЕз˔ 

A ꜛ τ ᴥήϦθϵрЕз˔  

! ᴂ ΥσΜϯЖйІ 
 

IFACE КАЕм˔ϼϱрЌ˔ТϴϱІΥ ꜘήϦϘβʻ 
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“ם ˢϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ˣ 

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show arp  8 

Address                  HWtype  HWaddress           Flags Mask            Iface  

192.168.0.204            ether   00:11:22:33:44:55   C                     eth0  

192.168.0.205            ether   00:11:22:33:44:56   C                     eth0  

“ם ˢЀрОϼЕи˔Ќ˔ˣ 

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show arp  8 

? (192.168.0.204) at 00:11:22:33:44:55  [ether] on eth0  

? (192.168.0.205) at 00:11:22:33:44:5 6 [ether] on eth0  
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 ARPГ˔Уиχ Ϭ Ὲβϥ 

 

ARPГ˔Уиϒχ χ ΣϢό ARPГ˔УиΤϣχ χ⌡ Ϭ“ΜϘβʻ 

 ARPГ˔Уиτ βϥ 

ARPГ˔Уиτ Ϭ βϥτψʺarpЀЫрЖϬם“ΰϘβʻ 

꜠ 

arp <IP - ADDRESS> <MAC- ADDRESS> 

‮  

‮   

IP-ADDRESS ARPГ˔Уиτ βϥ IPϯЖйІϬ◙ ΰϘβʻ 

MAC-ADDRESS IPϯЖйІτ ᴂήδϥ MACϯЖйІϬ◙ ΰϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ arp 192.168.0.20 6 00:11:22:33:44: 57 8 

 

 ARPГ˔УиΤϣ⌡ βϥ 

ARPГ˔УиΤϣ Ϭ⌡ βϥτψʺno arp ЀЫрЖϬם“ΰϘβʻ 

꜠ 

no arp  <IP - ADDRESS> 

‮  

‮   

IP-ADDRESS ARPГ˔УиΤϣ⌡ βϥ IPϯЖйІϬ◙ ΰϘβʻ 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ no arp 192.168.0.204 8 
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 ОϾАЕϬЍрФΰο Ϭ ϓϥ 

 

ОϾАЕϬЍрФΰο Ϭ ϓϥτψʺpacket -dump ЀЫрЖϬם“ΰϘβʻ 

꜠ˢAIϵАЅϿ˔ЕϳϴϱʺϵАЅϿ˔ЕϳϴϱʺIoTи˔Ќ˔ˣ 

 

packet - dump <ifname  IFNAME > [file PCAP- FILE  ] [src IP - ADDRESS | dst IP - ADDRESS | proto

col < udp | tcp  | !udp  | !tcp > ] [port PORT_NO |  ! PORT_NO ] [ [rotate  SIZE:NUM]  [ limit - s

ize LIMIT_SIZE  ] ] [ limit - time LIMIT_TIME ]  [silent <  true  |  false  >]  

꜠ˢЀрОϼЕи˔Ќ˔ˣ 

 

packet - dump <ifname  IFNAME > [src IP - ADDRESS | dst IP - ADDRESS | protocol < udp | tcp  | !

udp | !tcp  > ] [port PORT_NO |  ! PORT_NO ]  

‮  

‮   

ifname  ТϰиЌ˔ρΰο I̋FNAME τКАЕм˔ϼϱрЌ˔ТϴϱІϬ◙ ΰϘβʻ◙ ᴦ σ

ϱрЌ˔ТϴϱІ ψӟᴞτσϤϘβʻ 

eth0ʺlan<0 -3>ʺbr<0 -9>ʺecm0ʺppp<0 -9>ʺtun<0 -9>ʺtap<0 -9> 

= Ṑ ψ ‮ πβʻ 

= ◙ ᴦ σϱрЌ˔ТϴϱІψ͍νπβʻ 

file PCAP-FILEτʺϺаФЎа˔Υ ήϦϥ pcap Ἱ꜠ТϮϱиϬ◙ ΰϘβʻ 

= ТϮϱиψʺ/tmp/packet -dump ДϰйϼЕз˔ӟᴞτ⌠ ήϦϘβʻ 

= Ṑ π βϥάρΥᴦ σТϮϱиχΩ ЂϱЇψ 100MbyteʺΩ ТϮ
ϱи ψ 999ρσϤϘβʻ 

= кϽχ τᴂαοТϮϱиЂϱЇΥ ᴥβϥθϛʺ Ṑ ӟᵰχ ԍπ
tmpfs χЂϱЇϬӊ ΰσΜϢΞτ Ӫβϥ ΥΚϤϘβʻ ᵕЍрФΰθ
ὫᴮψζχϘϘ▪μοΜϘβχπʺ πΚϦωʺ⌡ ΰοπΦϥᾢϤ tmpfs
χ▪ ӽϬ ϞβϢΞτΰοΨιήΜʻ 

 ˰9.4.7ОϾАЕϬЍрФΰθὫᴮϬ⌡ βϥ˱ 

= ЀрОϼЕи˔Ќ˔πψ► πΦϘδϭʻ 

src ТϰиЌ˔ρΰοʺIP-ADDRESSτ ᾕ IPϯЖйІϬ◙ ΰϘβʻ 

dst ТϰиЌ˔ρΰοʺIP-ADDRESSτ IPϯЖйІϬ◙ ΰϘβʻ 

protocol  ТϰиЌ˔ρΰοʺФкЕЀиϬ◙ ΰϘβʻPORT_NOχ 0˙65535χ ӤπЪ˔Е

‹Ϭ ΰϘβʻ 
 

 ꜘ 

udp UDPФкЕЀиϬ◙ ΰϘβʻ 

ˮprotocol  !tcp˯ρ◙ βϥάρϜπΦϘβʻ 

tcp TCPФкЕЀиϬ◙ ΰϘβʻ 

ˮprotocol  !udp˯ρ◙ βϥάρϜπΦϘβʻ 
 

port ТϰиЌ˔ρΰοʺPORT_NOτЪ˔Е ‹Ϭ◙ ΰϘβʻ 

Ϙθˮport !PORT_NO˯πЪ˔Е ‹ӟᵰϬ◙ βϥάρΥπΦϘβʻ 
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‮   

rotate  pcap ТϮϱиϬк˔Г˔Еΰο βϥ ›τʺSIZE:NUM Ϭ◙ ΰϘβʻк˔Г˔Е

ήϦθТϮϱи χ τψʺ0ʺ1ʺ2ʺ3˜ρ Υ ᴥήϦοΜΦϘβʻ 
 

 ꜘ 

SIZE ͍ТϮϱиΚθϤχЂϱЇϬ͍˙100χ ӤˢMbyte ӡˣπ◙ ΰϘβ  ̒

NUM к˔Г˔ЕβϥТϮϱи Ϭ͍˙100χ Ӥπ◙ ΰϘβʻ 

ЀрОϼЕи˔Ќ˔πψ► πΦϘδϭʻ 

 

limit -

size  

LIMIT_SIZE τʺТϮϱиϺаФЎа˔Ϭꜛ ♁βϥЂϱЇϬʺ1˙100χ ӤˢMbyte

ӡˣπ◙ ΰϘβʻ 

ЀрОϼЕи˔Ќ˔πψ► πΦϘδϭʻ 

 

limit -

time 

ᾢⱲḧϬ ΠθρΦτТϮϱиϬк˔Г˔ЕΰθΜ ›ʺLIMIT_TIME τʺТϮϱиϺ

аФЎа˔Ϭꜛ ♁βϥⱲḧˢ1ТϮϱиΚθϤχ ˣϬ 60˙3600 χ Ӥπ◙ ΰ

Ϙβʻ 

ЀрОϼЕи˔Ќ˔πψ► πΦϘδϭʻ 

 

silent  pcapТϮϱиχṜ ⱲτОϾАЕкϽχЀрЊ˔иϒχ ꜘϬ◙ ΰϘβʻ 
 

 ꜘ 

true pcapТϮϱиχṜ ⱲτОϾАЕкϽϬЀрЊ˔иϒ ꜘΰϘδϭʻ 

false pcapТϮϱиχṜ ⱲτОϾАЕкϽϬЀрЊ˔иϒ ꜘΰϘβʻ 

ЀрОϼЕи˔Ќ˔πψ► πΦϘδϭʻ 

 

 

 

rotate,limit -size Υ χ ›ψʺrotate  10:10(͍ТϮϱи 10Mbyte,к˔Г˔ЕТϮ

ϱи 10)ΥДТ϶иЕ ρΰο ήϦϘβʻ 

 

“ם  

br0 χОϾАЕτΣΜο TCPЪ˔Е 80 χОϾАЕϬ︡ ΰο dumpfile.pcap τΩ 1Mbyte

χТϮϱиϬ 3 ТϮϱиπк˔Г˔Еΰο βϥϢΞτΰϘβʻḚ Я˔Жρיּ Я˔Жπʺ

ЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ ϬꜘΰϘβʻ 

 

amnimo# packet - dump i f name br0  file dumpfile.pcap protocol tcp port 80  rotate 1:3  8 

 

ϺаФЎа˔ὫᴮψӟᴞχϢΞτ ήϦϘβʻ 

admin@amnimo$ ls - l h /tmp/packet - dump 8  

total 2.7M  

- rw-------  1 root root 1001K Aug  4 14:38 dumpfile_00001_20210804143821.pcap  

- rw-------  1 root root 1001K Aug  4 14:39 dumpfile_00002_20210804143847.pcap  

- rw-------  1 root root  751K Aug  4 14:39 dumpfile_00003_20210804143914.pcap  
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 ОϾАЕϬЍрФΰθὫᴮϬ ꜘβϥ 

 

ОϾАЕϬЍрФΰθὫᴮϬ ꜘβϥτψʺshow packet -dump ЀЫрЖϬם“ΰϘβʻ 

 
ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

꜠  

show packet - dump file  <PCAP- FILE> 

‮  

‮   

PCAP-FILE ϺаФЎа˔Υ ήϦθ pcap Ἱ꜠ТϮϱиϬ◙ ΰϘβʻ 

 

“ם  

˰9.4.5 ОϾАЕϬЍрФΰο Ϭ ϓϥ˱χם“ χЍрФὫᴮχ͍ТϮϱиχ Ϭ

ꜘΰϘβʻḚ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ ˔Яיּ

Жχם“ ϬꜘΰϘβʻ 

 

amnimo# show packet - dump file dumpfile_00001_20210804143821.pcap  8 

Running as user "root" and group "root". This could be dangerous.  

    ʦ ʣƚʣʣʣʣʣʣʣʣʣ ʦʮʧƚʦʫʭƚʣƚʦ γ ʦʮʧƚʦʫʭƚʣƚʧʪʩ 5$0 ʦʣʭ ʨʦʧʨʩ γ ʧʧ ,ÅÎˮʫʫ 

    ʧ ʣƚʣʨʭʣʦʪʩʮʨ ʦʮʧƚʦʫʭƚʣƚʧʪʩ γ ʦʮʧƚʦʫʭƚʣƚʦ 5$0 ʦʦʬ ʧʧ γ ʨʦʧʨʩ ,ÅÎˮʬʪ 

    ʨ ʣƚʣʪʮʬʬʩʦʪʩ ʦʮʧƚʦʫʭƚʣƚʧʪʩ γ ʦʮʧƚʦʫʭƚʣƚʦ 5$0 ʦʧʬ ʧʧ γ ʨʦʧʨʩ ,ÅÎˮʭʪ 

    ʩ ʣƚʦʣʨʧʣʣʭʨʦ ʦʮʧƚʦʫʭƚʣƚʧʪʩ γ ʦʮʧƚʦʫʭƚʣƚʦ 5$0 ʦʧʨ ʧʧ γ ʨʦʧʨʩ ,ÅÎˮʭʦ 

    ʪ ʣƚʦʨʧʮʨʦʧʦʮ ʦʮʧƚʦʫʭƚʣƚʧʪʩ γ ʦʮʧƚʦʫʭƚʣƚʦ 5$0 ʬʫʨ ʧʧ γ ʨʦʧʨʩ ,ÅÎˮʬʧʦ 

    ʫ ʣƚʦʨʩʦʮʩʣʮʣ ʦʮʧƚʦʫʭƚʣƚʦ γ ʦʮʧƚʦʫʭƚʣƚʧʪʩ 5$0 ʦʧʣ ʨʦʧʨʩ γ ʧʧ ,ÅÎˮʬʭ 

    ʬ ʣƚʦʨʪʦʫʬʨʩʪ ʦʮʧƚʦʫʭƚʣƚʧʪʩ γ ʦʮʧƚʦʫʭƚʣƚʦ 5$0 ʦʧʨ ʧʧ γ ʨʦʧʨʩ ,ÅÎˮʭʦ 

                     ʾ 

                     ʾ 

                     ʾ 
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 ОϾАЕϬЍрФΰθὫᴮϬ⌡ βϥ 

 

ОϾАЕϬЍрФΰθὫᴮϬ⌡ βϥτψʺno packet -dump ЀЫрЖϬם“ΰϘβʻ 

 
ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ 

꜠  

no packet - dump [ file  PCAP- FILE]  

‮  

‮   

file ϺаФЎа˔Υ ήϦθ pcap Ἱ꜠ТϮϱиϬ◙ ΰ⌡ ΰϘβʻ 

◙ ΥσΜ ›ψʺ ОϾАЕТϮϱиϬ⌡ ΰϘβʻ 

 

  

PCAP-FILE ϺаФЎа˔Υ ήϦθ pcapἹ꜠χТϮϱи  
 

 

“ם 1 

˰9.4.5 ОϾАЕϬЍрФΰο Ϭ ϓϥ˱χם“ χЍрФὫᴮχ͍ТϮϱиϬ⌡ ΰϘ

βʻḚ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ םЯ˔Жχיּ

“ ϬꜘΰϘβʻ 

 

amnimo# no packet - dump file  dumpfile_00001_20210804143821.pcap  8 

Are you sure you want to delete dumpfile_00001_20210804143821.pcap  (y/N):  βyϬ βϥ 

 

“ם 2 

˰9.4.5ОϾАЕϬЍрФΰο Ϭ ϓϥ χ˱ם“ χ ЍрФὫᴮϬ⌡ ΰϘβ Ḛ̒ Яיּ

˔Жρ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ ϬꜘΰϘ

βʻ 

 

amnimo# no packet - dump 8 

Are you sure you want to delete ALL pcap files? (y/N):  βyϬ βϥ 

 

  



 

 

394 

χ
ϯ
Ф
з
Ͼ

Є

р 

 

10 

 

10  χϯФзϾ˔Єдр 

πψʺDMSˢDevice Management System ˣΣϢό Nx Witness ϬḚ βϥθϛχЀЫрЖτν

Μο ΰϘβʻ 

10.1 DMS χ Ϭβϥ 

 

ᶖק τΚϥϵАЅϿ˔ЕϳϴϱЄз˔Їχḗ♪ϞЮрГЗрІχθϛτ DMSˢDevice 

Management System ˣϬ► βϥ ›ʺCLIπ DMSχ χ ꜘϞ Ϭ“ΜϘβʻ 

 
Ῥ ᴻⱲψʺДНϱІ χ DMS χ Υº ῟ºτσμοΜϘβˢדᶪτ DMS τϢϥДН

ϱІχḚ Ϭᴦ τβϥθϛˣʻ 

Ђ˔РІϬ ΰσΜ ›πϜ Д̋НϱІ χ DMS χ Υ ῟τσμοΜϥ ›ψ ϱ̋

рЌ˔КАЕ ϒχ Ϭם☼ΰϘβʻήϣτЯНϱиṐ Ϭ ΰοΜϥ ›ψ ЀІ

ЕτϜֲốβϥθϛʺ σ ›ψ DMSχ Ϭº ῟ºτβϥϢΞτΣḻΜΰϘβʻ 

 DMS χ Ϭ ꜘβϥ 

DMS χЂ˔РІχ Ϭ ꜘβϥτψʺshow service dms ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show service dms  

Т϶˔ЫАЕ 

SERVICE- STATUS 

‮  

‮   

SERVICE-STATUS DMSχЂ˔РІχ Υ ꜘήϦϘβʻ 
 

 ꜘ 

⌠  ˮactive˯ρ ꜘήϦϘβʻ 

♁  ˮinactive˯ρ ꜘήϦϘβʻ 
 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show service dms 8 

active  
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 DMS Ϭ Ὲβϥ 

DMS χЂ˔РІϬṞ ʺ ♁ʺ™Ṟ βϥτψ s̋ervice dmsЀЫрЖτϷФЄдрϬ Ϊοם“

ΰϘβʻ 

꜠ 

service dms <start  | stop  | restart > 

‮  

‮   

start  DMSχЂ˔РІϬṞ ΰϘβʻ 

stop DMSχЂ˔РІϬ ♁ΰϘβʻ 

restart  DMSχЂ˔РІϬ™Ṟ ΰϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# service dms start  8 

amnimo# service dms stop  8 

amnimo# service dms restart  8 
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 DMS χ Ϭ ꜘβϥ 

DMS χ Ϭ ꜘβϥτψʺshow config dms ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config dms  

Т϶˔ЫАЕ 

# ----  t ransition to configure mode ----  

configure  

# ----  dms configure ----  

dms 

ENABLE 

log - level LOG_LEVEL ̡V2.7.0ӟ‭ ᴦ  

poll - interval POLLING_INTERVAL ̡V2.7.0ӟ‭ ᴦ  

exit  

# ----  exit configure mode ----  

exit  

‮  

‮   

ENABLE DMSΥ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

LOG_LEVEL 

LOG_LEVELτʺDMSṐ τḩ βϥкϽйЦиΥ ꜘήϦϘβʻ 
 

  

emergencies  LOG_EMERG̒ ЄІГЭΥ ӗ σ ϬꜘβкϽπβʻ 

alerts  LOG_ALERT̒ Υ σйЦиχкϽπβʻ 

critical  LOG_CRIT̒ σϵж˔ϬꜘβкϽπβʻ 

Errors LOG_ERR̒ ϵж˔кϽπβʻ 

warnings LOG_WARNING̒ ὕ⁮кϽπβʻ 

notifications  LOG_NOTICE̒ ΰϘβΥʺ σ ϬⱱνкϽ

πβʻ 

informational  LOG_INFO̒ ϱрТ϶Ю˔ЄдркϽπβʻ 

debugging LOG_DEBUG̒ ДНАϽйЦиχкϽπβʻ 

V2.7.0ӟ‭π Υᴦ πβʻ 

 

POLL-INTERVAL 

ДНϱІ ›Ḛ ЄІГЭτ ΰοЪ˔зрϽβϥⱲḧḧᶖΥ ꜘήϦϘβʻ

Ӥψˮ60˙600˯( )τσϤϘβʻ 

V2.7.0ӟ‭π Υᴦ πβʻ 
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“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# show config dms  8 

# ----  t ransition to configure mode ----  

configure  

# ----  dms configure ----  

dms 

enable  

log - level informational  ̡V2.7.0ӟ‭ ᴦ  

poll - interval 600  ̡V2.7.0ӟ‭ ᴦ  

exit  

# ----  exit configure mode ----  

exit  
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 DMS χ Ϭβϥ 

DMS Ϭ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

dms 

enable  

l og- level LOG_LEVEL  ̡V2.7.0ӟ‭ ᴦ  

poll - interval POLL_INTERVAL  ̡V2.7.0ӟ‭ ᴦ  

no enable  

exit  

꜠ЀЫрЖ 

ЀЫрЖ  

dms DMSχ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“ΰϘβʻ 

enable DMSχЂ˔РІϬṞ ΰϘβʻ 

log- level LOG_L

EVEL 

LOG_LEVELτ D̋MSṐ τḩ βϥкϽйЦиϬ ΰϘβ Д̒Т϶иЕ ψ

ˮinformational ˯πβʻ 
 

  

emergencies  LOG_EMERG̒ ЄІГЭΥ ӗ σ ϬꜘβкϽπβʻ 

alerts  LOG_ALERT̒ Υ σйЦиχкϽπβʻ 

critical  LOG_CRIT̒ σϵж˔ϬꜘβкϽπβʻ 

Errors LOG_ERR̒ ϵж˔кϽπβʻ 

warnings LOG_WARNING̒ ὕ⁮кϽπβʻ 

notifications  LOG_NOTICE̒ ΰϘβΥʺ σ ϬⱱνкϽ

πβʻ 

informational  LOG_INFO̒ ϱрТ϶Ю˔ЄдркϽπβʻ 

debugging LOG_DEBUG̒ ДНАϽйЦиχкϽπβʻ 

V2.7.0ӟ‭π Υᴦ πβʻ 

 

poll - interval PO

LL-INTERVAL 

ДНϱІ ›Ḛ ЄІГЭτ ΰοЪ˔зрϽβϥⱲḧḧᶖϬ ΰϘβʻ

Ӥψˮ60˙600˯( )τσϤϘβʻДТ϶иЕ ψˮ600˯ πβʻ 

V2.7.0ӟ‭π Υᴦ πβʻ 

 

no enable  DMSχЂ˔РІϬ ♁ΰϘβʻ 

exit DMSχ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

“ם  

 

amnimo(cfg)# dms  8 

amnimo(cfg - dms)# enable  8 

amnimo(cfg - dms)# log - level informational  8̡ V2.7.0ӟ‭ ᴦ  

amnimo(cfg - dms)# poll - interval 600  ̡V2.7.0ӟ‭ ᴦ  

amnimo(cfg - dms)# no enable  8 

amnimo(cfg - dms)# exit  8 

 

  



 

 

399 

χ
ϯ
Ф
з
Ͼ

Є

р 

 

10 

 

10.2 Nx Witness χ Ϭβϥ 

 

КАЕм˔ϼϸЮжχḚ Б˔иρΰο Nx Witness Ϭ► βϥ › C̋LIπ Nx Witness χ χ

ꜘϞ Ϭ“ΜϘβʻ 

 = ϵАЅϿ˔Еϳϴϱπψ Nx Witness χ Ϭ βϥ ΥΚϤϘβʻ 

 Nx Witness χ χ ψ˰ 10.2.4 Nx Witness χ Ϭβϥ˱˰ 10.2.5 Nx Witness

χ Ϭ Φ₅Ϛ˱Ϭ╥ ΨιήΜʻ 

Ϭ ΰσΜ ›ʺϸЮж σςΥ Ποᾕχ τ μοΰϘΞάρΥΚϤϘ

βʻζχθϛʺNx Witness χ Ϭ  ΰθ ›ψʺ γ Nx Witness χ Ϭ ΰοΨ

ιήΜʻϘθ Ϭ βϥάρπ ӽ ΤϣṞ ΰθ ›Ϝ Υ ΰΨ ֳή

ϦϘβʻ 

= amnimo VMS χЂ˔РІρψ πΦϘδϭʻ 

 

 Nx Witness χ Ϭ ꜘβϥ 

Nx Witness χЂ˔РІχ Ϭ ꜘβϥτψʺshow service nxwitness ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show service nxwitness  

Т϶˔ЫАЕ 

SERVICE- STATUS 

‮  

‮   

SERVICE-STATUS Nx Witness χЂ˔РІχ Υ ꜘήϦϘβʻ 
 

 ꜘ 

⌠  ˮactive˯ρ ꜘήϦϘβʻ 

♁  ˮinactive˯ρ ꜘήϦϘβʻ 
 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show service nxwitness  8 

active  
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 Nx Witness Ϭ Ὲβϥ 

Nx Witness χЂ˔РІϬṞ ʺ ♁ʺ™Ṟ βϥτψʺservice nxwitness ЀЫрЖτϷФЄдр

Ϭ Ϊοם“ΰϘβʻ 

꜠ 

service nxwitness < start  | stop  | restart > 

‮  

‮   

start  Nx Witness χЂ˔РІϬṞ ΰϘβʻ 

stop Nx Witness χЂ˔РІϬ ♁ΰϘβʻ 

restart  Nx Witness χЂ˔РІϬ™Ṟ ΰϘβʻ 

 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# service nxwitness start  8 

amnimo# service nxwitness stop  8 

amnimo# service nxwitness restart  8 
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 Nx Witness χ Ϭ ꜘβϥ 

Nx Witness χ Ϭ ꜘβϥτψʺshow config nxwitness ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config nxwitness  

Т϶˔ЫАЕ 

# ----  t ransition to configure mode ----  

configure  

# ----  nxwitness configure ----  

nxwitness  

ENABLE 

port PORT_NUM 

database DATABASE_FILE_PATH 

password secret ENCRYPT- PASWORD 

exit  

# ----  exit configure mode ----  

exit  

‮  

‮   

ENABLE Nx Witness Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

PORT_NUM Nx Witness τ ΰθЪ˔Е ‹Υ ꜘήϦϘβ Д̒Т϶иЕπψʺ

ˮ7001˯Υ ήϦοΜϘβʻ 

DATABASE_FILE_PATH Д˔ЌЦ˔ІχНАϼϯАФТϮϱиχᶊ Υ ꜘήϦϘβʻ

ДТ϶иЕπψʺˮ/mnt/share/nxwitness/database/file.db ˯Υ

ήϦοΜϘβʻ 

НАϼϯАФТϮϱиχᶊ Ϭ  βϥ ›ψʺУ˔Е 0ʺ

У˔Е 1 χ ΤϣϯϼЈІπΦϥϵзϯϬ βϥ Υ
ΚϤϘβʻ 

ENCRYPT-PASSWORD Ӛ‹ᴟήϦθОІм˔ЖΥ ꜘήϦϘβʻ 
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“ם  

 

amnimo# show config nxwitness  8 

# ----  t ransition to configure mode ----  

configure  

# ----  nxwitness configure ----  

nxwitness  

enable  

port 7001 

database /mnt/share/nxwitness/database/file.db  

password secret 1sxWjNj/NBbdEfGFmP6vrw==  

exit  

# ----  exit configure mode ----  

exit  

 

amnimo(cfg)# show config nxwitness  8 

# ----  nxwitness configure ----  

nxwitness ˢ ˣ 

enable  

port 7001 

database /mnt/share/nxwitness/database/file.db  

password secret 1sxWjNj/NBbdEfGFmP6vrw==  

exit  

 

 

Nx Witness χ ⇔ Я˔Жπ show config ЀЫрЖϬם“βϥρʺ Я˔Жρ χ

Υ ꜘήϦϘβʻ 
 

amnimo(cfg)# nxwitness  8  ̡NxWitness χ ⇔ Я˔Жτӱ“ 

amnimo(cfg - nxwitness)# show config  8 

enable     ̡ӟᴞʺ Я˔Жρ α 

ˢ ˣ 
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 Nx Witness χ Ϭβϥ 

Nx Witness Ϭ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

nxwitness  

enable  

no enable  

password 

password secret ENCRYPT- PASWORD 

port PORT_NUM 

database DATABASE_FILE_PATH 

exit  

ЀЫрЖ 

ЀЫрЖ  

nxwitness  Nx Witness χ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“ΰϘβ  ̒

 

enable Nx Witness χЂ˔РІϬṞ ΰϘβʻ 

= amnimo VMS Υ ῟χ ›ʺamnimo VMS χЂ˔РІϬ ♁ΰʺ
Ϭ ῟τΰϘβʻˢᶎ χЮАЈ˔ЅΥ ήϦϘβʻˣ 

= ӟ τ amnimo VMS ΥṞ ΰοΜθ ›ʺamnimo VMS χ
ӽ(˰10.3.5 amnimo VMS χД˔Ќ ӽ˱Ϭ╥ )Υ ΰ

οΜϥᴦ ΥΚϤϘβʻЂ˔РІϬṞ βϥ τ ᶎ πΦ
οΜϥΤέᶎ ΨιήΜʻ 

no enable  Nx Witness χЂ˔РІϬ ♁ΰϘβʻ 

password  Nx Witness τ ΰθ admin χОІм˔ЖϬ ΰϘβʻ 

Nx Witness χ Φ₅ϙʺNx Witness χ ϙ₅ϙσςχṐ π►

ΰϘβʻ 

ОІм˔Жχ  τ ῞βϥρʺӚ‹ᴟΰθОІм˔ЖΥ ήϦϘβʻ 

password secret  ENCRYPT-PASWORDτ О̋Ім˔ЖϬӚ‹ᴟΰθ Ⱬ Ϭ◙ ΰο О̋І

м˔ЖϬ  ΰϘβʻ 

port  Nx Witness τ ΰθЪ˔Е ‹Ϭ ΰϘβʻДТ϶иЕπψˮ7001˯

Υ ήϦοΜϘβʻ 

Nx Witness χ Φ₅ϙʺNx Witness χ ϙ₅ϙσςχṐ π►

ΰϘβʻ 

database  Д˔ЌЦ˔ІχНАϼϯАФТϮϱиχᶊ Ϭ ΰϘβʻДТ϶иЕ

πψʺˮ/mnt/share/nxwitness/database/file.db ˯Υ ήϦοΜϘβʻ 

НАϼϯАФТϮϱиχᶊ Ϭ  βϥ ›ψʺУ˔Е 0ʺУ˔Е
1χ ΤϣϯϼЈІπΦϥϵзϯϬ βϥ ΥΚϤϘβʻ 

exit Nx Witness χ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

“ם  

 

amnimo(cfg)# nxwitness  8 

amnimo(cfg - nxwitness)# enable  8 

amnimo(cfg - nxwitness)# no enable  8 

amnimo(cfg - nxwitness)# password  8 

Enter new password:    βОІм˔ЖϬ ΰο Enter 

Retype new password:    β™ ОІм˔ЖϬ ΰο Enter 

amnimo(cfg - nxwitness)# port 7001 8 

amnimo(cfg - nxwitness)# database /mnt/sh are/nxwitness/database/file.db  8 
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amnimo(cfg - nxwitness)# exit  8 

amnimo(cfg)#  
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 Nx Witness χ Ϭ Φ₅Ϛ 

Nx Witness χ Ϭ ΰϘβʻ ΰθ ψʺNx Witness χ Ϭ ϙ₅ϚάρπʺЄІГ

Эτ ֳήδϥάρΥπΦϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# config nxwitness save  8 

 

 Nx Witness χ Ϭ ϙ₅Ϛ 

Nx Wtiness χ ϬЄІГЭτ ֳήδϘβʻ 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# config nxwitness load  8 
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10.3 amnimo VMS χ Ϭβϥ 

 

КАЕм˔ϼϸЮжχḚ Б˔иρΰο amnimo VMS Ϭ► βϥ ›ʺCLIπ amnimo VMS χ

χ ꜘϞ Ϭ“ΜϘβʻ 

 
Nx Witness χЂ˔РІρψ πΦϘδϭʻ 

 

Н˔Ѕдр 2.4.1ӟ‭χТϮ˔Эϳϴϯπ Υᴦ πβʻ 

 

 amnimo VMS χ Ϭ ꜘβϥ 

amnimo VMS χЂ˔РІχ Ϭ ꜘβϥτψʺshow service amovmsЀЫрЖϬם“ΰϘβʻ 

꜠ 

show service amovms 

Т϶˔ЫАЕ 

SERVICE- STATUS 

‮  

‮   

SERVICE-STATUS amnimo VMS χЂ˔РІχ Υ ꜘήϦϘβʻ 
 

 ꜘ 

⌠  ˮactive˯ρ ꜘήϦϘβʻ 

♁  ˮinactive˯ρ ꜘήϦϘβʻ 
 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show service amovms 8 

active  
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 amnimo VMS Ϭ Ὲβϥ 

amnimo VMS χЂ˔РІϬṞ ʺ ♁ʺ™Ṟ βϥτψʺservice amovmsЀЫрЖτϷФЄдр

Ϭ Ϊοם“ΰϘβʻ 

꜠ 

service amovms <start  | stop  | restart > 

‮  

‮   

start  amnimo VMS χЂ˔РІϬṞ ΰϘβʻ 

Nx Wintess χЂ˔РІΥṞ ΰοΜϥ ›Ϝ amnimo VMS

χЂ˔РІϬ ЀЫрЖπṞ βϥάρΥᴦ πβʻ
ӽχ τϢϤЂ˔РІΥ τ ⌠ΰσΨσϥзІϼΥΚ
ϤϘβχπʺέ ӪΨιήΜʻ 

stop amnimo VMS χЂ˔РІϬ ♁ΰϘβʻ 

restart  amnimo VMS χЂ˔РІϬ™Ṟ ΰϘβʻ 

 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# service amovms start  8       β amnimo VMS χЂ˔РІϬṞ  

amnimo# service amovms stop  8    β amnimo VMS χЂ˔РІϬ ♁ 

amnimo# service amovms restart  8   β amnimo VMS χЂ˔РІϬ™Ṟ  
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 amnimo VMS χ Ϭ ꜘβϥ 

amnimo VMS χ Ϭ ꜘβϥτψʺshow config amovmsЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config amovms 

Т϶˔ЫАЕ 

# ----  t ransition to configure mode ----  

configure  

# ----  amovms configure ----  

amovms 

ENABLE 

exit  

# ----  exit configure mode ----  

exit  

‮  

‮   

ENABLE amnimo VMS Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
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“ם  

 

amnimo# show config amovms 8 

# ----  t ransition to configure mode ----  

configure  

# ----  amovms configure ----  

amovms 

enable  

exit  

# ----  exit configure mode ----  

exit  

 

amnimo(cfg)# show config amovms 8 

# ----  amovms configure ----  

amovms 

enable  

exit  

 

 

amnimo VMS χ ⇔ Я˔Жπ show config ЀЫрЖϬם“βϥρʺ Я˔Жρ χ

Υ ꜘήϦϘβʻ 
 

amnimo(cfg)# amovms 8  ̡amnimo VMS χ ⇔ Я˔Жτӱ“ 

amnimo(cfg - amovms)# show config  8 

enable     ̡ӟᴞʺ Я˔Жρ α 

ˢ ˣ 
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 amnimo VMS χ Ϭβϥ 

amnimo VMS Ϭ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

amovms 

enable  

no enable  

exit  

ЀЫрЖ 

ЀЫрЖ  

amovms amnimo VMS χ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“ΰϘβʻ 

 

enable amnimo VMS χЂ˔РІϬṞ ΰϘβʻ 

= Nx Wintess Υ ῟χ ›ʺNx WitnessχЂ˔РІϬ ♁ΰʺ Ϭ
῟τΰϘβʻˢᶎ χЮАЈ˔ЅΥ ήϦϘβʻˣ 

= ӟ τ Nx Witness ΥṞ ΰοΜθ ›ʺ ӽΥ ΰοΜϥᴦ
ΥΚϤϘβ Ђ̒˔РІϬṞ βϥ τ ᶎ πΦοΜϥΤέᶎ

ΨιήΜʻ 

no enable  amnimo VMS χЂ˔РІϬ ♁ΰϘβʻ 

exit amnimo VMS χ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

“ם  

 

amnimo(cfg)# amovms 8 

amnimo(cfg - amovms)# enable  8 

Enabling amnimo VMS disables Nx Witness.   ̡Nx Witness Υ ῟χ ›ʺᶎ ЮАЈ˔ЅΥ

ήϦϘβʻ 

Do you want to change it? (y/N): y  

INFORMATION: 

 Please ensure an adequate recording capacity is reserved.  

 If recording with Nx Witness is no longer necessary, consider deleting it.  

 Typically, recordings are stored in "/media/ssd/'HD W itness Media'/".  

amnimo(cfg - amovms)# no enable  8 

amnimo(cfg)#  

 

 

Nx Wintess χД˔Ќ ӽψ Nx Witness ϼжϱϯрЕϯФзχЂ˔Н˔ -ІЕй˔

ЅḚ χ πᶎ βϥάρΥᴦ πβʻ 
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 amnimo VMS χД˔Ќ ӽ 

amnimo VMS ψ ᵊД˔ЌϞ Д˔ЌσςϬ χ τ ΰϘβʻІЕй˔ЅχЫϳрЕ

ΥΚϥ ›ψʺamnimo VMS ψΩ χЫϳрЕ τ ΰϘβʻ 

 

 

ӟᴞχϢΞτ SSD(/dev/sda1) ρᵰ Ϊ USBЮЯз(/dev/sdb1) χЫϳрЕ ρΰο

∕βϥ ›ψ Ω̋ χЫϳрЕ πΚϥ SSDχЫϳрЕЪϱрЕ/ media/ssd χ ᴞτ video ρ

ΜΞ ДϰйϼЕз˔Ϭ⌠ ΰϘβʻ 

amnimo# show config storage              ̡ІЕй˔Ѕχ ЫϳрЕ Ϭᶎ βϥ 

# ----  transition to configure mode ----  

configure  

# ----  storage sda1 configure ----  

storage mount sda1 /media/ssd type ext4 options defaults  ̡SSD(sda1)χЫϳрЕЪϱрЕ 

storage fsck sda1 preen  

storage monitor sda1 interval 10m  

storage failsafe sda1 retry 3 interval 10 reboot 3  

# ----  storage sdb1 confi gure ----  

storage mount sdb1 /media/usb type ext4 options defaults   ̡USB(sdb1)χЫϳрЕЪϱрЕ 

storage fsck sd b1 preen  

storage monitor sdb1 interval 10m  

storage failsafe sdb1 retry 3 interval 10 reboot 3  

# ----  exit configure mode ----  

exit  

amnimo# show device st orage usage  

Partition  Size  Used  Avail  Use%  MountPoint  

mmcblk0p1  8.3G  1.8G  6.1G   23%   /  

mmcblk0p3  4.1G  220M  3.7G   6%    /opt/local  

mmcblk0p5  3.5G  172M  3.2G   6%    /mnt/share  

sda1       440G    14G  404G   4%   /media/ssd  

sdb1       9.4G   775M  8.1G   9%   /media/usb  

amnimo# exit  

amnimo$ exit  

admin@amnimo:~$ ls - l /media/ssd/video/      ̡amnimo Vͨ͢ψ/ media/ssd χ ᴞτ¬video¬ρ

ΜΞДϰйϼЕз˔ϬД˔Ќ ӽρΰο⌠ βϥ 

total 20  

- rw- r -- r --  1 root root 12288 Feb  2 10:58 record.db  

drwxr - xr - x 2 root root  4096 Feb  2  10:58 vod  

drwxr - xr - x 2 root root  4096 Feb  2 10:58 work  

 

 

= ІЕй˔ЅχЫϳрЕ ψʺˮ 4.8.1 ІЕй˔ЅχЫϳрЕ Ϭβϥ˯Ϭ╥ Ψιή

Μʻ 

= ІЕй˔ЅχЫϳрЕ ΥσΜ ›ψʺ/ mnt/ssd/video τ⌠ ΰϘβʻάχ ӽψ

eMMC χ ӽπβ Ἃ̒Φ Υ ᶓ σΨʺ χϯФзϾ˔ЄдрϜ ΰοΜϥάρ

τ βϥ ΥΚϤϘβʻ 
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10.4 remote.it χ Ϭβϥ 

 

έ χ PC σςΤϣ Ϧθ τΚϥ τӗ τϯϼЈІβϥθϛτ remote.it Ϭ► βϥ

›ʺCLIπ remote.it χ χ ꜘʺ Ὲʺ χ ꜘʺ Ϭ“ΞάρΥπΦϘβʻ 

 remote.it χ Ϭ ꜘβϥ 

remote.it χЂ˔РІχ Ϭ ꜘβϥτψʺshow service remoteit ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show service remoteit  

Т϶˔ЫАЕ 

SERVICE- STATUS 

‮  

‮   

SERVICE-STATUS remote.it χЂ˔РІχ Υ ꜘήϦϘβʻ 
 

 ꜘ 

⌠  ˮactive˯ρ ꜘήϦϘβʻ 

♁  ˮinactive˯ρ ꜘήϦϘβʻ 
 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show service remoteit  8 

active  
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 remote.it Ϭ Ὲβϥ 

remote.it χЂ˔РІϬṞ ʺ ♁ʺ™Ṟ βϥτψʺservice remoteit ЀЫрЖτϷФЄдрϬ

Ϊοם“ΰϘβʻ 

꜠ 

service remoteit < start  | stop  | restart > 

‮  

‮   

start  remote.it χЂ˔РІϬṞ ΰϘβʻ 

stop remote.it χЂ˔РІϬ ♁ΰϘβʻ 

restart  remote.it χЂ˔РІϬ™Ṟ ΰϘβʻ 

 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# service remoteit start  8 

amnimo# service remoteit stop  8 

amnimo# service remoteit restart  8 
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 remote.it χ Ϭ ꜘβϥ 

remote.it χ Ϭ ꜘβϥτψʺshow config remoteit ЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config remoteit  

Т϶˔ЫАЕ 

# ----  transition to configure mode ----  

configure  

# ----  remoteit configure ----  

remoteit  

ENABLED 

registration REGISTORATION_CODE 

exit  

# ----  exit configure mode ----  

Exit  

‮  

‮   

ENABLE remote.it Υ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

registoration  remote.it χжϱЈрІϺ˔ϘθψНиϼЀ˔ЖϬ ꜘΰϘβʻ 

REGISTRATION_CODEτψRFC4122πṛ ήϦοΜϥ uuid ἷχ 16 Ⱬ

Ϭ ꜘΰϘβʻ 

Ṑ ψЀрОϼЕи˔Ќ˔χϙπ ᴦ πβʻ 

 

“ם  

 

amnimo# show config remoteit  8 

# ----  transition to configure mode ----  

configure  

# ----  remoteit configure ----  

remoteit  

enable  

registration 01234567- 89ab- cdef - 0123- 456789abcdef  

exit  

# ----  exit configure mode ----  

exit  
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amnimo(cfg)# show config remoteit  8 

# ----  remoteit configure ----  

remoteit  

enable  

registration 01234567- 89ab- cdef - 0123- 456789abcdef  

exit  

 

 

remote.it χ ⇔ Я˔Жπ show config ЀЫрЖϬם“βϥρʺ Я˔Жρ χ

Υ ꜘήϦϘβʻ 
 

amnimo(cfg)# remoteit  8  ̡remote.it χ ⇔ Я˔Жτӱ“ 

amnimo(cfg - remoteit )# show config  8 

enable     ̡ӟᴞʺ Я˔Жρ α 

ˢ ˣ 
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 remote.it χ Ϭβϥ 

remote.it Ϭ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

remoteit  

enable  

no enable  

r egistration REGISTRATION_CODE 

no registration  

exit  

ЀЫрЖ 

ЀЫрЖ  

remoteit  remote.it χ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“ΰϘβʻ 

 

enable remote.it χЂ˔РІϬṞ ΰϘβʻ 

no enable  remote.it χЂ˔РІϬ ♁ΰϘβʻ 

registration  remote.it χжϱЈрІϺ˔ϘθψНиϼЀ˔ЖϬ ΰϘβʻ 

REGISTRATION_CODEτψ RFC4122πṛ ήϦοΜϥ uuid ἷχ 16

Ⱬ Ϭ ΰϘβʻ 

Ṑ ψЀрОϼЕи˔Ќ˔χϙπ ᴦ πβʻ 

 

no registration  ΰθ remote.it χжϱЈрІϺ˔ϘθψНиϼЀ˔ЖϬ⌡ ΰϘβʻ 

Ṑ ψЀрОϼЕи˔Ќ˔χϙπ ᴦ πβʻ 

 

exit remote.it χ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

 

 

“ם  

 

amnimo(cfg)# remoteit  8 

amnimo(cfg - remoteit)# enable  8 

amnimo(cfg - remoteit)# no enable  8 

amnimo(cfg - remoteit)# registration 01234567- 89ab- cdef - 0123- 456789abcdef  8 

amnimo(cfg - remoteit)#  no registration 8 

amnimo(cfg - remoteit)# exit  8 
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10.5 ϯФзϾ˔ЄдрЀЫрЖϬם“βϥ 

 

τϱрІЕ˔иήϦοΜϥϯФзϾ˔ЄдрχЀЫрЖϬם“ΰϘβʻ ⇔ Я˔Жτӱ

“ΰʺЀЫрЖϬם“ΰϘβʻ 

 

= Ṑ ψʺremoteit ЀЫрЖτχϙ ᴂΰοΜϘβʻ 

= ЀрОϼЕи˔Ќ˔πψʺ Ṑ ψ πΦϘδϭʻ(ⱳṍН˔Ѕдр ᴂ ) 

꜠ 

execute remoteit < remoteit ЀЫрЖ > 

“ם  

ЀЫрЖψ root ᾂᾢπם“ήϦϥθϛ r̋emoteit ЀЫрЖϬם“βϥθϛτ sudo Ϭ► βϥ

ψΚϤϘδϭʻ 

 

amnimo(cfg)# execute remoteit version  8 

amnimo(cfg)# execute remoteit signin  8 

amnimo(cfg)# execute remoteit status  8 

 

 

remote.it ϯФзϾ˔Єдрτḩβϥᶆ Υ ῇʺ ТϮϱиϬ βϥЀЫрЖ

(config file save )Ϭם☼ΰʺ ṐṀχ ρΰο βϥϢΞτΰοΨιήΜʻ 

 ˰11.1.4 ТϮϱиϬ βϥ˱ 

 remote.it χṁ σ τνΜοψᶆṐṀχІЌ˔ЕϯАФϹϱЖϬ╥ Ψ

ιήΜʻ 
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10.6 CVRχ Ϭβϥ 

 

ϼжϳЖРДϷйЀ˔Ѝ˔ CVRϬ► βϥ ›ʺCLIπ CVRχ χ ꜘϞ Ϭ“ΜϘβʻ 

 

LAN ЀрОϼЕи˔Ќ˔ψН˔Ѕдр 2.6.2ӟ‭ʺᴒ ЌϱФ IoT и˔Ќ˔ψН˔Ѕд

р 2.7.0ӟ‭χТϮ˔Эϳϴϯπ Υᴦ πβʻ 

 

LAN ЀрОϼЕи˔Ќ˔πψʺТϮ˔ЭϳϴϯЍϳрк˔ЖⱲψ CVRṐ ϬԁⱲ τ

♁ΰϘβʻ 

 

 CVRχ Ϭ ꜘβϥ 

CVRχЂ˔РІχ Ϭ ꜘβϥτψʺshow service cvrЀЫрЖϬם“ΰϘβʻ 

꜠ 

show service  cvr  

Т϶˔ЫАЕ 

SERVICE- STATUS 

‮  

‮   

SERVICE-STATUS CVRχЂ˔РІχ Υ ꜘήϦϘβʻ 
 

 ꜘ 

⌠  ˮactive˯ρ ꜘήϦϘβʻ 

♁  ˮinactive˯ρ ꜘήϦϘβʻ 
 

“ם  

ЀЫрЖχ ρ ψʺβϓοχЯ˔Жπ απβʻӟᴞτʺԁ г˔Ѓ˔Я˔Жχם“ Ϭꜘ

ΰϘβʻ 

 

amnimo$ show service cvr  8 

active  
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 CVRϬ Ὲβϥ 

CVRχЂ˔РІϬṞ ʺ ♁ʺ™Ṟ βϥτψ s̋ervice cvrЀЫрЖτϷФЄдрϬ Ϊοם“ΰ

Ϙβʻ 

꜠ 

service cvr  <start  | stop  | restart > 

‮  

‮   

start  CVRχЂ˔РІϬṞ ΰϘβʻ 

stop CVRχЂ˔РІϬ ♁ΰϘβʻ 

restart  CVRχЂ˔РІϬ™Ṟ ΰϘβʻ 

 

“ם  

Ḛ Я˔Жρיּ Я˔ЖπʺЀЫрЖχ ρ ψ απβʻӟᴞτʺḚ “םЯ˔Жχיּ

ϬꜘΰϘβʻ 

 

amnimo# service cvr  start  8       β CVRχЂ˔РІϬṞ  

amnimo# service cvr  stop  8    β CVRχЂ˔РІϬ ♁ 

amnimo# service cvr  restart  8   β CVRχЂ˔РІϬ™Ṟ  
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 CVRχ Ϭ ꜘβϥ 

CVRχ Ϭ ꜘβϥτψʺshow config cvrЀЫрЖϬם“ΰϘβʻ 

꜠ 

show config cvr  

Т϶˔ЫАЕ 

# ----  t ransition to configure mode ----  

configure  

# ----  cvr  configure ----  

cvr  

ENABLE 

exit  

# ----  exit configure mode ----  

exit  

‮  

‮   

ENABLE CVRΥ ῟˗ ῟σ ›χ Υ ꜘήϦϘβʻ 
 

 ꜘ 

῟ ˮenable˯ρ ꜘήϦϘβʻ 

῟ ˮno enable˯ρ ꜘήϦϘβʻ 
 

 

  



 

 

421 

χ
ϯ
Ф
з
Ͼ

Є

р 

 

10 

 

“ם  

 

amnimo# show config cvr  8 

# ----  t ransition to configure mode ----  

configure  

# ----  cvr  configure ----  

cvr  

enable  

exit  

# ----  exit configure mode ----  

exit  

 

amnimo(cfg)# show config cvr  8 

# ----  cvr  configure ----  

cvr  

enable  

exit  

 

 

CVRχ ⇔ Я˔Жπ show config ЀЫрЖϬם“βϥρʺ Я˔Жρ χ Υ

ꜘήϦϘβʻ 
 

amnimo(cfg)# cvr  8  ̡CVRχ ⇔ Я˔Жτӱ“ 

amnimo(cfg - cvr )# show config  8 

enable     ̡ӟᴞʺ Я˔Жρ α 

ˢ ˣ 
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 CVRχ Ϭβϥ 

CVRϬ βϥτψʺ ⇔ Я˔Жτӱ“ΰʺ ЀЫрЖϬם“ΰϘβʻ 

άάπ ΰθ ψʺ ТϮϱиτ Φ₅ϘϦϘβʻ 

꜠ 

cvr  

enable  

no enable  

exit  

ЀЫрЖ 

ЀЫрЖ  

cvr CVRχ ЀЫрЖϬם“ΰϘβʻ 

Я˔ЖπЀЫрЖϬם“βϥρʺ ⇔ Я˔Жτӱ“ΰϘβʻ 

 

enable CVRχЂ˔РІϬṞ ΰϘβʻ 

no enable  CVRχЂ˔РІϬ ♁ΰϘβʻ 

exit CVRχ ⇔ Я˔ЖϬ ΰοʺ Я˔Жϒӱ“ΰϘβʻ 

“ם  

 

amnimo(cfg)# cvr  8 

amnimo(cfg - cvr )# enable  8 

amnimo(cfg - cvr )# no enable  8 

amnimo(cfg)#  
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11  ᵰ ЀЫрЖ 

πψʺCLIχᵰ ЀЫрЖτνΜο ΰϘβʻamshϬṞ δγτʺ χ ТϮϱиρМ

˔ЖϳϴϯϬ ⌠βϥάρΥπΦϘβʻ 

 

= IoTи˔Ќ˔πψʺᵰ ЀЫрЖτϢϥ ⌠ϬЂЪ˔ЕΰοΜϘδϭʻ 

= ЀрОϼЕи˔Ќ˔πψʺᵰ ЀЫрЖτϢϥ ⌠ΥπΦϘδϭʻ 

11.1 ТϮϱиϬ Ὲβϥ 

 

ТϮϱиϬ Ὲβϥτψʺamcfg ЀЫрЖϬ► ΰϘβʻ 

 ТϮϱи ῈЀЫрЖχṁ  

amcfg ЀЫрЖχṁ ꜠τνΜο ΰϘβʻ 

꜠ 

amcfg [ <OPTIONS>] <COMMAND> 

‮  

‮   

OPTIONS ЀЫрЖжϱрϷФЄдрϬ◙ ΰϘβʻ 
 

ϷФЄдр  

-Vʺ-- verbose ЀрЊ˔иτϢϤ ⇔σ Ϭ ΰϘβʻ 

-v Н˔Ѕдр ‹Ϭ ꜘΰϘβʻ 

-hʺ-- help ХиФ Ϭ ꜘΰϘβʻ 
 

COMMAND ТϮϱиϬ ῈβϥθϛχЀЫрЖϬ◙ ΰϘβʻ 
 

ЀЫрЖ  

init  ТϮϱиϬ ṍᴟΰϘβʻ 

load ТϮϱиϬ ϙ₅ϙϘβʻ 

save ТϮϱиϬ ΰϘβʻ 

move ТϮϱиϬӱ ΰϘβʻ 

copy ТϮϱиϬЀС˔ΰϘβʻ 

delete ТϮϱиϬ⌡ ΰϘβʻ 

list  ТϮϱиχԁ Ϭ ꜘΰϘβʻ 
 

 

 ТϮϱиϬ ṍᴟβϥ 

ТϮϱиϬ ṍᴟβϥτψʺamcfg init ЀЫрЖϬם“ΰϘβʻ 

“ם  

ТϮϱиϬ ṍᴟβϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amcfg i nit  8 

Do you want to initialize the settings? (y/N):  βˮ y˯Ϻ˔τ Ϊο Enter Ϭ  

 

 

ЀЫрЖχם“ϬϺарЈиβϥτψʺEnter Ϭ βϥΤʺˮn˯Ϻ˔τ Ϊο Enter Ϭ

ΰϘβʻ 

  



 

 

424 

ᵰ

Ѐ
Ы
р
Ж 

 

11 

 

 ТϮϱиϬ ϙ₅Ϛ 

ТϮϱиϬ ϙ₅Ϛτψʺamcfg load ЀЫрЖϬם“ΰϘβʻ 

꜠ 

amcfg load [ FILENAME]  

‮  

‮   

FILE ТϮϱи Ϭ ΰϘβʻ 

= Ω π 32 ⱫχТϮϱи Ϭ πΦϘβʻ 

= ТϮϱи ρΰο πΦϥ Ⱬψʺˮ ֽ Ⱬ (˯ Ⱬρ Ⱬ

ψỸ ΰϘβ)ʺˮ -(МϱТр)˯s ΣϢό πχ ψπΦ

Ϙδϭˣπβʻ 

ТϮϱи χ Ϭ βϥρʺˮ startup -config˯Υ

ήϦϘβʻ 

“ם  

ТϮϱиϬ ϙ₅Ϛτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amcfg load startup - config 2 8 

 

 ТϮϱиϬ βϥ 

ТϮϱиϬ βϥτψʺamcfg saveЀЫрЖϬם“ΰϘβʻ 

꜠ 

amcfg save [ FILENAME]  

‮  

‮   

FILENAME ТϮϱи Ϭ ΰϘβʻ 
 

= Ω π 32 ⱫχТϮϱи Ϭ πΦϘβʻ 

= ТϮϱи ρΰο πΦϥ Ⱬψʺˮ ֽ Ⱬ (˯ Ⱬρ Ⱬ

ψỸ ΰϘβ)ʺˮ -(МϱТр)˯s ΣϢό πχ ψπΦ

Ϙδϭˣπβʻ 
 

ТϮϱи χ Ϭ βϥρʺˮstartup -config˯Υ
ήϦϘβʻ 

“ם  

ТϮϱиϬ βϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amcfg save startup - config 2 8 
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 ТϮϱиχ Ϭ  βϥ 

ТϮϱиχ Ϭ  βϥτψʺamcfg move ЀЫрЖϬם“ΰϘβʻ 

꜠ 

amcfg move SRC- FILENAME DST- FILENAME 

‮  

‮   

SRC-FILENAME   χ ТϮϱи Ϭ ΰϘβʻ 

DST-FILENAME  ῇχ ТϮϱи Ϭ ΰϘβʻ 

“ם  

ТϮϱиχ Ϭ  βϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amcfg move backup - 20200101 backup - 20200101- 2 8 

 

 ТϮϱиϬЀС˔βϥ 

ТϮϱиϬЀС˔βϥτψʺamcfg copyЀЫрЖϬם“ΰϘβʻ 

 ‮ τνΜοψʺ˰ 11.1.4 ТϮϱиϬ βϥ˱Ϭ╥ ΰοΨιήΜʻ 

꜠ 

amcfg copy SRC- FILENAME DST- FILENAME 

“ם  

ТϮϱиϬЀС˔βϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amcfg copy startup - config _2 backup- 20200101- 38 
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 ТϮϱиϬ⌡ βϥ 

ТϮϱиϬ⌡ βϥτψʺamcfg delete ЀЫрЖϬם“ΰϘβʻ 

 ‮ τνΜοψʺ˰ 11.1.4 ТϮϱиϬ βϥ˱Ϭ╥ ΰοΨιήΜʻ 

꜠ 

amcfg delete [ FILE ]  

“ם  

ТϮϱиϬ⌡ βϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amcfg delete startup - config _2 8 

Are you sure you want to delete the startup - config_2 file? (y/N):  βˮ y˯Ϻ˔τ Ϊο E

nter Ϭ  

 

 ТϮϱиχԁ Ϭ ꜘβϥ 

ТϮϱиχԁ Ϭ ꜘβϥτψʺamcfg list ЀЫрЖϬם“ΰϘβʻ 

“ם  

ТϮϱиχԁ Ϭ ꜘβϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amcfg list  8 

startup - config 2020 - 01- 02T00:00:00+09:00  

backup- 20200101 2020 - 01- 01T00:00:00+09:00  

backup- 20200202 2020 - 01- 02T00:00:00Z+09:00  
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11.2 М˔ЖϳϴϯϬ Ὲβϥ 

М˔ЖϳϴϯϬ Ὲβϥτψʺamctrl ЀЫрЖϬ► ΰϘβʻ 

 М˔Жϳϴϯ ῈЀЫрЖχṁ  

 

amctrl ЀЫрЖχṁ ꜠τνΜο ΰϘβʻ 

꜠ 

amctrl COMMAND [ -- help ]  

‮  

‮   

COMMAND М˔ЖϳϴϯϬ ῈβϥθϛχЀЫрЖϬ◙ ΰϘβʻ 
 

ЀЫрЖ  

information  ṐṀᾧ σςχМ˔Жϳϴϯχ Ϭ

ꜘΰϘβʻ 

dip-switch  DIPІϱАЎχ Ϭ ꜘΰϘβʻ 

push-switch  PUSHІϱАЎχ Ϭ ꜘΰϘβʻ 

boot  Ṟ ϵзϯϬ ῈΰϘβʻ 

led LEDϬ ῈΰϘβʻ 

poe PoEЀрЕк˔ж˔Ϭ ῈΰϘβʻ 

usb USBЪ˔ЕϬ ῈΰϘβʻ 

di ДЅЌи Ϭ ῈΰϘβʻ 

do ДЅЌи Ϭ ῈΰϘβʻ 

reboot  зУ˔Е Ϭם“ΰϘβʻ 

ai ϯЗкϽ Ϭ ꜘΰϘβʻ 

ЈрЂ˔ Ͽ˔Еϳϴϱχϙ► Υ
ᴦ πβʻ 

pc ОиІϸϳрЕ Ϭם“ΰϘβʻ 

ЈрЂ˔ Ͽ˔Еϳϴϱχϙ► Υ

ᴦ πβʻ 

version amctrl ЀЫрЖχН˔Ѕдр Ϭ ꜘΰϘ

βʻ 

help amctrl ЀЫрЖχХиФϬ ꜘΰϘβʻ 
 

άχ π ΰοΜϥЀЫрЖχ
Υ ꜘήϦϘβʻ 

 

-- help ЀЫрЖχΚρτˮ-- help˯Ϙθψˮ-h˯Ϭ Ϊοם“βϥρʺЀЫ

рЖχ ⇔ Υ ꜘήϦϘβʻ 

ʿ 

admin@amnimo:~$ amctrl di  -- help 8 
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ЀЫрЖẶ ϷФЄдр 

informationʺversionʺhelp ӟᵰχЀЫрЖτψʺӟᴞχẶ ϷФЄдрΥ ∕ΰϘβʻ 

ϷФЄдр  

-Sʺ-- syslog LOG_LEVEL  LOG_LEVELτ Ю̋АЈ˔ЅχЀрЊ˔и йЦиϬ◙ ΰϘβ  ̒

-Vʺ-- verbose LOG_LEVEL  LOG_LEVELτ Ю̋АЈ˔ЅχЮАЈ˔Ѕ йЦиϬ◙ ΰϘβ  ̒

LEVEL LOG_LEVELτʺкϽйЦиϬ π◙ ΰϘβʻ 

άάπ◙ ΰθкϽйЦиӟᴞχкϽΥ ꜘήϦϘβʻ 

ДТ϶иЕπψʺˮinformational ˯Υ ήϦοΜϘβʻ 
 

  

emerg ЄІГЭΥ ӗ σ ϬꜘβкϽπβʻ 

alert  Υ σйЦиχкϽπβʻ 

crit  σϵж˔ϬꜘβкϽπβʻ 

err ϵж˔кϽπβʻ 

warning ὕ⁮кϽπβʻ 

info ϱрТ϶Ю˔ЄдркϽπβʻ 

debug ДНАϽйЦиχкϽπβʻ 
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 М˔Жϳϴϯχ Ϭ ꜘβϥ 

 

М˔Жϳϴϯχ Ϭ ꜘβϥτψʺamctrl information ЀЫрЖϬם“ΰϘβʻ 

꜠ 

amctrl information  

“ם  

ӟᴞτʺϵАЅϿ˔Еϳϴϱπχם“ ϬꜘΰϘβʻ 

admin@amnimo:~$ amctrl  information  8 

manufacturer  amnimo 

board   AG10 

series   G 

model   AG10- 010JP- 10- 512G 

serial   012345 

revision  0 

date:   2020- 01- 01T00:00:00Z  

 

 
Ṑ ΥӰσϥ ›ʺboardʺseriesʺmodel τʺṐ τᾧ χ Υ ꜘήϦϘβʻ 
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 DIPІϱАЎχ Ϭ ꜘβϥ 

 

DIPІϱАЎχ Ϭ︡ βϥτψʺamctrl  dip-switch ЀЫрЖϬם“ΰϘβʻ 

꜠ 

amctrl dip - switch  

Т϶˔ЫАЕ 

DSW- 1: DSW- STATUS 

DSW- 2: DSW- STATUS 

DSW- 3: DSW- STATUS 

DSW- 4: DSW- STATUS 

‮  

‮   

DSW-STATUS ᶆ DIPІϱАЎχ Υ ꜘήϦϘβʻ 
 

ꜘ  

ON ON  

OFF OFF  
 

“ם  

DIPІϱАЎχ Ϭ︡ βϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amctrl dip - switch 8 

DSW- 1: OFF  

DSW- 2: ON 

DSW- 3: ON 

DSW- 4: ON 

 

 
ЈрЂ˔ Ͽ˔Еϳϴϱχ DIPІϱАЎψ 1,2χϙρσϤϘβʻ 

 

admin@amnimo:~$ sudo amctrl dip - switch 8 

DSW- 1: OFF  

DSW- 2: ON 
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 PUSHІϱАЎχ Ϭ ꜘβϥ 

 

PUSHІϱАЎχ Ϭ ꜘβϥτψʺpush-switch ЀЫрЖϬם“ΰϘβʻ 

꜠ 

amctrl push - switch  

Т϶˔ЫАЕ 

PSW: PSW- STATUS 

‮  

‮   

PSW -STATUS PUSHІϱАЎχ Υ ꜘήϦϘβʻ 
 

ꜘ  

ON ON  

OFF OFF  
 

“ם  

PUSHІϱАЎχ Ϭ ꜘβϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amctrl push - switch 8 

PSW: OFF 
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 Ṟ ϵзϯϬ Ὲβϥ 

 

Ṟ ϵзϯϬ Ὲβϥτψʺamctrl boot ЀЫрЖϬם“ΰϘβʻ 

꜠ 

amctrl boot  

 

Т϶˔ЫАЕ 

AREA: AREA_NO 

‮  

‮   

AREA_NO Ṟ ϵзϯχ ‹Υ ꜘήϦϘβʻ 
 

ꜘ  

0 ϵзϯ 0 

ӽʿ /dev/mmcblk0boot0  

rootfsʿ  /dev/mmcblk0p1  

userfsʿ  /dev/mmcblk0p3  

1 ϵзϯ 1 

ӽʿ /dev/mmcblk0boot1  

rootfsʿ  / dev/mmcblk0p2  

userfsʿ  /dev/mmcblk0p4  
 

‮  

‮   

--set AREA_NO Ṟ ϵзϯϬ Ϥ ΠϘβʻ 
 

ꜘ  

AREA_NO Ṟ ϵзϯ 
 

-Vʺ-- verbose LEVELτʺЮАЈ˔ЅχЀрЊ˔и йЦиϬ◙ ΰϘβʻ 

-hʺ-- help ХиФЮАЈ˔ЅϬ ꜘΰϘβʻ 

“ם  

Ṟ ϵзϯϬ Ὲβϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amctrl boot Ƶset 1 8 

admin@amnimo:~$ sudo amctrl boot 8 

AREA: 1 
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 LEDχ Ϭ Ὲβϥ 

 

LEDχ Ϭ Ὲβϥτψʺamctrl led ЀЫрЖτϷФЄдрϬ Ϊοם“ΰϘβʻ 

꜠ 

amctrl led  [ - - number <1- 5>]   

 [ -- color <green  |  red >]  

 [ -- trigger  <none |  timer  >]  

 [ -- brightness  <off  | on>]  

 [ -- delay  <125 | 500>]  

 [ - - syslog  LEVEL]  

 [ -- verbose  LEVEL]  

 [ - h]  

‮  

‮   

-- number  Ὲ χ LEDχ ‹Ϭʺ1˙5χ Ӥπ◙ ΰϘβʻ 

1 ρ 2 ψЄІГЭτ ήϦοΜϥθϛʺ► ΰσΜπΨι
ήΜʻ 

  

1 ANT 

2 MOB 

3 ST1 

4 ST2 

5 ST3 
 

-- color Ὲ χ LED Ϭ◙ ΰϘβʻ 
 

  

green  

red  
 

-- trigger  LED ῈχЕзϹ˔Ϭ◙ ΰϘβʻ 
 

  

none σΰ 

timer  -- delay π◙ ΰθ ṍπ ΰϘβʻ 
 

-- brightness  LEDχ ῈϬΰϘβʻ 
 

  

on  

off   
 

-- delay LEDχ Ὲχ ṍϬ◙ ΰϘβʻ 
 

  

125 125ms ṍ 

500 500ms ṍ 
 

-S ʺ-- syslog LEVELτʺЮАЈ˔Ѕχ syslogϒχ йЦиϬ◙ ΰϘβʻ 

-Vʺ-- verbose LEVELτʺЮАЈ˔ЅχЀрЊ˔и йЦиϬ◙ ΰϘβʻ 

-hʺ-- help ХиФЮАЈ˔ЅϬ ꜘΰϘβʻ 

 

 
ϷФЄдрϬ βϥρʺβϓοχ LEDχ Ὲ Υ ꜘήϦϘβʻ 
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“ם  

LED χ Ϭ Ὲβϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻӟᴞτʺϵАЅϿ˔Еϳ

ϴϱπχם“ ϬꜘΰϘβʻ 

admin@amnimo:~$ sudo amctrl led 8 

LED- 1: color=green,trigger=none,brightness=on,delay=125  

LED- 1: color=red,trigger=none,brightness=off,delay=125  

LED- 2: color=green,trigger=none,brightness=off,delay=125  

LED- 2: c olor=red,trigger=none,brightness=off,delay=125  

LED- 3: color=green,trigger=none,brightness=off,delay=125  

LED- 3: color=red,trigger=none,brightness=off,delay=125  

LED- 4: color=green,trigger=none,brightness=off,delay=125  

LED- 4: color=red,trigger=none,brightness =off,delay=125  

LED- 5: color=green,trigger=none,brightness=off,delay=125  

LED- 5: color=red,trigger=none,brightness=off,delay=125  
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 PoEЀрЕк˔ж˔Ϭ Ὲβϥ 

 

PoEЀрЕк˔ж˔Ϭ Ὲβϥτψʺamctrl poe ЀЫрЖτОжЮ˔Ќ˔Ϭ Ϊοם“ΰϘβʻ 

꜠ 

amctrl poe <power [ - i < lan0 - lan3 >] [ - p < on| off >] |  

  reset  [ - i < lan0 - lan3 >] [ - d <0 - 3600> |  

  status  |  

  shutdown  [ - p < on| off >] |  

  limitcurrent  [ - L < 110| 204| 374| 592| 645| 754| 920| auto >] >  

‮  

‮   

power ᶆ PoEЪ˔Еϒχẚ Ϭ ῈΰϘβʻ 
 

  

- i PoEχϱрЌ˔ТϴϱІϬʺlan0˙lan3 χ Ӥπ◙ ΰϘβʻ 

-p χ ON˗OFFϬ◙ ΰϘβʻ 
 

reset  ᶆ PoEЪ˔ЕϬзЈАЕΰϘβʻ 
 

  

- i PoEχϱрЌ˔ТϴϱІϬʺlan0˙lan3 χ Ӥπ◙ ΰϘβʻ 

-d Ṟ ДϰйϱⱲḧˢ ˣϬʺ0˙3600χ Ӥπ◙ ΰϘβʻ 
 

status  PoEχ Ὲ Ϭ︡ ΰϘβʻ 

shutdown  PoEЀрЕк˔ж˔ϬЄаАЕЍϳрΰϘβʻ 
 

  

-p ЄаАЕЍϳрχON˗OFFϬ◙ ΰϘβʻ 

= on 

ЄаАЕЍϳр Ϭ ῟ᴟΰϘβˢPoEДНϱІΥ ⌠ˣʻ 

= off  

ЄаАЕЍϳр Ϭ ῟ᴟΰϘβˢPoEДНϱІΥ ♁ˣʻ 
 

limitcurrent  ᶆ PoEЪ˔Еϒχẚ Ⱳχ ᾢ Ϭ  ΰϘβʻ 
 

  

-L ӟᴞχΜγϦΤχ ᾢ Ϭ◙ ΰϘβʻ 

110ʺ204ʺ374ʺ592ʺ645ʺ754ʺ920ʺauto 
 

“ם  

PoEЀрЕк˔ж˔Ϭ Ὲβϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻӟᴞψ lan0,lan2

τ Class1χ ṐṀ(PD)Ϭ ΰθ πβʻ 

admin@amnimo:~$ sudo amctrl poe status  

state           0:1,1:0,2:1,3:0  

class           0:Class1,1:Unknown,2:Class1,3:Unknown  

poeplus         0:0,1:0,2:0,3:0  

limit - current   0:204mA,1:592mA,2:754mA,3:920mA  

Voltage         0:53.293V,1:0.000V,2:53.432V,3:0.000V  

Current         0:43.765mA,1: 0.000mA,2:45.169mA,3:0.000mA  

Watt            0:2.332W,1:0.000W,2:2.413W,3:0.000W  

Temperature     52.8deg  
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 USBЪ˔ЕϬ Ὲβϥ 

 

USBЪ˔ЕϬ Ὲβϥτψʺamctrl usb ЀЫрЖϬם“ΰϘβʻ 

꜠ 

amctrl usb [ <- b| -- bus> <1- 2>]  [ <- w| -- wait > <0s- 600s| <0m- 10m>] USB- CTRL 

 

‮  

‮   

-b 

--bus 

USBχНІ ‹Ϭ◙ ΰϘβʻ 

Ӥψ 1Ϙθψ 2πβʻ 

-w 

--wait  

зЈАЕ ῈⱲχOFFⱲḧϬ◙ ΰϘβʻ 

ДТ϶иЕψ 0 πβʻ 

◙ ˢsˣχ ›ʿ 0 Τϣ 600  

Ⱳḧ◙ ˢmˣχ ›ʿ 0 Τϣ 10  

USB-CTRL USBЪ˔Е ῈϬ◙ ΰϘβʻ 
 

  

on USBЪ˔ЕϬ ONτΰϘβʻ 

off  USBЪ˔ЕϬ OFFτΰϘβʻ 

reset USBЪ˔ЕϬзЈАЕΰϘβʻ 
 

-Vʺ-- verbose LEVELτʺЮАЈ˔ЅχЀрЊ˔и йЦиϬ◙ ΰϘβʻ 

-hʺ-- help ХиФЮАЈ˔ЅϬ ꜘΰϘβʻ 

“ם  

USBЪ˔ЕϬ Ὲβϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amctrl  usb -Ƶbus 1 -Ƶwait 10m reset  8 
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 ДЅЌи Ϭ Ὲβϥ 

 

ДЅЌи Ϭ Ὲβϥτψʺamctrl di ЀЫрЖϬם“ΰϘβʻ 

꜠ 

amctrl di [ - p] [ - V LEVEL] [ - h]  

‮  

‮   

-pʺ-- permanent  ДЅЌи ᴟϬὋ τ βϥЯ˔ЖτσϤϘβʻ 

-Vʺ-- verbose LEVELτʺЮАЈ˔ЅχЀрЊ˔и йЦиϬ◙ ΰϘβʻ 

-hʺ-- help ХиФЮАЈ˔ЅϬ ꜘΰϘβʻ 

Т϶˔ЫАЕ 

DI- 1: DI- STATUS 

DI- 2: DI- STATUS 

DI- 3: DI- STATUS 

DI- 4: DI- STATUS 

‮  

‮   

DI-STATUS ДЅЌи χ Υ ꜘήϦϘβʻ 
 

ꜘ  

ON ON  

OFF OFF  
 

 

 
ϷФЄдрϬ βϥρʺβϓοχДЅЌи χ Υ ꜘήϦϘβʻ 

“ם  

ДЅЌи Ϭ Ὲβϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amctrl di  8 

DI- 1: OFF  

DI- 2: OFF  

DI- 3: OFF  

DI- 4: OFF  
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 ДЅЌи Ϭ Ὲβϥ 

 

ДЅЌи Ϭ Ὲβϥτψʺamctrl d oЀЫрЖϬם“ΰϘβʻ 

꜠ 

amctrl do [ -- set HEX]  

 [ -- set - bit HEX]  

 [ -- clr - bit HEX]  

 [ -- on <1| 2>]  

 [ -- off  <1| 2>]  

 - V LEVEL 

 - h 

‮  

‮   

-- set  16 πʺДЅЌи χ РАЕϬ Ⱳτ ῈΰϘβʻ 
 

  

1 ON 

0 OFF 
 

-- set-bit  РАЕ ‹ˢ1Ϙθψ 2ˣϬ◙ ΰοʺДЅЌи Ϭ ON ῈΰϘ

βʻ 

3Ϭ◙ βϥρʺDO-1ρ DO-2χДЅЌи Ϭ ON ῈΰϘβʻ 

-- clr -bit  РАЕ ‹s 1Ϙθψ 2 Ϭx◙ ΰο Д̋ЅЌи Ϭ OFF ῈΰϘ

βʻ 

3Ϭ◙ βϥρʺDO-1ρ DO-2χДЅЌи Ϭ OFF ῈΰϘβ  ̒

-- on ДЅЌи ‹ˢ1Ϙθψ 2ˣϬ◙ ΰοʺДЅЌи Ϭ ON

ῈΰϘβʻ 

-- off  ДЅЌи ‹s 1Ϙθψ 2 Ϭx◙ ΰο Д̋ЅЌи Ϭ OFF

ῈΰϘβʻ 

-Vʺ-- verbose LEVELτʺЮАЈ˔ЅχЀрЊ˔и йЦиϬ◙ ΰϘβʻ 

-hʺ-- help ХиФЮАЈ˔ЅϬ ꜘΰϘβʻ 

Т϶˔ЫАЕ 

DO- 1: DO- STATUS 

DO- 2: DO- STATUS 

‮  

‮   

DO-STATUS ДЅЌи χ Υ ꜘήϦϘβʻ 
 

ꜘ  

ON ON  

OFF OFF  
 

 

 
ϷФЄдрϬ βϥρʺβϓοχДЅЌи χ Υ ꜘήϦϘβʻ 

 

  



 

 

439 

ᵰ

Ѐ
Ы
р
Ж 

 

11 

 

“ם  

ДЅЌи Ϭ Ὲβϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amctrl do -- set 0x03  8 

admin@amnimo:~$ sudo amctrl do  8 

DO- 1: ON 

DO- 2: ON 

admin@amnimo:~$ sudo amctrl do -- set 0x0  8 

admin@amnimo:~$ sudo amctrl do  8 

DO- 1: OFF  

DO- 2: OFF  

admin@amnimo:~$ sudo amctrl do -- set - bit 1  8 

admin@amnimo:~$ sudo amctrl do  8 

DO- 1: ON 

DO- 2: OFF  

admin@amnimo:~$ sudo amctrl do -- set - bit 2  8 

admin@amnimo:~$ sudo amctrl do  8 

DO- 1: ON 

DO- 2: ON 

admin@amnimo:~$ sudo amctrl do -- clr - bit 1  8 

admin@amnimo:~$ sudo amctrl do  8 

DO- 1: OFF  

DO- 2: ON 

admin@amnimo:~$ sudo amctrl do -- on 1  8 

admin@amnimo:~$ sudo amctrl do  8 

DO- 1: ON 

DO- 2: ON 

admin@amnimo:~$ sudo amctrl do -- off 2  8 

admin@amnimo:~$ sudo amctrl do  8 

DO- 1: ON 

DO- 2: OFF  
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 зУ˔Е Ϭ Ὲβϥ 

 

зУ˔Е Ϭ Ὲβϥτψʺamctrl reboot ЀЫрЖϬם“ΰϘβʻ 

꜠ 

amctrl reboot - t < soft  |  hard > [ -- wait SEC]  [ - V LEVEL] [ - h]  

‮  

‮   

- t ™Ṟ ЌϱФϬ◙ ΰϘβʻ ‮ πβʻ 
 

  

soft  ЊТЕϳϴϯзУ˔ЕϬם“ΰϘβʻ 

ДТ϶иЕ ρΰο ήϦοΜϘβʻ 

hard М˔ЖϳϴϯзУ˔ЕϬם“ΰϘβʻ 

М˔Жϳϴϯ χ ᾛϬ OFFΤϣ ON τΰ

Ϙβʻ 
 

-- wait  зЈАЕϘπχ κⱲḧˢ ˣϬ 0̋˙3600χ Ӥπ◙ ΰϘβʻД

Т϶иЕπψʺˮ0˯Υ ήϦοΜϘβʻ 

-Vʺ-- verbose LEVELτʺЮАЈ˔ЅχЀрЊ˔и йЦиϬ◙ ΰϘβʻ 

-hʺ-- help ХиФЮАЈ˔ЅϬ ꜘΰϘβʻ 

“ם  

зУ˔Е Ϭ Ὲβϥτψʺsudo ЀЫрЖϬ► βϥ ΥΚϤϘβʻ 

admin@amnimo:~$ sudo amctrl reboot 8 
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 ЀЫрЖχН˔ЅдрϬ ꜘβϥ 

 

amctrl ЀЫрЖχН˔ЅдрϬ ꜘβϥτψʺamctrl version Ϭם“ΰϘβʻ 

“ם  

admin@amnimo:~$ amctrl version 8 

amnimo Inc.  

amnimo G series control program version 1.0.0  
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 ϯЗкϽ Ϭ ꜘβϥ 

 

amctrl ЀЫрЖπϯЗкϽ Ϭ ꜘβϥτψʺamctrl ai Ϭם“ΰϘβʻϯЗкϽ ψ 1 τ

︡ ΰʺ ЀЫрЖπψζχ ỡ Ϭ ꜘΰϘβʻ 

꜠ 

amctrl ai [ - T < ch0_thresh_high >,< ch1_thresh_high >] [ - t < ch0_thresh_low >,< ch1_thresh_lo

w>] [ - {0,1}] [ - s < multiple_of_sampling_period >] [ - v]  

‮  

‮   

-T 

-- thresh -high 

ᾢΰΦΜ Ϭ χ π◙ ΰϘβʻΰΦΜ Ϭ Πθ ›ψζχ☿

Ϭ ꜘΰϘβʻДТ϶иЕ ψˮ40000˯πβʻ ψʺ ЎаКиπẶ

χ τσϤϘβʻ 

 

- T < ch0_thresh_high >,< ch1_thresh_high > 

 

  

ch0_thresh_high  ЎаКи 0χ ᾢΰΦΜ  

ch1_thresh_high ЎаКи 1χ ᾢΰΦΜ  
 

- t 

-- thresh -low 

ᴞᾢΰΦΜ Ϭ χ π◙ ΰϘβʻΰΦΜ Ϭ Πθ ›ψζχ☿

Ϭ ꜘΰϘβʻДТ϶иЕ ψˮ10˯πβʻ ψʺ ЎаКиπẶ χ

τσϤϘβʻ 

 

- t  <ch0_thresh_ low >,< ch1_thresh_ low> 

 

  

ch0_thresh_low ЎаКи 0χᴞᾢΰΦΜ  

ch1_thresh_low ЎаКи 1χᴞᾢΰΦΜ  
 

-0 

-- channel -0 

ϯЗкϽ Ϭ︡ βϥЎаКиϬЎаКи 0 χϙ◙ ΰϘβʻДТ϶иЕ

ˢ ◙ ˣπψ 0,1 χЎаКиϬ ꜘΰϘβʻ 

-1 

-- channel -1 

ϯЗкϽ Ϭ︡ βϥЎаКиϬЎаКи 1 χϙ◙ ΰϘβʻДТ϶иЕ

ˢ ◙ ˣπψ 0,1 χЎаКиϬ ꜘΰϘβʻ 

-s 

-- sampling -period 

ϯЗкϽ Ϭ ꜘβϥ ṍˢ ˣϬ◙ ΰϘβʻДТ϶иЕ ψˮ1 (˯ )π

βʻ 

- s < multiple_of_sampling_period > 

 

  

multiple_of_sampling_period  ϯЗкϽ Ϭ ꜘβϥ ṍˢ ˣ 
 

-v 

-- print -elapsed-time  

ϯЗкϽ ρρϜτὊᵃⱲḧϬ ꜘʻДТ϶иЕψ ῟ʻ 
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“ם  

ЎаКи 0χ ᾢ ʺᴞᾢ ϬζϦηϦ 1376ʺ1372ρΰʺЎаКи 1χ ᾢ ʺᴞᾢ ϬζϦη

Ϧ 4854ʺ4851ρΰʺ5 ḧᶖπϯЗкϽ Ϭ ꜘΰʺὊᵃⱲḧϜ ꜘΰϘβʻ 

admin@amnimo:~$ amctrl ai  - T 1376,4854 - t 1372,4851  - s 5  - v 8 

An undershoot occurred on channel 0, count:5  

An overshoot occurred on channel 1, count:11  

[5.196934] 1371.921875,4854.171875,  

An undershoot occurred on channel 0, count:3  

An overshoot occurred o n channel 1, count:13  

[10.296342] 1371.953125,4854.203125 ,  
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 ОиІϸϳрЕϬ ꜘβϥ 

 

amctrl ЀЫрЖπОиІϸϳрЕϬ ꜘβϥτψʺamctrl pc Ϭם“ΰϘβʻϯЗкϽ ψ 1 τ

︡ ΰʺ ЀЫрЖπψζχ ỡ Ϭ ꜘΰϘβʻ 

꜠ 

amctrl pc < enable - p <pin0|pin1|pin2|pin3|all> [ - d DEBOUNCE_TIME | - m <high|low> ] >  |

 disable - p <pin0|pin1|pin2|pin3|all>  |  get [ - i COUNT_TIME]  |  - h > 

‮  

‮   

enable ОиІϸϳрЕϬ“ΞСрχ ῟ᴟΣϢό Ϭ◙ ΰϘβ Д̒Т϶иЕπψβϓοχС

рχОиІϸϳрЕψ ῟τσμοΜϘβʻ 

ӪʿОиІϸϳрЕϬ ῟ᴟΰοΜϥСрψʺДЅЌи ρΰο► πΦϘδϭ О̒и

ІϸϳрЕϬ ῟ᴟβϥρʺДЅЌи ρΰο™ ► ᴦ τσϤϘβʻ 
 

  

-p 

-- pin 

῟ᴟβϥСрϬ◙ ΰϘβʻСрϬᾤ ◙ βϥ ›ψʺ

pin0,pin1,pin2,pin3ʺβϓοχСрϬ◙ βϥ ›ψ all Ϭ◙ ΰϘβʻ 

πβʻ 

 

-d 

-- debounce 

ДНϳрІⱲḧˢЫϱϼк ˣϬ◙ ʻДТ϶иЕ ψˮ200˯πβʻ 

-m 

-- mode 

ϸϳрЕЯ˔ЖϬ◙ h̒igh,low Ϭ◙ πΦϘβ Д̒Т϶иЕ ψˮ high˯

πβʻ 
 

disable ОиІϸϳрЕϬ“ΞСрχ ῟ᴟΰϘβʻ 
 

  

-p 

-- pin 

῟ᴟβϥСрϬ◙ ΰϘβʻСрϬᾤ ◙ βϥ ›ψʺ

pin0,pin1,pin2,pin3ʺβϓοχСрϬ◙ βϥ ›ψ all Ϭ◙ ΰϘβʻ 

πβʻ 

 
 

get ϸϳрЕ Ϭ ꜘΰϘβʻ 
 

  

- i 

-- interval  

ϸϳрЕ ꜘ ṍˢ ˣϬ◙ ΰϘβʻДТ϶иЕ ψˮ1˯πβʻ 

 

“ם  

СрϬ ῟ᴟ d̋ebounce ψ 200usec H̋igh Υ ΰθ∑τϸϳрЕϯАФβϥОиІϸϳ

рЕ Ϭ ΰʺ5 ḧᶖπ СрχϸϳрЕ Ϭ︡ βϥʻζχῇʺϸϳрЕϯАФϬ ♁β

ϥОиІϸϳрЕ Ϭם☼βϥʻ 

admin@amnimo:~$ amctrl pc enable -- debounce=200 -- mode=high -- pin all  8 

admin@amnimo:~$ amctrl pc get Ƶ- interval 5  

0:0  

1:0  

2: 1 

3:0  

0:0  

1: 1 

2: 1 

3:0  

admin@amnimo:~$ amctrl pc disable Ƶ- pin all  
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12   

12.1 ᶆЯ˔Жτ ᴂΰοΜϥ CLI χṐ  

 

άάπψʺ Єз˔ЇχβϓοχṐ Ϭ‮ ρΰο τϘρϛοΜϘβʻ 

τϢμοψ ᴂΰοΜσΜṐ ΥΚϤϘβʻ 

 έρχṐ χӸΜτνΜοψʺ˰12.2 ᶆ τ ᴂΰοΜϥ CLI χṐ ˱Ϭ╥

ΰοΨιήΜʻ 

 

‮  
ԁ г˔Ѓ˔

Я˔Ж 
Ḛ  Я˔Ж Я˔Жיּ

ṐṀ™Ṟ Ὲ -  ˓ -  

ṐṀ ᾛ ᴦ ӱ̞1 -  ˓ -  

ṐṀ ꜘ ˓ ˓ ˓ 

FWН˔Ѕдр ꜘ ˓ ˓ -  

FWТϮϱиᶎ  -  ˓ -  

FWТϮϱи⌡   ˓  

FW   -  ˓ -  

ϵзϯ ṍ -  ˓ -  

Ṟ ϵзϯ ꜘ ˓ ˓ ˓ 

Ṟ ϵзϯ  -  ˓ ˓ 

ОАϾ˔Ѕ   -  ˓ -  

ОАϾ˔Ѕ ⌡  -  ˓ -  

ОАϾ˔ЅзЪЅЕзχ ᴥ -  -  ˓ 

ОАϾ˔ЅзЪЅЕзχ ⌡  -  -  ˓ 

ОАϾ˔ЅзЪЅЕзχ ꜘ -  ˓ ˓ 

ṍᴟ -  ˓ ˓ 

ԁ ꜘ -  ˓ ˓ 

ТϮϱизІЕ ꜘ -  ˓ ˓ 

ТϮϱи Φ₅ϙ -  ˓ ˓ 

ТϮϱи ϙ₅ϙ -  ˓ ˓ 

ТϮϱи   -  ˓ ˓ 

ТϮϱиЀС˔ -  ˓ ˓ 

ТϮϱи⌡  -  ˓ ˓ 

ТϮϱизІЕ ꜘ -  ˓ ˓ 

ТϮϱиӱ Ὲˢṁ ТϮϱи ˣ -  ˓ ˓ 

ТϮϱиЀС˔ Ὲˢṁ ТϮϱи ˣ -  ˓ ˓ 

ТϮϱи⌡ Ὲ -  ˓ ˓ 

ШІЕ ꜘ ˓ ˓ ˓ 

ШІЕ   -  -  ˓ 

ЌϱЭЋ˔р ꜘ ˓ ˓ ˓ 

ЌϱЭЋ˔р  -  -  ˓ 

г˔Ѓ˔ОІм˔Ж   ˓̞2 ˓ ˓ 

ϯϸϳрЕԁ ꜘ -  ˓ ˓ 

кϽϱрϯϸϳрЕ ꜘ ˓ ˓ ˓ 

ϯϸϳрЕˢг˔Ѓ˔ʺϽи˔Фˣ ꜘ -  ˓ ˓ 

ϯϸϳрЕˢг˔Ѓ˔ʺϽи˔Фˣ Ὲ -  -  ˓ 

ЯНϱиЯЅв˔и ꜘ ˓ ˓ ˓ 
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‮  
ԁ г˔Ѓ˔

Я˔Ж 
Ḛ  Я˔Ж Я˔Жיּ

ЯНϱиЯЅв˔и Ὲ -  ˓ ˓ 

ЯНϱиІГ˔ЌІ ꜘ ˓ ˓ ˓ 

ЯНϱи Ὲˢ︣ Я˔Жˣ -  ˓ ˓ 

ЯНϱи Ὲ -  ˓ ˓ 

ЯНϱи ꜘ -  ˓ ˓ 

ЯНϱи Ὲ -  -  ˓ 

PPPІГ˔ЌІ ꜘ ˓ ˓ ˓ 

PPP Ὲˢ︣ ˣ -  ˓ ˓ 

PPP Ὲ -  ˓ ˓ 

PPP ꜘ -  ˓ ˓ 

PPP Ὲ -  -  ˓ 

ϱрЌ˔ТϴϱІІГ˔ЌІ ꜘ ˓ ˓ ˓ 

ϱрЌ˔ТϴϱІ ꜘ -  ˓ ˓ 

ϱрЌ˔ТϴϱІ Ὲ -  -  ˓ 

и˔ГϰрϽГ˔Уи ꜘ ˓ ˓ ˓ 

и˔ГϰрϽ ꜘ -  ˓ ˓ 

и˔ГϰрϽ Ὲ -  -  ˓ 

ОϾАЕТϰиЌзрϽ ꜘ -  ˓ ˓ 

ОϾАЕТϰиЌзрϽ Ὲ -  -  ˓ 

NAT ꜘ -  ˓ ˓ 

NAT Ὲ -  -  ˓ 

DNSˢ ԏΦʺẄԏΦˣᾁ┤ ˓ ˓ ˓ 

DNSІГ˔ЌІ ꜘ ˓ ˓ ˓ 

DNS ꜘ -  ˓ ˓ 

DNS Ὲ -  -  ˓ 

DHCPз˔Іԁ ꜘ ˓ ˓ ˓ 

DHCPІГ˔ЌІ ꜘ ˓ ˓ ˓ 

DHCP ꜘ -  ˓ ˓ 

DHCP Ὲ -  -  ˓ 

IPsecІГ˔ЌІ ꜘ ˓ ˓ ˓ 

IPsec Ὲˢ︣ ˣ -  ˓ ˓ 

IPsec Ὲ -  ˓ ˓ 

IPsec ꜘ -  ˓ ˓ 

IPsec Ὲ -  -  ˓ 

NTPІГ˔ЌІ ꜘ ˓ ˓ ˓ 

NTP ꜘ -  ˓ ˓ 

NTP Ὲ -  -  ˓ 

SSH ꜘ -  ˓ ˓ 

SSH Ὲ -  -  ˓ 

telnet ꜘ -  ˓ ˓ 

telnet Ὲ -  -  ˓ 

ІЕй˔ЅДНϱІ ꜘ ˓ ˓ ˓ 

ІЕй˔ЅО˔ГϰЄдр Ὲ -  ˓ ˓ 

ІЕй˔ЅТ϶˔ЫАЕ Ὲ -  ˓ ˓ 

ІЕй˔ЅЫϳрЕ ꜘ ˓ ˓ ˓ 

ІЕй˔ЅЫϳрЕ Ὲ -  ˓ ˓ 
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‮  
ԁ г˔Ѓ˔

Я˔Ж 
Ḛ  Я˔Ж Я˔Жיּ

ІЕй˔ЅϯрЫϳрЕ Ὲ -  ˓ ˓ 

ІЕй˔ЅЎϴАϼ Ὲ -  ˓ ˓ 

ІЕй˔Ѕ► ệ ꜘ ˓ ˓ ˓ 

ІЕй˔Ѕ ꜘ ˓ ˓ ˓ 

ІЕй˔Ѕ Ὲ -  -  ˓ 

ІЕй˔ЅТ϶˔ЫАЕ ꜘ ˓ ˓ ˓ 

ІϾЅв˔и ⌠ ệ ꜘ ˓ ˓ ˓ 

ІϾЅв˔и ꜘ -  ˓ ˓ 

ІϾЅв˔и Ὲ -  -  ˓ 

PoEІГ˔ЌІ ꜘ ˓ ˓ ˓ 

PoEЪ˔Е Ὲˢ ᾛ ON˗OFFʺзЈАЕˣ -  ˓ ˓ 

PoE ꜘ -  ˓ ˓ 

PoE Ὲ -  -  ˓ 

USBДНϱІ ꜘ ˓ ˓ ˓ 

USBДНϱІ Ὲˢ ᾛ ON˗OFFʺзЈАЕˣ -  ˓ ˓ 

SyslogЮАЈ˔Ѕ ꜘ -  ˓ ˓ 

Syslog ꜘ -  ˓ ˓ 

Syslog Ὲ -  -  ˓ 

amlog ЮАЈ˔Ѕ ꜘ -  ˓ ˓ 

amlog Ὲ -  ˓ ˓ 

PING Ὲ ˓ ˓ ˓ 

TRACEROUTE Ὲ ˓ ˓ ˓ 

ARP ꜘ ˓ ˓ ˓ 

ARP Ὲ -  ˓ ˓ 

ОϾАЕЍрФ ꜘ -  ˓ ˓ 

ОϾАЕЍрФ  -  ˓ ˓ 

ОϾАЕЍрФ⌡  -  ˓ ˓ 

CPUІГ˔ЌІ ꜘ ˓ ˓ ˓ 

CPU ⌠ ꜘ -  ˓ ˓ 

CPU ⌠ Ὲ -  -  ˓ 

ӊ ꜘ ˓ ˓ ˓ 

ᴛ ꜘ ˓ ˓ ˓ 

‰ ᴛ ῐ ꜘ -  ˓ ˓ 

‰ ᴛ ῐ Ὲ -  -  ˓ 

Ⱳ⁭ ꜘ ˓ ˓ ˓ 

Ⱳ⁭ ˢ︣ ˣ -  ˓ ˓ 

Ⱳ⁭ ˢntpdateˣ -  ˓ ˓ 

DIN ꜘ ˓ ˓ ˓ 

DOUT ꜘ ˓ ˓ ˓ 

DOUT Ὲ -  ˓ ˓ 

DIPІϱАЎ ꜘ ˓ ˓ ˓ 

DMS ꜘ ˓ ˓ ˓ 

DMS Ὲ -  ˓ ˓ 

DMS ꜘ ˓ ˓ ˓ 

DMS Ὲ -  -  ˓ 

NxWitness ꜘ ˓ ˓ ˓ 
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‮  
ԁ г˔Ѓ˔

Я˔Ж 
Ḛ  Я˔Ж Я˔Жיּ

NxWitness Ὲ -  ˓ ˓ 

NxWitness ꜘ -  ˓ ˓ 

NxWitness Ὲ -  -  ˓ 

NxWitness Φ₅ϙ -  ˓ ˓ 

NxWitness ϙ₅ϙ -  ˓ ˓ 

amnimo VMS ꜘ ˓ ˓ ˓ 

amnimo VMS Ὲ -  ˓ ˓ 

amnimo VMS ꜘ -  ˓ ˓ 

amnimo VMS Ὲ -  -  ˓ 

remote.it ꜘ ˓ ˓ ˓ 

remote.it Ὲ -  ˓ ˓ 

remote.it ꜘ -  ˓ ˓ 

remote.it Ὲ -  -  ˓ 

ϯФзϾ˔ЄдрЀЫрЖם“ -  -  ˓ 

CVR ꜘ ˓ ˓ ˓ 

CVR Ὲ -  ˓ ˓ 

CVR ꜘ -  ˓ ˓ 

CVR Ὲ -  -  ˓ 

GUI ꜘ -  ˓ ˓ 

GUI Ὲ -  -  ˓ 

DHCPзй˔ ꜘ -  ˓ ˓ 

DHCPзй˔ Ὲ -  -  ˓ 

ФкϺЄЂ˔Н˔ ꜘ -  ˓ ˓ 

ФкϺЄЂ˔Н˔ Ὲ -  -  ˓ 

LANϯϼЈІЪϱрЕ ꜘ ˓ ˓ ˓ 

LANϯϼЈІЪϱрЕ  

ІГ˔Єдрԁ ꜘ 

˓ ˓ ˓ 

LANϯϼЈІЪϱрЕ  

ІГ˔Єдр Ὲ 

-  ˓ ˓ 

LANϯϼЈІЪϱрЕ ꜘ -  ˓ ˓ 

LANϯϼЈІЪϱрЕ Ὲ -  -  ˓ 

LANІГ˔Єдр ꜘ ˓ ˓ ˓ 

LANІГ˔Єдр Ϥ Π Ὲ -  ˓ ˓ 

LANІГ˔Єдр ꜘ -  ˓ ˓ 

LANІГ˔Єдр Ὲ -  -  ˓ 

WPS Ὲ -  -  ˓ 

WPS ꜘ -  ˓ ˓ 

WPS Ὲ -  -  ˓ 

̞1 ᾛ ᴦ τӱ“ΰϘβʻθιΰʺԁ Ⱳḧ α χ ›ˢ 10 ˣ̋ ꜛ τЀ˔иЖзУ˔ЕτϢμο
™Ṟ ΰϘβʻ 

̞2 ꜛ χϯϸϳрЕχОІм˔ЖχϙρσϤϘβʻ 
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12.2 ᶆ τ ᴂΰοΜϥ CLIχṐ  

‮  
          

ṐṀ™Ṟ Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ṐṀ ᾛ ᴦ

ӱ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ṐṀ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

FWН˔Ѕдр ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

FWТϮϱиᶎ  ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

FWТϮϱи⌡  ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

FW   ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ϵзϯ ṍ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

Ṟ ϵзϯ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

Ṟ ϵзϯ  ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ОАϾ˔Ѕ   ˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ОАϾ˔Ѕ ⌡  ˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ОАϾ˔ЅзЪЅЕ

зχ 

ᴥ 

˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ОАϾ˔ЅзЪЅЕ

зχ 

⌡  

˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ОАϾ˔ЅзЪЅЕ

зχ 

ꜘ 

˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ṍᴟ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ԁ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ТϮϱизІЕ

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ТϮϱи Φ₅

ϙ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ТϮϱи ϙ₅

ϙ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ТϮϱи   ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ТϮϱиЀС˔ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ТϮϱи⌡  ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ТϮϱизІЕ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ТϮϱиӱ Ὲ 

ˢṁ ТϮϱи

ˣ 

˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ТϮϱиЀС˔ Ὲ 

ˢṁ ТϮϱи

ˣ 

˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ТϮϱи⌡ Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ШІЕ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ШІЕ   ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ЌϱЭЋ˔р ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ЌϱЭЋ˔р  ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

г˔Ѓ˔ОІм˔Ж

  
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 
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‮  
          

ϯϸϳрЕԁ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

кϽϱрϯϸϳрЕ

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ϯϸϳрЕ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ϯϸϳрЕ Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

Ͻи˔Ф ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

Ͻи˔Ф Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ЯНϱиЯЅв˔и

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ЯНϱиЯЅв˔и

Ὲ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ЯНϱиІГ˔ЌІ

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ЯНϱи Ὲs ︣

Я˔Жˣ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ЯНϱи Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ЯНϱи ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ЯНϱи Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

PPPІГ˔ЌІ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

PPP Ὲs ︣

ˣ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

PPP Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

PPP ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

PPP Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ϱрЌ˔ТϴϱІІ

Г˔ЌІ ꜘ 
˓ ˓ ˓ ˓ ˓ ˓̞1 ˓̞1 ˓̞1 ˓̞1 ˓̞1 

ϱрЌ˔ТϴϱІ

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓̞1 ˓̞1 ˓̞1 ˓̞1 ˓̞1 

ϱрЌ˔ТϴϱІ

Ὲ 
˓ ˓ ˓ ˓ ˓ ˓̞1 ˓̞1 ˓̞1 ˓̞1 ˓̞1 

и˔ГϰрϽГ˔У

и ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

и˔ГϰрϽ

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ 

˓ ˓ ˓ 

и˔ГϰрϽ

Ὲ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ 

˓ ˓ ˓ 

ОϾАЕТϰиЌз

рϽ ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ 

˓ ˓ ˓ 

ОϾАЕТϰиЌз

рϽ Ὲ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ 

˓ ˓ ˓ 

NAT ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

NAT Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

DNSs ԏΦ Ẅ̋ԏΦˣ

ᾁ┤ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ 

˓ ˓ ˓ 

DNSІГ˔ЌІ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

DNS ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

DNS Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 
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DHCP з˔Іԁ

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ 

˓ ˓ ˓ 

DHCP ІГ˔ЌІ

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ 

˓ ˓ ˓ 

DHCP ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

DHCP Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

IPsecІГ˔ЌІ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

IPsec Ὲˢ︣

ˣ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

IPsec Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

IPsec ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

IPsec Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

NTPІГ˔ЌІ ꜘ ˓̞3 ˓ ˓ ˓ ˓ ˓̞3 ˓̞3 ˓̞3 ˓ ˓̞3 

NTP ꜘ ˓̞3 ˓ ˓ ˓ ˓ ˓̞3 ˓̞3 ˓̞3 ˓ ˓̞3 

NTP Ὲ ˓̞3 ˓ ˓ ˓ ˓ ˓̞3 ˓̞3 ˓̞3 ˓ ˓̞3 

SSH ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

SSH Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

telnet ꜘ -  -  -  -  -  -  -  ˓ -  -  

telnet Ὲ -  -  -  -  -  -  -  ˓ -  -  

ІЕй˔ЅДНϱІ

ꜘ 
˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ІЕй˔ЅО˔Гϰ

Єдр Ὲ 
˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ІЕй˔ЅТ϶˔Ы

АЕ Ὲ 
˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ІЕй˔ЅЫϳрЕ

ꜘ 
˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ІЕй˔ЅЫϳрЕ

Ὲ 
˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ІЕй˔ЅϯрЫϳ

рЕ Ὲ 
˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ІЕй˔ЅЎϴАϼ

Ὲ 
˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ІЕй˔Ѕ► ệ

ꜘ 
˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ІЕй˔Ѕ ꜘ ˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ІЕй˔Ѕ Ὲ ˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ІЕй˔ЅТ϶˔Ы

АЕ 

ꜘ 

˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ІϾЅв˔и ⌠

ệ ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ІϾЅв˔и

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓̞4 ˓ ˓̞4,5 ˓̞4,5 ˓̞5 

ІϾЅв˔и

Ὲ 
˓ ˓ ˓ ˓ ˓ ˓̞4 ˓ ˓̞4,5 ˓̞4,5 ˓̞5 

PoEІГ˔ЌІ ꜘ ˓̞6 ˓ ˓ ˓ ˓ -  ˓ -  -  ˓ 
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PoEЪ˔Е Ὲs ᾛ

ON˗OFF з̋ЈАЕ  x
˓̞6 ˓ ˓ ˓ ˓ -  ˓ -  -  ˓ 

PoE ꜘ ˓̞6 ˓ ˓ ˓ ˓ -  ˓ -  -  ˓ 

PoE Ὲ ˓̞6 ˓ ˓ ˓ ˓ -  ˓ -  -  ˓ 

USBДНϱІ ꜘ ˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

USBДНϱІ Ὲ 

ˢ ᾛ ON˗OFFʺз

ЈАЕˣ 

˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

ӊ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

Syslog ЮАЈ˔Ѕ

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

Syslog ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

Syslog Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

amlog ЮАЈ˔Ѕ

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ 

-  -  -  

amlog Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

PING Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

TRACEROUTE Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ARP ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ARP Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ОϾАЕЍрФ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ОϾАЕЍрФ  ˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ОϾАЕЍрФ⌡  ˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

CPUІГ˔ЌІ ꜘ -  -  -  ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

CPU ⌠ ꜘ -  -  -  ˓ ˓ ˓ ˓ -  -  -  

CPU ⌠ Ὲ -  -  -  ˓ ˓ ˓ ˓ -  -  -  

ӊ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

ᴛ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

‰ ᴛ ῐ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

‰ ᴛ ῐ Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

Ⱳ⁭ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

Ⱳ⁭ ˢ︣ ˣ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

Ⱳ⁭ ˢntpdateˣ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

DIN ꜘ ˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

DOUT ꜘ ˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

DOUT Ὲ ˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

DIP ІϱАЎ

ꜘ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

DMS ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

DMS Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

DMS ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

DMS Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

NxWitness ꜘ ˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

NxWitness Ὲ ˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

NxWitness ꜘ ˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

NxWitness Ὲ ˓ ˓ ˓ ˓ ˓ -  -  -  -  -  
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NxWitness Φ

₅ϙ 
˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

NxWitness ϙ

₅ϙ 
˓ ˓ ˓ ˓ ˓ -  -  -  -  -  

amnimo VMS

ꜘ 
-  ˓ ˓ ˓ ˓ -  -  -  -  -  

amnimo VMS Ὲ -  ˓ ˓ ˓ ˓ -  -  -  -  -  

amnimo VMS

ꜘ 
-  ˓ ˓ ˓ ˓ -  -  -  -  -  

amnimo VMS

Ὲ 
-  ˓ ˓ ˓ ˓ -  -  -  -  -  

remote.it ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

remote.it Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

remote.it ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

remote.it Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

ϯФзϾ˔ЄдрЀ

ЫрЖם“ 
˓ ˓ ˓ ˓ ˓ ˓ ˓ -  -  -  

CVR ꜘ -  -  -  -  -  ˓ -  -  ˓ ˓ 

CVR Ὲ -  -  -  -  -  ˓ -  -  ˓ ˓ 

CVR ꜘ -  -  -  -  -  ˓ -  -  ˓ ˓ 

CVR Ὲ -  -  -  -  -  ˓ -  -  ˓ ˓ 

GUI ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

GUI Ὲ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

DHCPзй˔ ꜘ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ ˓ 

DHCP зй˔

Ὲ 

˓ ˓ ˓ ˓ 
˓ ˓ ˓ ˓ ˓ ˓ 

ФкϺЄЂ˔Н˔

ꜘ 

˓ ˓ ˓ ˓ 
˓ ˓ ˓ ˓ ˓ ˓ 

ФкϺЄЂ˔Н˔

Ὲ 

˓ ˓ ˓ ˓ 
˓ ˓ ˓ ˓ ˓ ˓ 

LAN ϯϼЈІЪ

ϱрЕ ꜘ 
-  -  -  -  -  -  -  -  ˓ ˓ 

LAN ϯϼЈІЪ

ϱрЕ  

ІГ˔Єдрԁ

ꜘ 

-  -  -  -  -  -  -  -  ˓ ˓ 

LAN ϯϼЈІЪ

ϱрЕ  

ІГ˔Єдр

Ὲ 

-  -  -  -  -  -  -  -  ˓ ˓ 

LAN ϯϼЈІЪ

ϱрЕ ꜘ 
-  -  -  -  -  -  -  -  ˓ ˓ 

LAN ϯϼЈІЪ

ϱрЕ Ὲ 
-  -  -  -  -  -  -  -  ˓ ˓ 

LAN ІГ˔Єд

р ꜘ 
-  -  -  -  -  -  -  -  ˓ ˓ 

LAN ІГ˔Єд

р Ϥ Π Ὲ 
-  -  -  -  -  -  -  -  ˓ ˓ 
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LAN ІГ˔Єд

р ꜘ 
-  -  -  -  -  -  -  -  ˓ ˓ 

LAN ІГ˔Єд

р Ὲ 
-  -  -  -  -  -  -  -  ˓ ˓ 

WPS Ὲ -  -  -  -  -  -  -  -  ˓ ˓ 

WPS ꜘ -  -  -  -  -  -  -  -  ˓ ˓ 

WPS Ὲ -  -  -  -  -  -  -  -  ˓ ˓ 

̞1 ϵАЅϿ˔Еϳϴϱρψϱ˔ЂКАЕЪ˔Еχ ΥӰσϤϘβʻ 

̞2 ₈ῇχзз˔Іπ ᴂ πβʻ 

̞3 GPSṐ ψΚϤϘδϭʻ 

̞4 poe-reset -supply ψ πΦϘδϭʻ 

̞5 ppp τḩἰΰθṐ ψ πΦϘδϭʻ 

̞6 ЈрЂ˔ Ͽ˔Еϳϴϱ▫ Bψ PoEṐ τ ᴂΰοΜϘδϭʻ 
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12.3 ТϴϱиЈ˔Т 

ТϴϱиЈ˔ТψṐṀᾮ Ϟ῏ ⌠Υ ΰθ ›τʺṐṀϬ™Ṟ βϥάρπ 24ⱲḧὋ τ֫

Ϭ“Ξ▫ ϙπβʻТϴϱиЈ˔ТψʺЯНϱиṐ ʺІЕй˔ЅṐ ʺІϾЅв˔иṐ ʺ

DHCPЂ˔Н˔Ṑ τ Υ ∕ΰϘβʻϘθ DMS Ṑ ϜТϴϱиЈ˔ТṐ Υ ϩμοΜϘβʻ 

 ТϴϱиЈ˔Т Ṑ  

Ṑ  Ӱ ᾁ  зϸНз˔  

ІЕй˔ЅṐ  

 ˰4.8.7 fsck˗mount˗read˗write ﬞ ⱲχТϴϱиЈ˔Т

Ϭ βϥ˱ 

ІЕй˔Ѕ 

ϯϼЈІﬞ  

ІЕй˔Ѕ 

ϯϼЈІם“ 

ЯНϱиṐ  

 ˰5.7 ЯНϱиᵕ Ϭ βϥ˱ 
Ӱ  

ЯНϱиЯЅв

˔изЈАЕ 

ІϾЅв˔и 

Ṑ  

 ˰ 7.7.3 

ІϾЅв

˔иϬ

βϥ˱ 

І
Ͼ
Ѕ
в
˔
и
Ќ
ϱ
Ф

 

¬keep-aliveº 

ϯ
ϼ
Є
д
р

 

¬disconnect  ecm ECM-

IFNAME reset enableº 

ping 

ﬞ  

= ping ™  

= ЯНϱиЯ

Ѕв˔из

ЈАЕ 

¬disconnect  ecm ECM-

IFNAME reset disableº 
ping ™  

¬wifi ap reset enableº ̞4 

Ϙθψ 

¬wifi sta reset enableº ̞4 

Ϙθψ 

¬wif-resetº ̞4 

= ping ™  

= LAN Ў

АФзЈА

Е 

¬wifi ap reset disableº ̞4 

Ϙθψ 

¬wifi sta reset disableº ̞4 

ping ™  

 

¬soft -rebootº 

Ϙθψ 

¬hard-rebootº 
ϯϼЄдр ⌠

(ЊТЕзУ˔

ЕϘθψМ˔Ж

зУ˔Е) ̞2 ¬general -

controlº 

¬soft -rebootº 

Ϙθψ 

¬hard-reboot¬ 

(ІϾЅв˔и

ЌϱЬрϽ) ̞1 

DHCPЂ˔Н˔Ṑ  

 ˰7.6.3 DHCPЂ˔Н˔χ Ϭβϥ˱ 

ԁ ṍḧτ◙

ᵕ ӟ χ

DHCP 

DISCOVER χ

 

DHCPЂ˔Н˔

χ™Ṟ  

DMSṐ  

 ˰10.1 DMSχ Ϭβϥ˱ 

DMS Ђ˔Н˔

ϒχϺ˔Фϯж

ϱУχЌϱЭϯ

ϳЕ̞3 

ЯНϱиЯЅв

˔изЈАЕ̞3 

̞1 χṜ∏ ʺӰ ᾁ ρṜ∏ΰοΜϘβΥʺ ήϦϥ πβʻ 

̞2 зϸНз˔ ⌠ΥзУ˔Е τσϤϘβʻ 

̞3 ⇔▫ ψⱳЧ˔ЅχˮDMS Ṑ χТϴϱиЈ˔Т ⌠˯τṜ∏ΰοΜϘβʻ 

̞4 LAN ЎАФзЈАЕḩ χϯϼЄдрψʺН˔Ѕдр 2.3.0ӟ ψ¬wifi ap  resetº̋ ¬wifi sta  resetº̋ Н˔Ѕдр
2.5.0ψºwifi -resetºτσϤϘβʻ ⇔ψʺ˰ 7.7.3 ІϾЅв˔иϬ βϥ˱Ϭ╥ ΨιήΜʻ 
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retry̞4 Ӱ ᾁ ΰθ ›ʺзϸНз˔ ϬβϥΩ зЕжϱᵕ  

reboot  Ω зЈАЕᵕ τ ΰθρΦτʺзУ˔ЕϬם☼βϥΩ зУ˔Еᵕ  

̞4 ІϾЅв˔иṐ χϙʺΩ зЕжϱᵕ ψ  πΦϘδϭʻ͏ᵕᾧ τσϤϘβʻ 

DMS Ṑ χТϴϱиЈ˔Т ⌠  

‮   

Ӱ ᾁ Ὧ DMS Ṑ ῟ⱲτʺДНϱІ-ϼжϳЖḧχ ﬞ ῇχ™ Υ͎ᵕӟ

πﬞ βϥʻ 

зϸНз˔  = ЯНϱиᵕ ΥϱрЌ˔КАЕ τи˔ГϰрϽήϦʺDMS χὊ ρΰο

ΰοΜϥ ›ʺ ЯЅв˔иϬзЈАЕ̞5βϥʻ 

= ТϴϱиЈ˔ТΥ 4ᵕ βϥρʺДНϱІϬ™Ṟ☼ם βϥʻ 

̞5 ЀрОϼЕи˔Ќ˔ψ ЯЅв˔и ῈФкЈІχϙϬзЈАЕΰϘβʻ 

 Ṑ ᵵ  

 Ӱ ˢ Πω Я̋НϱиṐ χ ›ʺ Ӱ Ϭxᾁ ΰθ › з̋ϸНз˔ Ϭ“ΜϘβʻ

ζχ∑ʺзЕжϱᵕ ϬϸϳрЕϯАФΰϘβʻ 

 зЕжϱᵕ ӟ τ™ τ ῞βϥρʺзЕжϱᵕ ʺзУ˔Еᵕ ψзЈАЕήϦϘβʻ 

 ΰθΩ зЕжϱᵕ ӟ “ΞρʺзЕжϱᵕ ψзЈАЕήϦʺзУ˔Еᵕ Υϸϳр

ЕϯАФήϦʺṐṀϬМ˔ЖϳϴϯзУ˔ЕΰϘβʻ 

 ΰθΩ зУ˔Еᵕ ӟ зУ˔ЕβϥρʺзУ˔Еᵕ ψϸϳрЕϯАФήϦϘβΥʺ

зУ˔Е ψ♁ϘϤϘβ θ̒ιΰзУ˔Еᵕ Υ 255ᵕϬ Πϥρ Ϙ̋θ 0ᵕτ ϤϘβ̞ʻ 

̞ІϾЅв˔иṐ ʺІЕй˔ЅṐ ψ 255ᵕϬ ΠοϜ 0τ ΰϘδϭʻ₈ῇχзз˔Іπ ᴂβϥ πβʻ 
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1  2020 7Ὦ 1  “ 

2  2020 10Ὦ 1  amnimo G Єз˔Ї ТϮ˔Эϳϴϯ V͍.1.0зз˔ІτϢϥṐ ᴥχθ

ϛʻ 

= ᴛ ῈṐ χ ᴥ 

= CPUϼкАϼ ῈṐ χ ᴥ 

= DNS Ṑ ᴥ 

= DHCP(IPv4) Ṑ ᴥ 

= NTPṐ τΣΪϥ GPS ῈṐ ᴥ 

= ТϮϱи ῈṐ χ ᴥ 

= USB ῈṐ χ ᴥ 

= PPP ῈṐ χ ᴥ 

= ЌϱЭЋ˔рʺШІЕ Ṑ χ ᴥ 

= IPSec Ṑ χ ᴥ 

= DMS Ṑ χ ᴥ 

= NxWitness Ṑ χ ᴥ 

= ЯНϱиЯЅв˔и ῈṐ χԁ Ṑ ᴥ 

= PoE ῈṐ χԁ Ṑ ᴥ 

3  2021 4Ὦ 1  amnimo G/R Єз˔Ї ТϮ˔Эϳϴϯ V͍.2.0зз˔ІτϢϥṐ ᴥχ

θϛʻ 

= GUI Ṑ χ ᴥ 

= remote.it Ṑ χ ᴥ 

= D IN/D  OUT ῈṐ χ ᴥ 

4  2021 9Ὦ 10  amnimo G/R Єз˔Ї ТϮ˔Эϳϴϯ V͍.3.0зз˔ІτϢϥṐ ᴥʾ

▫  χθϛʻ 

= ЯНϱиЯЅв˔иḩ Ṑ χ  ʾ ᴥ 

= КАЕм˔ϼᶎ Ṑ χ ᴥ 

= ОІм˔Ж ▫ χ   

5  2021 10Ὦ 18  amnimo G/R Єз˔Ї ТϮ˔Эϳϴϯ V͍.4.0зз˔ІτϢϥṐ ᴥχ

θϛʻ 

= ᴒᵰЌϱФϵАЅϿ˔ЕϳϴϱʺᴒᵰЌϱФ IoTи˔Ќ˔Ϭ ṐṀρ

ΰο ᴥʻ 

͒  2022 5Ὦ 20  amnimo G/R/C Єз˔Ї ТϮ˔Эϳϴϯ V͍.5.0зз˔ІτϢϥṐ ᴥ

χθϛʻ 

= ЀрОϼЕи˔Ќ˔Ϭ ṐṀρΰο ᴥʻ 

͓  2022 6Ὦ 15  amnimo G/R Єз˔Ї ТϮ˔Эϳϴϯ V͍.5.1зз˔ІτϢϥ▫  χ

θϛʻ 

= CPU ⌠ χДТ϶иЕ Ϭ▫  ʻ 

8  2022 7Ὦ 15  amnimo G/R Єз˔Ї ТϮ˔Эϳϴϯ V͍.5.2зз˔ІτϢϥ▫  χ

θϛʻ 

= χḗ♪ОϾАЕϬ ʻ 

= amnimo CЄз˔Ї ТϮ˔Эϳϴϯ V͍.6.0зз˔ІτϢϥṐ ᴥχ

θϛʻ 

= ЀрОϼЕи˔Ќ˔χGUIṐ ᴥʻ 

͕  2022 10Ὦ 1  amnimo C Єз˔Ї ТϮ˔Эϳϴϯ V͍.7.0зз˔ІτϢϥṐ ᴥχθ

ϛʻ 

= DHCPзй˔Ṑ ʺIPsecṐ ʺremote.it Ṑ ᴥʻ 

= IPsecχЀЫрЖ▫ χ῏ṜϬ (̒pre-shard-key̰pre-shared-key) 



 

 

458 

ᵠ

 

 “  ᵠ  

10  2022 12Ὦ 2  amnimo C Єз˔Ї ТϮ˔Эϳϴϯ V͍.8.0зз˔ІτϢϥṐ ᴥχθ

ϛʻ 

= ФкϺЄЂ˔Н˔Ṑ ᴥʻ 

= Ͻи˔Фᾂᾢ χṐ ᴥʻˢ Ṑ ᴥτ Μʺг˔Ѓ˔ Ṑ

χԁ ▫  ΚϤˣ 

= DNSṐ τ ṰṐ Ϭ ᴥʻ 

= IPsecṐ χОІІи˔Я˔Ж(◙ ΰθЂУКАЕτ ΰο IPsec

Ϭ“ϩσΜṐ )Ϭ ᴥʻ 

11  2023 1Ὦ 13  amnimo C Єз˔Ї ТϮ˔Эϳϴϯ V͍.8.1зз˔І a̋mnimo G/R Єз

˔Ї ТϮ˔Эϳϴϯ V͍.8.2зз˔ІτϢϥṜ∏Ⱨχ‮  ʻ 

12  2023 1Ὦ 23  ОІм˔Жχ Ⱬτḩβϥ ὯϬ Ṝʻ 

13  2023 3Ὦ 6  amnimo C Єз˔Ї ТϮ˔Эϳϴϯ V͍.9.0зз˔ІτϢϥṐ ᴥχθ

ϛʻ 

= DHCPЂ˔Н˔χТϴϱиЈ˔ТṐ ᴥ 

14  2023 5Ὦ 31  amnimo CЄз˔Ї ТϮ˔ЭϳϴϯV͍.10.0зз˔ІτϢϥṐ ᴥχθ

ϛʻ 

= ᴒ ЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔Ϭ ṐṀρΰο ᴥʻ 

15  2023 6Ὦ 30  amnimo CЄз˔Ї ТϮ˔ЭϳϴϯV͍.11.0зз˔ІτϢϥṐ ᴥχθ

ϛʻ 

= ІϾЅв˔иṐ χІϾЅв˔иЌϱФˮgeneral -control˯τΣΜοʺ

жрЍЭם“Ⱳḧ ρṞ ὊᵃⱲḧ τϢϥЊТЕϳϴϯзУ˔

ЕʺМ˔ЖϳϴϯзУ˔ЕϬם“πΦϥṐ Ϭ ᴥʻ 

16  2023 9Ὦ 1  amnimo C Єз˔Ї ТϮ˔Эϳϴϯ V1.12.0зз˔Іʺamnimo X Єз˔

Ї ТϮ˔Эϳϴϯ V2.0.0(зз˔І )τϢϥṐ ᴥχθϛʻ 

= ᴒᵰЌϱФ LAN ∏ЀрОϼЕи˔Ќ˔ʺᴒ ЌϱФ AI ϵАЅ

Ͽ˔ЕϳϴϱϬ ṐṀρΰο ᴥʻ 

17  2023 ͕Ὦ 29  amnimo C Єз˔Ї ТϮ˔Эϳϴϯ V1.13.0зз˔І a̋mnimo G/R Єз

˔Ї ТϮ˔Эϳϴϯ V1.9.7τϢϥṐ ᴥʺ▫ ⇔ Ṝχθϛʻ 

18  2023 11Ὦ 10  amnimo G Єз˔Ї ТϮ˔Эϳϴϯ V2.1.0 зз˔ІχθϛτϢϥṐ

ᴥʺ ᾢⱧʻϛθχ‮ 

= ІЕй˔ЅχТ϶˔ЫАЕ ꜘχṐ ᴥʻ 

= г˔Ѓ˔ ʺϽи˔Ф τ ᶑ Ⱬχϙχ ΥπΦσΨσϥ▫  

Ϭ ᴥʻ 

= amnimo G Єз˔ЇχϙʺϱрЌ˔ТϴϱІṐ π ᴦ σ MTU χ

Ω Ϭ 9676Τϣ 9668τ▫  ΰϘΰθʻ 

19  2023 11Ὦ 15  ІϾЅв˔иṐ τḩβϥṜ Ϭ ΰϘΰθʻ 

20  2024 1Ὦ 30  amnimo C Єз˔Ї ТϮ˔Эϳϴϯ V2.4.0 зз˔ІτϢϥṐ ᴥχθ

ϛʻ 

= PPPṐ τЯНϱи IP ᵃЯ˔ЖṐ Ϭ ᴥΰϘΰθʻ 

21  2024 3Ὦ 15  amnimo X/ G/R Єз˔Ї ТϮ˔Эϳϴϯ V2.4.1зз˔ІτϢϥṐ ᴥ

χθϛʻ 

= amnimo VMS Ṑ Ϭ ᴥΰϘΰθʻ 

22  2024 3Ὦ 21  ІϾЅв˔иṐ τḩβϥṜ Ϭ ΰϘΰθʻ 
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23  2024 5Ὦ 15  amnimo C Єз˔Ї ТϮ˔Эϳϴϯ V2.5.0 зз˔ІτϢϥṐ ᴥχθ

ϛʻ 

= ІϾЅв˔иṐ τḩΰοʺ LAN ЎАФϬзЈАЕτḩ βϥ▫

Ϭ  ΰϘΰθʻάχ▫  τϢϤ general -control πχ LAN

ЎАФχзЈАЕΥᴦ σϤϘΰθʻ 

= ІϾЅв˔иṐ χ keep-alive τḩΰοʺping χ ᾕϱрЌ˔

ТϴϱІϬ πΦϥϢΞτ  ΰϘΰθʻ 

= ІϾЅв˔иṐ χ keep-alive τḩΰο Т̋ϴϱиЈ˔ТχзЕж

ϱᵕ Ϭ πΦϥϢΞτ  ΰϘΰθʻ 

= ІϾЅв˔иṐ χ general -control τḩΰοʺТϴϱиЈ˔Тχ

Ṑ Ϭ⌡ ΰϘΰθʻ 

24  2024 8Ὦ 9  amnimo X/ G/R Єз˔Ї ТϮ˔Эϳϴϯ V2.6.0зз˔ІτϢϥṐ ᴥ

χθϛʻ 

= ОϾАЕТϰиЌзрϽρ NAT χОϾАЕ› Ὧχ MAC ϯЖйІ

χ◙ τЫІϼṐ Ϭ ᴥΰϘΰθʻ 

25  2024 9Ὦ 4  ᴒᵰЌϱФ AIϵАЅϿ˔ЕϳϴϱϬ ṐṀρΰο ᴥʻ 

26  2024 10Ὦ 8  ͍ʽamnimo C Єз˔Ї ТϮ˔Эϳϴϯ V2.6.2 зз˔ІτϢϥṐ ᴥ

χθϛʻ 

= ᴒ ΰΪЀрОϼЕи˔Ќ˔τ telnet Ṑ Ϭ ᴥΰϘΰθʻ 

= ᴒ ʾᴒᵰΰΪ LANṐ ∏ЀрОϼЕи˔Ќ˔τ CVRṐ Ϭ

ᴥΰϘΰθʻ 

= ϱрЌ˔ТϴϱІṐ χᶆЀрОϼЕи˔Ќ˔χ mtu τḩβϥ▫

χ  Ϭ“ΜϘΰθʻ 

= IPsecṐ τᶈ Ṑ Ϭ ᴥΰϘΰθʻ 

͎ʽОϾАЕϺаФЎаṐ τḩβϥ῏ṜϬ ΰϘΰθʻ 

27  2024 11Ὦ 22  amnimo C Єз˔Ї ТϮ˔Эϳϴϯ V2.7.0 зз˔ІτϢϥṐ ᴥχθ

ϛʻ 

= DMS Ṑ τΣΜοʺкϽйЦиρЪ˔зрϽḧᶖϬ πΦϥϢΞτ

ΰϘΰθʻ 

28       2025 3Ὦ 7  ͍ʽ amnimo R Єз˔Ї ТϮ˔Эϳϴϯ V2.7.0 зз˔ІτϢϥṐ ᴥ

χθϛʻ 

= ϼжϳЖРДϷйЀ˔Ѝ˔Ṑ Ϭ ᴥΰϘΰθʻ 

͎ʽ amnimo X Єз˔Ї ЈрЂ˔ Ͽ˔ЕϳϴϱϬ ṐṀρΰο

ᴥʻ 
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